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FERREREHK
HEiTENLHIZORENE

1 SeHE

APRAERLE 1 BLS5 THI AL S A% B B A S AL RN K O BE B A1 S A S B5 1 BLE T
O P B I A

A 3 ] T S5 AR 1D IT T LA o A AZ O T B A . W LSS TR LA i e T AR S
G 5] R 5 S A G D 3 R RS 9 R AT

2 MesI AxH

B FN SRS T A SO B R b AN R AR LI T H A 51 ST A0 H 39 Y RRCAS 38 AR SC
PFo FURATE H IG5 ST H 507 BRAS CROAG i A7 A9 08 2430 38 1 A ST
GB/T 22239—2008 {5 B RYE L &35 R AR HEA R

3 ARIBFENX

TN FE s T A S
3.1
%% government department
N PSR BRI T 55 TAE 9 B G ML G A Tl 7 TR 8 4 25 AR S ML
3.2
BOBED(BRED) core configuration item
THRENERAE R G IV A TR N BE 2% . BIOS & 48 il By 2% 2 A5 5114 25 258 Al R 0 vh 5 e o F ML 22 &
1) OG5 S AT 0T
- A% TC I R A A S OC T AR 2 I DX ] TN A T, T DR A 22 4 R R AT IR
3.3
¥iILEE core configuration
X A% U L B AT S BOR B R i R
bR U QIR W 58 I O | o g S Rl 5 R 0 = WA ) | e o S T e < i 1S 71 g A 0
1 g
3.4
BB EIMEIE core configuration item base value
Fie FRA% 0 T AR B2 SR G T 5 T i S B
3.5
OB EELZL core configuration baseline
REWE W A2 T3 ML 2E 4 FEAS R 1Y — 2R A% 00 TC B (A I 4R 5
3.6
BILEESE  core configuration list
FH A O T B8 TR 8 1R — T 271 3%, 2 R A% 0o T i ) 1 ) — RO XA A
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3.7
BILDEEBEE LB core configuration baseline package
RSB O TE EE RR 2 1 Bl A E  R E A — Fb B A AR E TR 2R A0 T RO A

4 GERGIE

T 5 A g v s T A S

BIOS : 3 A #i A 4 &R 48 (Basic Input Output System)

CGDCC: B 55 B WL 2 v A% 0> it B (Chinese Government Desktop Core Configuration)
FTP. X & #i 31 (File Transfer Protocol)

GUID: £ Bk ME—#RH4F (Globally Unique Identifier)

TCM ; A] fF BB (Trusted Cryptography Module)

WMI . 5110 & ML (Windows Management Instrumentation)

XML ] ¥ & B 5 (Extensible Markup Language)

5 ik

5.1 BROEENHR

AR AE SR X R T OS5 W80T I 9 T AL 2% i B A0 B R A O B ER L B )
(BU55 A R B35 A0 0D B S5 TS AL L R TSR PL AR & P LSS

5.2 BOEEEHE

0 IE B Y 0 LA A0 R O I

a) BAERS . W Windows &5 . EH4h Linux FIE " Linux % ;

by INAEAE L WE S Office HMFAIE = WPS 845 ;

o) W #EH A4, W E AP Internet Explore,Chrome. Firefox £ E ;= #1iF . 360 W % 7% 2%

d WA RGE B, W E S Outlook F1E 7 Foxmail %5

e)  BIOS ZGH M, W AMI BIOS, Award BIOS % ;

D BB EAT N B e B R SRR AR,

WA GB/T 22239—2008 W 7.1.3 H1 7.1.4 XF T2 = 2% T2 400 T4 4 ) BOR L b S il o pF
NEAF A AN R Bl B K

a) B0y B0 AL G K B S A A4 L

by U T4 ] < B4 i A BEAAL R 23 FiC 5

o) CRAT I ALKE K AT TR B R R

& FIRAT B AR AL G B SO s SO A SR A

e)  ARBIIE  ALFE XA 0 SR T RE IS L FH R T A ST T

D WA AL R B2 A T RN B A R

g)  WEUREEH] IS MRS i L PSR B IR A RN B B DR

53 ZOBEMEARLE

AR A 0 T T ) (L 9 D A% 0 TC 8 30T 0 T SR T AR 28 0 X ] 01 A2 5 0 26 HE A 2 7
a)  JFRI HUEAL 07 B 17, 0, e BT 4R % 44 1Y Active #2487, AT AR “J5 HT (1)
ﬁ“%}zﬁ(o)”o
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5.6

GB/T 30278—2013

by M B B O T B H 2 TR, a0 e I 5 A I R 45 Ta) AR s T AL AR 1Y
I 7, AT AR N “45 B 53 (Administrators) ”“# 2 A ' (Power Users)”“— & FH 7 (Users) 1§

“F 1 (Guests)”,
o) DXIBIIH . B 3% 42 43 A A5 — AN DX Ta) P, 6] 4, i 8 < ik P g B TE) 7, (B YE BB oM 41 min~
99 999 min”,

) AT iy A P e 2 el O I E B I T A B T I B0 B e LR R I 4 4 o
(510N B2 SSUI TRYE2E N AN vl = DM X7 1A S PR TR

O EETRE T &

R 8 A% 0 T TR {066 58 N [ o T 3 S T P 2 TR {10 0 L S 7 W 1L 0 ey %

a)  VEMRWE 7
T o0 A8 A S T UK 7 ) 3 U R B A5 L S ) T T IR AE L 491 4 Windows #R1E R4,

by fc B SR WA D vk
8 e 18 B SO P A O A T RO S BN A AL L B A0 Linux $R1E R4

R A% 0 B 30 2 7 AN [R] BT 43 F Bl AL E 3l o oy ik

a)  FohmE
X A% B B IR AT N T T {E . 1% 7 9538 T B A i o 1 0 B AR L B, AE
Windows RS , a7 4 50 g 48 25 (GPEdi , i A T X0 4% 0 Bt & 30 247 B ; 78 Linux
RGBT, 4 Y 0 O SCOR, A% 0 L B 005 0 E AT AE s 78 BIOS REH, HE7E AHLS
10 L BT F s

b) A3
A% O G B LR AL A A Bhi 8 T XA O B B IR TR . %O R TR R it
i i B E .

i

BOEENZ2/1ER

A0 T B T e A U e 5 R e 2 A A

a) W HBCF &S BT IR (DEP) IS F74if S8 T 90055 22 AR 4 T RE 5
b) AR A AR BT REAF 7R 4 4 U I A IR 55 i 11 R P L RS 3R 8 45 5

o) NMEE A B By 0y MO LU A BRI 4 xR A IR P T B

d) RN PR A R D TR AR | 0 R A SR S DI BE

BB E B 3 K HEESR

RO BEE A B4k T HE 2R AL 5 DL DA )

a) AL TE AR R MR T SR i T B AR T PR 1) T OR R B e ) i A T
BHMEOR . DT A EOR WA 7

by G il A T T A SR R B 7 R A A0 TR TR ) 5 TC bR DAL L TR I kLT A
Il 22 A G ) SR FEL L THC 0T O B A ARG, A B DU 45 A0 TG O B A o R DL RS
8 .,

©) AR TE R L F I BT SR AL O — AT S XML A i A M R SO LA
F iR TS0, #2000 B B AR R A% U R W3 9 %

&) HBARE S G A O CE A SRR T B L S B I I R A 3 T A S R
PESCI AT . AR EORZORILES 10 5,
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6 BROBEEARER

6.1 BRIERZBRLOEEEX
6.1.1 #Eik

AVRAEMRTE GB/T 22239—2008 H1 7.1.3 %456 =R ENL L AW ER A E NN FRBIERS T
By S ) 7 Il 4 AT VRIAE BT AR B 9 R R ) A T 4 O i B AR R,

6.1.2 HH%E3

By 3 % ) e E R AL 45 .

a) W PSSR L NS Bl By B T AL o PR T 25 8 SR R O K 3% B 22 YRR SR AR UG I A E T P
b) 0B A H AR B A A RO RN R N A R R R A

o) JA B S B rjﬁmjﬁaéﬁﬁmﬁm%uﬁﬁ,mméﬁ%mﬂzwﬁu

T OB AT 0 e L R R

6.1.3 iFEIEH

iﬁl‘ﬂﬁﬁ?ﬂ@ﬂﬁg*@%:

a) 25 24 K ' (Anonymous) R EK P (Guest) .77 il 32 3 P (Support) , FR 45 HH 5 k P
(Admml%trator) T A 44 8 B DL P, BRI 5 R P 8 U T AR L A 1k AT e WK P s R 1 ]

by L BRI P X SO B B Sl P A R A A R A 1 R AR 5

o) I PR T P AR i T RN AU ) A B

6.1.4 ZEe®Hit

4 T R AL

a)  NLE A HAE L IC O B R S N ER A R A 4 SRR L T SR SR AN
BT AL IE A B A 4R

by RLE RS H A A0 SCHE SO A SR R G B IR U TR 4R

6.1.5 FREFESHRP

BRS04 B R 4
D RSN R LA 77 T
by W I L BRI S e

O RIS I MERRAE G615 B T IR S BLIE

6.1.6 ANEBE

AR5 i e B BSR4

a)  NLJA BT BE AR B AT PR 47 (DEP) BESXAT Shell B8R 4P 8
by AT IT WA B B F I, B H A 3 FF AT 44

o) BLJE B OR3P AR B B E L 5 M 14

& RIS AR G W A DI fE 5

e) IO BRI R IR P B4 T B 42 2 DR A R A R AN T B BERR

6.1.7 HWiRIEH

YA o T OR LA
4



a)

b)

c)

d

e)
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N2 S B A= 3 A %08 28 # (Dynamic Data Exchange) . H.B% {5 & Ik % (Internet Infor-
mation Serv1ces) JETP Ml Telnet %5 o 45 7% $ |28 72 ) 28 15 7] 45l 55, BR ol i 28 55 e 4 i 42 5

L &R (E AT A 3iz 47 (Auto run) ;

}Lﬂélﬂ FTP.HTTPGER AL i Hypertext Transport Protocol) , RPC (it £ i<t #2 1 F B
1 Remote Procedure Call Protocol) \UPNP Gl FH Bl4% Bl F§ Universal Plug and Play) . it 2 5
T A 55 2 A 42 ) 2HS A7 TR 55 i M5 W AR B4 S5 0F g FF T8 1) i D

WZE E TPC L [E] 38 {5 Inter Process Communication) 45 i i 42, BR il SYN (6] 2 F4F Syn-
chronize) i A% i YCEURN % 2% I 1] 5

IO Jed P 5% o % 2 0 A AR AR I . X T = R BOSS T AL BC . TCM A5 e {4 Uk
B

6.2 DAHEZOEEENR
KHE GB/T 22239—2008 W 7.1.4 X508 =2 W FH 26 4 A9 BR , &F T B AN IR 0 A A2 B i T %

TN LR
a) MK IE ActiveX #E4FH{H
b) WA R T AR 4 50 UE N AR 0
o) MWRRFH AR 24 0%
) PRI AEZE B B T B TG T A I T R R A IR L DL R v ) R R

6.3 HEAH/ZOEEER

6.3.1

i

KHE GB/T 22239—2008 " 7.1.4 SF 55 =90 F 28 4 O 3R, &0 X 1= PN A1 32 35 30 0 2%, 78 ) 0 2% 48
AP ok A A4 B BR R PR B A T AR A O B ALK

6.3.2

X 58 25 = £k IR

D) YT 4 4 e T B OR LA

a)
b)
c)

6.3.3

B RS2 (1B AT java /NER T BAS 5
7 BRI R 32 RS A Active X 54
I T I 0 5 2 AR B AR

BREEE

ol 2 4 A8 TRNC B ORI A

a)
b)
c)
d

D7 IA) LA I 114 22 2 BR ol 1z 152 oA P o

VTl il e A 4 22 42 BRI AT 30 o

V7 1) AT A 3 A5 A 22 4 PR R O 5

O FR 44 75 17 32 B 3t a5 45 1 M52 BR 3t T i AR AT S0P

6.3.4 FRFARIP

B RL PR 47 TC B R AL A
a) 1B R BT, BN ER Cookie SCHF TR #8E 5% 15 [ 0 3t J73 52 50 53 I B S0 5

b)

o7 R ) iy AAE 1 8l S 1K 2 g

6.4 MMERZZOBEZEKR
A5 GB/T 22239—2008 W 7.1.4 Xt 58 =2 W FH 26 4 A9 BOR 415 [ P9 40 35 3 IR 128 22 40 8Pk 1

5
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T E K .
a) NG A 4 I R A B Sk 1A I R RN A 2%
b) XA L AE A 1) B A4 BT IS % DI RE 5
o) R A I A H AT 4 A4 RSO N R IS A IO X B 4 4 AT IR 5
& LI i s & B A 5
e)  WAE Ik BRI AT M R AR A A R R A SO A
0SS Ik IE AT IR A R A
g) N Je b SR 3t B T

6.5 BIOS Z&#ZOEEEXK

KHE GB/T 22239—2008 H1 7.1.3 X4 =R FHL L M ZK % BIOS RGEHE 1 4n T B & 2K .
a)  FEALES NS 2 By S AL JF i 2 ny 0 AR BRI 2

b) 7 R A A R f A AKOOK R N AF VUSB &4 MR A CPU %5

o) N A A R

> R e AL e R A o R AL B A B AL A LR

e)  PRAERGERAE NG N7 B IF S L R

£ PR SNSRI 0 U % OIS 8 i AL s .

6.6 PEERBRGZOEEZER

77 58 A QA B A0 B B R AL

a)  NLJT S SR D) fE 5

b R RS T2 5 ot T AR R AR T RRAS O RS Sl SR T P DD RE 5
o NE AT RE (AR B AR AU S A A B AU S R R S s B

7 BOBEEFS

7.1 HRig

A% TR B P 3 TG 0T ) JeR P L A T R DL TG A R T A O I T A L
) IO 0T T B A ARG A DU

7.2 BMEDREMN
7.2.1 EEDIFRIR

P T D 1 O — 0 . b AL A S 5 AT A B AR A P 1 TR .
S A T CGDCC X 3 B 45 Z3mA% 0 0 B 5 v 18] 20100 5 R0 722 b AL 5 AR 4L (02 0 P 4 (o2 3%
FACKE BIUF S . G0 Window? 14K B g B30, HAF Il “CGDCC-win7-00117,

CGDCC-X X X X-X X X X
| ! L RLE TS
| S AP AR R
S B 4 A LR B

B 1 EEDRIEARN
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7.22 BEWMER
LR R RN S
7.2.3 BETUHER

PN Sk e o) AN AN LR R R DD IVA ) T = €28 A e g s 111 DO LVl 1R = S O N Sl e
DRI = 24 i T B 0 T X 7 ) 2 458 M 553 P 5 IO X4 e 5 3 A 2 RO A 5 T A B ) 2 B A I
e A A0 AT RE X £ i R G T AR

7.2.4 FEETIAZ
o R T B IR AT 3 A I A T AT J Y 2 )
7.25 REH3
T 3R TE B IO T AL L v e A M I S M R B L A3 Sl — i LR R = A0
7.2.6 BUESEME
il 38 T 200 A0 VR IR B Y TR AT R T O (B0 R X A R
7.27 BETEE

IR AF A A% 0 TE B FE A LR IR, Y A 4 G ) O 7 A I T A 20 4 I
HATAA
7.2.8 WERE

1 A FC I R AEL A2 . X T Windows (19 BC B0, A] LLARK H5 B B 500 0% {8 B 42, foF FH AH 0L 7 G
THA#FATWAE ., F a0, B &k - 8 w7 i R AE B 42 4 “ Computer Configuration\ Windows
Settings\Security Settings\Account Policies\ Account Lockout Policy”, 18 iz 2H 56 W% % #i5 #8 (GPEdit) T
B 7R Z AR S LX) I P B i a] 7 R 7 A .

7.29 WwEMRM

ok R G A P O 194 2 o (L R 7 3 ) R (L A S BT L DU o R T I R (L N T G B (LS T
R =/ N A A R LTV R [ RN R R T S =
8 ZLEEELE

8.1 #HEi&

R TiE R R — T S A ) 8 SO SR T XML A 0 A% 0 TiC B 4 vp 4% T B 001
PEBEAT AL PR AR T o DA S BUAZ O B0 B AR 38 L2 s W B B 34k

R T B R M SURRAR B i B2 AR aC A AR IC =B . b, B AR IC L R SR RUAS
FRic JBC B A ARIC B TR IC AR A AR IC . A0 IC B L AR U A 2 o,
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BORE R
FeR A AR I Ho sk
Tk
)
PR 283K
FhbRE 1
i
WEAE B
EE G RE
X
oL~ KR
T
P dhbic 7 b

B2 #UOREELGERXEH
8.2 FEi#xid

P il B L2 A 1 “ CGDCC-Package” /7 FARIC . A UIZR 1 Fs .

x 1 EiRig
Frid % Bk figt B 5 A
CGDCC-FormatInfo % XA R B R RN R T AN - SN N P <
CGDCC-Baseline I FH TR A O B R 1 SE A B T LA R £ Ak 3k 2k
CGDCC-Product 7 A B TR A AR BT DL R 24 R B

.

(CGDCC-Package)
(CGDCC-FormatInfo) «««-- (/CGDCC-FormatInfo)
(CGDCC-Baseline) =+« (/CGDCC-Baseline)
(CGDCC-Baseline) =+« (/CGDCC-Baseline)
(CGDCC-Product) +=++-+ (/ CGDCC-Product)
(CGDCC-Product) ««+-- (/ CGDCC-Product)

(/ CGDCC-Package)

8.3 HIAMRAIRIC
& KA H“ CGDCC-FormatInfo fE AR il 38 4% 0 TiC 5 3k 2 f 4 X RRUAS 1) A {5 5L L L4540
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%2 PR
F* 2 XA IRIZ
Frid £ R fiff g 13 1
Version A 4 5 A% 0 T 2 6 0 D) R AR g I — e 1R
Description WA 24 e A 0] 28 A 7 2 156 B
A
(CGDCC-FormatInfo)
(Version Minor="0" Major="1"/>

(Description) M & H T O H & ILL A, AN 1.0, (/Description)

(/CGDCC-FormatInfo)

8.4 EZ#RiE

8.4.1 HEHZ&E#rid

H“CGDCC-Baseline” /b 3£k Ehric , i d A% O B B IR LA (E B, Hg5 g 3 i,

® 3 BEZ&iRE

Frid 2K i R U B
Name Lk 44 B R A% O i B AR R
. AR AZ O T B SRR ME — BRI, bR P BEME — 4R 1 (GUID)
1D B ARIN i .
A N B Bl A R
RO EEL N BEITMA S, IF S ID —& 0l k8
. LB I A v
RevisionNumber FAETT MU IR 2L SE I 1T 1
Version FE 2R A 53R T AR BOAZ O TiE B L 2R 10 RRAR
Mode FLOR AL HE W] g RS N R AR P
VersionControl g As 42 ] 1 3 A 0 R B I R R AR M G AR B
o N 5 TR AZ 0 TE B SRR T AL 0 A R S AL AR B, AR
SettingGroup [ IR RS .
EZOE ¥
o 5 3 T W 2H T A0 B B A% 0 TE B O RY R AR R L A T R IR
Check RN =5 e
A — S5 AH I ) A6 A {7 S,
R AZAZ O T L 2R T T Y B T AR FZE M
ProductD SE2 IR R #ﬁl_j/dtz 53 A AR A P bR T A T 2RE ALY
i AT
A .
(CGDCC-Baseline Name="CGDCC-Win7-v1.0" ID="{0{f11dd2-2186-4670-939d-968347e81558}")
(RevisionNumber)0(/RevisionNumber)
(Version Minor="0" Major="1"/>
(Mode) Edit{/Mode»
(VersionControl) «+«+++ (/VersionControl»
(SettingGroup) +++-++ (/SettingGroup)
(Check)«+=+-* (/Check)

(ProductID) {1739795a-9a4{-4032-b8db-8834dba5alea} (/ProductID)

(/CGDCC-Baseline)
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8.4.2 ELEIIARRIC
1 SettingGroup” fF 2 e B 4L 5 AR T , R TiC 10073 S Y SE A B, S I3k 4 s,
* 4 EEDANRIC

brid E2) fiff g 10 B

Name it . 331 241 53] 44 R i A P 004 5 1 4% AR
1D it i 200 2 ) A AR % A% T 0T 4 51 7 MfE — AR iR (GUID)
Description i 5 23T 2, 53] 4 i A Bic 002 31 10 T RE A 28
Version i B 01 2H 1) i A 15 A% P 04 3 P R AR Y S
Settingltem it ' 301 {5 B 15 A% 00 AR A B BT DAL B 2 A B
A
(SettingGroup Name= "1 /& E Mg 2H" ID="{[74636ac-0619-4be7-ac00-6ac9887707h6} "

(Description) =+« =++ (/Description)

(Version Minor="0" Major="1"/>

(Settingltem) «=+ - (/ Settingltem)

(Settingltem) ++-+-+ (/ Settingltem)

(/ SettingGroup)

8.4.3 BELEItRid
8.4.3.1 WMEBMEHRIE
J* SettingTtem” Y A TE B AR IC , i iR & 120 TC B A FEAME B, sk 5 Fios,
* 5 BEIRIE

brid A fife T 1 1
Name fic 0 45 FR 5 A i ) 45 FR
D [ RTE AA i 148 C 1 o — 45 IR (GUID)
. . 5 A T OO A A A B AR LG 55 M L R X A I L AE Y
Content e BTN A N
M AL TR 8.4.3.2
A i B I R, AE G [ . %
Discoverylnfo T H fﬁﬁl_lﬂlﬂﬁi‘ T H(E 2SR, A FE - R R L B T =X (A
FAAE L 8.4.3.3
. 5 3 T G A0 2 AR ARG AR MR T R SRS A L B S
ExportInfo fi B 0 (1 - v
4 v B I 4 PR AL PR DL 8.4.3.4
=~

(Settingltem Name= "I /" 8 & B} [8] "ID="{7ddcb250-58ff-452b-8b38-bafa8b782675}")

(Content) ++++++ .{/Content)

(DiscoveryInfo) =+ «-+ (/DiscoverylInfo)

(ExportInfo) «+--- (/ExportInfo)
(/Settingltem)

10
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8.4.3.2 EEMHAERIZ
8.4.3.2.1 EEMHNAEEMRID
¥ Content” Y 2y I ¥ 10 PN AR 0 , 4 1R 45 4% 00 i B I 4 0 E 2R B, N3k 6 P .
*6 BETINFRIC

Frid HWR fite o 1 1A
Description 24 T 3148 T8 ) g KA e S8
UlPath {1 B2% 42 i 3% T I ) G LR B A
Vulnerability i 555 i R T2 T TR X N () R M 5
CounterMeasure Ji7 % 385 it S e o] of T 5 500 A T
Potentiallmpact WETE 5 Ui B A C B IS AT RE 2 3 AN T 5E A4 5
ValueRange WA Rl ST THC R ) ¥
Unit THa AL (AR 2 ¢ pam i DA
TSR 1Y 2 O TLAS AT MO AR L R AR R T Y 4T
5 By P A8 S Lo BOE AT 4
i
(Content)

(Description) < it & I N %5 BY fi# & ¢/ Description)

(UlPath) T3 HLAC B\ Windows BEE\ % 42 1% B\ K 7 5 M \ Ik P 85 SR W ¢/ UTPath)
(Vulnerability) X} A< Fit. ' T (1) fig e 10 g 55 a5 a6 A7 ik . (/ Vulnerability)
(Countermeasure) fif Bt & W # L HE AR . (/Countermeasure)

(Potentiallmpact) % FH B & W5 Jr s 2k 9 3 7e XU ik . (/Potentiallmpact)
(ValueRange High="99999"Low="0"){/ValueRange)

(Unit) 43 % (/Unit)

(ValueMappingTable) +++--- (/ValueMappingTable)

(/Content)

8.4.3.2.2 ELETIEERMRSRIRIE

H“ValueMapping Table” ¥F S it #7051 B{E B 5 e A5 10 o 16 148 4% 00 B B 200 HO(E e 3 3 i £ (5 8, 1
TR,

® 7 BERSRIRIC

pric EA fire T 15 T
Mapping — At 3R — A BB 5 22 A X R A 75 4% TR B o 7 6 2R
DisplayName IR 2 B YBCOE AH X 1) 2 78 4 ik
Value A il I L 1 B

11
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x7 &)

Fric B fitEEL I

i

(ValueMappingTable)
(Mapping DisplayName= "Enabled" Value="1" /)
(Mapping DisplayName = "Disabled" Value="0" /)

(/ValueMappingTable)

8.4.3.3 BLEMEVEFRIC
H1“DiscoveryInfo” {E Bt & I B bR g . 5l A% O e B 50 BUE 7 16, n 3k 8 iR .
* 8 mMEmMEERIE

FRig 2 FK fife T bt
Scope 1 FE 8 I B WA FH 75 [ AR L (Machine) 3% 24 {7 ik /7 (User)
DiscoveryType gy = R T Y M 2K L WML, 0 3R 45
DataType R H s 2R A AR T U R B E SE BY L L, R A AR
WMIDiscoverylnfo WMI BUE 1 A R AE WMI (i {3 &
RegistryDiscoveryInfo HM R EUEE B i o AE M Ry 7 B
SeriptDiscoverylInfo JEA BB 17 2 A FH R UM 9 A

T~
B LGEMRIEAD
(DiscoverylInfo)
(SettingDiscoveryInfo DiscoveryType="Registry" Scope="Machine")
(RegistryDiscoverylnfo)
(mssasc-core; Hive) HKEY LOCAL_MACHINE(/mssasc-core: Hive)
(mssasc-core: DataType) REG_DWORD(/mssasc-core: DataType)
(mssasc-core: KeyPath) System\ CurrentControlSet\Services\ LanManServer\Parameters(/mssasc-core: KeyPath)
(mssasc-core: ValueName) enableforcedlogoff{/mssasc-core: ValueName)
(/RegistryDiscoverylInfo)
(/SettingDiscoveryInfo)
(DataType) Int64(/DataType)
(/DiscoverylInfo)
il 2(WMI 251 .
(Discoverylnfo Scope="Machine" DiscoveryType="WMI" DataType="1Int64")
(WMIDiscoveryInfo)
(cgdce-core: Namespace) root\rsop\computer{/cgdcc-core: Namespace)
(cgdcc-core: Class) RSOP_SecuritySettingNumeric(/cgdcc-core: Class)
(cgdcc-core: Property) Setting(/cgdcc-core: Property)
(cgdcc-core: Where) KeyName="LockoutDuration' Andprecedence=1(/cgdcc-core: Where)
(/WMlIDiscoveryInfo)
(/DiscoverylInfo)

7 : cgdec-core J& 1 44 45 [A] A9 1T 24 .
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8.4.3.4 EEIUHE#RIZ

FH“ExportInfo” 4 it & 1AL AR i , R 420 ic & R 7 ik, e 9 FfoR . 74l skms T B,
T8 3 N AR 2 s S SC A (GPO Backup) #EATIRAE .

*9 EREDMERIZ

Frid P fife T i W)
GPOGenerateFormat Hil S S Lk i 4 20 w5 SO 26 B A4S INFLCSV, POL = Fh 25 Al
Inf Name Sl SO B IR A FR | A SR L SO R A T I 44 R
SectionName 5 SCPE PRy B4 FR 2 R T SO v A A T AT A Y B Y 44 PR

N
(Exportlnfo GPOGenerateFormat="INF")
(Inf Name="LockoutDuration" SectionName="SystemAccess"/>

(/ExportInfo)

8.4.4 EEEmHKERIZ

FH“Check™ 1 Sk Bt & 500K 25 bR ic » 56 8 JA0 I T 1 002 75 A7 76, A B SEBR AR 2 A5 15 30 JE 6 i B0 L 4n
%10 FioR .

® 10 BEEIKERIZ

Frid E3S fiee o e
SettingRef e 5 AR g | Foh R T LA A O A AR R
ExistentialRule e 35 A AE ) R 2 e B R T AFAE
ValidationRules e 35 A 50 ) o A5 e IS B0 B4 A LE

0.
(Check)
(SettingRef setting_ref="{7ddcb250-58{f-452b-8b38-bafa8b782675}" />
(ExistentialRule Name="Account lockout duration" Value="0" Operator="GreaterThan" Severity="Important")
(Description) Win7, Vista,and XP have the same duration. Their environment set to 15 minutes.{/Description)
(/ExistentialRule)
(ValidationRules)
(SettingRule Name="Account lockout duration" Operator="Equals" Severity="Informational")
(Description) The setting does this by specifying the number of minutes a locked out account will remain una-
vailable.If the value for this policy setting is configured to 0,locked out accounts will remain locked out until an
administrator manually unlocks them.(/Description)
(Value Value="15"/)
(/SettingRule)
(/ValidationRules)
(/Check>
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8.5 R
J1*CGDCC-Product ™ e B L 26 1 7 hh AR I » 408 E B S 208 HT™ bl i 25 2. 0k 11 B,
x& 11 F@isid

Frid 2R ik g 1 1]
1D 7= bR IR R KA 7= i B O — BRI (GUID)
DisplayName 77 i 44 FR 5 2R BT 2 R
HARBIERE A .
OperatingSystemInfo BAERGRA
beratigoystemin - I 5 Msilnfo i | PlatformApplicabilityCondition 3 Sk = % —
Msilnfo T B AR B R KA 7 ) AR D
PlatformApplicability- . o . . . R
o il A AR S R KA = S N ERE R S
Condition
) R R BT S R R A BRI Windows., H
ProductFamilyRef Ve A e . ”i " " maows
GUID #rifFEIR
w~

Bl 1THEAERGD -

(CGDCC-Product ID="{1739795a-9a4{-4032-b8db-8834dba5al0ca}" DisplayName="Windows7")
(OperatingSystemInfo BuildVersion="7600" MinorVersion="1" MajorVersion="6"/)
(ProductFamilyRef productfamily_ref="1{5cea53d1-8a08-4804-8886-1ddea5899aea}" /)

(/CGDCC-Product)

B 2 O HT A

(Product DisplayName="Microsoft Office 2007 SP2"

ID="{90120000-002C-0409-0000-0000000FF1CE} ">

(Msilnfo ProductCode="1{90120000-002C-0409-0000-0000000FF1CE}" IsPerUser= "false" /)
(ProductFamilyRef productfamily_ref="1{e73048d6-ea6b-45d6-9218-d49404fda64e}" />
(/Product)

9 BRUOEEBHIUBEREMNRARER

9.1 HIUMERENFEELREM

XA — RE MU A B 55 28 S Ao TRC B I 75 BEE 25 1 S A0 0 B e s I 5 L R AT R0 T A O
B UE B R . A A B I 5y DU A AR Sy RE AR AL B, 23 ) 2 PC 2 A BRI U
T | THC B A A A e A e M D S B TR 3 s o G T B A RS B T ] TR AL B R A B
B A AZ O IC B R A IE IR TR AR ] T R A P B 2 AT 6 T AN I 5 A T S 0 T
2 5 C B AR B AT ] T X A0 T B R R AT S0 A B T M D B T T O S IR A AT A
I EARil
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a)  BELAL AR g 32 B T A U IR B A% TC AL L A L T R A T B N A SR A B Y SR R

Ha A
b) LA G A 32 T8 R0 TC S R Y G A IR T AT S B ek A9 O
W 55 4 R R AE

9.3 EEEWIFEHR

Tic 5 56 IEASE B ] T 38 TR A O T B R A A9 A A8 L PP R SR A P DRIE P B0 A T B R Y
SRR R 2 4

AR AT SR AN NS TR A 4 & 1907 1 R e A O T B R R T A AL, RR DR
(R

a) AU T AR AT . Sl R I 1 2 S 14 G 55 R O 5
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b) R BC AR IS AR I A T Y S PR (R 7 S SR (A — B

o) XN S AT B 3 A T A O S I T R A

FA A I 1P T 0 A o T 00 2 () ) S e o 9 e % i A T O 22 () Y oh 5 [ A, HL AR SR
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o RESIUGN SR BLAR 3B ™ A A A L R o7 A 5 e 10 5
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9.4 EEIPEHEH

Tic . S 5 A e AT A7 A% 0 T R 2 G A B L 20 R R TR B AT R R B TR RS R TR
FIHC B AT T H = A8
a) HEAMUEHETHASROKREELES LR NEER . RS K, DL 2 A 505 i B 25

e
by R e TR RE Lk G 4 IR TP BT DXIEUE 1] 73k B 8 g, AT SR I 55 i 4 2 N & P S
G EEREibE e S

o TCE AT T A Sl AT G AR LA T(E 5 1 R AR O X T T A 2 WAL TR iy 7 %) 7
Tk S A S B SCPF BEAT 45 43 L SR 5 78 B 58 (System) AR T A AT MRS 72

9.5 RIAEMEMAELR

SR M 4SS B 2 22 4 L 5% O A 4 I g A0 TG IR 0 B9 — A T B B, Rl R A o B
P ER A WA i L BEOIRZS b4l TR RIR 28 e iR 55 A4 A BC EDIR A 20 B A L BC EDIR S T R R F B

a)  THC B PR A W A S N WA AR % i ) A T 2 B N OO 5

by BCECRAS AR ARG TR T ER S AR R SS AR
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A CE R A R R - 65 i 1A 3R A R T B i RS A 2R

10 SEhEmiE
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B 55 3 B L & i A% 0 BC TSI it 3 A T A St v A L SR e L I3 56 E | G S B R A
51 S BEAE S AN B B W 4 B .
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Mt & B
(& BB )
BB EFR

AR R4 T Windows 5T R 2 58 56 T B 1y 4 5 e i ZORAZ O B B0 70 1 4

B2 BEFH

(7= 5 % FKY: Windows7 #:4E & 48 % b it

[t & W 4R iH Y. CGDCC-Win7-0001
[ B 0045 AR Y K P 4 e
KC 5 20 4 R - L T B 004 B P I P 22 BT SRR R MOE B 2k B, AR R D O B

i = B B R ] 300 39 2 T TR A A BUE . 8 2R MO B B A T 0~999 Z ],
0 AR A 2 Bl K 7

| (R RT D FUIRES S

[ 4900). ™ &

DR (ELE T 0~999

(CRIE S0 PRV

[ {E # 42 ): ComputerConfiguration\ WindowsSettings\ SecuritySettings\ AccountPolicies\

AccountlLockoutPolicy

S A RO Y 45 T TiC 5 0 A

[#c & %5 1: CGDCC-Win7-0002

LC 2 75 44 FR X - T P 40 s [

C & R AR Y 1 22 4 1 8 48 B3k Wk P B (B 5 Bl Tk P A B 3 i 0 22 i O e 0 1Y) 43
AR SCT K P R D DK P B B T 6 20 R Bk S ] BROE S A 0~99 min,

999 min, PUHE 0 FUFIK PR — BB BTUE BRI A BE O3 T8 A B e i BiE

LPC 5 0 2 5310 0 O %

(% 4900]. " &

CR{EEFETL:0~99 999 min

[ & 55T 15 min

[ {5 #42): ComputerConfiguration\ WindowsSettings\ SecuritySettings\ AccountPolicies\

Accountl.ockoutPolicy

K A ML Y - 55 T e 5 0T
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