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Figure 2—Risk/Gap Analysis Matrix
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Threat Type Specific Threat
Choice and Options have to be displayed cleary in order to
consent obtain appropriate consent.
Access and Customer is not able to view'maodify personal
correction information.

Accountability

Customer PIl is not properly classified.

Compliance Compliance reports are not defined; escalation
path to business owners is not specified.

Infarmation Customer information is sent in the clear, over an

protection unauthenticated channel.

Data quality Quality depends on customer; no threat is

identified.
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How Do | Pay?
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P (BN, RUFRESR ) 2B 1k SDM AR H]

F.2.2.3 e L E ML EIRBE

2 ZnT LUl AR ol S B R AR U AR S5/ 4E (PDF, Excel SCfF, SCARSCHE, HE
SCHRAE ) AR Rafk (XML, JSON 45 ) NS, Bn B B i e wh ot el 5 i e RO oG 5%
BT 6 FIEHET- 4 19 SDM A1 DDM F5Rsms), HiFZ) Ri#A fE

O® (7t fE RDBMS, KAV 5 5O R G0 T A F Ak A 2518 AL 8

@i o) H AR SO R 55 v i o AR e b BSR4 9 4

AR SCAR R H PR T PDF, Microsoft Office SCEFNAE AR R, Hil4n CSV, XML,
JSON F4s b H 330 BBt g 2 35 0 AR 4540 AL 5 ok 5 P 9038 & EL A D ) 2R 8 R
PR A ALEEAE . B 5 2 8E A BRI IS i == it e vh ) AR S5 A Ak B s 0 Bl s
A HEMELL] DM P2 SE B

F.3 DLP # AR

DLP 22— XN A VPUNZAEOR, m] R A A5 B A = R OC B Rt -

1 U AR BAFAHFE T4k 7

2. WA AR B A B ey 7

3. WA PRAP U AR R, DAB 2RI 65 7

TAL T R AIMEMURAL, DLP By el iR AR P8 . ARUEE L R K U
B K948 DLP 7 i B 5l . Web BRAFECHAD Internet PRSLRIF ML A EME s £¢
Siti DLP 7 it il 1 USB/CD/DVD (4P 8udls 2 T A i sl A7 b AR X i ] 1) 28 45 A7 i IBE A& DLP 7
i PR AP R L2 IR 554 B I 126 o 2l

DLP # f 8 B4 4 15 8 BN e/ \ I A2H

® Network Monitor ( 25 Ws4s DLP)

® Network Prevent for E—mail ( HiB{4:B 4 DLP)

® Network Prevent for WEB  ( 2547 DLP )

@® Endpoint Prevent ( Z35[/3 DLP )

® File Storage Insight ( SCAAFA#I%E DLP )

@ Database Insight ( $(di/ZE %< DLP )

D 92



45 o S ) e
HIERSEEAEH 2.0 ,..*‘wr-,‘ gz?ﬁf%cu

@ Business Interface System ( 7 FHIZ 0 IRSS4% )

® Workflow Management System ( TAEREH RS )

BARIX NI AR AT LR & s G308, HENTRATE S (Security Intelligence
Platform) R -5 N R P —E S P, Security Intelligence Platform SR P L
o A BN IR, T A shizfr e e e, 76, TR T A s A
U EAE B R S . SR . AR SR T HE R, AR RS IR E LLYs IR A
BRI R A RN R G B

F.3.1 XE|ERA

Network Monitor

Network Monitor & BF F W 2% Hh 11, n] 42 R 28 Bl . BT i =i 1) DM D506 4 1~ HIE 4
(SMTP), Web (HTTP), BREFEE (IM). SCHEHT (FTP), LASE AT AT g 111 64T 1Y BT A HAL,
TCP 2k

Network Prevent for E-mail

Network Prevent for E-mail #4E AV IBA MR 55 4% 5, Al e s ik /s i b )
HURMEE . BAIRIFREIE . PR AR

Network Prevent for WEB

Network Prevent for WEB #8525 T W28 i 11 5, w] W45 FNZH 2N 28 Btfa i B et T . i
SRR EE FHEE (SMTP), Web Fi%¢ 4> Web (HTTP/HTTPs) LA K SCIEAL i (FTP),

Endpoint Prevent

Endpoint Prevent #2151 T ICA K S 5 CHLTHEHL,  ml R T 20380 N Al 2 Y 5
i, JFUREEAEE LSS USB st . B RERS 3£ S CD/DVD A9

Endpoint DLP TJ 7F 2ty it 47 W 4% 2 T 1) &2 48 i, Hean2s (- o s BB 4 A&, 25
QQ KRG BNAS ., XTI, Endpoint DLP 1] IGEATAUBREZRL . sl . b
P s, SR S % 2%, Endpoint DLP ] LIS AL T 11 . B8
MAMEBEE (40U %) RLR8E, emane . nE0 g aEIh6e.

X FHUBSCHF R & L, Endpoint DLP R LASR HEZsm il s A D RE ,  n] (EAS7 B4 570
T TAAR I BURAT B AR AL B T A if), DMEERIBOM DG AP IR

File Storage Insight

File Storage Insight A X SOOI AR SF A% E 0 SCUF#EATHH, HOA TR B IR 55 a b 223
agent FEIF, X T4 AL B EEE SORB-A TSR AR A, AR IBOR DG AP B

Database Insight

Database Insight AJ X 4048 R ol BEEATHH, HANT 2R S5 4 1223 agent T2)7,
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Business Interface System 75 FH4% 0 R 45 i i Web Service 752 0] 58 = R G fit— £ 51
WIS REST, Letmhnes | g BAL SR SOOI . B BUsE BRI . B T AR AT
SEThEE, LMERUE PR OA. ERP, PDM. SAP S REEHEATXIHE, HRAMME Pl 5 &
Gidhty, RIS .

Workflow Management System

Workflow Management System TAERE LRSS, % P s Lo USSCR AT IR . iR
Sk AUBRAETERS, TARRE ARG M MR AR Tiee, HhRiE % | 2900 MY
ScCE, JFH AR EAEEST R s AET LD, A S 28 (4 i RV G SR A i 5
I ORAF Al et W SRt it 75,
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CASB FLARA PR TAERIAK, —FE Proxy B 05 —FhJ& APL K, Proxy BixUF, CASB %
G032 o A £ | P I T o TN = I 28 57 R | R S P oy ML S ) SR o | [ & T8
AP, AV B AL 4 = IR S5 7, CASB 3l R H 2z B A9 APL, X P #4715 )
P LA S AT A 122 42 R M

CASB Bl Cloud Access Security Broker 7£ 2012 ££ /1 Gartner 124, HZELZEH Gartner I AEETXKER
ZEHK AR, CASB BHBEEZREHE LM EFZE, EolifRMERAZTERENIREPMALENZE
Kig, SESMIME. BRBR, WRES. mE. L. BERERN /. BEHEITESMERNER
2RI, CASBIEA—TIMMBAXRRRE, MALWNERAFRERNAS ZNARRSHIES S,

Direct to Cloud
By o

IBM Bluemix
Force.com
Oracle Cloud PaaS

CASB
D w w lnl —> Redirected PaaS
— - Traffic
Mobile Devices Visibility ?{‘ “ * G
and Data L
Inside Perimeter RedJ:ec:Zc:\End_ E{ ﬁa Compliance SS\rI\g:k%Na?rw
Administrator Google at Work
D |:H:E:| Traffic to Cloud . API Salesforce
—— Services Traffic | Data
Security &\ a Access ‘ Saas
. :
8s L]
B cvemse | A W & aiei,
- ntegration Microsoft Azure
&_ D IBM SoftLayer
prrT . Enterprise |I| * Amazon Web

Services
laaS

Integration
] L =

Source: Gartner (May 2015)

B 41 CASB L{EZiEE

M Gartner Z5 1 1) CASB ZARIEIFTLAE Y, CASBAE N ETER I = IR 55 i Z Al Y42 4
el I A B INIE . B RS SRR IS A, R
FERBTP A P = IR R A]

F.4.1 2 IhgE

® 1] UL . HAT SaaS AR Z HABAIAAT = k55 Bk = A R TG S, CASB 7] Dig it
XAl N 2= R 55 sl . PN BL L 2 Promise g LA S G O, SR pb A rp ARl sl
XPSERAT TR . BHWTRICSE, AT LATRU IR 25 0 R B IR 53 TAH R 1, DA ke
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X M55 R E RIS SR A e . W HAERSFI0RE. CASB BUARIERT LIAR
U IR AN 22 25 0 A R BRIt i A ARk 11, AR 0] 2= ik 55 09 TP S5 10 p 2 1 MY
SRl i S

O L i 4 A AR E Y A CROBUIE, AN Ik SO A R Ak PR A 2 P 8
IR RTE RIS RS A, CASB o] LISEERZE & A g . WA HZ A4,
$EfIt DLP . Encryption, Tokenization 55 Z2FhISHRI R 2¢ 208, B 1k 2 v Bt 2%
CASB Al BT B R 30, I 55 A9 2 e 5fms T %

O® A . CASB nJ LUt 2= IR 55 r BEml et U D7 47 Z S — 28 5 A T P B &
(AR B, T L P B, CASB W] LIS Bl Al b it = g . R P i)
BIRGS GEEAT R AT, St A BLEUI I ELASCH B4R

F.4.2 Tt

Proxy -5

TE Proxy #:XHH, CASB BB A 35 = i g5, W P ot B AL 3 2= AR 55 i i AT
AT B, X2 M5 v T 2B P s R AT AUS A2 . CASB 7 P 3 55 i 55 i 2 [
B 459 06 1 [ AR B S 90 B 1 AR B OR 5E R T . CASB IR i AN AHE, WAERAETE, 1B
H—/DER o — B

API #E5%,

FE APLAE A, P w8l BT 4 = IR S5 R, CASB IR ANALFR A i, H PR T
CASB i[al 2 k55 (AR, CASB sl A 2 i Y APL, FS RN SUA Y 24 5mg, R Mids
B FPR G MRG0 L e i FH P 6 = R B IR i s Tl O

M ERELBTATAE N, HTFRSREMA, HP AN TR e, R
W PR, A — A T2 R AR B Al NS . R CASB IR (L i 7™ it Dy g
SO TR WAEG 22477 5, et Web BB k&% (WAF) . BT RER, F—
B Ktk (NGFW ), 2R EE AN / 81t 5. CASB 7 S TR ORI ORI X 4
AEAL: FE s, BAREEREF Y, (ARG EIE N RGN P BT, R
DIARIIEFH P BE SRR L4048 B 17 AL CASB RERS X 24> 2 AR S5 $R b 50— 1 SR M RN AR a2
SR IR, AR B AR A L BB RGO L FH P Ao B AR EE AT LR A I e T -

F.5 IAM A

AM J&:— 2= RS MAES A7 By, SRUCA R 4 m 1T SRS IR 401 55 e A A
TBL, LHALFERET S — B MINE, REC S B R E S ST B AR
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HUE B 5 A AR, W — TR . e R AT B0 i SRS A

AETHR R —MRE A EREE . SR L nl S RS AR (5 0 A 2207 T R B R S8
EEAR . BRI B L2 ERAR0NE. Al Lidadedt A & a8 hiE
BAE H C RS R 2wk

SOy 515 a) & B ( Identity and Access Management, 1AM ) , JL-FZFrA IT IR5% 1%
V5 St A P B B A5 R 2 4l P By Bl D1 107 Btk D5 T B el 55
UL AL E o PRI, w2500 St v 80 B YT, e Tl n i AN B 6 g 1 4K
[y, DAl AN B S HARNE, BRSNS E, YU nEdE sy —&
HAEAP LT B pLH, AR, 2R AL 1T SHRDT R AL 55 R AR A BB, i
SEIALUF BTG — B UGE . BAF S M EIEEE B S I, 0 TAM 4R 1] PKI
e 407 BT B AIEDNL . 7R3 TR 2 B AEDNCh . P A —X AR
XF, R TXEESATESY . ARG T TS AR, UGG A et 5
VRS AT . SR, FREASEILRIEOR b, 8 M T GRS 5 =07 L

F.5.1 EFEAINER IAM

PEREPLA 1T RGEEAE BT, P S8 s BV AT A A BAR AT R R GEC &k
SR Sl H IR B C A HLAY TAM A3 =90, 38T M IAIERY R S8 5% (Single Sign On, SSO)
IR TRAT RIAR ML 558 5 B R T 5

(1) FT cookies ZZHE SSO, CAS(Central Authentication Service) & Yale R AEAG—
JHIRIE , et a0k SSO Wt MWEEMIKRTE, CASHEMIERIY: CAS Server 5 CAS
Client, CAS Server 17155 52 B0 P BUDIE TAE, AR 44 1 308 55 AL E (Credentials);
CAS Client i STHEFER F1 o, JEN] [, CAS Client B EEWE, 44 X AH Web i FHIY
SARAP TR TRIESR , JF B ZRE K I7 AT B AUERS , Web A2 AR R HI P
G Credentials, T2 HE W] 2] CAS Server HEATINIE. HET, CAS WM HFER
LK PN ], 404 Java, Net, ISAPI, Php. Perl. uPortal, Acegi. Ruby. VBSecript 2%,

CAS FER PR B 7R 58 — MR T B A AIEAT 55, B P AT s . EHEEvi R H
% 55 sk B 52 1) 2] CAS Server #E47IAGIE, CAS Client £11 CAS Server #H H.AZ 5L Service Ticket % 325,
EHH 7 Service Ticket X WA 24 B0y, CAS Client 42X 24Hij Request B TR S . DA
Filter 75 20id IR % 1ot A A — MR, CAS Client 2387 [l HI PR 2] CAS Server K%
BT hup 35 hups 15K, DIEBH P AIE . CAS Server K256 F P # AL 9 1E 8 SEIEAE A
WAKHE)S , PP 2eqr . FR BIBEPLAY Service Ticket, H.HE W3] CAS Client AR AL
A T O
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#a¥ pRsec

"'m ZHEEH] HiELEi8EAE+H 2.0

davld,turing's blog;openssl,blogjava,net
CAS Client CAS Server

5 Bervice =helloservice,  Ticket= 1234567890

[
L

6, Username = david.turing

4. Service =helloservice,  Ticket= 1234567800
E 42 CAS HEAMEK

1 (2) Broker—based ( 3&FTZ& 22 N ) , Bl Kerberos 45 X FhH RBUEF Sat 2, A—1
S FIUGERTH P k-S4 BRI IR S5 7% o Kerberos PIMSUT FH e85t A5 BLUR P B0l , &2
2 N TR IS UE L By B, I FIFH Session Key TEB B 003 J5 3 A& 5 oir A1 23 07%, LA
W ORSAAAEE e R v . ANl i TANVEE AR PR AR, RITE D Tm M b EAT B

F.5.2 EFE =43 CARIAM
(1) ZeWrHhriciE S (Security Assertion Markup Language, SAML ) SZEUEET XML 1
PRUEFFFEAA] 02 457, (security domain) 2 [A] A HRIAUERIEZACEE B PRL . SAML R T #E 4>

PA LT P ol RS 2 e SERIS ARG AR, SAML AR X a) SSLN (5 18 58 35 4 b
i, DRIl SR FU bR i 22 TR £ Y 2 4

DI o8
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BEREKEBARS 20 &y DESSC

SAMLTransaction Steps
WebAppl

(senvice provider) User
User tries to reach
hosted WebApp! )
(1 START
Webfpp1
generates -
SAML WebABB odiracts rowser

request @ browser to S50 URL

)\ Browser redirects
(s

to 350 URL

ldp returns encoded
SAML response to -

Browser sends browser
SAML response to
ACS URL ACS URL [
ACE
verifies
SAML
response User is logged in to

43 SAML BT ER

(2) A{EITEHL (Trusted Computing Group,TCG) K 1.1 BRASCR H Lol 55 = F
BB BUGENLS], E TR,

. EKI(Pub)
_— ﬁ*ﬁﬁi‘i EK2(Pub)
B (Pub) =
&5 EFE AlKj{PuhL,///' B FLCA :
EKn(Pub)
BECAZER
EK ALK $5
TPM
AIK] \
FAR.CAR R i
ALK §5 W iE#

B 44 SBIAENE

AL P S LA RS =7 AL CA fRIF S B E BABOHER . %07 R, W
OME B ARG A EESE =I5 6, B AlESE = W EN R (15 B T IE, AR B 1 B 0y
FRAR, WInAEEE =07 A HA U R b A . WEWIRE AR IR ST I, AT e P A ALY
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X R HE B4, I BFIE B E R —R ARSI, Wik R B
G DI UEUE 3 B AR, IEARIEIR IR R4 i {5

i, fEIAM H, HSERSE (SSO) 5 A i HS . AR, X509 WE15 . BRER . ElFR
PRFIAE YR SRR AR IGEE B, 1 TIET webservice B4 — R M AR HH XARAUFIH 1T,
AREMEIE N b . L 4R ST T AL . AIEPLR CA /BN PKIR R PR
NIEMRSSTT, BAIE T PKI AR ik i Bl 2 5 T s A B ACE &4 . ABTERC: FINIE
P NS A RN B Ak

F.6 UEBA

User and Entity Behavior Analytics ( UEBA FH P AT M0 0T ) B— Mk i R, Bl
SRAGER A S (RGN, NAHRT, MR AR RS ) ARl E L OEH 1T H
B, FHECPRUERRER , XS S W4T B 20 A ol DLARS By FH P 0% IR 4 AU . UEBA 8 IR
R R R SURI M BGE #00 Al AR B R GE B S AR 57 I

Gartner NI P 025 =AN4EJE 5E CT UEBA J5 %8, X =AWl LUE 3
ANST R, SEFEDE R UEBA RUMRRIT S

The Three Pillars of UEBA

Examples:

= Malicious insider

= Compromised user
= APT and zero-day
= Known threats

Data

Examples: Examples:

= Events and logs ™= 7 7 . "Generative adversarial networks |

= Network flows and packets : Future = Ensemble networks I

= Business context \___ _= Deepleamning J'

= HR and user context = Supervised machine learning

= External threat intelligence = Unsupervised machine learning
= Statistical modeling
= Rule-based systems

ID: 349450 © 2018 Gartner, Inc.

45 UEBA W=A"XE4%E

F.6.1 iR

1 AR AL I -
O {2 Mt AR T A M XS G AT SRR A BG A Oday Tl AL LRI 4 22k
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APy, an SR R AR AR DG e RN S (B2 AR ME W . UEBA S A6 3 ¥ 43 Mo i
W, TR GHELLUN, UEBA 75 Z W IREIGIRIR R, #7525 SIEM
T HAEES S

® Lt % . UEBA FEAU MR S5t T i SEILAG 2E455 DLP 7= i, 25T DLP A 5 X 5
TAT AR, 2545 X2 Tk et R DO 2% 15 SRSt A TR AR A AT, i e TS i R
IR %) 7 Jo e PR e

@ SH AR TR A B (TAM A1 PAM ) ;. UEBA P25 i € 20 FE ST AOALBR 17 0] S ms W 47
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SAECE RGP, SEELE Oy ARG R HL . MM e gt . 3T 20 AR I HE ST A

101 I



e ) . .
ey Yian WERLREANH 20

ISR R A, DEBCEAE 0 M B A LR DI IRIA R, UEBA RERSHE Ak H i1
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F.7.1 #Zi I 88

F.7.1.1 EREIE
175 BB I 1) S B 2 A B, (B SR P “ e o XAERE M
FEARBAELL T Ty |

1) SQL i&/]i#%H] . SELECT. UPDATE. INSERT. DELETE Z5iEm) e84, NIRRT
AHWEE SRV AT 91 22 e

2) PRI . T 2 B SRR B SR B HE X At i R A ek B8G2 I Y S HF -

3) FFEETEW . AR & 0 B R, f4$E: JDBC. ODBC %,

4) EMGagE T HE . BdEEASER T A &N . 28, SASH T RS, 13
SRATDAIE R, A HE s 4E TR,

F.7.12 ZEEEAH
RTINS ED:, LFEZIEER SM4 I8k,
F.7.1.3 B3 iR

PR SR SRR, ARG B B AE FE G DBA KR I, MR B
B DSA, BEE 4 i1 5 DAA, DBA Fl DSA AHE ST, FEASREM BRI A B AR 4 [R] A
WS 1B SCRIAPRAE S, I NBAR R P, & P o 1P, W R G A AN ]2 4% SCR s [a)
FBRBEAT T, 4B (A m], B A S . 1 DAA ] IX) DSA A HC &5 U
ARA T

X TR AR BB R, SO S e i i, nT DU SCHAR BT A A s
{H, AE%SCH)IE R MU o 6 R 2 A BR B RIS, A2 1 5 B 5t 2 4 b sl FH
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DBMS/RDS DBMS DBMS/RDS DBMS 91 DBMS/RDS -.nn DBMS/RDS
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HAGSRIEI A RER RIS, I HRBOR A TR, A SRR
AR IEPERI s AU, CREJCIEEEC (20 I 9 A o s 51 i el o

R R, Bl S IR T AL, S T =AUar, AR 2 1 B
JEAEBEEY (DBA ) IXAERYFFAUH P B D) o RIS Rp O SRS, A2 H 61
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1) FEE P

WENRGENSTH . LUT R HEMRTOE,

B E R

Kernel panic at gsch_flt_aio_write() function.
@ SOLUTION UNVERIFIED - Updated January 24 2017 at 3:24 PM - English ~

Issue

- Kernel panic occurred during NULL pointer dereference inside gsch_fit_aio_write() function.

[6428(bash)]: gsch_scan(525204,1,0) - interrupted & wait(1008)
[6428(bash)]: gsch_scan(525204,1,0) - interrupted & wait: done

BUG: unable to handle kernel NULL pointer dereference at ©200000E20000015
1P: [<FFFfffffa@35a7b1>] gsch_flt_aio_write+@x31/6x120 [gsch]

PGD 1d6215067 PUD 1d6216867 PMD ©

Oops: @oee [#1] SMP

last sysfs file: /sys/devices/system/cpu/online

ipstable_filter ipé_tables ipvé uinput ppdev microcode vmware_balloon parport_pc parport sg vmci(U) i2c_piixa i2c_core shpchp exta jbdz
mbcache sd_mod crc_tl@dif sr_mod cdrom vmxnet3 wmw_pvscsi pata_acpi ata_generic ata_piix dm_mirror dm_region_hash dm_log dm_mod [last

unloaded: speedstep_lib]

B — AL 22 ) BL AL
/;E'— MaE TS
* 3918356 (Tracking ID: 3988785)

SYMPTOM:
System panic observed because of null page address in writebasck structure in case of

kswapd
process.

DESCRIPTION:

Secfs2/Encryptfs layers had used write WOP as 3 hook when Kswapd is triggered to

free page.

Ideally kswapd should call writepage() routine where writeback structure are correctly filled. When
write VOP is

called because of hook in -,-’encr'ypts, writeback structures are cleared, resulting in null page
address.

RESOLUTION:
Code changes has been done to call VxFS kswapd routine only if valid page address is
present.

2) FERICE S
BRI X ASM 3X — Oracle $UH 2 Rt DO 2T
77 Block devices not supported for ASM (Doc ID 2310512.1)

ASM disks are changed from Character to Block devices using "vormetric® encryption and after that not able see ASM disks to add back I this Document

Symptoms

Changes
CHANGES

Cause

Solution
Changed Character to Block devices

References

crw-rw—- 1 oragrid asmadmin 18, 8 Sep 13 02:17 /dev/asmdevices/asm001

1 oragrid asmadmin 18, 12 Sep 13 02:17 /dev/asmdevices/asm003
1 oragrid asmadmin 18, 14 Sep 13 02:17 /dev/asmdevices/asm004 APPLIES TO:

crw-rw——- 1 oragrid asmadmin 18, 23 Sep 13 02:17 /dev/asmdavices/asm005

+ Oracle Database - Enterprise Edition - Version 11.2.0.3 and later
o Oracle Database Cloud Schema Service - Version N/A and later

. Oracle Database Exadata Express Cloud Service - Version M/A and later
brw-rw-— 1 oragrid asmadmin 18, 8 Sep 13 02:18 /dev/asmdevices/asmyed01>>>>>> Oracle Database Exadata Cloud Machine - Version N/A and later
brw-rw---- 1 oragrid asmadmin 18, 12 Sep 13 02:18 /dev/asmdevices/asmye003>>>>> Oracle Cloud Infrastructure - Database Service - Version N/A and later
brw-rw-— 1 oragrid asmadmin 18, 14 Sep 13 02:18 /dev/asmdevices/asmva004> = > IBM ALX on POWER Systems (64-bit)
brw-rw--— 1 oragrid asmadmin 18, 23 Sep 13 02:18 /dev/asmdevices/asmve005>>>>> IBM AIX on POWER Systems (32-bit)
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T when using|Vormetric agent|for encryption of database files (Doc ID 2098275.1)

In this Document

Symptoms
Cause
Solution
References

APPLIES TO:

Oracle Database - Enterprise Edition Iyg;g'gn 11,2,0.1 and later I

Information in this document applies to any platform.
Specifically when using Vormetric agent for encryption of database files.

CAUSE

Introduction of a third-party encryption medule that mediates interaction between the database instance and the database files. In this particular case, the customer configured
Vormetric Encryption Expert Agent to protect Oracle Database files, including redo and archive logs. I/O speeds were impacted slightly for all write operations. Under normal database

load, the impact did not introduce problems, but during heavy write activity, the increase | y archive logs to the encrypted file system
enough that the archiver lagged the Igwr processes. This caused a cascade of wait events{that resulted in significant performance issues.

SOLUTION

Modify Archive Log destination to a volume that does not use the Vormetric encryption agent. |

Note:

Oracle does not support any 3rd party kernel/user modules, libraries or filters that inspect or change the behavior of the Oracle Database, including agents that modify the way in
which the database interacts with the file system. When a database with these 3rd party modules, libraries or filters encounters performance, stability or corruption issues, Oracle will
request that you repraduce the problem on systems that do not include such intrusive software.

REFERENCES

NOTE:1270146.1 | Database Instability Caused by 3rd Party Kernel Modules
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Al Ak Sl s BB A T AR A A AR, TR PR SOV E B R, — Bk
i, SRR E R BWE R RS, N R BB — R B
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