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FERERERAR ETAERENEDSE
IR 7l B 10 45 5l 1 I AE 58

1 SEE

AFRUERLAE T FE T A0 A5 BR 5T 04 2 W0 R A R0 B 17 46 531 P SOHE 22 355 B0 ISCHE 22 L P BSC O 7 B BSORR
DY ErIN E R E T E
AR T AR A TR B 003 00 AR 55 0T DR A

2 HEHESIAXH

NN SCAF RS T A SO B 1 b AN w] A o FUIE T HOIAG 51 SO A0 H 3 B ROAS 8 1 T AR SC
PF o PURATE H 51 SR Hdw 7 RRAS CRLAR B A7 B 48 2 30 36 1 1A SCAF
GB/T 25069—2010 ffBZEFER RiE

3 REBEMEX

GB/T 25069—2010 F7E LK T IR FlE SGdE T A S
3.1
A S trusted environment
FH P #8128 4 DX, AT ORE 28 380 5 P 0 B30l 1) 2 4 Ve s A0 468 DR 95 P e B PR ] PR S5 L G wT
fE AT B (TEE) (% 201 (SE) L i] {5 AR H (TCMD s H A B #5241 5 i A7 X3
3.2
S YEAEIR A 5 X5 biometric authentication
K FHAE B R R0 42 AR X i B A iR AT 5 5
3.3
HE i fFiR B Z$H B IEEE  biometric authentication key manager
15T AE4 B 0 55 1) R 55 4 S 0 FH P s AR DG A B (B An %85 57D i S A
3.4
S FiR B Z BB EEFRIESF  biometric authentication key manager identifier
FH R AR TR A P FR AR DR 000 28 51 45 B2 o 1k B0 SO0 IR 55 S8 A0 R ) R A B B AR W RR AR TR ) 4 BT A B g
FHAE B
3.5
FAFi%%& user device
A5 A YRR TR ) % S A R AR T R A
3.6
k%A relying party
A T At S A (A1) 4 B 453 B 00 i 55 ) B AL 149 O T T P A 8 i 3 SR AT P {6l T 0 U R R
AT R AR
3.7
M RAEFERIRF  application identifier
AR AT 98— B UR 8 LA o R ME — A DR AR 75 1 5 — i R )
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3.8

BN REIEM A  identity provider

PR B 0045 B 55 1) SR
3.9

£ Y4FMEIRA]2F  biometric matcher

FIF N AR JIT [ A 19 A BRRRAE 54T R R AE SR 2R A7 A N B 4 U0 A 4 A
3.10

SR S EFRSEEE  biometric authentication server

W MRy 5l B 0y IR 55 H A 5 1) 2B R AR TR B 1y 68 0 Il 55 B A

FE AR M P RTRR B S IR 55 7R
3.1

Y 5I88  authenticator

FH A P R R R 1) %8 BH A B N HCAH S I 19 A W R ) % A S A
3.12

&I  discovery

B0y 55 IR 55 25 0 0 FH P B 2 A SRR AR WM UL, A SRR D A IBCAE A R A TR ) 8 B A B AR A G AR B
Y A
3.13

X 5]/ 48  user authentication public key

A R AE TR 5 R4S B AE T P TR A A B B B X A
3.14

£ 5]FA%8  user authentication private key

A W R A R B B A R AR A T P T e R v AR R 2 B B RS
3.15

FEAEM  key registration

A W R IR R 0 B B A B AR L A ) S ) A A o e A i B B 0 S ) IR 55 i O i A R ek R
3.16

ZEAEMHIE  key registration data

P A 0 R IR AR 1) %8 BH A B A S 1 5 B T A O I B L 0 2R YRR AE T ) 4 B A B AR 9 AR A
A5 BT A LAY 55 A B DA Rl — 2 5 A R A1 00 28 BH A B A R DG 1 5

FE B0 A R T A B0 AT Bk DA B T B A A T A AR Y (B A
3.17

FEMITEEE  registration counter

A W R R R0 B B A A T SR B () TR o B O T A W R IR R % B A B AR AT — IR g
P B I 3 — K
3.18

R4 884k server challenge

B 0 55 501 iz 55 4% 7E B 13 5 500 DS oK rh g R (Y Bl AL 1A
3.19

Z 2485 sign counter

AEWREOE R0 % A A AR I R G G TR . B — SR i AR K
3.20

FARFI&IE user verification

A PR AR U 2 BH A B AE F AE R AR U BRI P

2
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3.21

I B /%8  vendor public key

FH P52 B 1 T 7 8 2B W R R U000 85 B A5 S8R v SR A 0 FH T R B A P R R R 2 B A B A
B0y 10 3 B A4
3.22

B # %3 vendor private key

FH P52 Wi 1 T 7 78 2B W R 0 U000 85 B 4 388 v SR A 0 FH T IE B A P R R R 2 B A B A
B 0y 10 35 B B FAH

4 GEEEIE
N A TR T A S

ApplID: i FHFEF #5 IHAF (Application Identifier)

ASN.1.: #1215 4518 (Abstract Syntax Notation One)

BAP . A= YRR A5 50 B 43 % 51 31 (Biometric Authentication Protocol)
BAPV . A= ¥R AE P10 B 3 58 5 BB AS (Biometric Authentication Protocol Version)
bkmID . A= Y RRAE 1R 51 %5 41 45 B8 A5 IR 4F (BAP Key Manager Identifier)
1dP . By IR 55 $2 4L J7 (Identity Provider)

IPSec: IP % 4131 (Internet Protocol Security)
KeyID: % #1147 (Key Identifier)

KRD. %4 % M85 (Key Registration Data)

SE. %40 (Secure Element)

SSL. 4422 )2 (Secure Sockets Layer)

TE. 7] {5 # 3% ( Trusted Environment)

TLS: 2 {& 5 2 Wri (Transport Layer Security)

TCM . A] {5 S B (Trusted Cryptography Module)

VPN B #l% H M4 (Virtual Private Network)

5 ThiNHEZR

5.1 #fig
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Bt X A R R S S 2 1 A R I [ 114 2 2 SR AR A v S LR 22 A TR B AT O A A



GB/T 36651—2018

(s ve) )

4 R )
4 AR (TE) N\ BT (RP)

R ARE

5
=
i

( sty carC)
SRS RETT B(10PB))

AR R P B \‘:

SHMBRET A(IdPA)
- ﬂi%% f—t%q@ - § 1551 Hﬁ%gg
. MERH |- R .
g\ 8k _/m j
s (am ) -
o | . R | -
: =1 Bn :

L -

T HhIAEZSR

TE BIRSCHE S v B 073 25 550 e 55 4 60 A= 00 e A R 01 4 0 A7 B 0 4 01 st A B 45 1) WD AL S,
—— S0 M A 55 4 AT LA R RO RO )5 AR B o 2 TdP i s 600 S 8L . o ml DA el S5 4R BoA
fRAER A 1dP S8, 1 i i h 5 OB B FAE SR R 1dP Sl g 5. B %
I e 55 e h A A A T P B 2 00 28 B0 % o T P A A T A R A R0 A B 1) B O
90 I 55 i AR I A R R ) BT L A A B A S A
AW EAE TR S B B AR AR UL TR IR BT R AR A R AT AE B AL . R T
AL 2 A Wy R A 031 5 0 A7 L8 1) B 3 60010 I 55 46 3 0 R o A 0 R A R S o A B A A
4 M RN T B 0 2 S R 55 4 0 P B B o AR R A DR B B g T LS 2 A R
P e U e AT S HL
AARAEARLE TP K B 13 56 531 DI U035, 366 58 45 2 W e i TR 4 00 4 T 8 1ty LR S BT . ol
4 B 13 MO0 IR 55 45 & T 7 TR T ) TP i AR ] R P P 5 P S 1) AL R 1 B B )
I I 55 i » AT B 47 2 590 iz 55 i mT LA B 55 P P 2 28 CHL o MRS B 47 46 S0 B ISCTH JR 336 5 45 A W R AT IR
ol A B s O T AR B TdP B N RIE R R AR B R et
AR E DL B 0 33 AR OC A AT+ 4% I A SRR FL ST 5 L7 B R T s 18 0 R fip bl (5 1 L 58 %
PSR AN AT AP 5 SR 114 20058 A0 A A O [ AR HE AN AT AL AR
T AL A BRI A A A TRUR B 3 2 500 DI IS0 e 2B ) R A U5 4 A B 8 R B 07 S ) A 55 i =2 ] Y
SR, TEIEATIX SRR S T B 4 00 IR 55 A i A 3 R B 7 R A A P A e R SRR A T
W =FaihamT .
VR R A A R S A A A S ) 2 2 M ) B 3 ) I 5 4 5
S5 R TR A A R A R 2 B A B A E AT B ) 00 5
VR < R TR 0 B 5 0 R 5 A 4 0 s T B
TR =l 23 35 9 BRSO AR P B2 45 07 0 AR 4P P S50 S B A0 B AL P EOR T 2 4 A i )2 PR
(TLS) & A2 L R 45 (SSL VPND B TP % 4 p I (IPSec) WS, A= 14 AE U0 % 418
e TE S B 15 56 030 IR 55 A 0 3 R I 3 IO X B 5 6 03 R 55 4 1 S AT I L AS s v R K A AR AR IR
91 5 B A T g 0 T B 7 8 S i 55 L S A0 D7 ¥ R T IE A O S A T LG R B 4 Sl 55 4%
BRI
4



GB/T 36651—2018

5.2 E#M

TE P 1) B 47 %68 590 IR 55 s R AT 3 M A9 3 8 o o P P 8 A e A R ) 2 A L 0 A — X BT Y
I 2N ANH I K 2 0 AL A R A7 A A W AR TR 4 1A B v o 0 o T A B 0 S P 55 i v
TEME AR WLIET 2. bSO B 2 DL % A

{ A { A
a _
EYSE RN E - b -
HEHR I d J—
Sy %51
| FPARE W 45 28
AP E R 2

B2 EMEE

EMHR AT

a) P HTT BeA  i  ARER T RIS T 25 i BEEAT AR e A TR S B S O 3 A
WA 7K FH P 2 1o 30 B 003 56 ) e 55 2% ol LA HT TP 5 ) 5 =080 P 35 4 35 1) 1) B 1
S0 IR 55 » B0 BT B e 207 50 .

by By 0 M 5 AR 55 4 160 P B v A AR R R0 AR B AR K R R T R s P iR B AR
WAL AR ) 8 B P A A A B 0 6 S AR 55 45 1) T T SR T BN 36 E B £y 4 S R 55 e Y
SEE L B0k 1 o UG 2 FH P e mT R 4 2R R AR SRR 7 R 4 020 L

o) R RERES I Y AR YRR AR UM A L 0 A W R AR U A B A AR A R 4 A g (A 2R
PP Z A0 AR A2 R U0 A5 88890 B 0% 2 W 4 AR AR 4 ) AT A0 s R P B R AT R
10 DU T 8 %550 B A W R U0 4 UL 58 U B D & S8 U P AR W AR AR U SR IE . T P A
Py R SR ) IS A R AR TEU 5 A A B B — X 5 A R U A AR A LA L B )
B O3V IR 55 e A D366 114 W — 1 S 1) 2 FAEH S8 D3 R BH DR A7 A AR Ml 1) A ) R AU TR % AR 78 L 2 O
A SRV A W R A R0 3 8 B S 1 o A SR A A Rl B ) B AT BE T DR AT 42
FAGT W32 A W A TR 4 0 B 6 ol A B R AT o 5 SR o I #9268 ol A DR A7 A
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R AE PR3 8 B A B AR

d) AR RRAE TR 9 A LA AR 0 B RO O A TE RO A 2B A U S A D
R A T M e 107 31 S B ey 17 S v B B T AR R TR RAG X B 1 M 4
o HEAT 2 44 09 26 44 B A W i 1731 5 R 3] B 47 S 00 e 55 %

) By 0y MM AR 55 A G TR 2 G0k T M L B R A & 4 L 4 44 T U B RCHE M 5 8 O R
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BAPMessage: : = SEQUENCE {

bapProtocolMessage OCTET STRING,

additionalData OCTET STRING

}
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bapProtocolMessage : M SCIH B » 1 203 & K B (00 AL2) JiEM R TE B (S A3 K51

RIEE S AD JENm R EE (S W AS) JEHIEREE (S A6 S,
additionalData [l in=%k.

A2 EMBERER

RegistrationRequest; ; =SEQUENCE{
header OperationHeader,
challenge PrintableString,

username PrintableString

}

header: #:/E 3k . header.op BYME W N “Reg” , ASN.1 ##iiAZ L B.4,
challenge : B 7 %5 5| iz 55 #% 42 1L i Pk AR 1L

username : Ff F* 75 JAR S 77 09 5 4 FR

A3 EMIEAE S

RegistrationResponse: ; = SEQUENCE {

header OperationHeader,
fcParams FinalChallengeParams,
assertion RegistrationAssertion

}
header : #:4E 3 , header.op i i “Reg”, ASN.1 ##iiAZ Il B.4,

fcParams: fx & Pk % 2 % FinalChallengeParams, ASN.1 #ii& % L B.5., Z S8 j§ UTFS 414,
RIEAMMFALRFC 4627 1% LB R HI4 ik R 94k 5 . Ff ] base64url[ REC 4648 1% Holt 17 2 i 5 HIE .
assertions : JE MG K Wi 5, 25 YRR AR LU0 5% 4 8 B A% A0 o 07 B0l - ASNLT HfiiR anF -

RegistrationAssertion: : = SEQUENCE {
assertionScheme PrintableString(BAPVITLV),

assertion RegAssertion,

11
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A4

A5

RIF

filik

12

exts SEQUENCE OF Extension OPTIONAL
}
assertionScheme: R RIS M 5 AW 5 B A K 2B A “BAPVITLV”,
exts: A YPRFIE IR 19 45 BRER SR 9 L ASNLL fifi ik 2 I B3,
assertion: JF M & » ASN.1 #iiR U T .
RegAssertion: ; = {

krd KRD,

sig BIT STRING
}
krd: 2 B WHECHE . ASNLT i iR 2 0L B.9,
sig: T R AR ked 1T 2 TG 224 1H

£HIFRER

AuthenticationRequest: : = SEQUENCE {
header OperationHeader,

challenge PrintableString
}

header: #2/E 3k , header.op BY{E M b “Auth”, ASN.1 #iiAZ Il B.4,
challenge : filt 55 2% $& £t B9 Pk A% AEL
£ 50 0E Bz E 2

AuthenticationResponse; : = SEQUENCE {

header OperationHeader,
fcParams FinalChallengeParams,
assertions AuthAssertion

}
header: #2/E 3k , header.op i i “Auth”, ASN.1 A& B.4,
fcParams: fx Z #k &% 2 %4 FinalChallengeParams, ASN.1 {2 Il B.5., ZZ % i ] UTFS 454,

I LRFC 4627 15 SCHY 7 904k 7 7 54K )5 » HE08E  base64url[ RFC 4648 JXf H 47 4 % J5 1A .
assertions: AuthAssertion Xt 4, 4= W ReiE I 51 25 51 48 B 2% 1 6 56 513 oK A ik 25 44 Wi & . ASNL 1
W
AuthAssertion: : = SEQUENCE ¢

assertionScheme PrintableString(BAPVITLV),

assertion SignAssertion,

exts SEQUENCE OF Extension OPTIONAL

}

assertionScheme ; ] 4 i 7 7 1 W7 75 B4 7% I E W “BAPVITLV”,

exts B R LB 6 0 FE L8 S R ASN. 1 A2 L B3,

assertion : A= W) FRAE PR 25 B 45 2 2 0 48 0137 SR BhiE 2 nU Y 2 44 W L ASNLL Hfi iR n R
SignAssertion; ; = {

signData SignData,
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sig BIT STRING
}
signData; f7 25 4 848, ASN.1 ik = I, B.10,
sig: i B % M FAEA X signData #E1T25 44 5 I 4411 .

A6 EHIFERER

DeregistrationRequest; : = SEQUENCE {
header OperationHeader,
bapKeyManagers SEQUENCE OF DeregisterBAPKeyManager
}
header: #£{E 3k ,header.op i & “Dereg”, ASN.1 #iiRZ Il B.4,
bapKeyManagers : 22 11 £5 #) 4: ) 45 1F 1R 1) 85 57 45 F £ (DeregisterBAPKeyManager) 31 % , Deregis-
terBAPKeyManager ) ASN.1 iR UnF .
DeregisterBAPKeyManager: : = SEQUENCE {
bkmalD PrintableString,
keyID PrintableString
}
bkmalD: 23 5 1) A4 W R A TH 501 25 57 48 B4 100 A= 0 e AR R 1) 2 A1 48 B 2 bR iR AT (bkmID)
keyID: 55 % 51| R0 B AH OG5 (1) ok — 19 2% B AR IR AT (KeyID) % T B A AW bkmID 9 A= 45 1E 32 51 %5
Pl BEAY  KeyID 2 ME—H) .

13
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Mt X B
(BB

HIH B X IR EN
A B SR 2 BRGSO SRR 45 H 19 ASNLT $iid

B.1 hRZA

Version:: = SEQUENCE {
major INTEGER,
minor INTEGER
}
major: F A,
minor ;: YK & kA
ARFRMER PP FEERRA N 1 K ERRA R 0,

B.2 #BIEXE

Operation: : = PrintableString {Register(Reg), Authentication(Auth), Deregister(Dereg) }
AFRAEA LLF =R E 2.

Reg: 1/}

Auth . %51

Dereg: 73 £

B3 ¥ E

Extension: : = SEQUENCE ({
id PrintableString,
data PrintableString,
fail_if_unknown BOOLEAN
}
LR AR 1 S TE A5 b AR AR b s T
id: 9" AR RAT
data IZ(H W] AE B TFAF L B0 55 IR 55 25 A P RRAE TR 1) %% 4 A7 B2 07 % 2 i 1) o P i —
B, ZEATLAE,
fail_if_unknown: 4 fail_if_unknown & false B} 78 R HN P~ & L #% Z 0& . >4 fail_if_unknown &
TRUE i 3278 R F e N5 B 1%

B.4 #E{EL
OperationHeader; ; = SEQUENCE ¢

bapv Version,

14
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op Operation,

applD PrintableString,

serverData PrintableString OPTIONAL,

exts SEQUENCE OF Extension OPTIONAL

}

bapv: & F AT A5 FRBE 9 24 90 R AE 0] B 03 S8 0 B LA A, ASNL T fifiiA 2 Il B.1.,

op:fH W A “Reg”,“Auth”s{# “Dereg”, FT 1] {7 IR EE (1) 4= W FRAE 500 B 00 5 0 Dh IS0 3 1 1) 26 1
ASN.1 #iiRZ WL B.2,

appID: AR 7 i AR T A8 IR AT

serverData : {KHi 7 1 & B9 2 38 AR AT .

exts: ¥ B Y, ASN.1 #ik 2 UL B.3,

B5 JEHRKSH

FinalChallengeParams: : = SEQUENCE {
applD PrintableString,
challenge PrintableString
}
appID: IZ S BUE K & A #AE L 1Y appID Z4U{H .
challenge : 1% Z: B0 1 By 1 P17 K B304 51037 5K o 9 IR 55 4 Pk % 2 801 T 55 25 Pk A T 55 4 32 1t
1) Bl AL 2 U1E

B.6 £MHFEIRAZAEERER

By 00y 5 IR 55 o 0] LA SR B B0 R A0 JH ) 8 4 A8 BB A OG5 2. 0 A A ) R AR TR B B A A A )R
TEAE R R A R TR P A0 R G SRR RN R, L A B A W R R ) S A A B e A K ) N R B B BT e
W AR G A B . By 55 SR 55 i T DA FH AR 0 Rk 000 22 4 A7 PHL 0 A S 32 1L 7 1) R 35 ke A Bk 2
s

H G o

B.7 HiEHRER

AssertionInfo::= SEQUENCE {
version Version,
mode AuthenticationMode,
signatureAlgAndEncoding INTEGER,
publicKeyAlgAndEncoding INTEGER OPTIONAL
}
version: Wi & AYRRAS , ASN.1 fliiR & L B.1,
mode: W F AL
signatureAlgAndEncoding : IZH AN 4 A AR B, B 03 % 501 Ik 55 % 2R W) 5 AR U1 4% 4 4
TS IV 12 AE A T SCP R — 2, RIVRE A% 38 1 2 (B A B O S 0 A rh (P — B & 4 BRI C S8
publicKeyAlgAndEncoding : i% fH A8 3 2 8150 B AH DG AR . o B 03 4 5] 12 55 4 R A= 00 e Ak 1200 85 81 4
FHLAS V0 12 (B A T SOOI R — 2, RIVRE A% 18 1 2 (B A B O S 0l A vh (P — B A B RE A C S8
15
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publicKeyAlgAndEncoding: FH F* 30 iF 75 30 ASNL1 i 4nF -
AuthenticationMode: : = INTEGER { explicitly(0x01)}
explicitly : N #F47 i 2 /9 P 36 UE , 61 448 S0 A I B4 15 45

B.8 AR ZREERITHRE

Counters: : = SEQUENCE ({
SignCounter INTEGER,
RegCounter INTEGER

}

SignCounter: % Z 1 825 AU 1E .

RegCounter: VEMHTH088 HO1E .

B.9 EREMEE

KRD::= SEQUENCE {

bkmID PrintableString,
assertionInfo AssertionInfo,
challengeHash BIT STRING,
keylD PrintableString,
counters Counters,
uauthPubKey OCTET STRING

}

bkmID: A= Py REAE P51 25 81 48 BAR A5 TRAT

assertionInfo: Wi S #iRk{E B ,ASN.1 #iR= 00 B.7,
challengeHash: Ik 55 #i $k 5 19 % 424

keyID . % B R PR IAAF .

counters : 2E PP FFAE PR3] 9% 5145 B AR 1T EUES (B . ASNLT #§iA 2 I B.8,
uauthPubKey : 4= 1l 119 % 541

B.10 #FEHHIE

SignData::= SEQUENCE {

bkmID PrintableString,
assertionInfo AssertionInfo,
nonce OCTET STRING,
challengeHash OCTET STRING,
keylD PrintableString,
counters Counters

}

bkmID ;A= ) FEAE TR ) 25 B 45 B 28 AR R4 .

assertionInfo: Wi 5 i iA {5 B, ASN.1 fiik 2 0, B.7,

nonce : A Y457 1E TR 591 98 40 45 B 4% A= Rl B AL I B S 80(E .
16
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challengeHash : it 5 #% Bk % 1 24 M .
keyID: %57 B AR AT
counters : 4 ¥ IE IR 5 22 1 & FEES IT RS . ASNL1 iA=L B8,

B.11 AIMEE

DiscoveryData:: = SEQUENCE ¢

supportedBAPVersions SEQUENCE OF Version,
clientVendor PrintableString,
clientVersion Version,

availableBAPKeyManagers SEQUENCE OF PrintableString

}

ik .

supportedBAPVersions : 3 I T 0] 75 R85 19 A ) 45 AE U0 B 1y 2850 DR MU AS , ASNL T #ifi ik 2
0 B.1,

clientVendor: A& YRR E U5 %5 4H & BRAN )R .

clientVersion: 4§ AF P 551 25 4145 BRAS BRAS .

availableBAPKeyManagers : iJ {ifi Fi i) A 9 45 1iE U001 %5 BH 87 BLAs A5 R4 .

B.12 $£5iR%S

ErrorCode: := INTEGER {
NO_ERROR(0x0) ,
WAIT_USER_ACTION(0x1),
INSECURE_TRANSPORT (0x2) ,
USER_CANCELLED(0x3),
UNSUPPORTED_VERSION(0x4) ,
NO_SUITABLE_BAPKEYMANAGER(0x5) ,
PROTOCOL_ERROR(0x6) ,
UNTRUSTED_FACET_ID(0x7) ,
KEY_DISAPPEARED_PERMANENTLY (0x09) ,
BAPKEYMANAGER_ACCESS_DENIED(0x0¢) ,
USER_NOT_RESPONSIVE(0x0e) ,
INSUFFICIENT_BAPKEYMANAGER_RESOURCES(0x0f) ,
USER_LOCKOUT(0x10),
USER_NOT_ENROLLED(0x11),
UNKNOWN(0x{f)
}
ik .
NO_ERROR : #:4E 58 1, A By R R A
WAIT_USER_ACTION . %5 £ F P #864E .
INSECURE_TRANSPORT : A4 4= i ff . 1 in A il HTTPS,
USER_CANCELLED: [ £ BU 24 A #4E .
17
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UNSUPPORTED_VERSION : A= ¥ ¢4k 1251 25 4148 B 28 A SCHRIZRRAS 1Y DR S0 2 .

NO_SUITABLE_BAPKEYMANAGER : & 5 B {7 % 51| Jiz 55 % 5 W AH DT T (9 28 9 55 1E 10 %5 4
(BLE

PROTOCOL_ERROR : & A= Pisl 55i%

UNTRUSTED_FACET_ID: A 32 15 4T B9 #8107 I JH L

KEY_DISAPPEARED_PERMANENTLY : % M FA4H & 6 0F H Bk & .

BAPKEYMANAGER_ACCESS_DENIED . 4= ¥y ¢ 4iF 11 51 %5 41 45 BR #4544 17 7] .

USER_NOT_RESPONSIVE ; B P K- i} [8] J6 1 1

INSUFFICIENT_BAPKEYMANAGER_RESOURCES : A4 ¥ 4 fiF 15 51 %5 47 45 P 2% % 4 J2 8 1 %%
TR AT A

USER_LOCKOUT: iy T I 85 » B AE LIk AT o

USER_NOT_ENROLLED: H P %A %1t .

UNKNOWN: DL 3% 51 i HoAh g 15

18
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Bt x C
(FBHEM O
N

C.l EYHEHMTiRAHZHEESREZEAOEN

interface bap {
void discover (DiscoveryCallback completionCallback, ErrorCallback errorCallback) ;
void processBAPOperation (BAPMessage message, BAPResponseCallback completionCal-
Iback, ErrorCallback errorCallback) ;
void notifyBAPResult (int responseCode, BAPMessage BAPResponse) ;

}s

C.2 kMA*

void discover (DiscoveryCallback completionCallback, ErrorCallback errorCallback)
B 00 % 5 e 55 g R A2 i R A T P i &5 B A SCRE AR ML, R T 2 82 W3k Cll,

*xCl1 RUAFEBH

S5 e Al e Al ik i A
DiscoveryCallback JH T He A= P R AR R 50 25 9
completionCallback seoveryhaThas i i . T ' N .
(% C.5) A TR A% S BB R [l 9
ErrorCallback ) ) - .
errorCallback & i T B2 s R A R A5 B ] oA
(&0 C.D

i B 26 1 ; void.,

C.3 BUTHRIETT X

void processBAPOperation (BAPMessage message, BAPResponseCallback completionCallback,
ErrorCallback errorCallback)

B 053 25 50 M 55 & 20T ¥ AT A BP0 = Rh 4, v e 40 4 Tl PR A B TR B R4 L PRAT 4
eIz 8& Ik C.2.,

®C2 PUTRIEATZESH

e 2 A A ] 3% ik
BAPMessage R A B P AR
message i f
(L AD ) BAPMessage
) BAPResponseCallback FHF e A P FR e R 50 2 40 4 P e ik
completionCallback & & .
(Z0LC.6) % 1dP 1) B 053 %00 IR 55 % B4 g g 3 8,
) ErrorCallback . .
errorCallback & & FHF B2 U 1A A S T
(&I C.D

19
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ﬁ@%ﬂ :void,

C4 BHMERFZE

void notifyBAPResult (int responseCode, BAPMessage bapResponse)
1 By 55 0 R 55 A 4 WO T A0 BRSO B IR T35 1 4 B 0 56 01 B 55 4 vl g R A A 3z [m] 25 2
YRR AR R 2% B4 AR N 5 R kS5 S Lk Cs,

®C3 BAMERAESY

S 3 aJ g as Al i A
responseCode int w w TR 55 28 i) o AR 25 15
bapResponse BAPMessage(Z L A.1) = = AR NS LRSS L PVRIEDSS

1’2@;’@1@ :void,

C.5 DiscoveryCallback [B]if

DiscoveryCallback 1] F T A= )¢ fiE 131 25 9 487 B % 70 9 A0 04T 58 ik Bt B ) 8k BB IR
7] 265 B 53 % 551 R 55 24

callback DiscoveryCallback = void (DiscoveryData data) ;

S8

data:DiscoveryData 88 (S WL B.11) i i 24 Hif B 173 %2 501l fi 55 % T A HT A4 A= 0 e Ak U001 285 81 45 3
i FHAE W REAE U0 25 B A BES Y HT IR A

C.6 BAPResponseCallback [0]iF

BAPResponseCallback [ 3 ] A= 9 ¢ AE T 501 25 91 87 I 7 S 20 PUAT 58 LB A (9 4 g3 0 255D
S B BSOS AR 1] 45 B 0y M 0 IR 55 4

SR

callback BAPResponseCallback = void (BAPMessage bapResponse) ;

SR

bapResponse: BAPMessage Z85 (£ 0L A1), A= 947 AE R 51 488 4 45 B2 2% [ g v o 7 8

C.7 ErrorCallback [

ErrorCallback [8]3 F F 4= ¥4 AiE 1) 25 41 47 BR 2R 76 52 48 BAT HRAE Ok [0l 45 1R 15 FE B
callback ErrorCallback = void (ErrorCode code) ;

¥,

code:ErrorCode 258, ErrorCode 4 0 (Z L B.12) th 1{E , JH T i R F4E 1) 45

20
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