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L {5 00 Bk ) 2 & B P B R B B oK A ZE oK

SEE

W& &

AARHENISE T B B AN R A E T H NESER I SHERAE.
ARSI T2 AW 1 5o o {55 P I e B8 S WL T 2 B S RN PU B AR £

MSE S R

TS T A SO B S R R ET B, LA BB RSO, (LT B AR AT A A
FERE B BREI RS M, HEFRS (BREITERESRE) &M T4,

YD/T 17282008
YD/T 17292008
YD/T 1730—2008
YD/T 1731—2008
YD/T 14782006
YD/T 1756-2008

(45 PR LR P 22 2Bl 3P R R D)
(RS PRI ELRE P 22 & S AR SE TR R )
(R AR EL B P 22 R VA SE i )
(P AN LR P R A4 0 B R R S i F )
(ERfEE TP R TRESKD

(L5 P LB P A 2 2 R R AR EKD

fEREIE

T 4R TE S A T AR 30 .

ARP Address Resolution Protocol HhhEfEATEX
BGP Border Gateway Protocol 5 S
EGP Exterior Gateway Protocol SR P ST

FTP File Transfer Protocol SCHAEHTIX
HTTP Hypertext transfer protocol BN
IGP Interior Gateway Protocol A ER R =i

IP Internet Protocol P 4 FLE ML
LDP Label Distribution Protocol PR s Rl
MDS5 Message Digest Algorithm 5 HERERE
NTP Network Time Protocol A 5% B [ L
OSPF Open Shortest Path First T B B
RIPV2 Routing Information Protocol B B A5 B
RSVP Resource Reservation Protocol PRI WX
SNMP Simple Network Management Protocol a7 B 4 B RPN
SQL Structured Query Language S EWIES
SSH Secure Shell TN

TCP Transmission Control Protocol SRRV
UDP User Datagram Protocol P ERa i
RW Read and Write BEEAE
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P PRI LR Y B P 45 1 4% I A BT TP R TR B B DU B 5 D4 AER. B%s.
WRZEMHZ ST ENESR, AFRERERRNITENG S REEESE . BRMEERIEARE:

a) k504

D NigRAP SRS, BeARAFRLEKS, B8R FKSREEEEEHE kS HE,
A TERIAERP RS, NEXSHPR. WBERFELEER, BH PRS0 mEIHE N
F .

2) MBS EEIET. EPETIELRNKS.

3) NMECE RS Ash%H, ITELNET. SSH. HTTPAEHEEHMNCONSOLE D & FE s, &
HEH PR IREF T REEARS.

4) W TRABSOSMNEEANRE, QSKENEDIM, FAEHRT. NEFEE. KEF,
RS T4k 20328, BERSOMEEHE, ANMeHERD4S, BHRAMEAKTFIOXR,

5) Faas D4 A RN s AN I 5 UL SO A TR E S

6) Nt E consol DRI ThRE.

7 NEErootHEG.

b) AIFIRA -

D ERENRIEERIAN, NBEAFILSFE, RERXITRNRDMUR.

2) REmEEHRSTELNET. SSHN R AV E bk M .

3) NEEHERSHEE, SINMERABKS), WEKS. D4R ERHIEK.

c) HEZRE

D NEEHEDGE, WHEFAERHETESR, LR & ERE.

2) MEEHENE, SR 5REHERNREFF,

3) NEEZEASEE, TERSGOSWEETEEBSWREHEIHERSS, HIHFEDL—
FRIEF AT EARME R B D, WSYSLOG. FTPE,

4) MFFENTPHRS, {RiFH SRR EHER . B h /B ENTP SERVERZ [A] N FF
J=RINTIRsi

5) BERSGMELEESUE BN R B change. log LA .

) Prizse

1D NEERBEN, ZIEEARBERAZENEEER, REZSENEEER, RAmFHEN
B e E R ‘

2) WECEK B, BRI, M3 ARPAIE B i RN < T BE .

3) T E&TCP/UDPIIEEMI R %, NREWSFE, MEETIHPHEE. BEPHTCPEUDP., H
foIPHbal. YEE D, HS O RRES . EIEAE RS AR E.

4) MEHANEELEYREG, TR MR EBHEIER, FlanUDP1434%4s O (B51ESQL slammer
iEd) . TCP445. 5800, 5900 (FfjikDellalffd) .

5) S TAEFIIP AT AR B B, LB P SSHES N2 Pl o

6) BAZZAIGP (RIPV2. OSPF. ISISZ) . EGP (BGP. MP-BGP%) HiELDP. RSVPHRE ;K
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7y RWIRESNMPY 2 AR, WE A HISNMPY B, AV E EYUEE SNMP Y
] P41 %%
8) RIEHSNMPHICommunity BIANEITSE, BATENA & D LMEERK,
9) [ 358 3= FE (I SNMP IS R A IR WAL R o
10) FFRE HSNMP V2 bl LR A, mEgg—NERGEHE, NERENSNMP V3.
e) Hfh#zs:
1) R3S I DA B A0 P 4 R 45 B h A, /B0 OO 1 VS DA S B IR (0 85&
2) FHEEE B G4 BANNERTE, BANNERMIH R4 A BMIEERZENER.
3) MIFRIRESC e & Thee, EMERRE .
4.2 Cisco HEHE5/3THH
421 WEOF
432, NE-Cisco-Jl 5 0401

ZRNA:

RRIRE P A TR, AR RS, B kSRR R A KK SIS
(R

Router # config t

Enter configuration commands, one per line. End with CNTL/Z.
Router{config)# service password-encryption
Router(config)# username ruser] password 3d-zircOnia
Router(config)# username ruserl privilege 1
Router(config)# username ruser2 password 2B-or-3B
Router{config)# username ruser2 privilege 1
Router(config)# end
Router#

S 7 i
{4 Fishow running-config

router# show running-config
Buiiding configuration...
Current configuration:
!
service password-encryption
username ruserl password 3d-zircOnia
username ruser! privilege 1
username ruser? password 2B-or-3B
username ruser? privilege 1
H 5B 4
L WEXMH, FEFRKKSIR.
L F4EE RS 5K OIRER AR
ANFEULA :
MRS A 5 IR NG
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45 : NE-Cisco-lk2 0402

FOR A
RS A IET . S TAERRINIKS

BAEIRT:
Router# config t
Enter configuration commands; one per line. End with CNTL/Z.

Router(config)# no username ruser3

Rl 7
{# Fshow running-config
router# show running-config
Building configuration...

Cuirent configuration:

!
username userl privilege 1 password password]1

username nobodyuse privilege 1 password password]

H 5 S
I EEXHFEZKS.
1. MEEHEAMITERS 51T, 4rETIEFX

AhFEVLH :
MEBRARRKS, Bagrli

L2
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475 NE-Cisco-IK5 [14--03
RPN
WECE RS BB %M, WTELNET. SSH. HTTPE 4 MICONSOLE I B Rk 8%

BIEEE:
1. SELELRME:
I. Console& FEHGERT .
Router# config ¢
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# line con 0
Router(config-line)# exec-timeout 5 0
0. EREFEFERBRN.
Router# config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# line vty 04
Router(config-line)# exec-timeout 5 0
2. AhFRBRAEULEA:
25 {51 i L S T B 10 Ay 540

R
{i Fi show running-config
router# show running-config
Building configuration...
Current configuration:

line con 0
login local
exec-timeout 10 0

exit

line vty 0 4

login local
access~-class 2 in
exec-timeout 10 0
exit

ip ssh timeout 90

B S
FFBFTRIYEE T timeout(d

TRV
JEPURATES, SR GIENER
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45 : NE-Cisco-li5 04--04

ZERAZ |
S DA M FERATTEMEE LS, UEERFER. W Henable secretfii EEnable 545,
{i Fenable passwordfiC B Enable# i

e {EiET.
Router# config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# enable secret 2-mAny-rOUtEs
Router{config)# no enable password

Router(config)# end

T 77 s
1 Ff show running-config
router# show running-config

Building configuration...

Current configuration:

!

service password-encryption

enable secret 5 $10xphetTbSrTsFSEdvjtWbi0gA2g

username ciscoadmin password 7 WbiOgA 1$rTsF$Edvjt2gpvyhetTb

HFE AN
P B SO TR DB 7 B

TR
IERA %, {8 Fshow running-configA] LA Bl 2R 02 1) 2505

o
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45 : NE-Cisco-lk5 [14--05

ZRAE:

ML & consol L1 B ISR Th e

BefEfEm:

BB R4 .

Router# config ¢

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)# username brian privilege 1 password g00d+pa55w0rd

Router(config)# line con 0
Router(config-line)# login local
Router(config-line)# end
Router # ‘

eI T7 ¥

1 Flshow running-config

router# show running-config

Building configuration...

Current configuration:

!

service password-encryption

username myuserl password mypassword
line con 0

login local

exec-timeout 10 0

exit

A&

Eidconsol B %, FEEKWY

#hFE LA
FEBEFLES, WEIURNELHRAT RIS, FRBIRIAR
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422 HER%E

%l‘%: NE-Cisco- o ﬁé 01

TSR Py A
MEEZEA R, A REHESWEETEREH S ekEmB HEmEE, HHFEb—F
B A E AR B B0, WMSYSLOG. FTP4¥

B lETRT:
1. SEBERLE:
B B AT AL R
Router# config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# logging on
Router(config)# logging trap information
Router{config)# logging 192.168.0.100
Router{config)# logging facility local6

Router(config)# logging source-interface loopback0

Router(config)# exit

Routerd# show logging

Syslog logging: enabled (0 messages dropped, 11 flushes, Ooverruns)

Console logging: level notifications, 35 messages logged

Monitor logging: level debugging, 35 messages logged

Buffer logging: level informational, 31 messages logged

Logging to 192.168.0.100, 28 message lines logged

Router#
2. R

T8 i router A R 7R 72 192.168.0.100/syslogf %525 L.
I B EERAC M ERR T .

FHRBE®E.

WFEHEBELHNEE “information” .

O HEHIEE “local6”

H & &% $192.168.0.100.

H 75 & 1% loopback0.

FeE SERL A LA “show logging” iE.
. REHMRERRBIT.

SysloglR & 2BCES%.

7ESyslog.conf L II—4T .

# Save router messages to routers.log
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II1.

local6.debug /var/log/routers.log

Al | &S0

# touch /var/log/routers.log

W SAE F snmp 7t H SERB T .
Router# config t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config# logging trap information

Router(config)# snmp-server host 192.168.0.100 traps public
Router(config)# snmp-server trap-source loopback0
Router(config)# snmp-server enable traps syslog
Router(config)# exit

Router#

R T7

1§ Fishow logging

Router# show logging

Syslog logging: enabled

Console logging: disabled

Monitor logging: level debugging, 266 messages logged.

Trap logging: level informational, 266 messages logged.

Logging to 192.180.2.238

SNMP logging: disabled, retransmission after 30 seconds
0 messages logged

Router#

AR G

I.

Syslog loggingSNMP loggingZE /b — A “enabled” .

II. Logging to& i ¥ M4 BLIPTR 1 H S5 AR S-4%
. BEEFHEHDNA “0”7

#hFE LA
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%1% NE-Cisco-H &% 4-02

TR P 2

SRR A RN TACACSIRG S S, NEEBEIRE, xR RERE, ik,
TEARR G, OB, RIHENRERE. EIEES0LE AP WEREE. S8R, ¥
FOBfERASIE. ERFEASHENS. BIENE. BRIEABURERESR

E (iR

I BEMERIE
Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# aaa new-model

Router(config)# aaa accounting commands 1 default start-stop group tacacs+

Router(config)# aaa accounting commands 15 default start-stop group tacacs+

Router(config)# end
Routerl#
2. FPIRERIEUL.
f FITACACS+server
Tl 77 ¥

1% Fd show running-config

router1# show runnlinclude aaa

Building configuration...

Current configuration:

!

asa new-model

aaa accounting commands 1 default start-stop group tacacs+

aaa accounting commands 15 default start-stop group tacacs+

e S

MLE T AAAREI B BiE4H

IR
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435 NE-Cisco-H E®R4-03

FRPA

MFFRNTPARS > RIE H 2 8810 A i 8 FvEERh o

#lEera:

1.

2.

SHELE R
Router# config ¢

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)# interface eth0/0

Router(config-ify# no ntp disable -
Router(config-if)# exit

Router(config)# ntp server 14.2.9.2 source loopback0
Router(config)# exit

A FEERAE UL -

FEIE i O ITENTP

LI 77 ¥

I.

1.

{i F show running-config
router# show running-config
Building configuration...

Current configuration:
!

no ntp disable

ntp update-calendar

ntp server 128.237.32.2

nip server 142.182.31.6

{if i show logging|include NTP

000019: Jan 29 10:57:52.63FEST: %NTP-5-PEERSYNC: NTP synced to peer 172.25.1.5
000020: Jan 29 10:57:52.637 EST: %NTP-6-PEERREACH: Peer 172.25.1.5 is reachable

H 52 4 A+

L

II.

TE{Entp serverfit B4 H »
H e %0 A e

FhFE LA -

F R A R S8 2 e S e AL AR

11
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423 Y RE

48, NE-Cisco-MH 2242-01

FRAA:

IR E B e/ A8 B, PAB LSRR IR

I.

IL.

BefFiRTa:
1.

SR EERAE:

X I ERCE .

Router(config)# no access-list 100

Router(config)# access-list 100 deny ip 192.168.10.0 0.0.0.255 any log
Router(config)# access-list 100 deny ip 127.0.0.0 0.255.255.255 any log
Router(config)# access-list 100 deny ip 10.0.0.0 0.255.255.255 any log
Router(config)# access-list 100 deny ip 0.0.0.0 0.255.255.255 any log
Router(config)# access-list 100 deny ip 172.16.0.0 0.15.255.255 any log
Router(config)# access-list 100 deny ip 192.168.0.0 0.0.255.255 any log
Router(config)# access-list 100 deny ip 192.0:2.0 0.0.0.255 any log
Router(config)# access-list 100 deny ip 169.254.0.0 0.0.255.255 any log
Router(config# access-list 100 deny ip 224.0.0.0 15.255.255.255 any log
Router(config)# access-list 100 deny ip host 255.255.255.255 any log
Router(config)# access-list 100 permit ip any 192.168.10.0 0.0.0.255
Router(config)# access-list 100 deny ip any any log

Router(config)# interface eth0

Router(config-if)# description External interface to 192.168.0./16 net
Router(config-if)# ip address 192.168.10.20 255.255.0.0
Router(config-if)# ip access-group 100 in

Router{config-if)# exit

Router(config)# interface ethl

Router(config-if)# description Internal interface to 192.168.10.0/24 net
Router(config-if)# ip address 192.168.10.250 255.255.255.0
Router(config-if)# end

X AR R A E .

Router(config)# no access-list 102

Router(config)# access-list 102 permit ip 192.168.10.0 0.0.0.255 any
Router(config)# access-list 102 deny ip any any log

Router(config)# interface eth 0/1

Router(config-if)# description "internal interface"

Router(config-if)# ip address 192.168.10.250 255.255.255.0
Router(config-if)# ip access-group 102 in

12
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2. FFERVEULER:
R R R 2872 192.168.10.0

RILWIRES
{if Filshow running-config

router# show running-config

access-list 10 demy ip 192.168.0.0 0.0.0.255 any log
access-list 10 deny ip 127.0.0.0 0.255.255.255 any log

int £1/1
description the outside interface of permeter router

ip access-group 10 in

access-list 11 permit ip 192.168.0.0 0.0.0.255 any
access-list 11 deny ip any any log

interface s1/1

description inside interface of perimeter router
ip address 192.168.0.254 255.255.255.0

ip access-group 11 in

B S
£B0 R RET A Sipdi F Py )R ISR IR
IRV

IR DA B P MR S IR AL, LSRR A B CIEIE B U ) A A, LEPISRAVEA
&P IEREE

13
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455 : NE-Cisco-l 224-02

BER A
B AR/ 2L LLUDP/TCP YA SME AL AR S, AESMEE L HLAT I 1, 04 INTPIRS 2%, TELNET
MRs5a%. TFTPIRS-#5 . FTPHRS:-A%. SSHIRG I35, NAECE M Iy AS#bl, R e BHH

2 (icgey

I EHEEAWHMNAN4.1L120FTEDNST HRE.
Router(config)# no access-list 140
Router(config)# access-list 140 permit udp any host 14.1.1.2 eq 53
Router{config)# access-list 140 deny udp any any log

II. ZERCENAYF192.168.0.2000 ] B B 88/38 L.
Router(config)# no access-list 12

Router(config)# access-list 12 permit host 192.168.0.200

R D7V
{8 i show running-config

router# show running-config

! telnet . sshiR4-5%
line vty 0 4

login local
access-class 2 in
exec-timeout 10 0

exit

! NTPHRS2%
access-list 1 permit 10.1.1.1 0.0.0.255
ntp access-group query-only 1

! fip. thpfRS5EE
ip fip source-interface fastEthernet 0/0

ip tftp source-interface fastEthernet 0/0
F B S At
RS FF fEaccess4f 5E

Fh VL
SAMEERENIFFENTP. FIPEIRS, SMARE AR

14
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432, NE-Cisco-fHY 224:-03

BRAA:

St B & TCP/UDPHMNTHEE 4, NREWSBE, MEETHPHIL, HBE PN TCPEUDP.

B ompHbhl . VENR O H RN D AOIRELTNE, YRR A RN ARSI E

Ba{EIR:

1. SEWELRE:

I EREAYE 8141120 FTEDNS T H .
Router(config)# access-list 140 permit udp any host 14.1.1.2 eq 53
Router(config)# access-list 140 deny udp any any log

0. ERE LY EKN14.1.0.016M T FDNST &,
Router{config)# access-list 140 permit tcp any 14.1.0.0 0.0.255.255
Router(config)¥ access-list 140 deny ip any any log

2. FFERAEHM:

Pt e Save

I FRETE R ERIZIER,
access-list list-number {deny | permit} source [source-wildcard] [log]

0. ¥ REWRERTIR.
access-list list-number {deny | permit} protocol
source source-wildcard source-qualifiers

destination destination-wildcard destination-qualifiers [ log | log-input]

AT ¥
¥ F show ip access-list[access-list-number | name]
Routes# show ip access-list
Extended IP access list 101
deny udp any any eq nip
permit {cp any any
permit udp any any eq tftp
permit icmp any any

permit udp any any eq domain

H5E A

I A MEEFREm, FE—dacl

0. WFIEAHERS, JRIPH HARPARE & Hany.
. HAwsn O

3ISUL:
B E RSy S W SRR

15
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415 : NE-Cisco-MY Z4-04

1.

V.

III.

ZERAA:
N TP REAT R EY 1R &, MR B F SSHE B il
BeEET:
1. SETERE.
I REIVALMEEL,
router# config t

Enter configuration commands, one per line. End with CNTL/Z.
router(config)# hostname Router

Router(config)# ip domain-name Router.domain-name
FEV HEHIZIR.

Router(config)# no access-list 12

Router(config)# access-list 12 permit host 192.168.0.200
Router(config)# line vty 0 4 '
Router(config-line)# access-class 12 in
Router(config-line)# exit

FCE NS TR .

Router(config)# service password-encryption
Router(config)# username normaluser password 3d-zircOnia
Router(config)# username normaluser privilege 1
Router(config)# line vty 0 4

Router(config-line)# login local

Router(config-line)# exec-timeout 5 0

. HEBrsa®ZB 5.

Router(config)# crypto key generate rsa

The name for the keys will be: Router.domain-name
Choose the size of the key modulus in the range of 360 to
2048 for your General Purpose Keys. Choosing a key modulus
greater than 512 may take a few minutes.

How many bits in the modulus [512]: 2048

Generating RSA Keys ...

[OK]

BCE AN R sshimFEF T

Router(config)# line vty 0 4

Router(config-line)# transport input ssh

Router(config-line)# exit

16
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Router(config)#

2. FARBEUH:

1. P sshBsR i a8/ AC BN EEFE TN B IR

0. WEHREHRZIE, [U#N192.168.0.20017 7 192.168.0.100 ssh.

Il RCEEARD) I RSB

IV. s 8%, R E2AET DR AT . BN EmsaE AN sshdit /3, ANTFFErsa B §%)
sshdifi{Z H .

V. REZREY I ssh

R 7 ¥

I. {#HFshow crypto key mypubkey rsa

Router(config)# show crypto key mypubkey rsa

% Key pair was generated at: 06:07:49 UTC Jan 13 1996

Key name: myrouter.example.com

Usage: Signature Key

Key Data:

005C300D 06092A86 4886F70D 01010105 00034800 30480241 00C5E23B 55D6AB22 04AEFIBA
AS54028A6 SACCO1C5 129D99E4 64CABS20 847EDADY DFOB4E4AC 73A05DD2 BD62ASA9 FA603DD2
E2A8AGF8 98F76E28 D58AD221 B583D7A4 71020301 0001

% Key pair was generated at: 06:07:50 UTC Jan 13 1996

Key name: myrouter.example.com

Usage: Encryption Key

Key Data:

00302017 4A7D385B 1234EF29 335FC973 2DD50A37 C4F4BOFD 9DADE748 429618D5 18242BA3
2EDFBDD3 4296142A DDF7D3D8 08407685 2F2190A0 0B43F1BD 9A8A26DB 07953829 791FCDE9
A98420F0 6A82045B 90283426 DBC64468 7789F76E EE21 -

II. 1#Fishow runﬁing—conﬁg

router# show running-config

Building configuration...

Current configuration:

!

linevty 04

transport input ssh

5 A ‘
1. FEfErsaZB4H5T .
. mREEFEEsshihil

FhFE L
RN ARTET RSB NS

17
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45 : NE-Cisco-PhHil &24-05

BRI A
Mg RN E e s, B DR EHEER R, Fludp 1434450 (B51ESQL slammer
iFEd) | tcpddS, 5800, 5900 (BhiEDellalff ) ‘

HAEfara:
Router(config)# no access-list 102
Router(config)# access-list 102 deny tcp any any eq 445 log
Router(config)# access-list 102 deny tcp any any eq 5800 log
Router(config)# access-list 102 deny tcp any any eq 5900 log
Router(config)# access-list 102 deny udp any any eq 1434 log
Router(config)# access-list 102 deny udp destination-port eq tftp log
Router(config)# access-list 102 deny tcp destination-port eq 135 log
Router(config)# access-list 102 deny udp destination-port eq 137 log
Router(config)# access-list 102 deny udp destination-port eq 138 log

Router(config)# access-list 102 deny tcp destination-port eq 139 log
Router(config)# access-list 102 deny udp destination-port eq netbios-ssn log
Router(config)# access-list 102 deny tcp destination-port eq 539 log
Router(config)# access-list 102 deny udp destination-port eq 539 log
Router(config)# access-list 102 deny tcp destination-port eq 593 log

Tor 5
1§ F show running-config

router# show running-config

access-list 102

" access-list 102 deny tcp any any eq 445 log

J access-list 102 deny tcp any any eq 5800 log
access-list 102 deny tcp any any eq 5900 log
access-list 102 deny udp any any eq 1434 log

HIE &AM

e Placl, B4 ERERHD
FhFE UL

WRRHAT 1R B S BOE AR BT 04 H LN R T B B B

18
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42, NE-Cisco-Hi{ 24:-06

ERAR
N4EFIPYR G EHIhRE, FRARSFAIFEL
Ri2EFIPROXY ARPIIGE, FRIREK BAR/AC Bl O TARTEMREAR.
MAEFE#% (IP DIRECTED BROADCAST) Zifg. '
NiAEAETT {5 PR B AR FHIPE SE [ Th g
REZEETT {5 P B Py 2 PR IPHERG M S Th RE

BefEIRE:
I ZEHPURERH.
Router# config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# no ip source-route
II. ZMHPROXY ARP.
Router# config t
Enter configuration commands, one per line. End with CNTL/Z.
Router{config)# interface eth 0/0
Router(config-if)y# no ip proxy-arp
Router(config-ifj# exit
Router(config)# interface eth 0/1
Router(config-if)# no ip proxy-arp
Router(config-if)# exit
Router(config)# interface eth 0/2
Router(config-if)# no ip proxy-arp
Router{config-if)# exit
Router(config)# interface eth 0/3
Router(config-if)# no ip proxy-arp
Router(config-if)# end
. ZEHEHEIIRE.
Router# config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# interface eth 0/0
Router(config-if)# no ip directed-broadcast
Router(config-if)# end
V. ZEHIPEE M.
Router# config t

Enter configuration commands, one per line. End with CNTL/Z.

19
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Router(config)# interface eth 0/0
Router(config-if)# no ip redirects
Router(config-if)# end

V. IR
Router# config t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)# interface eth 0/0

Router(config-if)# nc ip mask-reply
Router(config-if)# end

o 77 ¥
1. ZERIPYRERH.

1o ip source-route

II. ZFPROXY ARP.
int s0/0

no ip proxy-arp

M. ZHAEHEE, 12.0Z2 B8R
int sO

no ip directed-broadcast

V. ZEHIPEEM.

int s0

no ip unreachable

no ip redirects
V. EEFIPHERD R .

no ip mask-repy

AR A
LG H, FEAMNMRAFIOSHE “no” #H
T

20
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4= NE-Cisco-Thill Z24-07

ZRA A

BN, NEEHNMENEIIEE, RDERFRE

5RADIUSHRS 52 . TACACSHRS- %2, NTPIR4-28. SNMP V3SR UE N2 e i) EALEEAT

BE1ETET
1. SEREERME:
I. TACACSHRS-%%.

Router# configure terminal

Router(config)# tacacs-server host 192.168.6.18
Router(config)# tacacs-server key Ir3@1yh8n#wS@swD
Router(config)# end
Router#

II. RADIUSHRS#%.

Router# configure terminal

Router(config)# radius-server bost 192.168.6.18

Router(config)# radius-server key i*MaSin@u9p#sSwD
2. HFEEAEU]:

JBFTACACS/R% %5+ RADIUSHR 5525 AIE

Enter configuration commands, one per line. End with CNTL/Z.

Enter configuration commands, one per line. End with CNTL/Z.

gl 77 ¥k
4% F show running-config

router# show running-config

! TACACSHRS-%%
tacacs-server host 192.168.6.18
acacs-server key Ir3@1yh8n#wo@swD

! RADIUSHR 435
radius-server host 192.168.6.18
radius-server key i*MaSin@u9p#s5wD

e St
I. e TRSGER.
. #%5E 7 Whikkey

FhFE VLA
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415 : NBE-Cisco-iY 224:-08

ZRAA:

JA FZhZSIGP (RIPV2, OSPF. ISIS%) B{EGP (BGP) WU, NAECE M HIMBGAETNEE, 1MD5

e, MRS ET TR A GTE

I.
D

2)

II.
D

BRFETE:

At E Router1 flRouter2 [E]OspfJE FAMDSKHIE .

Routerl it & .

Router1# config t

Enter configuration commands, one per line. End with CNTL/Z.
Router1{config)# router ospf 1

Router1{config-router)# network 14.1.0.0 0.0.255.255 area 0
Reuterl(conﬁg—router)# area 0 authentication message-digest
Router1{config-router)# exit

Routerl{config)# int eth0/1

Router(config-if}# i cspf message-digest-key 1 md5 rOutes-4-all
Routerl(config-iy# end |

Router1#

Router2[iIL & .

Router2# config t

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)# router ospf 1

Router2(config-router)# area 0 authentication message-digest
Router2(config-router)# network 14.1.0.0 0.0.255.255 area 0
Router2(config-router)# network 14.2.6.0 0.0.0.255 area 0
Router2(config-router)# exit

Router2(config)# int eth0

Router2(config-if)# ip ospf message-digest-key 1 md5 rOutes-4-all
Router2(config-if}# end

RouterZ#

fid B Router i Router? M) EIGRP J§ FIMDS %HiF »

Router1 it »

Routerl# config t

Enter configuration commands, one per line.End with CNTL/Z.
Routerl{config)# router eigrp 100

Router1{config-router)# network 14.1.0.0 255.255.0.0

Router1(config-router)# exit

22
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Router1(config)# interface eth 0/1
Router] (config-if)# ip authentication mode eigrp 100 md5
Router1{config-if)# ip authentication key-chain eigrp 100 Router1-KC
Router1{config-if)# exit
Router1(config)# key chain Routerl-KC
Routerl(config-keychain)# key 1
Routerl(config-keychain-key)# key-string my-secret-key
Router](config-keychain-key)# send-lifetime 00:00:00 Oct 1 2003
00:00:00 Jan 1 2004
Router1(config-keychain-key)# accept-lifetime 00:00:00 Oct 1 2003
00:00:00 Jan 7 2004
Routerl(config-keychain-key)# end
Router1#

2) Routeﬁﬁﬂﬁ o
Router2# config t
Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)# router eigrp 100
Router2(config-router)# network 14.1.0.0 255.255.0.0
Router2(config-router)# network 14.2.6.0 255.255.255.0
Router2(config-router)# passive-interface ethl
Router2(config-router)# exit '
Router2(config)# interface eth 0
Router2(config-if)# ip authentication mode eigrp 100 md5
Router2(config-if)# ip authentication key-chain eigrp 100 Router2-KC
Router2(config-if)# exit
Router2(config)# key chain Router2-KC
Router2(config-keychain)# key 1
Router2(config-keychain-key)# key-string my-secret-key
Router2(config-keychain-key)# send-lifetime 00:00:00 Oct 1 2003
00:00:00 Jan 1 2004
Router2(config-keychain-key)# accept-lifetime 00:00:00 Oct 12003
00:00:00 Jan 7 2004
Router2(config-keychain-key)# end
Router2#

P71k
{i F show running-config

router# show running-config

23
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! RIPV2
router rip
version 2
network 1.0.0.0
int ethernet0/1

ip rip authentication key-chain xxxx

ip rip authentication mode md5

! OSPF

ip ospf message-digest-key 1 md5 xxxxx

! EIGRP

ip authentication mode eigrp 1 md5

5B St
Hip ripospfs eigrp®5) mdSHIF B

Fh IRV

24
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4’5 : NE-Cisco-pil 2 4-09

ERAA:
SEHBGPHML/EAEGPIM ST, [ H Route flap dampingZh GERA 125 i A

BefEIE:
Router(config)# router bgp 27701
Router(config-router)# neighbor 14.2.0.20 remote-as 26625
Router(config-router)# bgp dampening

Router(config-router)# end

CRIUpIReS
{# Fshow running-config

router# show running-config

router bgp 27701
neighbor 14.2.0.20 remote-as 26625
bgp dampening

58 A
8T bgp dampeningfic &

#hFE VLA
bgp dampening FSEIMER SR B M B, SR ILIMHIBIEN BABENE, AR 1EbgpR #H2)

25
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%445 : NE-Cisco-WhiN %4:-10

ERAA:
FEPISRIA S I TIGPECEGPBIZS I Uy, NACE M EF s, RES AN mER, ik
FEEEEE A R RAGHT R B R, Bk B R

B4R
A ACLFRBIEIGRP/N 6217 192.168.10.0/244% 3%
Router(config)# access-list 10 deny 192.168.10.0 0.0.0.255

Router(config)# access-list 10 permit any

Router(config)# router eigrp 100
Router(config-router)# distribute-list 10 out

Router(config-router)# end

R T7
{5 F show running-config

router# show running-config

access-list 10 deny 192.168.10.0 0.0.0.255
access-list 10 permit any

router eigrp 100

distribute-list 10 out

FlE &M
T distribute-listiacl{Z i

b7
AHEAT YT FHE R 5 5 R SRR B B NN B 5 B
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42 NE-Cisco-ThilZ4-11

HR A
R AE S SNMP ) Community BRIEAT S, WITFEHENFSOLBEEXK

BAFTRE:
&2 SNMP I Community R IATBAT F i 4.
Router# config ¢
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# snmp-server community my_readonly RO

Router(config)# snmp-server community my_readwrite RW

R T7 ¥
Router# show rulinclude snmp-server community

snmp-server community FullHardPassword

Hlse F At
FullhardpasswordJEERIA, HEH —EBE

AV
FullhardpasswordJEERIA, HHGH —EMmE

27
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5 NE-Cisco-Thil 22412

SR Py 2
N R 5 e ENLE T SNMP UMY AT B

P (iR

1. ZHRERE.
18 F ACLFR I R 545 58 FALHEAT SNMP AT B .
Router# config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# access-list 75 permit host 14.2.6.60
Router(config)# access-list 75 deny any log 2.

2. FhFEERAER -
LI 414.2.6. 6010 B H 45/ S HALSNMP AR B

U IT ik

Router# show running

access-list 3 pevmit host 10.1.1.1
access-list 3 deny any log

snmp-server community testc 3

5 G
snmp%F € T acl

FhFE UL
B ROR BT snmp R 45 H 17 142 51 R U5 Bt
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4= NE-Cisco-TMi %24-13

SR
SR 4§ FISNMPRIWRITES BET, NAEFISNMPIIE (WRITE) ZhiE

BEIETS:
Router# config t
Enter configuratisn commands, one per line. End with CNTL/Z.

Router (config)# no snmp-server community admin RW

RIIPARP

Router# show running|include snmp-server

snmp-server community test ro

bely i
snmpt R RO

FhFE VLA

42, NE-Cisco-Thil&4-14

ER YA
B ELDPAREE A B, NEEELDPY-GAEL)EE, IMDSINE, R 5 A TLDPYMY A I
BE1EYRT: ‘

1. SHEWESRME:
Router# mpls Idp vrf vpnl password required
Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# mpls 1dp neighbor vrf vpnl 10.1.1.1 password 7 nbreelpwd
2. FFRERIEHA:
Router(config)# mpls 1dp neighbor[vrf vif-name]ip-address password[0|7]password-

A7 s
1% Fl show running-config
router# show running-configlinclude mpls
Building configuration...
mpls Idp vrf vpnl password required
mpls ldp neighbor vrf vpnl 10.1.1.1 password 7 nbreelpwd

A M
Tt B A UESD e B e

Fh 7L :
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424 HigRe

45 : NE-Cisco-Hth 224201

ERAE

NERPRARAEA fie H, fni 83 RLmAUX O
BIEeE:

FHAUX.,

Router# config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# line aux 0

Router(config-line)# transport input none

Router(config-linej# login local

Router(config-line)# exec-timeout 0 1

Router(config-line)# no exec

Router(config-line)# exit

TP 77 ¥
1 Fi show running-config
router# show running-config
Building configuration...
Current configuration:

!

line aux 0
no exec
transport input none

exit

HIE A
Line aux 1% 1% & 4 transport input none

HhFE i B
FFRARSABENED, REZWSNFEARERERA
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4 2. NE-Cisco- £ 4-02

BESRA A )
RS % 44 BANNERTE, BANNERSHGH REUT & Uit S BReER

PefETE
& ¥ bannerfiy % .
Router# config t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# banner motd T

Legal Notice: Access to this device is restricted.

AT
T 5 ¥

Witvty, consolZ B H AR/ AT
B 4

WA, BRAFETEEEEER
A FEULA
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4% NE-Cisco-HAh %2 4-03

BRI

5% AN A B P 45 AR 45 BRI B

MNEEFTCP SMALL SERVERS.

2= UDP SMALL SERVERS.

[ ZEF Finger.

[ZEFHTTP SERVER.

[Z£FBOOTP SERVER.

MK FIDNSE TGS MEBEMHZYAS, N 2 E EDNS SERVER

1.
L.

1I.

V.

2.

1.

Iv,

VI.

B (FIRT:

SEWERAE:

2 Htcp/udp smallfk45 .

Router# config t

Enter configuration commands, one per litie. End with CNTL/Z.
Router(config)# no service tcp-small-servers
Router(config)# no service udp-small-servers
Router(config)# exit

Z= i Finger.

Router(config)# no ip finger
Router(config)# no service finger
Z£FHHTTP SERVER.

Router(config)# no ip http server
ZHBOOTP SERVER.

Router(config)# no ip bootp server
KPFIDNSEHT)EE.

Router(config)# no ip domain-lookup
2B EDNS SERVER.

Router(config)# ip name-server 192.168.0.1
Router(config)# ip domain-lookup
HhFEERIE VLR

2 3(AC EDNS SERVER#E [7]192.168.0.1

1 IT

Router2# show auto secure configBishow running

! 2% Hftep/udp smallfif 45

no service udp-small-servers
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no service tcp-small-servers

! ZEHFinger.

no service finger

| ZEFEHTTP SERVER.

no ip http server

! ZXFIBOOTP SERVER.
no ip bootp server

| PFIDNSE#HZRE.

no ip domain-lookup

! B3 \FEEDNS SERVER.
ip name-server 192.168.0.1

ip domain-lookup

T8 A
EREZ RS LWEE “no”
FhFEBLB:

RN ERIRS IR RS R
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4.3 HUAWE! B5E 88/35#0H1
431 MmEOS

445 : NE-HUAWEL-K 2 0401

TRAE:
NAERA A EKS, BATRMASRRERS, B KRS 5& Es  ik 5 HL=

PRAEETE:
aaa
local-user user] password cipher PWD!1
local-user user1 service-type telnet
local-user user2 password cipher PWD2
local-user user2 service-type fip
#
user-interface vty 0 4

authentication-mode aaa

Rilpape 3

display current-configuration configuration aaa

A&
AREPEANKTEZER, SRETRER

HhFE

4i'5: NE-HUAWEL-IK5S 0402

TR |
R 5B AIEAT . e T AR

BEAFIETE:
aaa

undo local-user test

A 75 ¥

display current-configuration configuration aaa

S
R o R A R S

FhFE DA :
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472, NE-HUAWEIL-JK5 1403

ERAR:
NEEENKS B3EH, BHERFNFRRERAREARS

BAETEE:
user-interface vty 0 4
idle-timeout 20
user-interface con 0

idle-timeout 20 0

LI 77 9

display current-configuration configuration user-interface

H R A
R e G, A B E R

FhFE A

#E. NE-HUAWEL-JKS 0404

ZRAR:
WFERRBEOSNTRARNES, D4KENEDR, FEREETE. MEFE. REFE. i1

SR R4S E 32k, BEIRS AN, RRNEHERO4, FRAGIATIOR
BAFIER: ‘
aaa

local-user user] password cipher NumABC%3

R %

display current-configuration configuration aaa

HRE

HER AN OASRERTELS, HABHE. NEER KEFE. MRS58 E
o, BEETMAEE ANETENERDS, BRAGRAATOR, MTMENHS, Bl%E
gl ‘

FhFEBEL:
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%4i%5: NE-HUAWEL-IKS 0405

RS DA N A EE I R R TR SO

(iR
local-user 8011 password cipher N'C55QK<"=/Q="Q " MAF4<]1!!

R I ¥

display current-configuration configuration aaa

A A
AP By B4 7Ebuildrun P B7m 8 3C

TSI

g2 . NE-HUAWELJK2 0406

Bk
A At & consol O 2R HG{R A Ih e

BEfRF:
user-interface con 0

set authentication password cipher consolPWD

Rl paRr

display current-configuration configuration user-interface

e 5
Fconsol A& 3%, HHEINE R, TEEEX

HhFE

36
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2. NE-HUAWEL-AIFZAL-01

ERAE:

ERENREERS A, NREAF LS HRE, RELRENRDMUR
BAEET:

aaa

local-user 8011 nassword cipher 8011
local-user 8011 service-type telnet
local-user 8011 level 0

#

user-interface vty 0 4

authentication-mode aaa

AL T7 ¥k

display current-configuration configuration aaa

A S
BE A R BB E b F T (S MUR

FhFEBLEA:

42, NE-HUAWEI-AIEFZAN-02

ERAA:
RESEFSE RS TELNET. SSHR H AR & ik 7 5]

BAFIETE:
Acl 2000
Rule permit ip source 10.0.0.1 0
User-interface vty 0 4
acl 2000 inbound

BT

display current-configuration configuration user-interface

H 52 4 A
i Eacl, RN yEAEIEVT

FhFE LA -
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415 : NE-HUAWEI-AIESAL-03

TRAH:
MIESAXRSHEE, SINERGES), WEKS . D4MBBUNRHEIZR
(e

# WImFRE A P SE FARADIUSIR G ERHAT INIE, WA WM, NAME.
# INEIREGHRIPHNE A 129.7.66.66, TLA&MMRS AR, WH 5 A EIMELS12,

# BLERADIUSRS 2451 -

[RouterJradius-server template shiva

# FCERADIUSIAMER S S PHIEAER O o

[Router-radius-shiva]radius-server authentication 129.7.66.66 1812

# MERADIUSIRSFHE . EfRREL

[Router;radius-shiva]radius—server shared-key it-is-my-secret

[Router-radius-shiva]radius-server retransmit 2

[Router-radius-shiva]quit

# FEANAAATLEL

[Router]aaa

# BEINEH Ern, IEHFIENERADIUS, MREHEWRN, UWRMAFHBINIE.
[Router—aaa]authentication-scheme r-n

[Router-aaa-authen-r-n]authentication-mode radius local

[Router-aaa-authen-r-n]quit

4 BB default®, M TFRAroMEFE. BAENURFTE (Ri3h) , shivalfJRADIUSEAR .
[Router-aaajdomain default

[Router-aaa-domain-default] authentication-scheme r-n

[Router-aaa-domain-default]radius-server shiva

Ford 75

display current-configuration
e A

X TARE i P S FIRADIUS IR -8R BT E, JRER P AT LER
T -
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433 HERE
415 : NE-HUAWEL-H&E%R£-01
ER A
NEEABIEE, HRAERETER, BRRASREHFBERMEANKY, EXRERY, &
FHFE, DARORAEE AT, F A ApiL
BAEETE:
info-center console channel 0
SRIYSRES
display logbuffer
HIE S At
EHBREFELERERTHERER
ATV

4p . NE-HUAWEI-H & %2402

FERAA:
NEE S, RN EREMRNRETE
BefETeT:

1. BEBERME:
info-center enable
2. FFEEBRIEHA:
FERGEA T HATERAE
R 7 -
display logbuffer
HIESAF:
EASEFLERIERTHERER
ARV
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45 NE-HUAWEI-H £224-03

TR A
NEETZEAFIEE, A REHENRETTZED S ERs AERES, FxFEb—F
BARZEREREED, WSYSLOG. FTPE

B1ETET:
1. SHEEERE:

info-center loghost 202.38.1.10 facility local4 language english
2. FhFEERAEULE.

TERGHRE T AT HAE

A 77 ¥

display current-configuration

H 8 A

REEHREE THNKASRSS0LE, HSRSHERERTHSER
T . '

%i5: NE-HUAWEI-H &% 4-04

FR A
NFFENTPIRS, fHEH BRI R R HERTE . B BH88/ACHAL 5 NTP SERVERZ 8] N /8
IIEThEE

BRAEIET:

1. SHETERRME:
nip-service authentication-keyid 1 authentication-mode md5 N'C55QK<"=/Q="Q"MAF4<1!!
nip-service unicast-server 2.2.2.2 authentication-keyid 1

2. FPFRERIEULH:
FERGUES T BHTIRAE

AL 7 ¥
disp ntp-service status

I A
25 B 5 i R R 2

FhFRE
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434 HERE

e, NE-HUAWEL- 224-01

ERAR:
S 1L ARPHRIN By, 8 F ARPARER { B ey 85T B LI 5% P X T e

BefEIRT:
arp-proxy disable

BT

display current-configuration configuration user-interface

HE S
AN F ARPAGHR RSSO B B AR X Lo T T i T e

A IRV

42 NE-HUAWEL-PMN & 4-02

TR A
% F E4&TCP/UDPLIRS I %, MRIEWSEE, MEETEPRI, BEPHITCPEUDP. H
MIPHeHE. JEEE O, BRSO RRERYE, SIS RN E

BEIETE:
1. SHELEHRE:
acl number 20000
rule tep source 1.1.1.1 0.0.0.0 destination 2.2.2.2 0.0.0.0 source-port eq ftp-data destination-port eq 30
traffic classifier dd
if-match acl 20000
traffic behavior dd
car cir 2000 cbs 12288 green pass yellow remark red discard
traffic policy dd
classifier dd behavior dd precedence 0
interface GigabitEthernet4/0/0
undo shutdown
ip address 4.4.4.4 255.255.255.0
traffic-policy dd inbound
2. FPFTEAEHH:
FER SRR T AT HAE

eI T7 ¥
display traffic policy

H R A

HhFE LA
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422, NE-HUAWEIL-MY 24:-03

ST AP TR Y %, NAE H SSHAE I il

#fEiET:

# rsa peer-public-key quidway002

public-key-code begin

308186028180739A291 ABDA704F5D93DCSFDF84C427463199
1C164B0DF178C55FA833591C7D47D5381D09CES2913D7EDF9
C08511D83CA4ED2B30B809808EBOD1F52D045DEA40861B74A0
F135523CCD74CAC61F8E58C452B2F3F2DAODCC48E3306367F
E187BDD944018B3B69F3CBB0A573202C16BB2FC1ACF3ECSFS
28D55A36F1CDDC4ABB45504F020125

public-key-code end

peer-public-key end

#

aaa

local-user client001 password simple HUAWEIL

local-user client002 password simple quidway
authentication-scheme default

#

authorization-scheme default

#

accounting-scheme default

#

domain default

#

ssh user client002 assign rsa-key quidway002

ssh user client001 authentication-type password

ssh user client002 authentication-type RSA

#

user-interface con 0

user-interface vty C 4

authentication-mode aaa

protocol inbound ssh

#

Her I T7 ¥

disp current-configuration|begin ssh

I R S

B Essh B RIFE B AMERE S

(S AE
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415 : NE-HUAWEIL-WMY24-04

TR

BhaSE 0 SN ECEMDS I
BAEIER:

ospf 2

area 0.0.0.0

authentication-mode md5 1 cipher N'C55QK<"=/Q="Q ' MAF4<1!!

T T7 ¥

display current-configuration configuration ospf

T 25
M5 IEAE T (¥ osp 4R B EESL IR AN LTl

FhFR B«

e, NE-HUAWEL-WMY 24£:-05

ZRA A
o745 B R SR, BRI RATEREN R EHHEES

L (i=yR
acl number 2000
rule 5 permit source 2.2.2.2 0
route-policy dd permit node 0
if-match acl 2000
ospf2
area 0.0.0.0
authentication-mode md5 1 cipher N'C55QK<'=/Q="Q " MAF4<1!!
filter route-policy dd import

oRpRe
display current-configuration configuration ospf

display route-policy

A A
WA L BRI R AT I i R T

LR
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45 : NE-HUAWEL-#HN 224-06

R A
Joz 3 F R AR I SNMP B 3L B R A FF R WA PR
S (iR

Undo snmp enable

undo snmp-agent community RWuser

T 5«

display current-configuration
HE &M

K Hsnmp I B AR FERA, RIASRRN B AN REHITEERE
TR UL

472 NE-HUAWEIL-HpY224>-07

S E
B SNMP I Community R AEFT S, BATERA & OAREER

BRUETETS:
snmp-agent community read XXXX01

T T ¥

display current-configuration

Hj 2 G
AP RINE S SNMPRICommunity A F P 5 XL 04, 3EH MprivateB{# public, I BAF& HABATR

FhA UL

475 : NE-HUAWEL-JY242-08

BSR4
NTEE HSNMPV2EL L Fas

BEIETa:

snmp-agent sys-info version v3

T ¥k

display current-configuration

A2 S
EE fEsnmpv2e. FAv3 LA

A FE UL
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#iE: NE-HUAWEL-HpY 2245-09

TR A
REFEE SNMPY I 224 FR ], R VRReE EHEIE SNMP i) P 4% B4

BeAEfET
snmp-agent community read XXXX01 acl 2000

R lpARe

display current-configuration

HIE A
T 5 acl R T S B BR A REHEAT U 1

Hh 7R

%= NE-HUAWEL-WpNZ4-10

BRAR:
R FLDPAREA RE, SECELDPIMEDfE, MMMDSsINg, HiRs A5 7 TLDPACE

#BAFTEE:
Mpls ldp
mdS-password chiper LDPpwdMd5

BB T7 ¥

display current-configuration configuration mpls

H e S
A IR A 1dp 4R & N BE AR AL

VR

435 HiprE

. NE-HUAWEL-Hfih %401

ZRA A
R K A SR A5 P ) o

BiETRT:
[HW-Ethernet3/0/0]shutdown

yoRllWiRrS

Display interface

5 M
AT ¥R TLIRAS S admin down

Fh R
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4n=: NE-HUAWEL-HAth%24:-02

BERN A
NREAANBER RS, WFTP. TFTPARS

BRAFIER:

undo fip server

(RlYsErS

display current-configuration

| 52 G A+
ANREVT ] & M fip S5 AR &5

Hh T

415 : NE-HUAWEIL-H/h2z4>-03

ERA A
F UM R O S - SE B R A IR
BiEtER:
set port name module/number description-string
: display current-configuration configuration user-interface
HI RS
IEFERE A P R DA E T AN R
A 7B LB -
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4.4 Juniper BEEABR/3ZHAM
441 WSO%
45 . NE-Juniper-Jik5 K401
BRI A
R R R E U P A TR R IS, AR E R P RS S, B P T AN R TR
S
e lETETE:
1. SHERERE:

set system login user abcl

set system login user abc2
2. FFEAFUY:
1) abelFlabe2 EFHARAKIKE £, WREARMS, WMARKERE. -
2) IKEWMARNEA, HENESFFISH
EsRlype 3
I. Fishow configuration system loginZ& TL B & E IEH -
. e b Fltelnety RB FBE BB A ML, AT S abel FIETD.
M. 743 A telnet)y S B T HERATHNL, BIAJK S abc2 FH S
PaliE i

B TSR AT DL el i A/ ATHEAL
FhFE UL

472 NB-Juniper--5 04--02

R A
R S5 R AIEIT. B STERRNKS
BefETEE:

1. BELEBRME:
delete system login user abc3
2. FFERAEULEA:
abc3 5 THELRIIKS
TR 77 ¥k
I. Hshow configuration system login BB L E R H EM .
1. 7eéess b Ftelnety & Tl a/AL B, MK Sabc3 MRS

H| % S
BIB9S TAETRINIK S abe3 NREE R
ARV
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405 NE-Juniper-JE5 [14--03
FRAA
ATEFARAF RS, NELZHPEN . BEAFENLEESR, KA KSR R
I
B Efam:
1. ZEEEME:
IDRREUE=y k(37 P
set system login class ABC1 permissions[view view-configuration]
2) K H P IRS A TERAE R A P ) -
set system login user abel class read-only
set system login user abc2 class ABC1
set system login user abc3 class super-user
2. FhFEERIEULEA:
1) ABCIEFTAIEMA, ZHEEFNAR: EEREETRE (WMEDRES. REEERE. Bl
REE , FETUEFERSHEE.
2) read-onlyZLEH AR : BERELEITRE, BIAEEERENEE.
3) super-userZ2RBHA A, RERENE.
4) read-onlyFsuper-userfE i 2/ XA ELEIENA, FPHREF TR,
5) abcl, abc2, abc3 RIS, BN HI S BN KA P 55
R 77 ¥k
Fshow configuration system login class ABC1EEE
I 748 b Fltelnet)y G R B AR/ HHL, ST Sabel M2 T Fe B th a8/ 20 Hetll.
Fishow interfaces terseZx 7 Ui [IRZS
Flshow configurationEZ & i RS/ A AL E .
Fl configureiE N B H 4% /AZ H AL P B A -
M. e84 b Ftelnet 77 3B Tl 1 8S/A B, SIS abc2 FI2X RO % SRt i 25/ 3 ML
Ffi show interfaces terse ¥ & ¥ig [IHR7S
Fishow configuration 275 I FH 85/ A B LAC &
FH configuredE N\ B 1 2%/28 B L L B
. YE&3h b Ftelnet 7 208 Fek tHAS/AC AL, HNIKS abe3 B T8 B SR pht 48 /2T B L
Fishow interfaces terse L& 1y [T IRZS -
Fdshow configuration L% i B 85/ ML & -
i configuredE A\ B B /28 L FC B AR S
H 58 At
I.  FlFabcl)&TFéiread-only, XMEARKE T EE RABITIRASHR, H T4 Fshow interfaces ters
B HAME T Bt 8 AT R UIRAS Hdr 4, TO A BE{E A show configurationfllconfigure.
0. FFabc2/E THABCI, BAMHEEE T BE R&BRENES B EHRATHEIEENR, Ema{Em
show interfaces tersl H AT 7 5 f 2%/ A8 HHLARF M4 K show configuration, ASE(EH configure.
I1. Jf P abe3)B T 4super-user, XABHA 4, BEMAENN, RmA#EHeBas
FhFE UL
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%% : NE-Juniper-Tk5 14-04

ERM A
N ECE I Ik B BhE

BiEfeE:

1. ZHEEEBRE.
set system login ~lass abc idle-timeout 10

2. FFEERAFULEA:

1) abcfEclassZH 12 FR

2) FRE R EEh B H I, (EE7E B2 X HiclassE B 5E X, TRETERGEIANIA (A0: super-user.
read-only) FECE, HEILEWNEE Yclass

77

I. {§fshow configuration system login class abcHELE .

. 7E&us E Mtelnet)y SUBFBE A2, MIAIKSE D,
L. AP TERRS, EFINEENZEHIEH

HRE A
LR CXERTI1008) . BRE B3R HaS/ATHRL
TRV

%45 : NE-Juniper-lik5 01405

R
3 TR DA NERA N RS, D4 REREDSSE, FEENT. MEFE, KEFH, 17
FRURA P B, BERETAAN, REREEans, FERARTATOR

BiEfeE:

1. SHIERAE:
set system login user abcl authentication plain-text-password

2. FhFEERAEULEA:

1D MANEAEZER, BHKERTAS D4 (New passwordHIRetype new password) o

2) O4ERKEZRDLM, FAEHE. MEFH. KEFE, HARRASSETED2E, BE
BTt RN EHERDS, FHRAMAKTIOR

i 77 ¥ -
I. Fishow configuration system login AR E & T IEM.
II. 7R3 1 Fltelnet)y 50 B SR B B AR/ ATl BATK Srabc LR

H e 4
T LB SR A/ AL AL

A TRV
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475 : NE-Juniper-TK-5 [14--06

BRI 2R
N AE Broot G

BRIETRE:
1. SHTERME:
set system root-authentication plain-text-password
2. HhFRERAEULH:
D MATRLEERE, BHKERIAT 04 (New passwordfIRetype new password) ;
2) HSZSRKER Do, IHAEHTF . MNEFR, REFHHRHERAE TP R D25

T 7
I. Fishow configuration system login BB L E 27 IEM.
II. fEidconsole 77 R & Tk HEH/AZHAL, HArootl 5 A,

1. @it console N 7 3B S B BHBR/AZ B, T Arootlik 5 1 23 4G
H 58 S A '

I % Arootli-Z M ERE A I ] LUIE % B R th A8/ 28 M.

1. i Arootlk-5 A B TOVA B 5k BF B8R /20 el

*hFEVL
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475 NEB-Juniper-tAiEZ4-01

FRA A

EREANRRER N, RBAFNLERE, RELAFHER

I.
D

2)

2.
D
2)

3
4)
5)

HBR{FIRTS:

SEMELE:

AR A . RIIER PR ERR.

set system login class ABC1 permissions configure

set systern login class ABCI allow-configuration "routing- FJ #ions staticlinterfaces|chassis fpc”

set system login class ABC2 permissions[configure routing-control]

i P e S 43 B B AR S PR P A

set system login user abel class ABC1

set system login user abe2 class ABC2

set system login user abe3 class super-user

A FEERAEYL

ABCI4EA MR : 7l A Einterfaces, Efﬁaﬁrouting-ﬁfiiionsﬁﬁ Mstatic, B]HLE chassisH fifpe.
ABCOY BB IORIE: AIAEELTREMTERE, A frouting-AlEions. protocols. policy-Fl %

jons. routing-instancess5 .

allow-configurationZ & DI 3R IR, 7T DA RINEE, "L BB PNER.
permissionsZHRE LLDAESEIR AL, FRAIRITEEER.
allow-commands S5 2 DL BRI T84SR IEE], allow-comendsS I EE R BEfR4, THNA

L.

II.

R pRP

Fishow configuration system login class ABCIEEE..
i show configuration system login class ABC2EE L E -
TEde s | Fltelnet 7 S0 B S0 /AL, MK Sabe LA E RS o
1§ F configureif NEC B
set routing- Tl iions static
set interfaces
set chassis fpe
{4 F oA setdir S0 00 .
FE4ens | Fltelnet 7 305 Tl t AR /A8 ML S AN Tk 5 abe2 F B Y .
1§ F configure #E A FC B
set policy-F] iftions
set protocols
set routing-instances
set routing-A[ Zkions

i Pl HoAtbseraiy AR .
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TE &35 - Ftelnet 7 B SR B FR AR ML, SN2 abe3 FIAETD
1§ F configure it NI B,
18 F settir & LA B HoAth iy &40

H 52 S AT
I J&5abcl/BTHABCL, %4 R AERC Erouting-Fl #Eions static interfaces. Chassis fpeTiH [ I 4L,
AEEHCHAR R BN E .

II. JkSabc2JE T4HABC2, Z4 REEE X T HHNITEEE, S Frouting- 7 #%ions. protocols. policy-
A ikions. routing-instances&s, NEEMILARIFRAEE .
1. JTKSabe3)8& T YHsuper-user, HHH SHECENIR

FhFEULEA
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455 : NE-Juniper-IAIEI#AL-02

ISR 2%
RAEIREEIRETELNET. SSHMW R i 2 otk 1)
BEem:

1. SERELME:
set firewall filter abc term a from source-address 10.1.1.1/32
set firewall filter abe term a from source-address 10.1.1.2/32
set firewall filter abc term a then accept
set firewall filter abe term b from protocol tep port telnet
set firewall filter abe term b then reject
set firewall filter abc term ¢ then accept

2. FFEBAEGRM:

1) abcHfilterZ R, 7 HEN.

2) 10.1.1.1/32110.1.1.2/32 & fo ¥rtelnet A EALIPHAAE .

3) term aSCERRYTNAE: AoirlesE b i I

4) term bSTILAUZHEE: % T AV EHUT R Z 4, A AVFEAIbIET ) telnetii 1
R 77 % 1 '

I. {#fshow configuration firewall filter abcEHRCLE -

0. 74k b RIEHE10.1.1.18010.1.1.2 Eidtelnet)y sB S B 83/ Hebl.

L. e b LR RVFIIPHLOE Y Y b (5 F telnet E B 21 R H 25 /2C AL

e &t
I DOEHsHE10.1.1.18810.1.1. 238 1 telnet 7 7\ BE 45 B 3R s e 25/ 32 AL
M. LLEERAFRIIP A YE Bk i telnet 75 T\ T0 12 B i % R B/ 28 AL

HhFE LA -
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45 : NE-Juniper-IAIEFZAL-03

TR A
FEHASHRE, SIMERGEES), BEKS . DM EREIZEEK
BRAEIRTE:

1. SHEERME:

set system authentication-order radius

set system authentication-order password

set system radius-server 10.1.1.1

set system radius-server 10.1.1.2

set system radius-server 10.1.1.1 port 1645

set system radius-server 10.1.1.2 port 1645

set system radius-server 10.1.1.1 secret abc123

set system radius-server 10.1.1.2 secret abc123
2. FhFEEREULH:
1) BB R 8 i radius AR HIIAE o
2) 10.1.1.17110.1.1. 2 radiusIAIE AR 5525 (IIPHLEE, BRI B radius AT MRS S8 1E 4
3) port 1645 radiustAIEFF B KU S, ATARIE dHiradiusiAIE AR 4585 77/ A5G D SRR E .
4) abel23 R HradiusAIE RSB FTRE AR, B SradiusIATEAR S5 A8 8ESLEFE I B 5 A
TEEE S EEE

AT ¥ :

I. {#Fdshow configuration systemﬁfiﬁﬂﬁ o

. ZEHRadiusfREFEE.

1. FAAHbIES R BB 88/ ACHH, ping RadiusARSS 2 Hi4E10.1.1.14010.1.1.2.
IV. i FIRaidushE 4555 2 37 {5 i telnet /7 2 B S B E 43 /20 ML

V. REFEANGSEE B IEALR B 44

A A

1. A LLIE#pingiBRadiusfR 5528 HIIPHLHE .
. AT DA S e AR/ AT bl

1. AP R AR <

AV
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415 : NE-Juniper-H &% 4-01

ERAR:

RATE, DARORRRBERAN, 7R RGP

NEE HEDEE, WHAERETOR, CRAFEBERPBEZEHANIKS,

BIEIEE:
1. SEWEBRALE:
set system syslog file author.log authorization info
2. FARERAEULEA:
1) author.logfE2 i 7% 55 Bilog 0, ZHERFTEX.
2) author.logfRFF7ER FRES/ATHAL L

R 77 ¥

. ¥ Fishow configuration system syslog ET L E -

. 7E4 B4 Fltelnet 7 B B BHARATHA, BNIKSEWME.
II. 3 Hshow log author.log&FE H &

)52 4
frauthorlog P EF BIMS . BRI BIFIIRIPSE A 4
FhFEUEA
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45 : NE-Juniper- H &% 4:-02

ZRAA:
NACE HEThEE, C3H P A mRE, kS e, MGRAaREs. D48, Sk
B ERE. CRFELEHA/KS . BENE. BENFURRIELR

B EIR™:
1. ZHERERME:
set system syslog file messages any any
2. FhIEEBAEULEL:
1) messages&in T HTH loglI3CHF, Z3CHL T F e X
2) messages{RIFIE I FHAR/ZZ HAL b

Rl 77

I. i fshow configuration system syslog &R E .

. 7E& b Dltelnet)y sV T B BHERATHANL, AR SHL.
1. AT AR IR S Bk 5 H B BB R I EERE,

IV. Fishow log message.log?ZiEm HE

HRE 4
fEmessage log P EE B P INRIEN A BIERE ., BRAFERETTH B B/ AL ogE B

#h AL
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%5 : NE-Juniper- H & % 4-03

ZRAR:
NELE AT, ERNSREMXNRETN, hinid ek h i E R
#fEiEE:

1. SHEMELRME:
set system syslog file daemon.log daemon warning
set system syslog file firewall.log firewall warning
2. FARBRAEUM:
1) daemon.log 22 B F VMBI SCAR, ZOCHA T F TE X
2) firewall.log /20 B AT IISCM:, BT F TE N,
3)  daemoniifirewallT] 58 M L&, BCHHAEE waming, BIAUE FwamingH L LRI

iz

[. 1§ show configurationE B ELE -

. ERKEERE, Wbgp, ospf GHIRIETMRESHMNSE . TEUILMEE .
II. 1§ fshow log daemon.log#show log firewalllogZEF H &

HIE S5
7E daemon. log P 5 BBk M RARE HH{E R

*hFE LA -
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45 : NE-Juniper- H f5Z2-4-04

ZRAA:
MRELE H SR, BREERRENHSAE LMER SRS
#lEiET:

1. ZEREREE:
set system syslog host 10.1.1.1 any notice
set system syslog host 10.1.1.1 log-prefix Routerl
set system syslog host 10.1.1.2 any notice
set system syslog host 10.1.1.2 log-prefix Router2
2. #FEEAEH:
1) 10.1.1L.1F110.1.1.22 %58 B B R MBS Pkl BIMEEHRMEEHERESBENLE,
2) syslogB MANBHIEFER, Bl Hnoticedt LA LRIE B LAEZIZE 0 E RS 2%
3) Routerl ¥y B AR/ ML EHLAL TR

Her 7 v
I. {§ifishow configuration system syslogEHFLE .
1. BREEAERySEEHS

e A
H &R S588 LT SRS A8 /AC Bt L Kinotice AL HI1E B

SR
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%35 : NE-Juniper-H % %405

TR
BB AL E ESUE BN R 2] S H change.log L P

BAFIRE:
1. SEREERALE:
set system syslog file change.log change-log info
2. FFEBAEUM:
1) changelogZin FECEE MMM, ZCHEATFILEX.
2) change.log{f-A71E B EHAR/ATHALE

AT 7 ¥

1. {fFishow configuration system syslog BB E .

. 7E4H b Bltelnety B Tl e B/A8HeHL, NI 5208,
UL SBATRIR/MERIES . B HEAE SRS RERE.
IV. HFishow log change.log& & H &

HE g
FEchange.log"P 255 FUF P INERIE R BRAEHTTH]

#h 7R B
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455 : NE-Juniper- H 5% 4:-06

BRI
REFFENTPIRS:, PRIEH ST REC RN W AR k. B B 8%/20 $L 5 NTP SERVERZ [6] B FF

(iR
1. ZEMERE.
set system ntp authentication-key 1 type mdS5 value abc123
set system ntp server 10.1,1.1
set system ntp server 10.1.1.2
2. FNTEERAEULAA:
1) abc123R 1 AR/ AT HALENTP SERVERZ [Almd5AEHH .
2) 10.1.1.15110.1.1.2/2NTP SETVER#IPHisE, BB PIIMNTPIRGSHIEA A&

For 7 ¥k

I. {#Hshow configuration system ntpEE R E

II. f#fshow system uptimeZX & B FH AR/ AL ], FES5ICR YT,
II. 1 Fshow ntp associationsTE & B H 2R/ M E T ENTPIRE B
IV. fffshow ntp status¥E 55 B t85/AC AL 8] [/ R 7S

e & ‘
I. Fshow ntp associationsEHE R o
remote refid stt when poll

*ROUTERI 10.1.1.1 2u 641 1024
+ROUTER2 10.1.1.2 2u 713 1024

reach  delay  offset jitter

377 0.964 -24.126 0.067
377 4490 -12.013  0.457
ROUTERI R T 1I(*)Z7RROUTER 1 & B 5 i 83/ M A LI 18] Fl P FINTP IR 45785, (+) 44 F FUNTP
MRs5a%.
II. Fshow ntp statusTTH1E K.
status=0644 leap_none, sync_ntp, 4 events, event_peer/strat_chg,
version="ntpd 4.1.0-a Wed Oct 5 18:44:40 GMT 2005 ",
processor="i386", system="JUNOS7.3R2.7", leap=00, stratum=3,
precision=-28, rootdelay=9.814, rootdispersion=102.250, peer=42484,
refid=ROUTER1.gd.cnmobile.net,
reftime=ca227dad.4b3ffacl Wed, Jun 20 2007 0:07:00.293, poll=10,
clock=¢a2280ce.02849¢cb2 Wed, Jun 20 2007 0:20:30.009, state=4,
offset=-17.830, frequency=85.438, jitter=28.377, stability=0.048
“sync ntp” FInH H AR HALET A L SNTPIR S A RIP,  “sync_unspec” BIR[EH

Fh ARV
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444 WMUERE

455 NE-Juniper-ihil & 4-01

ERARK:
T RATCP/UDPIHUIRERI %, MRLEHR, WEETRPMLIL. TCP/UDP. H Pk
dh VRSO, B R DA RS, BRI AL S AR s

BAETET

1. SERERLE:
set firewall filter abc term a from source-address 10.1.1.1/32
set firewall filter abc term a from destination-address 10.1.2.1/32
set firewall filter abe term a from protocol tcp
set firewall filter abe term a from protocol udp
set firewall filter abe term a from source-port 445
set firewall filter abe term a from destination-port 145
set firewall filter abe term a then accept
set firewall filter abc term b then reject

2. FhFEERAEULEA:

1) abcHfilterffIEFR, AIFITEN.

2) a. blterm/iEHR, WELENL, —MilterfI BE L Merm,

3) B4 NREE TR AT, 10.1.1.1/3220¥RPHE, bR BUE NP, B BLE
ZE

4) HLEIEANWEET HNPRIEEE, 10.1.1.2/32% B f#IPihik, B IPibiERT LR EYLEP,
AT AR P EL.

5) H=4&IELAMETCP.

6) USRS AREUDP.

7 ERABRSANEEETERD, 45ENO%, wRSRERRKRE.

8) EALANEBEETENMD, 4SEHRDS, WMOSUREFREE.

9) H-h4&IRAN Y, IS romBE AN, AWFIREIRQEE; FHEE Areject, W EfromHE
M4, T RFEIEAE.

10) 45\ &34 400 FiE A& term afe BB EIEN (thenZ JF FIARYE T R E ArejectBhAH
accept) o '

1) AT a4 K filter SR RITR BT D, Zfilters REARK:
set interfaces fe-0/0/0 unit O family inet filter input abc

o 75 ¥

1. {§Fdshow configuration firewall filter abcEEHE L E -

. R Pibib$e410.1.1.1,

. 7R3 Nmapit DM TR (FFIE T windows XP2ERHD) -
IV. ZEDOSTFHIA: nmap -sS -g 445 10.1.2.1 —p 145
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ZAE 4 LAYR bR 445V 18] ENLIPHEE10.1.2. 19 TCP 14586 1,
V. FnampViRl Ak &5 0, 05 EI80%: .

EDOS FHiA: nmap —sS 10.1.2.1 —p 80

B384 A DMER 3 O 979 10.1.2. 1 TCP 8085 H o
VI BITEIM SR SR ER R SR E

PR

I MHnmap -sS -g 445 10.1.2.1 —p 14534 0, HHAMTFEERNER:

Interesting ports on 10.1.2.1:
PORT STATE SERVICE

145/tcp open uaac

1. Finmap-sS10.1.2.1-p 80T AR5 1, HIRM T ERANIER:
Interesting ports on 10.1.2.1:
PORT STATE SERVICE
80/tcp closed http

. ZEWgmBEREYL, JEbsmasttimd

A FEUL
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455 : NE-Juniper-{p¥ % 4>-02

ERAA:

W %30 N B 22U R P4, v e ST A, Flanudp 1434%; 1 (B71ESQL slammerli 41) -

tcp445, 5800, 5900 (F1kDellali #)

BAETET.
1. SERELRLE:
set firewall filter abc term a from protocol udp destination-port 1434
set firewall filter abe term a then discard
set firewall filter abe term b from protocol tcp port 445
set firewall filter abe term b then discard
set firewall filter abc term ¢ from port[5800 580C]
set firewall filter abe term ¢ then discard
set firewall filter abc term d then accept
2. HFEEAEUM:
1) term aid¥fudp 143435 0.
2) term bidJEtcp 44545 H .
3) term cidJES5800F15900%g K
4) S AIERE MitermBOBRFT A N5
5) KiZfiler N FM&L L, EH
set interfaces fe-0/0/0 unit 0 family inet filter input abc

P77 ¥

1. {fifishow configuration firewall EEFLE -

0. BESY/A S TEE - RES:, FFR1434, 445, 5800 . 5900411,

I B A/A Hplia S 4N I telnet 2 VT 1 AR 4595 1434, 445, 5800 - 590045 H.
IV. telnetfR4s a8 £ B IR0

R 58
I. Afttelnet 1434, 445, 5800, 59007 FRAHIHIHG .
. fetelnetHA R4k R B 5E O

FFEVEH:
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4% : NE-HUAWEL-HMY 224-03

BR 2
B s B MY (BGP/ MP-BGP /OSPF45) i, MEEHINE FANSHIHIFELI6E, AN H
BN REBESHRIEESE, AREAESHREER

BefFIETE:
1. ZHEWERME:
set protocols bgp group abe neighbor 10.1.1.1 authentication-key abc123

set protocols ospf area 0.0.0.0 authentication-type md5
2. FhFEERAE M-
10.1.1.1 5% 55 BGP peerffiIPHutik, ATRIETR K&

R/ WIRE

I. {#HIshow configuration protocol EHELE

I1. 1§ Fishow bgp neighbor&EEBGPARERE.

III. & Fshow route protocol bgp brief&FHBGPE R »
IV. 1§ fshow ospf neighboi & OSPFARERT .

V. {#Fshow route protocol ospf brief&x & OSPFEE R
VI. {#Fping#i 23 % IEE

8 et

I. RECDZERANERNSINE.

II. BGP4RJE A TFestablishiR7AS, FEFEBARERIEE.
1. OSPFARELALTFRLRE, BEFEBAR/EMERH.
IV. BREIER

Fh 7R -
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4pE. NE-HUAWEIL-{pL Z4-04

R A:
TUEMP-BGPE i MY, NEREMDSINEAE, EidMDSINEAIEE L peer

BAEIET:
1. SHEWELRLE:
set protocols bgp group abe neighbor 10.1.1.1 authentication-key abc123
2. FhFRERAE -
1) abcKgroupfI & FR, FIRIBEFKIE.
2) 10.1.1.14 % s peerfUIPHbl, FIARYER KK E.
3) abcl23MD5IIEAIERIIMERT, ZE AN Hipeer i B AT — 5L

R 7579 «

I. {fFshow configuration protocol bgpE AL E .

. f§fshow bgp neighborE & BGPAFEIRF.

II. 1 show route protocol bgp brief&EBGPH HI&K .
V. %A pingt 5 B ISR T

e At

1. BAMEKES AL,

[I. BGPAR/EALFestablishRZS, AESEEI4REHIBEH .
0. B el

FhFRVLA
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45 : NE-HUAWEL-WHMN Z242-05

BERNE:
LB R RX ROSPFIMY, ML EMDSINZAIE, JBidMDS N2 A E & S neighbor

BIETRE:
1. SHELERE:
set protocols ospf area 0.0.0.0 authentication-type md5
set protocols ospf area 0.0.0.0 interface fe-0/0/0.0 authentication md5 1 key abc123
2. FhTEERAEULE.
1) fe-0/0/0 A TEILOSPFHING O, FIIRIER R EE.
2) abel23 AMDSINEAERIMERR, ZHER Speer i) B —3

i 77 vk

I. {#Hshow configuration T E AL E .

II. f#Fishow ospf neighborZ & OSPFAR/HIR%s

III. {if Ashow route protocol ospf brief& & OSPF% 3
V. {3 fping# 25 % g2l It

F B A

I. OSPFEBEALT IR, Be2BI4TEMH.
1. BEEEHE

ATV
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. NE-HUAWEL P %24-06

ZRAE:
SO B R SR, BRI RATERRA R E B HER

BAEIETE:

1. SHEMELRME:
set policy- ] #ions policy-statement abc term a from route-filter 10.0.0.0/24 exact
set policy-HJ }Eions policy-statement abc term a then accept
set policy-F] iEions policy-statement abc term b then reject

2. FhFEERARULEA:

1) abcBFHISEEINATR, RAFRATIRETREN .

2) 10.0.0.024R 854 (SR kRN (EED Bl TREFREE.

3) IR ESINGE, UK SN N T B e O A3

R 77 ¥

I. 1§fdshow policy abcEE BT E .

1. 7E4RJE M B 8/ A Hedl L # Fl show route B & B HISR .
T 7E4RFE O dras/As Pl b4 ping B E

B Gt
1. ABJEH b3/ 2c 3l R B i A B E o
II. BT RAR B T

TP
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415 : NE-Tuniper-Wpl 2Z24-07

SR P2
RHEE SNMP Y 22, AP AU SNMP Y 4 3 4
15T

1. ZERERME:
set snmp community abcd123 clients 10.1.1.1/32
set snmp community abed123 clients 10.1.2.1/32

set snmp community abed123 clients ready-only
2. FPFEERIEVE:
1) abed123fcommuntity = 8, FIARBFREN, BNHclientEH—HL,
2) 10.1.11F110.1.2. L2 EHUIPHEE, BIAYF10.1.1.1.7110.1.2.1 EHE I SNMP 1 ] W 484 4%
3) REEclientF|FZAHHIEN, A ARVFEILSNMPY ] 455 % .

4) WEINWRMERERFTEINR, TREFRKRENEFESHR (read-write)
R 7 vk ' '

I. {#Hshow configuration ssmpEFEE . ‘

II. {#fishow snmp statisticsZIF snmpFEit15 B

0. fEAEAE VI FEAIE S SNMP 7 7] P4 %

IV. BFHSNMPEWL

Pl 52 St
I. FEHL10.1.1.1.5110.1.2. 1 EI R 45 % % BFISNMP1E B o
M. 3EARWFRIEVAEEN S 48 %45 FISNMPE B

*hFE LR :
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45 : NE-Juniper-Ppil & 4-08

BERN A
NV S A 2R A i ) SNIMP B30 B R £ F TR WASL R

#BfFigm:

BRIASR M BT SNMPIhBERT, &7 KB 3R A Zh BE BN AT

oRllpiRe ‘
I. 4§ Mishow configuration snmpEERLE «
II. 1§ Fshow snmp statisticsZ & snmp4tiT15 &

A 2 4
BERE, NREEFEGHER

FhFE LA

445 : NE-Juniper-Ppill % 4=-09

FOR A
NEEE SNMP V28k A R A

BfEam:
1. SEREHRME:
set snmp trap-group abc123 version v2
2. FAFEERIEULE:
abc123 R trap-group A R, AIREFRREE

K77 ¥
1 Fd show configuration snmp 2 & Bl &

P8 S5
HEEERV2,

#h 780 B
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45 : NE-Juniper-PpY Z4-10

TR A
MESZE—MERGERE, NEESNMP V3

BEIETETE:
1. SERERAE:
set snmp v3 usm local-engine user abcl authentication-md5 authentication-key
set snmp v3 vacm access group CMNET default-context-prefix security-model usm security-level
authentication read-view readonly
set snmp v3 target-address tal address 10.1.1.1
set snmp v3 target-address tal target-parameters tpl
set snmp v3 target-parameters tpl parameters message-processing-model v3
set snmp v3 target-parameters ipl parameters security-model usm
set snmp v3 target-parameters tpl parameters security-level none
set snmp v3 target-parameters tpl parameters security-name abc
set snmp v3 snmp-community index1 community-name ABC
set snmp v3 snmp-community index1 security-name abc
set sump engine-id uss-inac-address
set snmp view veadonly oid 1.3.6.1.2.1.2 include
2. FFRBRAEULM:
1) HB—4FE4RSNMP V3 Fabc R AMDS 77 2AE.
2) BT AFEAESNMPRITE IS EIEE: (VACM) WS35, WINENCMNET, Z4oREHETA
PR (USMD , REFHIHRIELA, BEVLE Hreadonly.
3) B4 WSNMPENftal, ZEEEIBIEA211.139.136.100.
4) HIERAEEN Al WEESEEI S &l .
5) BEEN&ESBSHREPINEENE, EELERASNMP VIR, Lo REETES I
B (USMD |, HEFHIRAIERIE, KEHE Aabe,
6) BhELHIBLSRSNMPEESHABC, L& Habe.
7> HH— 484 ESNMP T EID.
8) #4154 Elreadonly’E BN SRR

VR UUWARET

1.  {#fdshow configuration snmpEH L E .

TI. {#FHshow snmp v3 & & TURE .

TI1. 14 Fishow snmp statisticsZE & SNMPEIE AL -
V. BEHESNMPEN0.1.1.1

P B4 A

I. {#fshow snmp v3EEEN, FIECERS Aactive.

1. ¥ Fshow snmp statisticsZE& T, inputfloutputhfli R, GetrequestsTGet response i AN Gt
HUE

T SNMPEHUBCE B B #5/AC H LI SNMP F B

FhIE
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45 : NE-Juniper-thill Z24-11

BERA A
[ e B AT e SNIMP T B E A L bk

B IEIRE:
1. SHWELRME:
set snmp trap-group abc123 targets 10.1.1.1
set snmp trap-group abc123 targets 10.1.2.1
2. FTEERIEUE:
1) abcl23Htrap-groupZH B HK, FIRIEFRKEE.
2) 10.1.LIFI10.1.2. LR EHUPHAE, BIAK10.1.1L1H110.1.2. 1 EHEBHZ M 4 B4 I SNMPIH B

T 77 -
I. {fHshow configuration snmpEHILE .
1. ZFPHEEN10.1.1.UR110.1.2. 1H EHL

P e S At
EHL10.1.1.15110.1.2. 10 2 5 B 25 /28 B LI SNMP/E B

*hFE LA -

4% : NE-Juniper-Fpil &42-12

ZERA A
J& FARSVPARSE S RN, WAL ERSVPIHBUAIEDIAE, IMDSIn#
BriEdEw:

1. SHEMERME:

set protocols rsvp interface fe-0/0/0.0 authentication-key abc123
2. FFEBRAEUL:

abc123 AMDSIIE 21H

T 5 ¥

I. {#Fshow configuration protocols rsvp &L E «
II. 1#Fshow rsvp neighborZr & rsvp2f /B RES.

II. {Fshow rsvp sessionE & 1svp session

5 S
[. FABREAUP,
II. &RSVP sessiowik A UP

HhFE LA :
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445 HipZs

45 : NE-Juniper-HAh %2 4:-01

TR
NET R B IR A, S GBS

BETRE.
1. ZHLERE:
set system archival configuration transfer-interval 2880
set system archival configuration archive-sites ftp://juniper@10.1.1.1 password abc123
set system archival configuration archive-sites ftp:/juniper@10.1.1.2 password abc123
A TREAE VL
1) 288024 1] [E1R%, BA4r oo, I IR) A AT 3 A VIS [ 28 15— 2880,
2)  juniperAfiples, 10.1.1.1F110.1.1.2 4 fip ARG 25 HUIPHHE, abel2304 B FefiplR4-85 &1, BYkK
BEWAPHIMEN B,
3) e IREE ARG &b
4) EEEMEOEESC M, R, BIA s BN, B UCK Atransfer-on-commit 77, A
REPATcommitig 4. FLER B3h& 13 BIfpik 5545
5) setsystem archivai configuration transfer-oﬁ-commit

6) transfer-intervalflitransfer-on-commit 5 RAFEILTE

[

o 77 ¥

I. {#Fishow configuration system archival &AL &
II. ¥ Atransfer-on-commitiE .

1. 7ERS 83/ AT Bl AT commitdy -

IV. FEFTPIRZ-#510.1.1.10110.1.1.2 L EFE R0

A A
TERE B8R/ AT L LT commit /5, Bt 8/ X BRI RIE S ATIC B SCHFBIFTPAR S5 4%, TEFTPARS
fr LB BT R E A 3

ES o
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%95 : NE-Juniper-HAth224:-02

BERNE:
MNRHANER RS, WFTP, TFTP%
BAETRE:

1. ZERERLE:
delete system services fip
2. HFEBAEUH:
ERIAKHIFTP

R
I. {#Mshow configuration system servicesEE ML &

. EiIfpEFjuniperi®s, BEEBUEEER
H 58 S A '

I. EEBRHBAHIEEFTP.

. B fp e FKjuniperifi &

*hFE U

%15 : NE-Juniper-HAth %2 4-03

Bk
BCETELNETEZRBYET RN, NEEEREAHEREI 104, HE4
TELNET#i H _ERISYN flood DoSH i

Yo Jos A, WAL

L E
set system services telnet connection-limit 10

set system services telnet rate-limit 5

R T7 i
I. ff#fshow configuration system services telnetEE H L E
IL.  DAZE S ) % E 25/ A0 BAL A B 10 telne i 72

HRE G
I BREBR/AT BN telnetE B R I B IE 104
1. SRl MelnetiEHAN IEH

FhFEBLE
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