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1.0 HM: Purpose
R FST AT Ir) B b PO 2 R R A2, T ZAE B3 R0 1T 3485, DLYE
PRGN EE 2 A S PR S
To create an environment within ZAE that maintains system security, data integrity and

privacy by preventing unauthorized access to data and by preventing misuse of,
damage to, or loss of data.

2.0 J8H: Scope
GOFE R TP ZAE {5 BB I, R T TR BGER, LA AE 592
Apply to users of the IT facilities as regards to their scope of authority, the kind of tool
exploited and the way of its utilization in ZAE

3.0 EX: Definition
Jc None

4.0 SEHE: Reference Document
Jc None

5.0 3fE: Responsibility
5.1 ATEES A TTA N HL AR ] A
AD responsible for the PC utilization’s control and management.
5.2 ATBUBATT ek AL A
AD control and manage the LAN utilization
5.3 ATBURAA TR AR S5TT 1A)E BE
AD manage the password and access service.
5.4 AT DT L1 WIS A LI A A T R A
AD responsible for the e-mail and Internet utilization’s control and management.
5.5 ATEGH AT HLIE RS E R
AD control and manage the telephone system utilization.

6.0 ##KEVI: Qualification and Training
FoT 1T B BN SRUEAT K2 B 25 Py A LA B ARG AR5
IT administrator should graduate from college with two years related working experience.

7.0 FEFF: Procedure
7.1 N AHLUZA#H: Personal Computer utilization

711 A EREEI R Rogs I s AN L, REER T AR AT . AN E R A T
HATH B T e R A, dEdr Ay, a2 g g . A v %4 4 2 v
PN IBCE T RIFFERRE T . CEIL AR IC N N O PR
The company Personal Computer (PC), directly or indirectly assigned to the
employee, must only be used for working purposes. The utilization of the
computer tools for different aims may contribute to cause inefficiency,
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maintenance costs, and moreover security threats. The computer device must
be kept in good condition (special care must be taken of the laptop-computer)
being part of the company estate.

7.1.2  PrATHRZIE ICT BOR 51 s A i e A A 4E 4
All of the PCs are subject to a fixed-term check carried out whether by an ICT
technician or by an external deputy in charge of the maintenance of the IT
devices.

7.1.3 BEANHRTRABD, B R E 2R, A AT AT
To ARG B I SRV R BB T B
Logging in to the computer is protected by a password, which must be kept
secret by the holder with the best care. No one else but him is supposed to
know the password. The user is not allowed to set a password at the initial boot
(BIOS), without an explicit authorization of the system administrator.

7.1.4 RGBT WAYEH sl (R R I2AT 2 B, wTLASE AT P 22 s
FLFEMEAE S ILAATATAE S, ZR G0 B0 N A T B N B8 ™ b O 2%
The system administrator has the faculty to enter the data of every user,
including the email archive and whatsoever information needed for the
maintenance and correct running of the IT devices. The sight of the personal
data by the system administrator is strictly confidential and limited to the
lowest necessary for the maintenance of the computer tools.

7.1.5  rRRNAE ] A U B A A B AT A

The user is not allowed to install any kind of software on the PC device.

7.1.6  FLRRASE AR 1 B R ) SR AT B, BRARS R G B DR Sl ROV
The user is not allowed to change the original setting of his PC, unless
specifically authorized by the system administrator.

7.1.7  BER T BEAT B ] B T 7 2 S I ZC P L, DA O N ZR 46 ) PR A At A Tl
o G IR 5 2 5ERr R PR e O JE v B i O
The PC must be switched off every night before leaving the office and every
time the user being away from the device for a relatively long time. Leaving an
unattended logged in computer may allow a third party to use the PC
improperly, without being possible afterward to ascertain the author of the
abuse. For security reasons a screensaver protected by password must
always be set.

7.1.8  BRARZARSUE B GURT A SR VE, HUIKAE A8 AR AA B R A A A A i BOE THAMBE
(41 modem, CD-RW 25). A 42 {2 Hodls (A A 8 A Se v A — Rtk S
FEAN A FL N 5
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The user is not allowed to enrich the PC device with any storage and
communication device (such as, ...), unless clearly authorized by the system
administrator. All the users in charge of the treatment of confidential data are
not allowed to log in different machines by using the same account

7.1.9 AT AL IR B A w) ST SO, T RT3 FR G B GR35 e 7 SR
Qoo REAMEHIRAFARGEAA, i H], 2 D 2 A 2 R A S
Each user must pay attention to every file created outside the company,
immediately contacting the system administrator in case there could be any
possibility of a virus infected. The user is not allowed to introduce in the
company any unknown or not connected to the company device (such as
floppy, CD-ROM, DVD, etc., ...); being strictly necessary to introduce it, the
user must always check the files by using the anti virus software loaded in
each machine.

7.1.10 HNLE T FE T EEEE, AP, ARARTATAOCR T, O, K, EE E0,
1 51 M B0 AR S IR SO
The user is not allowed to file documents containing outrageous and sexual,
religious, race, ethnic origin, opinion, trade union and political membership
discriminatory documents.

7.2 JEIEN 2 Af FH: LAN utilization

7.2.1 RGUE P GATAT I — BAE PC 2 Jaydi b b A BN JRy s AN 22 4 i SC - wI ST
HIBNBRZ SO o s 28 5 A7 R 2 S 2 Sy R v, T A AR e 4 B R
The system administrator may remove at any time any file considered
dangerous for the safety of the LAN, both in the single PC and in the LAN units.
It is advisable the user to inform the system administrator in case a big amount
of data should be stored in the LAN units.

7.2.2 FVCEN] (RE=AS D WEEBORIIE, MMBRBTAIBRIHF SO JE R R R RS
Phe N GARAE R — SOOI R RROAS o TN SE T 22, IR RGUE BB A7 3
G IEAR Can DG BTy ) 5
It is advisable to proceed to a periodical (every three months) clear out of the
archives, deleting all the unused and obsolete files. Special care must be paid to
the duplication of the files: the user should avoid to save different version of the
same file. In case it would be necessary, the user may ask the system
administrator to save the data in another storage unit (CD-ROM or tape).

7.2.3 BRARSCIHNA & fovE, I AN SR VRS SR Al T P S, Bl e o8
NP
The user is not allowed to look at the folders available in the LAN belonging to
other users, or in general documents not related to his activity, unless expressly
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authorized by the owner of the file (or his deputy)

7.2.4 ZGUE P OURE S BT R P TR S LSO A R, DR AN I B R
TAREICAT, DL IE O 225K
The shared spaces are kept periodically cleared by the system administrator
(service folders) where used for the temporary file sharing between users. It is
for this reason forbidden to use these folders as file storage, it is possible to loss
data.

7.3 S MRS VTR L Password and service access management

7.3.1 B AME—HI 7 4 bR Rk UG i SRk, (HAS IR S5 Al v LU AR 6 . Py
AHE B B ORE. N2 R %0
Each user can be identified by a unique username to access the LAN, though he
might hold different passwords to access different services. All the passwords
are set user. User need keep well for password.

7.3.2 HIJ—HKBLA OBt ER, N AL R)
Once user found the password was reveled, he/she must immediately modified.

7.3.3 MM HTRE, B, ok, KERD\AL, BEERERG 42 K05 g —
o
The password minimum length is 8 characters, including letter, numeral, and
symbol. Each password must be modified per 42 Days.

7.4 WM A HEERAER . E-mail and Internet utilization

7.4.1 vy BCg Al IR IR HL - SRR A AN A A 2 TR o RS HSAR A 28 N A7 D A Al
JAZ T A »
The mail box assigned by the company to the user must be considered as a
working tool. Each holder of a mail box is responsible for the correct use of it.

7.4.2 G ARG R A TAETC R M AEAEHR 575 18] 7 A2 oA o W 52 ST B Fe 5 B A4
AR S, JCHGE S KA NI SO IR o HL 5 B4R AN AR Sk,
B0 ST B LR A7 2 SO
It is advisable to avoid messages unrelated to the company, to the job to be
conducted, and be communicated between employees. The mail box must be
kept in order, periodically deleting all the unused documents, especially the mail
containing huge attachments (the mail box shouldn’t be considered as a file
archive, the attachments must be saved on a disk).

7.4.3 MERIESTIT MR A F AT 20 20, Wkt o I AT IR 2 I E . 4 e
EARFIMAE BRI, ASNEFTI eI AR
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It is compulsory to check the file attached to the email before opening them; it is
advisable to avoid the direct execution of the attachments from the mail client.
In case a user would receive an email containing unattended attachments or
being the sender unknown, it would be advisable to delete the email, without
opening any related attachment.

7.4.4 ZE\FJGE Internet MuhlE . AT A ERCRIIXAME R, N EHEMERE . EHE A
REST TR A5 SR B A e ] 52 s
It is forbidden to send Internet chains. In case the user receives such a
message, it must be directly deleted. The user must not open the attachments
of these messages or reply to them.

7.4.5 G W] T IR B R R S TR AR UL, AR EE R g AN
Messages containing explicit or concealed advice regarding the presence of a
virus, must not be forwarded to anyone

7.4.6 RGUE PG OB B ISAE BEE e KA IRAFAE ICT HOR RS MEIH
MR P A NIRRT o An i ICT F50R G145 M g A AR B 5 20 #iedls 2=
Ky ICT BOR GAEA 15T
Each user’'s mailbox has a maximum capacity defined by the system
administrator. It is advisable to file the old emails in personal mail folders,
whose activation must be followed by a ICT technician or his deputy. In case the
user would decide to create a personal mail folder, without any supervision, the
ICT department is not to be considered responsible for any loss of information.

747 BRI, A N R R N R AE NI L. REES A SR O
RABMEAT:, DA AN S EAMARAFIZ B A
In order to avoid duplications, the user must avoid all the messages in which the
addressee equals the sender (including CC, BCC). The sent emails are
systematically saved by the system, so it is useless to save another copy of the
mail.

7.4.8 Internet 7 WREST (B SO DI ARAR P ELIC I, 7™ 254 ] 22 ) I % B At A A
SMRIEE . P U5 RES Internet {5 BB R GEid sk, Anl g bR & b
WIdak, JEE AU TR Internet U i) FAE A
Internet user should observe the country’s relevant law to use the Internet, it is
not allowed to use company’'s network resource to do something have no
business with the work. The system will record every Internet access activity,
general manager will check the Internet access record at any time and punish
the lawless Internet user.

7.5 HITRZMH: Telephone system utilization




ER LT ZAE - QP - 007 Rev -0
AR T FEESIER
Document name: IT Management Control Procedure
Page 9 of 10

7.5.1 23wl RS HR 53 A 20 e an A A8 AR R ) PR AR S AR o A LR T 2 B 47
SUERE G, A A w R ST RA AT
The company assigns appropriate phone rights to staff according to his work
demand. Each user is responsible for the correct use of it, private phone
making is not allowed.

7.5.2 A7 BUHT TR CAFPREEAN S0 ] R 75 2 DR AR 2 e Y ™ i B AU, A8 B
ZEORE R, BT A BB AR A SRS, DI A 4T
T RGOSR BN LT BB AN 2 riah, A I FRAT BOH T 1E A5 20 Bl
RIS HR BN A B o HLER HE I A AAP R R A 2
AD department will set an authentification code for each external phone user.
For your protection, user should keep well your password and lock your
extension when you leave your office. The phone toll system will record every
external call, these records will be checked by AD department at the end of
month. The staff must pay for the phone call from his extension except the
working call.

7.6 HEAEN: (RS ERALT ZIS, FrLAEdEH ZIS FHRC N G — &) .
Backup the server’s system data (Service lie at ZIS, the backup of server’s system
data is done by ZIS).
7.6.1 M523 ARG & /E)k: Backup the server’s system data
7.6.1.1 RGHHES 0 H AL T — H RS54 B A R g8 A AR A o i A8 S 11 4 2
HOFr eI, g BEEIE IR, ARG DAE R N TR PR
The purpose of the system data backup is to recover the system as soon as
possible when the server or operation system is damaged and need to
reinstall.

7.6.1.2 B HH ICT A GRS 4% EHVE B RGHBEAN K0 BT, B0
PrbE— IR IR DL A SRR A 45 A AR (B & 4l ) A DR % 03 s
SEHENE A w50y FAYI — A
The operator backup the server operation system to magnetic tape everyday,
then place the tape in safe location and check backup log and record the check
result of each backup, and backup circle is 1 week.

7.6.2 N ANEHE TSRS w5 h 2 £ Backup the personal data in file server

ICT 11Tk 55 & WA BOE — A 3 Jm 2 A s TRl A T 2 % S o & A
JH 58 391 5T I 55 4 A AN N800 22 48403 ST A
ICT department configure a privacy disk place for each user to backup his
personal working file on file server. Every user should update his file on server
termly.

7.6.3 MEfEdE 2 &4y Daily backup the mail data
i FH 2 8 A BN N2 L1 AR 2 I I BR AN T 2l 5 TAR G2 R % ICT
N SRR R SR 554 v 2 FH P BBAE 2 4 R aiv b, 3G A7 0. B0 &0 R0
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g}% .

The user should clean up his mail box periodically, delete the files that unuseful
or hove no business with the work. ICT operator daily backup the user’s mail
box on exchange mail server to tape, and place the tape in safe location.
Backup circle is 1 week.

7.6.4  BUEPEEUE &Y. Backup the data-base

e 2 N 2 B oA H Al S ERP &5 TAER 4R, BRI I3 In 5 =50,
JIT LARE AR ICT N B3 0[] 3R e 25080 (R INf 254, HLZBUKS 2% Ak S8 B 0o R oK
AR DR A Htis 58 R o Bcdl 25 0 J 3010 — J) . SAP ZR G i el v Lo T i KA
JIT A h SRR OGN B2 48— %

The data in data-base is produced by user’s daily working on ERP or others,
they are increased and modified day by day, so it must daily backup by ICT
operator together with system data, and should record the total backup
operation. Backup circle is 1 week. And SAP data center is located at Italy, so
backup of SAP data is perform by ICT of Italy.

7.6.5 K. Backup media’s management
ICT #AE N 5 24 0 B 4 A ) B 18 A hr s, DME H S &4k SRR 4
Kl gy TR Ry G, Ry G TR T B 97 7K G BH O LA 1) 22 4237
ICT operator should identify every tape to look for it conveniently in the future.
Place the tape into the tape box after the backup finished, and the tape box
should place in a safe location that is moisture proof, rainproof, and against the
direct sunshine.

8.0 i3 Record

8.1 Internet Ujlalid sk BcdlaEE, W1 ICT #IIRAE, DRAFIHIN AE
Internet Access Record Database should be remained by ICT department for half an
year.

8.2 (Hdliftnidsx&) W ICT JIIORAF, DRAFHIN —4F

“Data Backup Record” should be remained by ICT department for one year.




