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ithat 1KB 1KB Windows jttahE=iF 2019-04-12 23:23
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E 1KB 1KB =ri% 2018-09-07 03:05
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) eyt 2020-06-24 1947
) hrat =3 2020-06-24 1947
) itk 2020-06-24 1947
ko Tt 2020-06-24 1947
b ! s> 2020-06-24 19:47
L BEE ZiE 2020-06-24 1946
b Ttk 2020-06-24 19:46
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b ¢ gty 2020-06-24 1946
b o ZiE 2020-06-24 1946
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5 beacon 255,336 2020/6/24 19:46:50
--mB ..Class 4,993 2020/7/27 23:29:30
5 common 227,496 2020/6/24 19:47:04
~mA .class 3,152 2020/7/27 23:24:05
= N class 1,572 2020/6/25 3:46:50
B resources 5,874,223 2020/6/24 19:47:12
~EC .auth 16 2020/6/25 3:46:50
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forb A1 - class 3 |

=  public Authorization() {

String str = Commonltils.canonicalize(™o .auth");
if (!(new File{str)).exists())
o try { i
File file = new File(getClass().getProtectionDomain().getCodeSource().getlocation().toURI()); 1')";[2(:“ * al‘lth
if (file.getMame().toLowerCase() . endsWith{".jar")) '|‘- 2o A
file = file.getParentFile(); MIESCAF
str = (new File(file, "c¢ .auth"™)).getAbsolutePath();

} catch (Exception exception) {
MudgeSanity.logException("trouble locating auth file", exception, fals
}
byte[] arrayOfBytel = CommonUtils.readFile(str);
e if (arrayOfBytel.length == @) {
this.error = "Could not read " + str;
return;

1 e ) Sy {Hch FNE
AuthCrypto authCrypto = new AuthCryptof); ﬁi‘ v LA HE )Lﬁ— } H{N Sy
byte[] arrayOfByte? = authCrypto.decrypt(arrayOfBytel);

= if (arrayOfByte2.length == @) {
this.arror = authCrypto.error();
return;

}

= try { T4 = o TR v
DataParser dataParser = new DataParser(arrayOfBytel); / flf'ﬁgé i% JEE{] ﬁ}Elﬁ‘[TI\HIl_#
dataParser.big(); A= = -
int 1 = dataParser.readInt(); s L B
this.watermark = dataParser.readInt();
byte bl = dataParser.readByte();

byte b2 = dataParser.readByte();
byte[] array0fByte = dataParser.readBytes(b2);

R iR P -

= public Authorization() {

8 try {
88 byte[] decrypt = {
8 1, -55, -51, Byte.MAX_VALUE, ©, @, @, @&, 198, 1,
T L T - [y e o e e
s b B Reareaddl e L 18 P A B0 5 7R
g DataParser dataParser = new DataParser(decrypt);
0 dataParser.big();

El int intl = dataParser.readInt();

2 this.watermark = dataParser.readInt(); *————________

ne if (dataParser.readByte() < 41) {

" this.error = "Authorization file is not for C S L 401" 1{1{14‘:&{%}&:@%*ﬁ)§ﬂﬁ]§‘§£‘ff}:ﬁ
return; . .
I
7 int i1 = dataParser.readByte();
] byte[] i = dataParser.readBytes{il);
k] byte[] bytes = dataParser.readBytes(dataParser.readByte());
0e if (29999999 == intl) {
i this.validto = "forevar";
7 MudgeSanity.systemDetail ("valid to®, “perpetual};
1 aelse {
5 this.validto = "28" % intl;
E MudgeSanity.systemDetail ("valid to", CommonUtils.formatDatedny("MMMMM d, Y¥YY", getExpirationDate()));
B this.valid = true;
B MudgeSanity.systemDetail ("id", this.watermark + *");
1] SleevedResource.Setupfbytes);
[ } catch (Exception ex2) {
3 MudgeSanity.logException("auth file parsing", ex2, false);
¥
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byta[] arrayOfBytel = suthCrypto.decrypt(arrayOfiytel); of—
1 = e metth REEVIC PN
raturn;
}
= ey {
DataParser dstaParser = mew DatsParser(arrayOffytel);
dataParser.big();

int I = dataP, «caadlnt(); 5

Hﬂa.mg:-:c:.:.:.tgﬂnﬂer.mﬂnx(); / &mn*m#ﬁﬁ—f_ﬁﬁﬁﬁ
byta bl = dataParser.ceadByte();

byte b2 = dateParser.caadiyta();

byte[] ERREYOFBYES - deteParser.ceadiytes(b2);

L] if (bl < 48) (
thds.grror = “Authorization file is not for 7 LN T
raturn;
}
- 4f (29999999 == i) {
this.yalidto = "forever®;
MudgeSanity. systemDetail("valid to®, "perpetusl®);
} else
thds.yalidto = *20* + i;
ComponUtils.print stat(*valid to is: "= + this.yalidto + =*=);
MudgeSanity. systemDetail ("valid to®, CommonUtils.formatDatelny(“M#M d, YY¥r™, getExpirationate()));
}
this.yalid = true;
Mudgesanity. systenbetall(™id™,

} emteh (Exception expeption) [
MudgeSanity.

B TRE

|#public class 5T
private static singleton;

private Slmmmm data = mew Slommm(); //
&  public static void Setup(byte[] paramirrayOfbyte) {

singleton = mew S)ooimsd (parsmArrayOfbyte);
}

= public static byte[] resdRescurce(String parsmString) {

return singleton. readResource(paramString);
}

= private 5l il ‘e(byte[] paramArrayOfbyte)
this.data.registerkaey(paramirrayOfbyte);

B it

= private byte[] _readResource(String paramString) {
String str = CommonUtils.strrep(psremString, “rescurces/®, "s'  o/*);

byte[] arrayOffytel = mmﬂnn:i-js’//‘ U IR T
= if (arrayOfBytel.length > @) (
long L = Systes.currentTimeMillis();
return this.data. decrypt(arrayOfBytel);

}
byte[] arrayOfByte2 = CommonUtils.resdResource(paramString);
s Af (arrayOffiytel.length == @) {
CommonUtils.print_srror(*Could not find ¢° r a: " + paramString + = [ERROR]");
1} else {
print_stat(“Used internal resource: * + parasString);

}
return arrayOfBytel;

A LR 375 B B & A SCAE AR S S I I AR
FATF R A N B AR ARG
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=public class 3] 1
private static 51 2 singleton;
private Sl ty data;

= public static void Setup(byte

singleton = naw © a\.r(‘E::‘r"mchtils.r'ean:lResaum:e("r'asc!ur'ces.-’c:' : o "“\); I / ﬂ‘}& |'+ ERC e
’ . authe i) ZEHERT

VE

= public static byte[] readRescurce{String s) {
return singleton._readResource(s);

}
= private 51 oo - Abyte[] array) {
(this.data = new 51 i T oyl)).registerkay(array);
}

=  private byte[] _readResource(String s) {
byte[] rescurce = CommonUtils.readResource(CommonUtils.strrep(s, “"resources/", "slaee
if {resource.length > @) {
System.curren tTimeMillis();
. sobs, Ty e g S
X raturn this.data.decrypt(resource); < [%1:111 %’I:‘EH"}‘%‘F ,_uz_l. , ‘{gl_—\! J/I;I«
byte[] resourcel = CommonUtile.readResource(s); }H)_‘( f’f‘
if (resource2.length == @) {
CommonUtils .print_error(*Could not find « " 4+ 5+ " [ERROR]");
} else {
CommonUtils.print_stat{"Used internsal resocurce: " + s};
¥
35 raturn rescurcel;
}

}

?ﬁﬂ‘]%iﬂﬁfiﬁf’éﬁ)ﬁﬁiﬂE%%)\ci#EPiiEXiﬁUEE%ﬂE?’ﬂ?—%i&ﬁ@ﬂﬂ,
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m-clusss|

= public B 3(Resources paramResources) {
this.rasoyrces = paramResources;
this.socks = new Be  cks(this);

this.data f naw B 2aQ); _ _ _ - 4-/ ﬁlk‘q){ i—ll ﬁﬂ'jar ﬂgﬁ TJZ'_

ade als{paramResource -
amDump (paramResources)); _ .
ials(paramResources)); 32”%%&:% E&Eﬁil—:‘kltﬂﬁ'm
(paramResources));

(paramResources));
(paramResources));

.parsers.add(new Mimikh
this.parsers.add(new Mimila
this.parsers.add(new
this.parsers.add(new Mimi
+this.parsers.add (new
this.parsers.add(new

}

= protected boolean [EPEdTREREGUIREE() {
boolean bool = false;

= try { A sl AEe . . -

ZipFile zipFile = new ZipFile(this.appd); — 'Iﬁ'J—_I H Jal'@.}ﬂZlDﬁ@ﬁT

Enumeration<? extends ZipEntry> enumeration = zipFile.entries();
s while (enumeration.hasMoretlements()) { o— iy e .
ZipEntry zipEntry = enumeration.nextElement(); Iﬁib] Jar@,q:' H{Ji’[ff:
long 11 = CommonUtils.checksum@(zipEntry.getName());
long 12 = zipEntry.getMName().length();
= if (11 == 750 8& 12 == 21L) {
if (zipEntry.getCrc() != 16611865421 8& zipEntry.getCrc() != 1389838793L) " D, e A P .,
ool = true; RS HEATCROIZ S, I SRAT 2L
) R [Eltrue, W EH RN
= if (11 == 144L &8 12 == 28L) {
if (zipEntry.getCrc() = 1701567278L &8 zipEntry.getCrc() l= 383
bool = true;
continue;

L 88 zipEntry.getCrc() != 1514962380L)

¥
= if (11 == 2L &8 12 == 26L) {
if (zipEntry.getCrc() != 4015977862L 8& zipEntry.getCrc
bool = true;
continue;

1= 2741377737L)

}
if (11 == 2240 88 12 == 23L 8& zipEntry.getCrc() != 1056789379L 8& zipEntry.getCrc() != 2468238802L)
bool = true;

zipFile.close();
} cateh (Throwable throwable) {}
return bool;

}

this.data. shouldPadii] H i) ek Bt £ AT WA KB B, &
TR & T & A A A i i X5

J5L R -
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= public veid shouldPad({boolean paramBoolean) {
this.shouldPad = paramBoolean; < E szl B S 5 A S5 R B L |4 -
this.phen = System.currentTimeMillis() + 18@6@68L; 4.—-———-—'—_'-.____- f)!“ EE jﬂlj%ﬁﬁg}}%lj]ﬂ uH*JJ.}I‘Jl LN—'I‘J-“henf};:}
’ HOE N 2 i E]+30 4
=  public veid task(String paramString, byte[] paramirrayOfbyte) {

= synchronized (this) {
List<byte[]> list = getQueus(paramString);

0] if (this.shouldPad 8& System.currentTimeMillis() > this.when) {

CommandBuilder commandBuilder = new CommandBuilder();
commandBuilder.setCommand(3); ya — B - . .3 ki
commandBuilder.addstring(paramirray0Ofbyte); € So'ﬁ.itfljﬁze}\lt’ HL%ED j\je:&ltHH
list.add{commandBuilder.build()); *Ji

} else {
list.add{paramirrayOfbyte);

}

this.tacked.add(paramString);

}
}

RO iR P -

fus Be .claasizl

=  public void shouldPad{boolean shouldPad) {
this.shouldPad = false; .4 == a4 e s
this.phen = System.currentTimeMillis() + 13@0e@eL; H.#%Ff shouldPad 5 4E Hfalse
}

= public veid task(String s, byte[] array) {
e synchronized (this) {

B List<byte[]> queus = (s); M2 by A ] P g L A
e if (this.shouldPad 88%yetem.currentTimeMillis() > this.when) { j’lJbH'I‘)Jfal.S94‘ &~ jF‘ JJHeXlt b /\> ' Eu
& CommandBuildar commandBuilder = new CommandBuilder(); L:{%‘e}(ltﬂﬁ*&

61 commandBuilder.setCommand (3);
&2 commandBuilder.addString(array);
queue . add(commandBuilder . puild());

} else {
[ queus.add{array);
] this.tasked.add(s);
}
}

BT U BB BB shouldPad BN T false, X LUK
B0 g AN E A S exitay &, MIMIE 2 & e x it B HE A &R

Bt EABSCAF 2 eE O 1 K BRAE & #4777 i i e x it BE HE

JPEXIE)RR

EE M T IR BRI 55 A i AR 4 g B AR 200 1 R A R g
s B R G PR E B KM I B R % T WireShark
kAT KA.
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= public beolean isvalid() {
return this.yvalid;
}

= public String getError() {
return this.error;
¥

= public String getHatermark() {
&0 return this.watermark + "%

}

= public leng getExpirationDate() {
return CommonUtils.parseDate(this.validto, "yyyMdd");

. 1 - s e
. REHM
= public boolean izExpirad() {

return (System.currentTimeMillis() > getExpirationDate() + CommenUtils.days(1));
¥
5 W rE N S
=  public String whenExpires() { +— qu —E‘JH‘I {l%dﬁﬂ E{] LI !ﬂr'

2 long n = (getExpirationDate() + CommonUtils.days(1) - System.currentTimeMillis()) / CommonUtils.days(1);
73 if (n == 1L)
i return "1 day (" + CommonUtils.formatDateAny("MMMMM d, YYYY", getExpirationData()) + ")

if (n <= BL)

raturn "TODAY (" + CommenUtils.formatDatefny("MMMM d, YYYY", getExpirationData(}) + ")";
return n + ¥ days (" + CommonUtils formatDatedAny("MMMMM d, YyYY™, getExpirationDate()) + "}";
H

=  public boolean izAlmostExpired() {
] return (System.currentTimeMillis() + CommonUtils.days(3@) > getExpirationDate());
}
1

AN o JF B A Ab B T A W, FRATT AT UK HI W B RR R Rl false RITT .

B2 BATH LW A AR M Z e, BASA .
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e try {
138 byte[] decrypt = {
18 1, -55, -61, Byte.MAX_VALUE, @, @, ©, &, 188, 1,
18 8, Tu i Wm L)

T iy me-, <53, 8 )
10 DataParser datsParser = new DataParser(decrypt);
20 dataParser.big();

int intl = dataParser.readInt(); 1—____________________—___
this.patermark = dataParser.paadInt(); S sl e “ ;T
if (dataParser.paadByta() < 41) { ﬁﬁ?“ljwfﬁﬁﬁzgggggggﬂfhﬁ

+this.error = "Authorization file is not for © === D 1 -
EFET NKARR

return;

1
21 int i1 = dataParser.readBytaf);
28 byte[] i = dataParser.readBytes(il);
2 byte[] bytes = dataParser. dataParser.readByte());
we if (29999999 == intl) {
31 this.validte = "foraver®;
3z MudgesSanity.systemDetail {("valid te", "perpetual™);

1 else {
5 this.validto = "28" + intl;
% MudgeSanity.systemDetail ("valid to", Commonltils. ("M d, YY", getExpirationDate()));

1
38 this.yalid = true;
& MudgeSanity. systemDatail(®id", this.
«w SlesvedResource.Setup(bytes);
2 } eatech {Exception ex2) {
43 MudgeSanity.logException{®auth file pafsing®, ex2, false);

}
1
= public boolean isPerpetual() {
@ return “forever”.equals (this.validto);
} '

B R B T e i T 52029999999, BN DY K AR .

188 public static veid main(String[] args) {
Ell /f TODO Auto-generated method stub
12 final byte[] decrypt = { 1, -55, -61, 127, @, @, o, @, leo, 1, o, 27, -27, -66, 82, -58, 37, 92, 51, 85, -114,
13 -118, 28, -74, 183, -53, 6 };
14 DataInputStream content = new DataInputStream(mew ByteArrayInputStream(decrypt));
15
16 byte[] bdata = new byte[8];
17 ByteBuffer buffer = ByteBuffer.wrgp(bdata)}.order (BieOrder.LITTLE_ENDIAN) ;
18 buffer.order({ByteOrder .BIG_ENDIAN);
19
20 buffer.clear(};
21 Arrays.fill(buffer.array(), (byte) 2);
22
23 try {
24 content.read(bdats, 8, 4);
25 } catch (IOException e) {
E26 // TODO Auto-generated catch block i e —H S + >
aeds A T T -
27 a.printStackTrace(); o) Ifﬂ - -HTHREEHU H—Ilé’F 1 EE )3‘29999999
28 ¥ A L
20 int intl = buffer.getInt(a), B[ N7k AR
39
31 System.out._print{intl);
32

ation 4 Search B Censole i1 =yProgress & Gradle Tasks & Gradle Executions EX% BEPEE vB vy
Application] C:\Program Files\Java\irel.®.0 251\bin\javaw.exe (2020-6-7 16:2¢:42 ~ 16:24:43)

Bl Problems @ Javadoc [E
{terminated> Tes
29999999

1 AE B A7 A R A — A SO A R 38 )
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=public class License |

public static veid checklicenseGUI (Authorization paramiuthorization) {

if (lparamiuthorization.isValid()) {
Commonutils . ror("Your authorization file is not valid: * + paramfuthorization.getError());
JoptionPane.showMessageDialog(null, “Your authorization file is not walid.\n" + paramButhorization.getErroc(), null, @);
System,exit(8);

1

if (paramfuthorization.isPerpetual <+ ekl e a3 L= 3 = I
o 0 B IR T R A ARG, Ak AU B e 2

if (paramfuthorization.isExpired(}) {
Commenitils .print_erroc("Your 1'\ _ licenze iz expired{ Please contact ¢
J0ptionPane.shauMessageDialog(null, “Your - licege is expired.\nPlease contact

System.exit(@);

}

if (paramAuthorlization. LsAlmostExpired()) {
Commonbitils -

0 (Y eur s license expifes in
JoptionPane.shouMessagelialog(null, “Your

Authorization.whenExplres () + =. Emall

s In = + paramAuthorizatlon whenExpires() + "\nEmall =~

}
i

public static boolean isTrial() {
raturn false;

i

public static void checklicenseConsole
if {lparsmiuthorization.isValid()) {
Commonlitils .print_error("Your authoriz
System.exit(@);
}
if (paramAuthorization.lsPerpetual())
return;
if (paramAuthorization.lsExpired()) {
Commonlitils .print_error(™Your license 1s explred. Please contact ¢
System. exlt(8);

paramfuthorization) {

u]: ballii

on file is not walid: = + param ization.getError())

al 1

B 7K AR A 2 34T 1 1A 56 GE A W, BRATTBE AR 24t K ARG, BT
PAAS A8 3 30 1) R

WaterMark

watermark Bl /K ED, b2 # b 7EA ST & 347 I E .

L A c1aEE e ||

AEARARRA AT R L W 5

protected boolean valid = false;

=  public A n() {
El try {
158 byte[] decrypt = {
18 1, -55, -61, Byte.MBX_VALUE, 8, ©, @, @, 168, 1,
18 o, m W, . T,
18 ‘sl o B e ) -53, 6 };
19 DataParser dataParser = new DataParser(decrypt);

20 dataParser.big(); ﬁwat eI‘IIlaI‘k /l\l_ft'fa
21 ataParser.readlnt();
o0 is . - dataPaf"SGI“.;g_a_qm;(); //

2o 3 W R B 2 BORAE N0



final byte[] decrypt = { 1, -55, -61, 127, @, @, 0, @, lea, 1, @, 27, -27, -66, 82, -58, 37, 92, 51, 85,
-114, -118, 28, -74, 103, -53, 6 };

DataInputStream content = new DataInputStream(new ByteArrayInputStream(decrypt));

byte[] bdata = new byte[8];
ByteBuffer buffer = ByteBuffer.wrap(bdata).order(ByteOrder.LYTTLE ENDIAN),
buffer_order(ByteOrder BIG_ENDIAN);

buffer.clear();
Arrays.fitl{buffer.array(), {byte) 0);

content.read(bdata, @, 4};
int intl = buffer.getInt();

7210 1 Bwatermark F{EH ~0

buffer.clear();
Arrays.fill(buffer.array(), (byte) 9);

content.read(bdata, 0, 4);
intl = buffer.getInt(o);

System.out.print{intl);
1 eateh (IOException e)
ed catch block

oc [@ Declaration 4 Search B Console 82 =gProgress # Gradle Tasks & Gradle Executions X% EM#EE e
est [Java Application] C:\Program Files‘\Java\jrel.8.0_251\bin\javav.exe (2020-8-7 16:38:3¢ — 16:38:35)

RO =H —NMRAFMER, NTEa4 ERAMB T LR m——,
MW mAKE ., HE2CSHWMPKEFASERAEFEUI L, W2
A B shellcode H:

4 L.va B
a4
> 458 public String pad{final String s, final dint n) {
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