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POST /graphql? HTTP/1.1

Host: pm »m mm
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:68.0)

Gecko/20100101 Firefox/68.0
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Content-Length: 81

Eﬁg%ﬁon: close

{"query™:"{\n users\n {\n id\n email\n name\n F\n}","variables"null}
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GET

+
= {
“user™:{
[ "id""123456"
"name”:"AAA"
"address":"BJ W),
123"
]
}
GET
e
{
"list™{
L] {
"id™:"123456"
“name”:"AAA"
"address""BJ WJ, 123"
|3
"id™:"654321"
"name”:"BBB"
"address™"."
}
}
}

Juser/<id>

Juser/list
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v {

2 v query{ v "data": {
3 person(id:1,personID:1) { "person": {
4 id "id": "cGVvcGx10jE=",
5 birthYear "birthYear": "19BBY"
6
7} }

}

BEMHNES. REAINXAE:

1 v {
2 v query{ v "data": {
3v person(id:1,personID:1) { v "person”: {
4 id "id": "cGVvecGx10jE=",
5 birthYear "birthYear": "19BBY",
6 height "height": 172,
7 hairColor "hairColor": "blond"
8 } H
9 1 ¥

}
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Go | cancel | <iv | >iv

Target: hitps:/ /swapi-graphalnetifyapp || |

Request Response
@ Params | Headers | Hex Headers | Hex
Thy/Tunctions/index ATTP/T.T 0 T200 0K
Host: s-anmrapnql.nnu yeab Access Control-AllowOrigin: +
User-Agent: Mozi11a/5.0 (Macintosh; Intel Mac 05 X 10. 166.0) Gecko/20100101 Cache-Contro!
Firefox/66 Content-Length 5
Accept: ﬂnnuzaum/jsnn §sor
Accept-Langu: N, zh;q=0. 8, 2h-TW; G=0.7, zh-HK; 0=0. 5, €n-US;G=0.3, en;q=0.2 Da hu, 29 Oct 2020 12:12: 1
Referer: nup //graphal.org/ X0 3PacapIp eoTaOTCEVKEO"

pplication/ json
Origin: nttps://oraphat-ord
Content-Length: 124
Connection: close

\n person(id: 2, personID: \21)(\:-\ id\n  birthvear\n height\n
w

{"at
niu(w\qr\n FnJAm\a”, “variables":

tag:
x«Pmrtdﬂy. Express
Age:

Conection: close

(;m." '{"persvn "i{"id" ‘birthYear”:“1128BY", “height":167, "hairC
olor*

BEAEERRGHEENT:

{nqueryn

query IntrospectionQuery {rn

sct

Go || Gncel | | <Iv || 20t
Request
params | Headers [ Hex

Target: hutps://swapi-graphalnetlifyapp [#] (2]

Response

[Raw | mm Hex

eIy Tt lons Bdee TP/ T :
Host: Swapi-graphql..netLify. 3
User-Agents Hor 11a/5.8 (Hacintosh; Intel Mac 05 X 10,15 rvi6.0) Gecko/20100101
Firefox/66.0
Accept; application/json
Accept-Language: zh-(N, 2h;q=0.8, zh-TW;q=0.7, 2h-HK;q=0.5, en-US ;g=0.3,en;q=0.2
Referer: https://graphql.org/
Content-Type: application/json
Origin: https://graphql.org
Content-Length: 1787
Connection: close
query IntrospectionQuer queryType
\n w!ano/ﬂ'yve { name F\n suhs(rlnnnnhn: { nam )\n types
. FUlLTyy directiv
descriptionn " cations\n ar V", inputvaluenn
An - Cn e Jann - fragnent FullType on Type (\n ' Kindan  namen
description\n fields(includeDeprecated: true) (\n  name\n
descriptiomn args {(\n ...Inputvaluewn  Fn  type {\n
TypeRef\n n' isbeprecated\n deprecationReason\n  J\n
nputFields {\n ~ ...InputValue\n Wn interfaces {\n  ...TypeRef\n
Mn  enuaValues(includeDeprecated: true) {\n  name\n description\n
...TypeRef\n  A\n  H\m\n _ fragnent InputValue on _InputValue {\n  nane\n
escription\n  type{ ...TypeRef \n  defaultValue\n Hm\n  fragnent
TypeRef on __Type {\n An  name\n offype {\n  kind\n  name\n
ofType {\n ind\n ame) ofType {\n kind\n nane\n
ofType (\n Kind\n nane\n ofType {\n
Kind\n nane\n ofType {\n Kind\n nane\n
ofType (\n Kind\n nane\n n
A\ i An Ao Bn ha Bn
", "operationName": " Introspect ionQuery"}
:
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Recess Cont rot-ATlow-0rigin: *
Cache-Controls no—cache
Content-Length: 101233

Content-Type: applicationjsen; charset=utf-8
, 20 0ct 2020 12:11:22

Erog: w"mnn-mwsmzch:rvsnyswymn:"
X-Pouered-by: Expre:

Chnection: close
Server: Netlify

kind": "0BJE
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14", “description”:null, "
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Type” :nul L}, “defaul tvalu 11,
ofType"znull}, "isDeprecated"
Uipeaple’; "ﬂescrwunﬂ
AR

i pe" inull,
0", e;:rmmn' m.\l "ty.xw"k) d" "SCA 10", "ofType .
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nane
fields {
name

kin
ofType {

Email. token, password. authcode. license. key.

session. secretKey. uid. address %,
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UPDATE ‘users’ SET mutation {
‘name’ = 'guest', ‘age’ = 5 ed%tProfile(name: "guest", age:
WHERE “id’ = 2334 i:me
age
password
}
}

GraphQLE A

mutation {
editProfile(name: "guest", age:
UPDATE “users” SET

‘name’ = 'guest', ‘age’ =

id
WHERE ‘id' = 2334 name
age
password
}
}

GraphQL:EA
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CSRF

£ Express—GraphQL F7z7E CSRF Jmild. MR

Content-Type 1249 application/x—www-form-

urlencoded , F¥§ POST 15 KEWNZA URL HmiBH 4K

csrf poc BIRISEHE csrf Kifr, XBURIERMEL mutation
(ZE) ENREE.

BEHXAIIAEENRG CORS EEERNAFREZEEE
B R ERIBEKR, NEMWREEER CSRF ShE. Xt
ORI IG R AT I B XUBL.

BREEWELRSS



SWSBNEEERKEL, WMUAT graphgl & XXt
S, FURTRETCPREBIT, 1ERIEHEARSS .

type Thread {
messages(first: Int, after: String): [Message]

}
type Message {

thread: Thread
ks
type Query {
thread(id: ID!): Thread

}

FA FIREFEIEE AR SSHINRR

query maliciousQuery {

: "some-id") {
: 99999) {
thread {
: 09809) {
thread {
: 99989) {
thread {
¥
¥
}
}
}
}
}
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FOST 7. net LTy Tunction: T nrw T.T T | ATTP/LTT00 0K

Wost owapi-graphal.netLifye Access-ControT-AUlow-drigin: +
User-Agent: Mozi11a/5. (Macintosh; Tntel Mac 05 X 10, 15; rv:66.0) Gecko/20100101 Cache-Control: no-cache

Firefox/66. Content -Length: 8

Accept: application/json Content-Type: aDDh(Alwn/]snn charset=yt{-§
Accept-Language: Zn-ON, 2hi =08, 2-TH; 4=0.7, 2h-HK;=0.5, en-U5ig=0. 3, eni g=0.2 i F

32K 2 B E Te1
red-By: Express

Referer: https: //qrawl org,

VEpes) Age
Content-Length: 128 Connect jon: close
Connection: close erver: NetLify
q : 238326 8184c
{"query":"query{\n person(id: 1, personD: 1} {\n name\n birthvear\n

e

eyeColbrn . genderin TAnAa", e )
“veyeColor:"blue, "gender" s"male"}}}

Co Cance <iv ]| 3in Target: hitps://swapi-graphqlnedlify.app [ #] (2]

Request Response

Raw | Params [ Weaders | rex (o eaders | vex |
POST 7 ey ToncUone e FP71.1 T WTLIR0R T
Host swapi-graphal.netlify.ap Access-Cont rol-Allow-0rigin: *
User-Agent: Mozilla/5.@ ma(mmsh Intel Mac 0S X 10.15; rv:66.0) Gecko/20100101 Cache-Control: nuf(athe
Firefox/66.0 Content-Length:
Accept: application/json ComtemFvnas spptteationson; eharsetsutf-8
Accept-Language: zh— U‘!.zn 8, zh-Tw; g=0. 7, 2h-HK; g=0.5, en-US ;q=0. 3,en;g=0.2 : Fri, 30 Oct 2020 09:03:33 GMT
Referer: https://gra| 9/ Etag: /" 5c-az3gcE0pg+PqICSefv794YjgOKE"
Content-Type: mmmw,m owreinsy’ Exress
Origin: https://graphg’
Content-Length: 128 Cannenmn close
Connect ion: close Server: Netlify

: 238321 11 126
{"query":"query{\n person(id: 2, personID: 2) {\n name\n birthYear\n
eyeColor\n  gender\n Fnhn",“variables”:nuil}

(“person”: {"name" :"C-3P0" , “birthYear": "11288Y", "eyeColor" :"yel low", "gen
Ja 303
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