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MER G TEBAMAVINER, BR—ARINE PLEEERRE, H
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Gophish 15

#2IVIE centos7 (windows H#E% gophish, RFALEER
F{&E, BRURIMN vps FESECHR, BINAER
windows H$&# gophish, i, K£7T) 7 github
FRIEARERIERG TR N ARASENR], 2R TFEHU TR
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gophish-v@.9.0-1inux-64bit.zip

https://github.com/gophish/gophish/releases
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404 page not foumd

fRIEFHEDN,

mkdir -p /app/gophish

unzip gophish-v@.9.0-1inux-64bit.zip -d /app/gophish/

cd /app/gophish/

AT EE(ER config.json, (A1 TFRAXEZENTTR
By, ZEIMEEE 127.0.0.1:3333) ,

80 ImARKNEMILEHAKNIEO;, EeEEINEAKA
imO2 3333, EIAMKSFIZM32 admin/gophish,

[root@VM 6_6_centos gophishl# cat config.json

"admin_server": {
"listen_url": "8.8.0.0:3333",
"use_tls": true,
"cert_path": "gophish_admin.crt",
"key path": "gophish_admin.key"

},
"phish_server®: {
"listen url": "0.08.0
"use_tls": fa
"cert_path": "example.crt",
"key path": "example.key"

fFEaE#&EiT, BRHEEIEETMR.

./gophish &
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404 page not foumd

FaEERZFUT:

https://x.x.x.x:3333/

Please sign in
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web8ERER: hitpy/IPE000
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bttpy/fwww.ewomail.com/Tcense. html
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ZLERIESERETE, RIBEMINGEHN Gophish 2
RXFR, TARXETLEBREAAM, HLEbesE 7R
B8], Z#ET Gophish FWEZAER, IBHMETEENE
— FEMFNERIE, —AEANTBSINE, »—FHHE,
HREEZAEMSHMZBENENESE, EBIR EFHEE
WEHMF AR R TIEHMENIL.

TN BRE

HATESH SN, FEIRAEEY Gophish 2R 45t
BRUT/INEE, BFEHRHITERE.

IhEE
Dashboard
Campaigns

Users &

Groups

Email

Templates

Landing

Pages

Sending

Profiles

Pala g AY

fa) 3R
R, BERBENMLIER
BRRERIEERE—X

RPMBEFA
(RINBEHAITHEAERFAEFAXEMLESR)

FEF HR AR AR

BEMENNETH

NEHERIZEE

Sending Profiles — Hif8ECE



IRERIZ FER R ERR IR &,

New Sending Profile

Name:
Interface Type:

From:

@ om AT smpl) 250 OWER T, AMFERE

Host: / 524651_1%11
5

smtp.’ 145
Username:
@ O
Password:

TTTTTOe

EExME, T2l — TR YER&KEME, FR
TEFMEINEE (Send Test Email) .



Send Test Email
&~

@ Email Sent!

Send Test Email to:

asdad adaz @qg.com adasd

¥

MTRHEM QQ HFERTINTLEL, =

Default Email from Gophish <t

EHEA: < >

B [A]: 20205 FFo : 34
A : S < }@qq.com:
It works!

This is an email letting you know that your gophish
configuration was successful.

Here are the details:
Who you sent from. s @i mme sl mes -

Who you sent to:
First Name: asdad

Last Name: adas /

Position: adasd

Now go send some phish!

FEA: MWAAEETENZ Host &b, AEESRHA smtp
HIANmO: 25 w0, RARTSNE BEN BE
K, RBGIEEMEZE, #9825 iImO2AT, HLATRA
8 SSL BY SMTP BRZZIIR : 465 ik,



Users& Groups - HBREFRF 0
H

LR AT AEHIT T —P R E, REEHTHE A
FAHDIE, “Users& Groups”,

New Group

Mame:

+Add

Show| 14 entries Search:
First Name; Last Name Email Position
sss sss &« @qq.... adasd C]

Showing 1 to 1 of 1 entries \ Previous n Mext

—ARINE e E BTN PR EMN EREEM, FEILRE
o L& CVS X, #ITHEERN.




L A I First Name

A | B | C | D | E | F
First NamElLast MName Email Position
11 22 123(@qa.ce 111
11 22 124(@qa.ce 112
11 22 125(@qa.ce 113
11 22 126@ga.ce 114

sRee AR ITE ) BOET
# Bulk Import Users ‘ YL BT EIT AL

Show 10 ~ | entries Search:

First Name B Last Name Email Position

11 2 123@qq.com 111 8

11 2 124@qq.com 112 a8

11 2 125@4qq.com 113 8

11 2 126@4qq.com 114 8

sz das = ssdsa 8
Showing 1to 5of 5 entries Previous - Next

Email Templates — fJ& AR {4EE
R

BIREN A B HHEHRER LSRR EEH TR
58, WAISAEMMBERFERIER.




H—: HCHE.

New Template

Mamee:

st

Subect:

Tt HTHL

B I S|LI|iE =% &E|®

Sties

u,ri’-'ﬂ"n/

B #dd Tracking image

show 10 Ejnmiu

X ERE - P ™ DEE QB B

s | Capmns




N7 REICEBHREITH, Aok
AddTrackingimage, EXSERIENSH MRS LG
A—THE—SENREE R, SHRFRITAR, LhiaEE
ANt S#IER, PALLRIQMZEME S HWITH,
AddFiles M2 LEEBARINMIE . WNTRE AR Eft
Bl AMERNS

ariable Description
{{.RId}} The target's unique ID
{{.FirstName}} The target's first name
{{.LastName}} The target's last name
{{.Position}} The target's position
The target's email
{{. Email}}
address
{{.From}} The spoofed sender
The URL to the tracking
{{. TrackingURL}}
handler
{{.Tracker}} An alias for

{. URL}E The phishing URL



ariable

{{.BaseURL}}

/=

g0 LR RS EH

New Template

Name:

asdasza

Subject:

s,

Text HTML

B m @
BE I &

-

- e
”

= =
L |i= =

{{-RId}}
{{.FirstName}}

{{.LastName}}
{{.Position}}
{{.Email}}
{{.From}}
{{.TrackingURL}}
{{-Tracker}}

_body_p

u Add Tracking Image

<+ Add Files

Show| 10 w | entries

-

17

Description

The base URL with the
path and rid parameter
stripped. Useful for

making links to static

files.
i,
™R E=Q ¥ Bswe R
Styles Mormal -
Search:



TR EIRIERHLER .

BTG

Rld: RB158wh

FirstMame: dsa

LastName: sa

Position: =47

Email:

From: so

TrackingURL: 30 == B/track: rid=RB158wh
Tracker:

URL: 38 & B7rid=RB158wh

BaseURL:

ARIESEFRRVHN B I RERSENSE, BINEE4R
BHIRXE,



AR EAHMEFEEEER a8 RENmMESH
N eml 183K,

ITI0 | TR | St 20 | AN | RERETON | SRS | BUNAK | FRMRE
wEa

[ Fezgenvlshing

L3

L G
= Mcrcach = MR, . BT
AN, PR TR Morowt FBL. MRCT,
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SR i$ER . TRR
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| B WESE 200 % 10 1) 1 BRI R SRS
Macszacht WA,

LRTERN. LR .|
EESESCDE S BB SRR T L] SR RO SR,

AT Massaoh RN,

IR
)

o e, o o g, S, L T LA

REEBE notepad++ 3TFF, EHMENASR.



Received: fr e « i 1 (unknown &
[b-‘.‘:-u\..a-g-.-.. . 3
by newssw 3L gy -las il § e P MY id

BCE B P AR e SO m g
2020 05:E8:5% a.m

X 2Q-SPAM: twua

X-oW=FEAT; JSBuinls pi?04XCTiRgipl pwik5

X—-QQ-A T I i~

Import Email

Email Content:

AMOTQ

100103t

LWhpZGR1b] OndHJ1Z5cg¥Mx0PScnICE 9ib2R5Pg0KPC90dG1sPjwhLS0gY1YGIFPG
OG1YR3IVsOUVpNEFqQUWo 4xLjEuNCATLT4=
====boundary_3263 _d29b3%ed-b056-4c08-bfag-1457c514dledS--

A

Change Links to Point to Landing Page

5Del n.-ﬂn’ Hu - .- LM TATTIR 2 i 1in Py 1_q1 o}

ZHIARI%ERE Change Links to Point to Landing Page,
HEPEEE AT BTIEEEE, S import, BIRIAK
NN



2= Import Email

Subject:

—

EREITEA

Link

Display Text
vl

Protocol URL /

=other= » {{.URL}}




VAT

1. MRFBEXFUHMLEART 7THEEMYE, HLEAFTFF
THEIHE, FEATEHMEHER FEY html #1TESRH
W0, £ Text PHITIRME, BERTALEERTICR
N8

2. AddTrackinglmage INgEiC R A2 REM, XIEZ
Z, BN EEHRESISHMERE NAIFRREE HIR5!
NEERE, FTRTERZER, M, XS/
RIS HITHEER.

1780 | BFesRET | | sawaE | I | BB | fenRawE
f=Es L T HT s f__ BFEE (WA BTN
{ AN
" "
i m= I Sl BRI - -

g g o e |
g

A —— FARER TR E R

Landing Pages — A& T H

REIFNEHMEfE, FMAIEE LandingPages &Rk
MEEWIATIE, ASZIFFS html X4, HAHET



SAWULINEE, T3 BIinMIT#TE, TENTFERRT
EO

BRgs

N

i

in

=

=i Import Site,

Import Site

oh TmportRPE]
URL: /
http. manage/index/login \

R TR



RPgs

BXM N INEEYE E CaptureSubmitted Data #
CapturePasswords, iexSEEWMANIKSZ,

Redirect to EEiZMEEIAHNE, AESEESES
R E, BoikEEEIEAMILE,

stored in the database as cleartext. Be careful with this!

This option lets you
redirect the user to a page

after credentials are
submitted.

Campaigns — &1



BL& Campaigns, EE Name. EFH @ MEENR. %
EYaWitER. HEEH&EMIT URL, ES & HFHIFE.
RIFZEEMEA,

RS Hb®aWiE URL 1RIESCRRE & RN 15
s, EESIRNAIHEIE, ARBTERINZE Gophish FAIA
MYanH, FMESHNEARIRSH:tNE, (H&
URL &R 7T EIMHITHE, thol4iER IRt
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i, FRNMESNRSHENER, HEEHBRRETE
X, ST zNeanHE, MESERRR, HiRERE
EEEE, VaNLAIEREER, RAXERNZ
P B¥#4TIAE)




New Campaign

Manme:
ceshi

Email Template:

Landing Page:
ceshi

URL:@ /
hittpe/! 45

Launch Date Send Emails By (Optional) 8

Sending?rnfil,e:

s Launch Campaign BIRT i Ih &= R EHREIX
T,

Dashboard — {YF&tx

BT T EENEERMENINAISERRIE R .



Results for ceshi

—

Results for ceshi

Cumpsion Tataa,
"“'--.._\_‘\ pTTE

Ul mt [ Cliched [
O ) ’ c

0 g 39¥hEy

YUa RS, & gophish &, HRNEREHEXN
FTFFiE%, Email Opened,
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LS &E & gophish F&, EEBHEXNICHE. Clicked
Link,

1 rsed St [mail Opened “Sckond Lis S bm. Dats Emaid Beports
.
Details
Show 10 - rien e
Firat Name ama Emait Poution Seatun
sdna EEm

HEASTERNKSNEE, WakEEIREFHTIER
it (MERFEEIRELIER BSLAybIL) , a0
iz




LERYEZE gophish &, BRICE THEXNIKSHER

Ego

Dashbsoard
o Clicked Link
wpigns [ Wi (5 Vorinc 18]
Mt ersuons uoehond

(Psers & Growps
o Submitted Dats
Emadl Templates ) Wt 05 Voo )
et ersion Lndehract
Landing Pages —
Sending, Profiles
= View Details
eoount Setti
s Parameter  Value(s)
(Pser Manapement — LT manage;/indeyiogin/manage/index/_login hml
account_id
Webhooks [ i }
action add
code
Ubser Guilde e
password admin —
P1 Documentation
type ]
uuuuu me i —

AJ@ Export CSV IR HRIMNHIBIERAERSH

*,

Results for Copy of test
= = e

Raw Events Campaign Timeline

Eenail Sant Email Dpened Cligknd Link Subeitted Dats

SHENPENNR SR AR
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Py
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INE: —EERENNEIMH R B L ES TR, 1
A5 EMTFaRTEEER.

B]8E gophish BWAEHNENEINEL A HRERE, el
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URL 4MEE B 24150 & TTE bt BN T,
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BERGNSHE, FNEEAR. AEARBXITA
MKSeE ** FHRYSEE.

+g EECAESEIEH
& By Saeiie LW EHey B SRR Dmm NS A

E= | XXX, S
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Link

Display Text
EE 0 Fag GrERl T RESEY
&w

Protocol URL

<other v |G




5 2

HAiE eI word, word FIEFEEEBRREND,
BERPRE, REHEETA PC HB9BR.

& SN Emrf (¢ Chenacd )
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ek ] m.J u [ 2 B TS
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( i | & Source

= 79 Styles - | Format -
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iR T B S AR

body div span span span span span spa
span span span span span

Add Tracking Image

e
R

show| 4 entries Search:
TRIEN B) AR S5 2 K I e T HAOH A THBF BV B i .
] CVE-2013-0708iRAAN T axe

pan span span span span span

;Z[I *showing 1 to 1 of 1 entries Previous Mext

B 7 U FT ADLEISE R =& <
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W T SRR EDIE B it S R, A TR
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R4 25
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SuDject:

Email Subject

Text HTML

X B R E .- mE@mE O M| R Souce |3 |
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sy RECAESRSER
& By S LAEEoE EEEy B SRR Dmm NS AN

Ex | xx, S

HEXXEJahox BHNOARKKEEIEICT, MISENOAKESERRT, AEHKeEnga
BEA-aheE, i !
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lISE

Status
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Bez=
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— exe BI/R

AEERERRY exe,




B It RS ASHED

c3pA=IRE HTML Application o B

PIEE
EEHEIE

MS Office Macro | user
Payload Generator
USB/CD AutoPlay
Windows Dropper

Windows Executable /

Windows Executable (S)

B Windows Executable - O *

AT Windows 5y, HFTETEEREWindowsAlH,
T3k . fFEFCobalt Strike ArsenalfiZF (Z5H - » =

LEfres: [test vl Add

it [Windows EXE - ]

KE4: [~ & FEve4 payluadi

Generate ” ELA ]

hHFnrirrarAare s A R L B P B B N |




MAN&S=# TGS, KENNSEEMEHEINT
PRR:

B E @ .| MLm= ¥ @soe @
B I & I = := 29 | Styles - | Normal -
EHREE, Az

IEEARER AR T ER 2 EIT, PRS2 —{RDP (IDfE2EMERS) DEARNITRET
E§f, MECVERS: CVE-2015-0708, MIRERERISESII LEIIRE:T, RS TIHS
TFEEstHEEDE]

{{.Tracker}}

body p 4

a Add Tracking Image

Show 44 entries Search:

wne® o

0 CVE-2013-0708iiE%M T .exe 2}



AEET gophish FFEEHTHERE, XREBIXAIIU
TIE, WTFRRIEMINNERE, ER—EERE—THF
BRAEAFT MR, &LE) T EWANERZZAE, R
RERUIREH L EMKIGAEIET exe M{AEATAREF
HITER, 7T SEEMERAIRE X2 AP RS .

Opened Link

ARG T, BREZEMEATPHRA—TT
kR, TIMAILT, FBMBASEHIEENTIS B
Zi



iR T eI

@ Import Site

HTML

<html><heads
ceitle>MAH T F#HMll</cicies

Capture Submitted Data @

32 | [@ Source | [@

"text,/javascript">

TVE-2018-0702fMH T .exen;

REBRPERER, FT7T—7, RUAFALVAFPKE
TzREEME, FEITFTHEEME, MR AR
TEMKANEZE T HHHEFR exe, BRFREZSMHEIEX

FRER A\ BEIRIVEI B IR



%E%F;:% RLZE ﬁXQAIXﬁEM%ﬁ%ﬁ,
TERED ST, BN REBRESBHATTRT
% exe N5, o

First Name Last Name Email Position ’Jllnu_| Reported
"

mail Sent m
Open
' ' ' 0 0
Details
Shi e Serare
First Mame Last Name Email Position Status Reported

[ Clobend Lk |
| Chohed ink |
=1

XNFELME TS, REENE—TAER5E TR
BXEEHEEH XL TR, BEHEATESHIN,

MEABRIHRTET, BEESAERIRE THR exe
RS, RAEA, EF CS, RUBEMETIELE,

OE (i B=¢ B2 Mu S0 6 B0

extemal inesnal « wser computer note pd
- 28 kL A e * WO EGS 0T
L] = o et T 2 .

HTEFPARTFHITANSE, RLLRE—DRAFIA,
ZEIEE T EIEINF]TER
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B E—THE _EBEIARLRATHN OA IKS,
HHEIRA A,
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FHoARFREH
Text HTML
FE B &« & = ™R M= Q| BSorce @
B I & L | & = 99 | Styles « | Normal
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body p

Add Tracking Image
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TR, ARG ARREDR,

Email Email Clicked Submitted Email
Sent Dpened Link Data Reported

O 0 0

Details

First Name Last Name Email Position Status Reported

REBFFE—2, BTEATHET, WATHSH OA
kS M=,

password

type 0

USEmame

BRRELFET OA NKSHZEEY, IBMEEELKS
BRERM, WTMR, EFRMAI,
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