%1% PSEXEC fiiiAYHBLEEE -
SecPulse.COM | & Pkid

E /@TU.WI/\"?DBK}\ Eq% 108 )/5531

i

X2 BTN SERBA #Y5E 108 WX E,
EXHIT 3058 1F, FUTFIRATK 9 .

[
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AEENERNRG, REEBEETTE, IRFHE
PsExec WTH, ZrIgxAE, & LHARRMRLEIT
A, BHILER, IESHF—TEMT 14,
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Suite FEIZMLH, . mt), EETRENRAE
12 AlEFIT By BRI BT E4 EET 6
SEPATHIFIES . PsExeg B aiRaBitenet &

KIH, EFEEEEFIREZ,HREBEITTHITEMR
it J&*EI? fgﬁgﬁgfi S5a<iEdla L FERRISEE
REME, PsExec RBAMNINEEM EEILIERAHIZIZS
5IHE (W ipconfig. whoami) FEMNRERMLIRT
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B/Svo

e PsExec 155

1. psexec iR TR BRIz T EALEFXXHFFTED
/\?HEKIAE’J Adm|n$ /\?E%Eqéu C:WindOWS
BX.

2. psexec EILEZEZEEMMISR LR TR
“PSEXESVC” BRZ5. 1B psexec yz:@.’ﬂZE
X RS=BEshbR (FEan<1T MMEM exit 8<%
BH)



TFIRE

e PsExec IFiziTIRZE N
ERXFENR, B net sharAdmin $ &=, i
Mih0)? XEEHIMRIESTIE?

1. TCP = )/xiE¥F, BT SMB £iF#1T51%)
I6IE

2.3 ?;z admin$ H=, &3 SMB J5[a)ERIA
PSEXESVC.exe Sth;

3. #A ipc s BREEIEAR svectl fRSE
4. FIIF svectl fRSBFFE psexesve ARSS

5. £/ 4 T BEEURER, —
psexesvc BEBATREZAE, BIMNIE
& stdin (%#8A) . stdout (%) .
stderr (3idi) ATEEM@HRE.

FERXFEMR, B net sharAdmin $ =, 1E43h
[a? XEEHINKRESTIE?

PsExec v2.2 - Execute processes remotely
opyright (C) 2@e1-2816 Mark Russinovich
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ouldn't access 192.168.71.128:
b5 & i [a]

WRiE, Falle, MEEE, BURE admin TiEHES
SN



192.168.71.1 192.168.71.128 SMB2 172 Tree Connect Request Tree: \\192.168.71.128\IPC$

192.168.71.128 192.168.71.1 SMB2 138 Tree Connect Response

192.168.71.1 192.168.71.128 SMB2 212 Ioctl Request FSCTL_VALIDATE_NEGOTIATE_INFO
192.168.71.128 192.168.71.1 SMB2 131 Ioctl Response, Error: STATUS_FILE_CLOSED
192.168.71.1 192.168.71.128 SMB2 176 Tree Connect Request Tree: \\192.168.71.128\ADMIN$
192.168.71.128 192.168.71.1 SMB2 131 :iTree Connect Response, Error: STATUS_ACCESS_DENIEB """
192.168.71.1 192.168.71.128 SMB2 176 Tree Connect Request Tree: \\192.168.71.128\ADMINS
192.168.71.128 192.168.71.1 SMB2 131 Tree Connect Response, Error: STATUS_ACCESS_DENIED
192.168.71.1 192.168.71.128 SMB2 176 Tree Connect Request Tree: \\192.168.71.128\ADMINS
192.168.71.128 192.168.71.1 SMB2 [ 131 Tree Connect Response, Error: STATUS_ACCESS_DENIED
192.168.71.1 192.168.71.128 SMB2 176 Tree Connect Request Tree: \\192.168.71.128\ADMIN$
192.168.71.128 192.168.71.1 SMB2 131 Tree Connect Response, Error: STATUS_ACCESS_DENIED
192.168.71.1 192.168.71.128 SMB2 176 Tree Connect Request Tree: \\192.168.71.128\ADMINS

& admin $. IPC$, EXFREHE,

C:\lWindows\system32>net share

C:3

C:\Windows
C:\Users

=iRiFE— T, RAE admin$ IHEAT, VEHRRE (B8
/)\551}%1"""')

net use \\192.168.71.128\ipc$ .
Sul A 44 7E \\192.168.71.128\ipc$ T

#%192.168.71.128" A
A 192.168.71.128 %1

\Desktop
net use \\192.168.71.128\admin
B 7E \\192.168.71.128\admin$ T

i A\ 192.168.71.128 [{] % ™
ARG R




AHERBERRRS T ihE)? ITREE “MKihE. ELEAR
BN, EEMNELZRIFEXEITEN K, &%
E, FN2HE, HHA? remote UAC? 1RAFRIEENS,
E, X7

AtSEAT
e A TR R e AR
*  EFREERERERERTEN
- - *  FEEXHT Windows g8
O ek WESEEAEFE Windows 7 JERIE
Rt , A SRR |, X AR A E
i B,
MTER

HIB1T psexec:

.\PsExec64.exe \\192.168.71.128

PsExec v2.2 - Execute processes remotely

Copyright (C) 2001-2816 Mark Russinovich
Sysinternals - www.sysinternals.com

Starting PSEXESVC service on 192.168.71.128...

B2, AT, BiRSB2IBARI “PSEXESVC” BRS.
Rt 4xT remote UAC FiRIIAT? (FBAT RE~)



L PSEXESVC Ei=a]

UAC 2114? UAC 2ETE Windows Vista LASARAS
SINB—FrZ2AEl, AIAREIEREIZAGIN B2 B5h
HITRE, HPLEXEFRERRGIZE, BASTIHEHE
AEBARW UAC, REFEASESHMAINT? HAZE, A
DABSE At 2R A0 U6

AiE:

HKEY_LOCAL_MACHINESOFTWAREMicrosoftWindo
wsCurrentVersionPoliciesSystem #xi0#T DWORD 1&,
B#{&: LocalAccountTokenFilterPolicy 1,

H—H o

£MHARE, REER, FRITE217. psexec RIFFIAIE
TR T =1, F—: B TCP3 XiEFEEBN
445 1% 0; B SMB WEER SMBv2 MBS
=: #17 NTML JAIL,

051136 Len=o

cee? ineaos =
: RSEASMBV2HY

TLMSSP_CHALLENGE

NTMLIAE

=RIEFEE, HiEDHT SMB i), SMB(ZFR2

Server MessageBlock) @—MiX&, ATRETFEITEN
BHZE . FTEML. 0%, BN NN ESEMESE
B, SMB TERIBANT: REla BRI &%
— SMB negotiate protocol request i&EKEIEE, 3

FIHERFAIATE SMB kA (He Dialect 8
— = 1A M code IWRTE SMR AIREIRG 2R M 14> i



T 'Y AR LIPUHJ NN e BNV HoJ ] ITINAT T TN U /T 7

ETRRRA) , EFRPEMRRARASIRE OXFFFFH 455R5E

=
Ho
SMB2 Header
4 Negotiate Protocol Request (@x0@)
[Preauth Hash: 169, 146fd9bc 16cae@9fsa..]

StructureSize: ©xee24

Dialect count: 5

Security mode: @x@l1, Signing enabled

Reserved: 0020

Capabilities: @x@@eeee7f, DFS, LEASING, LARGE MTU, MULTI CHANNEL, PERSISTENT HANDLES, DIRECTORY LEASING, ENCRYPTION
Client Guid: 96010efS-1335-11eb-86b1-00e04c680053

NegotiateContextOffset: 0x0070

NegotiateContextCount: 5

.1 (0x0210)

1 SMB 3.0 (2x0300)
1 SMB 3.8.2 (0x0302)

Negotiate Context: SMB2_PREAUTH_INTEGRITY_CAPABILITIES

Mamatiasta Famtauk: CMD) CMFDVDTTAN FADADTI TTTEC

B5H1.28)R[E] NEGTIATE ResponseDialect #iEEIHE
ME(EAR SMB2.1, ZEitt SMB thE{ER SMBv2 tHilE
(SRR,

214 9.968506 192.168.71.128 192.168.71.1 SMB2 228 Negotiate Protocol Response

SMB2 Header
4 Negotiate Protocol Response (0x08)
[Preauth Hash: 24c220101d29f10325254fdbaf22d3f285d408792c4e6bfe..]
StructureSize: 8x@e41
Security mode: ©x01, Signing enabled
[(pialect: sMB 2.1 (exe21e) |
NegotiateContextCount: @

NTML TAIEFE, KEHE B3 &%
SESSION_SETUP_ANDX #h&E1EX, UMK ENS B
FrAl23 2 BN B IGIE, ZIEKRE SRR REE,

192.168.71.1 192.168.71.128 SMB2 220 Session Setup Request, NTLMSSP_NEGOTIATE

192.168.71.128 192.168.71.1 SHB2 4@1 Session Setup Response, Error: STATUS_MORE_PROCESSING_REQUIRED, N
192.168.71.1 192.168.71.128 5MB2 ion Setup Request, NTLMSSP_AUTH, User: \

192.168.71.128 192.168.71.1 SMB2 159 Session Setup Response

192.168.71.1 192.168.71.128 SMB2 172 Tree Connect Request Tree: \\192.168.71.128\ipc$

192.168.71.128 192.168.71.1 SMB2 138 Tree Connect Response

0 ,
NTLM Secure Service Provider

NTLMSSP identifier: NTLMSSP

NTLM Message Type: NTLMSSP_AUTH (©x00000003)

Lan Manager :

LMv2 Client Challenge: ©0080000000000000

NTLM Response: 942156b5b740c76d661c3f6a2b511140101000000000000...

Domain name: NULL

User name: 4
Host name: LAPTOP-NASCAKBS
Session Key: b2d93bbSfdf81@55e93254edfdf93037

Key Exchange, Negotiate 128, Negotiate Version, Negotiate Target Info




INIEZEER, psexec MEEIEREERATA? AR, &E

HA PsExec BITHERDITERE. &%, REtl@E
’rtl28 &1%E Tree connect rerquest SMB #EE, H7l
HARTA R SRR R ipcs. adming, BirflaiRe]
tree connect response N ZIE B R R ER S H
EZEIEE,

192.168.71.1 192.168.71.128 SMB2 172 Tree Connect Request Tree: \\192.168.71.128\ipc$
192.168.71.128 192.168.71.1 SMB2 138 Tree Connect Response

192.168.71.1 192.168.71.128 SMB2 212 Ioctl Request FSCTL_VALIDATE_NEGOTIATE_INFO
192.168.71.128 192.168.71.1 SMB2 131 Ioctl Response, Error: STATUS_FILE_CLOSED
192.168.71.1 192.168.71.128 SMB2 176 Tree Connect Request Tree: \\192.168.71.128\ADMIN$

192.168.71.128 168.71

SMB2 138 Tree Connect Response

EEAENTRG, BiY SMB ihaBAREXFxE
ADMINS$, B\ PSEXESVC.exe Xf*. (4d5a £ PE
XA BN FEAR I BT AT RO SRS MZ T4k )

22 1.061245 182.168.71.1 192.168,71.128 She2 256 Create Request File: PSEXESVC.exe

23 1.061366 192.168.71.128 192.168.71.1 o2 131 Creste Response, Error: STATUS_0BIECT_NAME_NOT_FOUND

24 1.061770 192.168.71.1 152.168.71.128 ez 346 Create Request File: PSEXESVC.exe

25 1.062352 152.168.71.128 192.168.71.1 sme2 386 Create Response File: PSEXESVC, exe SApsexesvc.exe
26 1.062873 192.168.71.1 192,168.71.128 e

27 1.062673 192.168.71.128 e
26 1.062674  192.168.71.1 192.168.71.128 TP 1514 25383 - 445 [AGK] 5eq=5004 Ack=1358 W

29 2062890  192.168.71.1 192.168.71.128 TCP 1514 25393 ~ 445 [AGK] 5eq=6464 Ack=1358 Win=1049609 Len=1460 [TCP segment of a reassemble. -
TCP payload (1460 bytes) i
TCP segment data (1460 bytes) |

close request and response IEERT
PSEXESVC.exe X{45EME N

146 1.064747 192.168.71.1 182.168.71.128 e 60 25303 - 445 [ACK] Seq=162176 Ack=1610 Win=1051136 Len=0

147 1.064859 192.168.71.1 192.168.71.128 TP 1514 25393 - 445 [ACK] Seq=162176 Ack=161@ Win=1051136 Len=146@ [TCP segment of a reassemb..
148 1.064860 192.168.71.1 192.168.71.128 SMB2 1438 Write Request Len:2720 OFf:159744 File: PSEXESVC.exe

149 1.064873 192.168.71.128 192.168.71.1 e 54 445 » 25393 [ACK] Seq=1618 Ack=165€12 Win=65536 Len=e

150 1.064929 192.168.71.128 192.168.71.1 smez2 138 Write Response
151 1.075660 192.168.71.1 192.168.71.128 E) 146 Close Request File: PSEXESVC.exe|
152 1.075013 192.168.71.128 192.168.71.1 sme2 182 Close Response

SMB2 (Server Message Block Protocol version 2)

82 Header
4 Close Request (@xes)
Structuresize: 8x0018
Close Flags: €xae0l
4 GUID handle File: PSEXESVC.exe
File Id: 0@00BE5I-000A-0000-6160-0000F F T F T
[Frame handle opened: 251

MHEEEEZE, psexec METREXAHHIZENE T —1 AR



55, FArEtIERET TixRSER.

Vioo = 9,
SetConsoleCtrlHandler(HandlerRoutine, 1);
nSize = 260;

GetComputerNameW(&Buffer, &nSize);

v4 = wesicmp(&Buffer, &::Buffer);

v5 = v133;

if ( 1va )
vE = 1;

v133 = v5;

swprintf(&Dest, L"%s.exe", aPsexesvc);
v6 = L"PSEXESVC_ARM";
if ( byte_14e@30B6B != 1 )
ve = L"PSEXESVCY;
if ( !sub_1400032E8(
e,
vl,
aPsexesvc,
(__inte4)aPsexesvc,
(__int64)&Dest,
(_inte4)ve,
(__int64)&Str,
(__ int64)word_140056360,
e,

dword_14002E1EC,
1)
&& (GetLastError() == 1460
|| !sub_1400032E0(
e,
vl,
aPsexesvc,
(__inté4)aPsexesvc,
(__int64)&Dest,
(__inte4)ve,
(__int64)&v11s,
(__int64)&v117,
e

)



1EEEE openservicew request FIEIER, KMIEHE,
FrigIZF2IE svectl N FHITFF psexesve RS

(psexec 7R svectl #iX, BN psexesve RSB T
SEB)

206 22.171570 192.168.71.128 192.168.71.1 SVeeTL 218 CloseServiceHandle response
- 207 22.172585 192.168.71.1 192.168.71.128 SVCCTL 258 OpenServiceW request
208 22.175010 192.168.71.128 192.168.71.1 SVCCTL 218 OpenServicel response
209 22.176875 192.168.71.1 192.168.71.128 SVCCTL 230 StartServiceW request
210 22.186758 192.168.71.128 192.168.71.1 SMB2 131 Toctl Response, Error: STATUS_PENDING
211 22.215301 192.168.71.128 192.168.71.1 SVCCTL 198 StartServiceW response
212 22.216363 192.168.71.1 192.168.71.128 TCP 60 25393 » 445 [ACK] Seq=167731 Ack=3907 Win=1050368 Len=

Reserved: 6000
Function: FSCTL_PIPE_TRANSCEIVE (@xeel1cel7)
GUID handle File: svcctl
Max Toctl In Size: @
Max Toctl Out Size: 1024
4 Flags: ©x00000001
FSCTL: True

Reserved: 00000000

1950 00 00 19 00 00 00 00 €0 00 00 Tf fe 00 00
wese [THT 15 00 00 @0 @0 04 @0 00 00 00 00 00
00 60 00 00 00 @0 00 00 ©0 60 39 €0 00 00
11 @0 61 @0 80 00 00 00 ©0 00 65 00 60 00
Ff ff 78 00 00 @0 50 00 ©0 60 00 00 60 00 78 00 X-P x
©0 60 00 00 00 @0 @0 ©4 ©0 60 01 €0 00 00 -
90 90 ©5 00 90 03 10 @0 00 20 50 0 0. °0
00 00 33 00 00 00 00 00 10 00 00 @0 00 00
61 b7 £3 1f d2 42 a6 25 26 8e el 60 60 35
00 60 00 00 00 @0 89 00 00 60 50 @0 53 00
0 58 00 45 80 53 00 56 00 43 00 00 00 00 08 ff 01 |X-E-SV- C
100 ef 0o

MRBEEEER, CEELESRKRSIHBENEESR.
PsExec {EA & EE R ZE—ait B RIHIZLZ (6]
FEBEB—TNENAEITENRANEHRIZZE, 3FEH
FERY. BOENERIBIEEE.



fwprintf(,

+ 2, L"\rConnecting with PsExec service on %s...",
leNa

swprintf(&FileName, L™\\\\%s\\pipe\\%s", v1, aPsexesvc);

do

.
swprintf(&FileName, L"\\\\\%s(\\pi;}éﬂixs-is"dléédi . U4z, aPsexesvc, &word_14085A580, agsAndAt tes);
quord_14002E1F@ = (__int64)sub_140004780(&Fileame, ©x40000000U);

if ( quord_14002E1F0
43 = GetlastError();

LODWORD ( GetCurrentProcessId();

swprintf (&F ame, L”\\\\%s\\plpe\\'fs -%s-%d- stdout™,

quord_14002E1F8 = (__i

if ( quord_14002E1F8
i3 = GetlastError();

1)

, aPsexesvc, &word_14005A588,
00) ;

LODWORD (dF tesb) = GetCurrentProcessId();

swprintf(&FileName, L"\\\\%s\\pipe\\%s-%s-%d-stderr”, v42, aPsexesvc, &word_140@5A580, dwFlagsAndAttributesb);
qword_14002E200 = (__int64)sub_140004788(& . ©X800800080) ;

if ( quord_14002£200 == -1 && 1v43

43 = GetlLastError();

—rreTeg
}
while ( hFile

Mode = 2;
SetNamedPipeHandleState(v13, &Vode, 0164, @i64);

MEIEB B &I IEEIE psexesve. stdin, stdout,
stderr 4 M REE,

(HANDLE)-1i64 );

192.168.71.1 192.168.71.128 sMB2 194[Toct] Request FSCTL_PIPE_TRANSCEIVE File: PSEXESVC

192.168.71.128 192.168.71.1 sMB2 186 Toctl Response FSCTL_PIPE_TRANSCEIVE File: PSEXESVC

192.168.71.1 192.168.71.128 sMB2 174 Write Request Len:4 Off:0 File: PSEXESVC

192.168.71.128 192.168.71.1 SMB2 154 [Read Response

192.168.71.1 192.168.71.128 sMB2 264 [Toct] Request FSCTL_PIPE_WAIT Pipe: PSEXESVC-LAPTOP-NASCAKBS-16756-stdin
192.168.71.128 192.168.71.1 sMB2 17@ Ioctl Response FSCTL_PIPE_WAIT

192.168.71.1 192.168.71.128 sMB2 250 Create Request File: PSEXESVC-LAPTOP-NASCAKBB-16756-stdin

192.168.71.128 192.168.71.1 sMB2 210 Create Response File: PSEXESVC-LAPTOP-NABCAKBB-16756-stdin

192.168.71.1 192.168.71.128 sMB2 162 GetInfo Request FILE_INFO/SMB2_FILE_STANDARD_INFO File: PSEXESVC-LAPTOP-NASCAKBS-1..
192.168.71.128 192.168.71.1 sMB2 154 GetInfo Response

192.168.71.1 192.168.71.128 sMB2 266[ Toct]l Request FSCTL_PIPE_MAIT Pipe: PSEXESVC-LAPTOP-NABCAKBS-16756-stdout
192.168.71.128 192.168.71.1 sMB2 176 ToctT Response FSCTL_PIPE_WALT

192.168.71.1 192.168.71.128 sMB2 252 Create Request File: PSEXESVC-LAPTOP-NASCAKBB-16756-stdout

192.168.71.128 192.168.71.1 sMB2 210 Create Response File: PSEXESVC-LAPTOP-NABCAKBS-16756-stdout

192.168.71.1 192.168.71.128 sMB2 162 GetInfo Request FILE_INFO/SMB2_FILE_STANDARD_INFO File: PSEXESVC-LAPTOP-NABCAKBS-1
192.168.71.128 192.168.71.1 sMB2 154 GetInfo Response

192.168.71.1 192.168.71.128 sMB2 266(Ioct]l Request FSCTL_PIPE_MWAIT Pipe: PSEXESVC-LAPTOP-NABCAKBS-16756-stderr
192.168.71.128 192.168.71.1 SMB2 17 Toctl Response FSCTL_PIPE_WAIT

192.168.71.1 192.168.71.128 sMB2 252 Create Request File: PSEXESVC-LAPTOP-NASCAKBS-16756-stderr

BEEAEMIN, psexec AJIERER, SMINZELBR
28 cmd,

.\PsExec64.exe \\192.168.71.128

PsExec v2.2 - Execute processes remotely
opyright (C) 20881-2016 Mark Russinovich
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icrosoft Windows [fR4x 6.1.7601]
7 (c) 2809 Microsoft Corporation.

:\Windows\system32>

EERIRES, WEI=EMR 30s mBirlas xix—X



TCP-keep—-alive {1EE1, 1R#F TCP L\BhiEIE,

KR T

=IAE

192.168.71.128
192.168.71.128
192.168.71.128
192.168.71.1
192.168.71.1
192.168.71.128
192.168.71.1
192.168.71.128
192.168.71.1
192.168.71.128
192.168.71.1
192.168.71.1
192.168.71.128
192.168.71.1
192.168.71.128
192.168.71.1
192.168.71.1
192.168.71.128
192.168.71.1
192.168.71.128

EEE, top IREFKFEER,
psexesvc. stdin, stdout. stderr4d MNEELSXH,

192.168.71.1
192.168.71.1
192.168.71.1
192.168.71.128
192.168.71.128
192.168.71.1
192.168.71.128
192.168.71.1
192.168.71.128
192.168.71.1
192.168.71.128
192.168.71.128
192.168.71.1
192.168.71.128
192.168.71.1
192.168.71.128
192.168.71.128
192.168.71.1
192.168.71.128
192.168.71.1

54 445 - 4818 [ACK] Seq=7594 Ack=28835 Win=65280 Len=0
182 Close Response
182 Close Response
60 4818 » 445 [ACK] Seq=28835 Ack=7850 Win=105088@ Len=0
171 Read Request Len:4 Off:@ File: PSEXESVC
142 Read Response
171 Read Request Len:19040 Off:@ File: PSEXESVC
102.. 445 » 4818 [ACK] Seq=7938 Ack=29@69 Win=65280 Len=10220 [TCP
60 4818 - 445 [ACK] Seq=29@69 Ack=18158 Win=1051136 Len=0@
8958 Read Response
60 4818 » 445 [ACK] Seq=29@69 Ack=27662 Win=1051136 Len=@
146 Close Request File: PSEXESVC
182 Close Response
Close Request File: PSEXESVC-LAPTOP-NABCAKB8-18744-stdin

"
Iy
&

182 iCiose Response

60 4818 - 445 [ACK] Seq=29253 Ack=27318 Win=1050880 Len=0
126 Tree Disconnect Request

126 Tree Disconnect Response

Session Logoff Reguest

126 Session Logoff Response

"
9
o

psexec INEFIEREE

, EBTSNEEHEFT

4 Event 4624, 4628, 4634, EZLHEFRTE
Event 7045 (i2% PSEXESVC Z3E) . Event 7036
(i2F PSEXESVC REIRT) .



PSEXESVC [RSS4M T IEfEETT W&,

liFERie iz

BRZS 4 FR: PSEXESVC

RS 34E: %SystemRoot%\PSEXESVC exe
PRS2 P ETURSS

RS EaEEE: =55

FRSSHF: LocalSystem

HESWRM): 258

ER(S): Service Control M i2#A4iE](D): 2020/10/22 15:58:34
=4 ID(E): 7045 {ESZERIY): &

FBIL): =8 XK £H

=) =I(0)% WIN-ESFSOBM2I| i+E#L(R): WIN-ESFSOBM2INO

BERBO): =8
BEZERD:  BHFTEAE

B9, = psexec iz BT EEE, AIHITIZER
PSEXESVC.EXE #&#ZHXZ B#ntll23#Y C:Windows B#
T, AEBWTIRRRREEGS, psexec WiffE, BRl
28 C:Windows B:x TH) PSEXESVC.EXE #IfR.

pexec EIZIN, FTFFBEMRLZE cmd, AIHIIT cmd 18
xm%, AEHEMEX®S:

psexec \\ip -u administrator -p 123456 -d -s calc



1517 calc [FiR[El, Birlgd ESE—1 calc #iZ, -s
BERRURREMET. BEOSEATN, WREFEBR
M2REEXTEO, FEMSE - i,

psexec \\ip -u administrator -p 123456 -d calc

MY BDIETT calc, AFIRE.,

psexec \\ip -u administrator -p 123456 -i -d cmd /c si

MBS SMITAEENTT, HiLtERIXD
RITT.

.\PsExec64.exe \\192.168.71.128

PsExec v2.2 - Execute processes remotely
Copyright (C) 2861-2016 Mark Russinovich
Sysinternals - www.sysinternals.com

osoft Windows [fiA< 6.1.7601]
Ji4i (c) 2009 Microsoft Corporation. {5 % i1 KLF|

C:\Windows\system32>ipconfig

indows IP I

A C B

. : localdomain

. : fe80::c0d3:2806:a786:6415%11
1 192.168.71.128

. : 255.255.255.0
: 192.168.71.2

R
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MEEEIREAMNERIZE ﬁp%moﬁ%mm,hﬁw
BB S5 P¥exec MMM ST TSR BMRE, &
ISR R AR INIE X H S R S R E e, a8

%tﬁmﬂfi\ =8ESH

— -—
- —

RXfEE: BTN SERBA

AXNLEEEEEE RS, BHIFFR:
https://www.secpulse.com/archives/146441.html
EE
A @R SimpRead L, FBLURFHENRALS

{ERT SFBIRIDEDITSIE PR, RHEBEE MR
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