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retVal = payload

if payload:
retval = "*
quote, doublequote, firstspace = False, False, False

for i in xrange(len(payload)):
if not firstspace:
if payload]il.isspace():
firstspace = Tru

L w

retVal += "+
continue

elif payload[i] == "\':
quote = not quote

elif payload[i] == """
doublequote = not doublequote

elif payload[i] == " " and not doublequote and not quote:
retval += "+"
continue

retVal += payload]i]

return retVal
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next_retvVal = ""

i=20

while i < len(retVal):

if retVal[i] == '%' and (i < len(retVal) - 2) and retVal[i
+ 1:1 + 2] in string.hexdigits and retVal[i + 2:i + 3] in

string.hexdigits:

next_retVal += retVal[i:i + 3]

elif retVal[i] != '



next retVal += '%%%s' % retVal[i]

next retVal += retVal[i]

next retVal
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bobo. aspx ¥ EALIL U1 F -

<%@ Page Language="C#" AutoEventWireup="true"

CodeBehind="bobo.aspx.cs" Inherits="XSS.bobo" %>

<IDOCTYPE html>

<html xmlns="http://www.w3.0rg/1999/xhtml">

<head runat="server">

<meta http-equiv="Content-Type" content="text/html; charset=utf-
8||/>

<title></title>

</head>

<body>

<form id="forml" runat="server">



<div>

</div>

</form>

</body>

</html>

bobo.aspx. csHIACRE a1 F :

using System;

using System.Collections.Generic;

using System.Lingq;

using System.Web;

using System.Web.UI;

using System.Web.UI.WebControls;

using System.IO;



using System.Text;

namespace XSS

{
public partial class bobo : System.Web.UI.Page
{
public static string EncodeBase64(Encoding encode, string
source)
{

string decode = 5

byte[] bytes = encode.GetBytes(source);

try



decode = Convert.ToBase64String(bytes);

catch

decode = source;

return decode;

protected void Page_Load(object sender, EventArgs e)

string db = "botIPs.txt";

string addr = HttpContext.Current.Request.UserHostAddress;



HttpContext.Current.Response.AddHeader("Access-Control-

Allow-Origin", "*");

HttpContext.Current.Response.AddHeader("Access-Control-

Allow-Credentials", "true");

object getaddrIsin =
HttpContext.Current.Request.QueryString["getaddr"];

if (getaddrIsin !=null && getaddrIsin.ToString() != "")

HttpContext.Current.Response.AddHeader("Content-type",
"text/json; charset=utf-8");

object boboCookieIsin=

HttpContext.Current.Request.Cookies["getaddr"];

string Info = 5

if (boboCookieIsin != null && boboCookieIsin.ToString()
!= llll)



Info = $"var returnCitySN = {{\"cip\": \"{addr}\",
\"bobo\":\"111111\"}};";

Response.Write(Info);

else

Info= $"var returnCitySN = {{\"cip\": \"{addr}\",
\"bobo\": \"000000\"}};";

object boboIsin =

HttpContext.Current.Request.QueryString["bobo"];

if (boboIsin != null && boboIsin.ToString() != "")



HttpCookie httpCookie = new HttpCookie("bobo");

httpCookie.Value = "bobo";

httpCookie.Expires = DateTime.Now.AddDays(10);

HttpContext.Current.Response.SetCookie(httpCookie);

object get_ip =
HttpContext.Current.Request.QueryString["ip"];

if (get_ip != null && get_ip.ToString() != "")

string botIP = get ip.ToString();

StreamReader streamReader = new StreamReader(db);

string line = streamReader.ReadToEnd();



streamReader.Close();

string[] botIPs = line.Split('\n'");

if (botIPs.Contains(EncodeBase64(Encoding.Default,
botIP)))

Response.Write("ip exist");

else

StreamWriter streamWriter = new StreamWriter(db);

streamWriter.Write(botIP+"\n");

streamWriter.Close();



object search=

HttpContext.Current.Request.QueryString["search"];

if (search != null && search.ToString() != "")

string ip = search.ToString();

if (File.Exists(db))

StreamReader stream = new StreamReader(db);

string line = stream.ReadToEnd();

stream.Close();

string[] botIPs = line.Split('\n');



if (botIPs.Contains(EncodeBase64(Encoding.Default,

ip)))
{
Response.Write("in");
}
else
{
Response.Write("bobo");
}
}
}
}



Global.asax.csFEH AU F .

using System;

using

using

using

using

using

System

System

System.

System

System

.Collections.Generic;

.Ling;

Web;

.Web.Security;

.Web.SessionState;

namespace XSS

public class Global : System.Web

.HttpApplication



protected void Application_Start(object sender, EventArgs e)
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