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Target Payloads | Options

@) Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which

payloads are assigned to payload positions - see help for full details.

Artack type: | Sniper
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1 POST /legin2 HTTR/1.1
2 Host!: et

J User-Agent: Mozilla/S.0 (M11; Linux xB6_64; rv:68,0) Gecltof?ﬁlﬂm.m Firefox/68.0
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5 Accept-Lmsnguage: en-US,en;g=0.5

& Accept -Encoding: gzip, deflate

7 Referer: ' TR ; forr =t Mot

8 Content-Type: application/x-www-form-urlencoded

4 Content-Length: 51

10 Connection: close

11 Cookie: session=DR3gu SFETV; verify=carlos
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! Session handling rule editor

llJ Tools Scope
Select the tools that this rule will be applied 1o
& Target [ Scanner ] Repeater
o Spder (¥ Intruder (¥ Sequencer
[ Extender (_J Praxy (use with caution)

@ums«:om
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® Use custom scope

|_J Use advanced scope control

Includs in scope

[ Add J|Eﬂiiﬂlll'-'nh
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@ Rule Description

;Ruln

lll Rula Actions

The actions below in sequence when this rule is applied to a request.

i Py

Use cooloes from the session handling cookie jar
Set a specific cookie or paramater value
Check session is vaid

Imvoke a Burp extension
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based on the result of the

Note that the request currently being processed by this session handling rule will still be issued, so the macro should not include
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HUpﬂnmmﬂlmmﬂiﬂhﬂmm
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[_J Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

(L) Update only the following parameters:

[ Update current request with cooloes from session handling cookie jar
@ Update all cooloes except for

Y

i Update only the following cookies
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Host : %7 & VPS
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