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PythonftHg
#coding:utf-8

import os

import json

class Linux_Check:

def __init__(self):



ipadd="ifconfig -a | grep Bcast | awk -F "[ :]+
$4}III

"{print

self.passmax="cat /etc/login.defs | grep PASS_MAX_DAYS |

grep -v “# | awk '{print $2}'"

self.passmin="cat /etc/login.defs | grep PASS_MIN_DAYS |
grep -v *# | awk '{print $2}'"

self.passlen="cat /etc/login.defs | grep PASS_MIN_LEN | grep
-v " | awk '{print $2}'"

self.passage="cat /etc/login.defs | grep PASS_WARN_AGE |

grep -v *# | awk '{print $2}
self.uid="awk -F[:] 'NR!=1{print $3}' /etc/passwd"

self.sshd_config="cat /etc/ssh/sshd_config | grep -v ~#

|grep 'PermitRootLogin no'"

self.bash_histrory="cat /etc/profile|grep HISTSIZE|head -
1]awk -F[=] '{print $2}'"

self.Result=[]

self.ssh _authorized user={}

def check_passmax(self):

result= {"name":" & /AEFEHE",

"level":"middle","service":[""],"user":["root"],"filename":["/et

c/login.defs"],"port":[""],"src_port":[""],"dest_port":[""],"pid

":[""],"pr‘otocol":[""])"check":Tr‘ue}
try:
shell process = os.popen(self.passmax).read()

if @< int(shell process)<=90:



result["msg" =" AWK E Y N%s" %shell_process
else:
result["check"]=False
result["msg"]=" 1G4 JAW A%s" %shell_process
except Exception as e:
result["error"]=str(e)
finally:

self.Result.append(result)

def check_passmin(self):

result= {"name":" 14 & b/ [a] [E] B,
"level":"middle","service":[""],"user":["root"],"filename":["/et
c/login.defs"],"port":[""],"src_port":[""],"dest_port":[""],"pid

":[""],"protocol":[""],"check":True}
try:
shell process = os.popen(self.passmin).read()
if int(shell process)>=6:

result["msg"]=" 15 B &G/ N E R N%s K, 756 2R

%shell process
else:

result["check"]=False

result["msg"]=" 15 HS G/ N E ] E %S K, AREEER, BRE R T5%
FT6K" %shell _process



except Exception as e:
result["error"]=str(e)
finally:

self.Result.append(result)

def check_passlen(self):

result= {"name":" & HK/NKAE",
"level":"middle","service":[""],"user":["root"],"filename":["/et
c/login.defs"],"port":[""],"src_port":[""],"dest_port":[""],"pid
":[""],"protocol”:[""], " "check":True}

try:
shell process = os.popen(self.passlen).read()
if int(shell process)>=8:

result["msg"]="H5 &K/ N N%s, A K"

%shell process
else:

result["check"]=False

result["msg"]=""&/NKE N%s, RFFEER, B ER/NER T%T8"

%shell process
except Exception as e:
result["error"]=str(e)
finally:

self.Result.append(result)



def check_empty(self):

result= {"name":"f&ZEgH 05",
[

"level":"critical","service":[""],"user":["root"],"filename":["/

etc/shadow"], "port":[""],"src_port":[""],"dest_port":[""],"pid":
[""],"protocol”:[""],"check":True}

try:

shell process = os.popen("awk -F: 'length($2)==
{print $1}' /etc/shadow 2>/dev/null").read().splitlines()

if not shell process:
result["msg"]="N{F1EZ255 0K "
else:

result["check"]=False

result["msg" ]="{F1E%55 1 5K P %s"%str(shell_process)
except Exception as e:
result["error"]=str(e)
finally:

self.Result.append(result)

def check sudo(self):

result= {"name":"fu & sudo R H ",
"level":"critical","service":[""],"user":["root"],"filename":["/
etc/sudoers"],"port":[""],"src_port":[""],"dest_port":[""],"pid"
:[""],"protocol”:[""],"check":True}



try:

shell process = os.popen("cat /etc/sudoers
2>/dev/null |grep -v '#'|grep 'ALL=(ALL)'|awk '{print
$1}'").read().splitlines()

userinfo=[]
for user in shell process:
if user.replace("\n", "") != 'root':
userinfo.append(user)
if not userinfo:
result["msg" ]=""R1EIEsduoki AL F 5 H
else:

result["check"]=False

result["msg" ]="{F{Esudof [R5 ' %s"%str(userinfo)
except Exception as e:
result["error"]=str(e)
finally:

self.Result.append(result)

def check_gid(self):

result= {"name":" K &R A",
"level":"critical","service":[""],"user":["root"],"filename":["/
etc/passwd"],"port":[""],"src_port":[""],"dest_port":[""],"pid":
[""],"protocol”:[""],"check":True}



try:

shell process = os.popen("cat /etc/passwd | grep
'/bin/bash' | awk -F: '$4==0 {print $1}'
2>/dev/null™).read().splitlines()

userinfo=[]
for user in shell process:
if user.replace("\n", "") != 'root':
userinfo.append(user)
if not userinfo:
result["msg" =" RAF{ERF AL "
else:
result["check"]=False
result["msg" ]="/F{ERF LA P %s"%str (userinfo)
except Exception as e:
result["error"]=str(e)
finally:

self.Result.append(result)

def check _passage(self):

result= {"name":" [ 4 i HAERE I A] KA,

"level":"info",

service":[""],"user":["root"],"filename":["/etc/
login.defs"],"port":[""],"src_port":[""],"dest_port":[""],"pid":

[""],"protocol":[""],"check":True}

try:



shell process = os.popen(self.passage).read()
if int(shell process)>=30:

result["msg"]=" 17 id W& i (8 REC%s , 7765 2R

%shell process
else:

result["check"]=False

result["msg"]=" 15t WIEE B 0] KECN%s, ARFE 2K, BE KT T30
H/N TS AEFEY" %shell_process

except Exception as e:
result["error"]=str(e)
finally:

self.Result.append(result)

def check uid(self):

result= {"name":" &I rootlk Z-UID NOHIIK =",
"level":"critical","service":["ssh","sshd"],"user":["root"],"fil
ename":["/etc/passwd"],"port":[""],"src_port":[""],"dest_port":[

""]’"pid":[""],"pr‘otocol":[""]’"Check":Tr‘ue}
try:

shell process =

os.popen(self.uid).read().splitlines()

if "@" not in shell process:

result["msg" =" FEIrootlk 51K EUIDANO, FFH K"



else:

result["check"]=False

result["msg"]="{F{EIErootlK 5-HIK 5 UID N0, AFFAZ K"
except Exception as e:
result["error"]=str(e)
finally:

self.Result.append(result)

def check _sshdconfig(self):

result= {"name":"fE& &G LV FrootlK S E %",
"level":"high","service":["ssh","sshd"],"user":["root"],"filenam
e":["/etc/ssh/sshd_config"],"port":["22"],"src_port":[""],"dest_
port":[""],"pid":[""],"protocol™:[""],"check":True}

try:

shell process =

os.popen(self.sshd_config).read().splitlines()
if shell process:
result["msg"]="root RAEFE B R4 A Hok"
else:
result["check"]=False
result["msg"]="root 7 Al LLZFE B K ARG A& 2K
except Exception as e:

result["error"]=str(e)



finally:

self.Result.append(result)

def check _auditd(self):

result= {"name":"fEE LI E HEH tauditd"”,
"level":"high","service":["auditd"],"user":["root"],"filename":[
"/etc/ssh/sshd_config"],"port":["22"],"src_port":[""],"dest_port
el""],"pid":[""],"protocol”:[""],"check":True}

try:

shell process = os.popen("service auditd

status").read().splitlines()
for info in shell process:
if "Active: active (running)" in info:
result["msg"]="JFE T H&H% itauditd"
result["check"]=True
break
else:
result["check"]=False
result["msg"]="1%AHE A &% itauditd"
except Exception as e:
result["error"]=str(e)
finally:

self.Result.append(result)



def check_bash_history(self):

result= {"name":"JJj 8 iy 5 ERAF B B KSR ERGI "

"level":"high","service":[""],"user":["root"],"filename":["/etc/

pr‘ofile"]’"por‘t":[""],"Sr‘c_por‘t“:[""],“dest_por‘t":[""],“pid":["“
1, "protocol™:[""],"check":True}
try:

shell process =

os.popen(self.bash _histrory).read().splitlines()[©]
if int (shell_process)<=500:
result["msg" ]=" 7 LR AF A B R 5 SR B A Bk
else:

result["check"]=False

result["msg"]="7 EERAFA B R SR B 1 500 - AN & BE oK "
except Exception as e:
result["error"]=str(e)
finally:

self.Result.append(result)

def check _open_Telnet(self):

result= {"name":"K&ZH T/ Etelnet”,
"level":"high","service":["telnet"],"user":["root"],"filename":[
"/etc/xinetd.d/telnet"],"port":[""],"src_port":[""],"dest_port":
[""1,"pid":[""],"protocol”:[""],"check":True}



try:

shell process=os.popen("cat /etc/xinetd.d/telnet |
grep disable | awk '{print $3}'")[@]

if shell process!="yes":
result["msg"]="% A IFETelnet/ix %"
else:
result["check"]=False
result["msg"]="JF/FE T telnet/x%"
except Exception as e:
result["error"]=str(e)
finally:

self.Result.append(result)

def check _open_nfs(self):

result= {"name":"f & &G H Enfsiks",

"level":"high","service":["NFS"],"user":["root"],"filename":[""]

,"port":[""],"src_port":[""],"dest_port":[""],"pid":[""],"protoc

ol":[""],"check":True}
try:

shell process=os.popen("chkconfig --list nfs |grep

on").read().splitlines()
if not shell process:
result["msg"]="%AH I Enfsii5"

else:



result["check"]=False
result["msg"]1="JF&E I'nfs/k%"
except Exception as e:
result["error"]=str(e)
finally:

self.Result.append(result)

def check _file analysis(self):

result= {"name":"fu & & ER G SCHFBR",
"level":"high","service":[""],"user":["root"],"filename":['/etc/
passwd',
'/etc/shadow’', '/etc/group','/etc/securetty','/etc/services', " /et
c/xinetd.conf','/etc/grub.conf',"'/etc/lilo.conf"'],"port":[""],"s
rc_port":[""],"dest_port":[""],"pid":[""],"protocol™:[""],"check

":True}
try:

files = ['/etc/passwd’',
'/etc/shadow’', '/etc/group','/etc/securetty','/etc/services', " /et

c/xinetd.conf','/etc/grub.conf','/etc/lilo.conf']
file_info=[]
for file in files:

if not os.path.exists(file): continue

shell process = os.popen("ls -1 + file +

2>/dev/null |awk '{print $1}'").read().splitlines()

if len(shell process) != 1: continue



if file == '/etc/passwd' and shell process[0] !=

-rw-r--r--"

info= "/etc/passwd

SCAFRURAE B, shell_process[@]
file_info.append(info)

elif file == '/etc/shadow' and shell process[0]

info="/etc/shadow

SCAFRURAR B, shell_process[0]
file_info.append(info)

elif file == '/etc/group' and shell_process[0]

I= "-rw-r--r--

info= "/etc/group
SCAERLRAE B %s ", shell_process[0]

file_info.append(info)

elif file == '/etc/securetty' and

shell process[@] != '"-rw-------

info= "/etc/securetty

SCAFRURAE B, shell_process[0]
file_info.append(info)

elif file == '/etc/services' and

shell process[@] != '"-rw-------

info= "/etc/services

SCAFRURAR B, shell_process[0]
file_info.append(info)

elif file == '/etc/xinetd.conf' and

shell process[@] != '"-rw-------



info= "/etc/xinetd.conf

SRR AEFE ", shell_process[0]
file _info.append(info)

elif file == '/etc/grub.conf' and

shell process[@0] != '"-rw-------

info= "/etc/grub.conf

SRR AEFE ", shell_process[0]
file _info.append(info)

elif file == '/etc/lilo.conf' and

shell process[@0] != '"-rw-------

info="/etc/1lilo.conf

SAEARAZ " shell process[0]
file _info.append(info)
if not file_info:
result["msg" ]="HERG LR EALL, "
else:
result["check"]=False
result["msg" =" CHFRR K AL %s " %str(file_info)
except Exception as e:
result["error"]=str(e)
finally:

self.Result.append(result)

def check_authorized keys(self):



result= {"name":"fE & sshfm il xk",
"level":"critical","service":["sshd","ssh"],"user":["root"],"fil

ename":[".ssh/authorized_keys"],"port":[""],"src_port":[""], "des

t_port":[""],"pid":[""],"protocol™:[""],"check":True}
try:
for dir in os.listdir('/home/"):

self.file_analysis( os.path.join('%s%s%s"' %

('/home/', dir, '/.ssh/authorized_keys')),dir)
self.file analysis('/root/.ssh/authorized keys',
"root")

if not self.ssh_authorized_user:

result["msg" ]=""N1F1E 05"

else:

result["check"]=False

result["msg" ]="{F{EREILE F%s " "%str(self.ssh_authorized_user)

except Exception as e:

result["error"]=str(e)

finally:

self.Result.append(result)

def file_analysis(self, file, user):

try:



if os.path.exists(file):

shell process = os.popen("cat + file +

2>/dev/null |awk '{print $3}'").read().splitlines()

if shell process:

self.ssh_authorized user[file]=shell process

return
except:

return

def run(self):
self.check_passmax()
self.check passmin()
self.check_passlen()
self.check_passage()
self.check_uid()
self.check_sshdconfig()
self.check_auditd()
self.check bash history()
self.check_open_Telnet()
self.check _empty()
self.check_gid()

self.check _sudo()



self.check _open_nfs()
self.check_file_analysis()

self.check _authorized keys()

if __name__ == '__main__
obj=Linux_Check()
obj.run()

print (json.dumps(obj.Result,encoding="UTF-8",

ensure_ascii=False))
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