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* Jlogin HTTP/1.1 HTTP/1.1 ?'fl['J
P Server:
Content-Type: application/json;charset=UTF-8 Date: Wed, 2'—1 Apr 2020 06:49:27 GMT
. Content-Type: application/json

(iPhone; i0S 13.4; Scale/3.00)
g e: zh-Hans;g=1 ot ) | 184-bb
t-Length: 512
Accept-Encoding: gzip, deflate lelet Pnh— xweb; Max-Age=0;
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MMAEZRERE T EZshelllld, EFPFXEXRTURAENZEZOWUSRANIRFE,
ABRECETAEEEHR, ROUWSRARAAEXELAERERDIE, BRMEHLZHIT
APPINZ, MEME. XMSHEZHTFESENLLRE, GBEERXRNFEHAKE,
HTEE, ENHMEEMRERIT,

ETXRMESEHBRAPEAKENEE, Bine
1. 5F8BPAXMNrequestflresponse I EIE S ;

2. MBI N8, ERHELE.
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frida@FaRE4EappiiGreasemonkey, HWHEW—=S, ME—MoISHEMRIAE, I
wMAN—LREBEELXappIAETEE, (HSHEMAEBRETN) , XEFREFETU
ZWin, Mac. Linux, Androidg&iOS, MABfridaifEF R,

FHAIDA

HIRFEBIAIOSHEROOTHANdroid, ZRMRAFE I,

MAC:

frida --version

o= e s

#HAklphone:

BUUSBH#IEBIMFN, JUAMITfrida-ps —aU A RFIEZRKI.
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frida-ps -aU
NEE Identifier

Terminal com.officialscheduler.mterminal
com.tencent.x1ln

com.apple.mobileslideshow
com.apple.Preferences
com.apple.mobilemail

FEshBfRAPPES, APPESS#THIRGN, MRLTHMFIRER AT
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5
RNEROFNEMR, FLERttapp

FANE T

REHEMET " MEZREBLEAPP,

FIAGERAAEGIE - SHEMFRBRN. TUEEXEBRE S “jail,jeil,jb,break" X #
YR,

XTFREBERTA{ERfrida-trace, :

# Trace recvx and sendx APIs in Safari

$ frida-trace —-i "recvx" -i "sendx" Safari

# Trace 0bjC method calls in Safari

$ frida-trace -m "-[NSView drawRect:]" Safari

# Launch SnapChat on your iPhone and trace crypto API calls

$ frida-trace -U -f com.toyopagroup.picaboo -I "libcommonCryptox"
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burpiiEFbridath 153 R B #H T Rhook, F"Jail" 8 x BHHL AL R £040 F

*x*kx Result of the search of Jail

OBJC: +[BLYDevice isJailBreak]

0BJC: +[IFlySystemInfo isJailbroken]

0BJC: +[UIScreen _shouldDisableJaill

0BJC: +[UIStatusBarWindow isIncludedInClassicJail]
0BJC: -[_UIHostedWindow _isConstrainedByScreenJaill]
0BJC: -[_UIRootWindow _isConstrainedByScreenJaill
0BJC: —[_UISnapshotWindow _isConstrainedByScreenJaill
0BJC: -[BLYDevice isJailbroken]

O0BJC: —[BLYDevice setJailbrokenStatus:]

OBJC: —[RCCountly isJailbroken]

0BJC: -[UIClassicWindow _isConstrainedByScreenJaill
0BJC: -[UIDevice isJailbroken]

0BJC: -[UIStatusBarWindow _isConstrainedByScreenJail]
0BJC: -[UITextEffectsWindowHosted _isConstrainedByScreenJaill
0BJC: -[UIWindow _clampPointToScreenJail:]

0BJC: -[UIWindow _isConstrainedByScreenJaill

HMEBWMERE “OBJC: +[BLYDevice isdailBreak]” .,

fridalBshAPP, HIMBMANGLW T

frida -U -f com.x.x -1 js-scripts

jSHA RS T AT 5 X

https://frida.re/docs/javascript—-api/

//hookfEAfE, 0bjC: args[0] = self, args[1l] = selector, args[2-n] = argum
Interceptor.attach(myFunction.implementation, {
onEnter: function(args) {
var myString = new 0bjC.Object(args[2]);

console.log("String argument: + myString.toString());
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}
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//hookig[E]{H,
Interceptor.attach(Module.getExportByName('libc.so', 'read'), {
onEnter: function (args) {
this.fileDescriptor = args[0].toInt32();
},
onLeave: function (retval) {
if (retval.toInt32() > 0) {
/* do something with this.fileDescriptor x/

FrH);

ENXjsHIAE, Eithookt “OBJC:

+[BLYDevice isJdailBreak]”HWEANEMIR[EE.

function hook_specific_method_of_class(className, funcName)
{
var hook = 0ObjC.classes[className] [funcName];
Interceptor.attach(hook.implementation, {
onEnter: function(args) {
// args[0] is self
// args[1] is selector (SEL "sendMessageWithText:")
// args[2] holds the first function argument, an NSString
console.log("\n\t[x] Class Name: " + className);
console.log(" [*] Method Name: " + funcName);
//For viewing and manipulating arguments
//console.log("\t[-] Valuel: "+0bjC.0Object(args[2]));
//console.log("\t[-] Value2: "+(0bjC.0bject(args[2])).toString(,
console.log("\t[-larg value '"+argsl[2]);
Interceptor.attach(hook.implementation,
{

onLeave: function(retval) {

console.log("[x] Class Name: " + className);
console.log(" [*] Method Name: " + funcName);
console.log("\t[-] Return Value: " + retval);

}}
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~
-

}
})s
}
//Your class name and function name here

hook_specific_method_of_class("BLYDevice", "- isJailbroken")

Spawned ° — . : ' ". Use %resume to let the main thread start executing!
[1Phone:: >
[iPhone:: > ‘“resume
[1Phone:: T —— >

Name: B
Method Name: - isJail

value
Class Nanm
Method Name:
[-] Return Value:

[*] Class Name: BLY
Method Nam

[-] Returr

Class Name:

Method Name: - isJail
[-] Return Value:

EllE, RUKRGELET, JERAZEZITRAMKELNEEF, BATARLEERTT,
MUIEX AR,

MAAEER “OBJC: —[UlDevice isJailbroken] XM, HEAMES TN BN
T

if (ObjC.available)
{
try
{
var className = "UIDevice";
var funcName = "- isJailbroken";
var hook = eval('ObjC.classes.' + className + '["' + funcName +
Interceptor.attach(hook.implementation,
{
onLeave: function(retval) {
console.log("[*] Class Name: " + className);
console.log(" [*] Method Name: " + funcName);
console.log("\t[-]1 Return Value: " + retval);//#1/EF 9RO
var newretval = ptr("ox0")
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retval.replace(newretval)// E##H9&[EE

console.log("\t[-] New Return Value: " + newretval)
+r
);
b
catch(err)
{
console.log("[!] Exception2: " + err.message);
b
b
else
{
console.log("Objective-C Runtime is not available!");
b
MITERWT:

[k] Class Name: UIDevice
[%] Method Name: - isJailbroken
[-] Return Value: 0x1

[-] New Return Value: 0x@

RING

https://mp.weixin.qq.com/s/McipoCTgtY02_6dJvRe44g

8/16



2020/7/27 Wfridask 5"

(Q \V/

@ 0000O0OCGOO

@ HOOKN & 25 bR 2%

BIMANEIE, #—FFiES 0 EUINERZNERE,
KT EMIEZRBXIREAndroidAl AZ I fEMtraceview X 7 1118 IR B8 £,

(https://developer.android.google.cn/studio/profile/traceview)
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Name “ Incl Cpu Tir Incl Cpu Time Excl Cpu Time % Excl Cpu Time Incl Real Time % Incl Real Time Excl Real
T' 16 android.os.Parcelwritelnt (1)V 9.2% 0.562 5.5% 0.335 4.5% 0.558
¥ Parents

[ 20 android.os. Parcel.writeValue (Ljavajlan... 53.4% 0.300 53.4% 0.298
[ 8 android.os. BaseBundle writeToParcelinn... 15.6% 0.0B7 15.4% 0.088
B 18 android.content Intent.writeToParcel (L... 14.4% 0.081 14.5% 0.081
|| 5 android.app. ActivityManagerProxy.start... 8.1% 0.051 B.0% 0.050
B 13 android.os.Parcel writeArrayMapintern... 4.8% 0.027 A4.7% 0.026
119 android.net.UriwriteToParcel (Landro... 2.8% 0.016 3.0% 0.017

¥ Children
Bselt 59.6% 0.335 59.7% 0.333
J 33 android.os.Parcel.nativeWritelnt (J1)V 40.4% 0.227 40.3% 0.225
> l 17 android.os.BaseBundle.putint (Ljavaflang)Str... B.1% 0.498 1.2% 0.072 4.2% 0.518
» ] 18 android.content.intent.writeToParcel (Landra... B.1% 0.495 0.5% 0.033 4.0% 0.497
» []19 android.util. ArrayMap.put (Ljava/lang/Object... 7.3% 0.447 3.4% 0.210 3.8% 0.468
» |l 20 android.os.Parcel.writeValue (Ljava/lang/Obj... 7.1% 0.437 1.6% 0.088 3.5% 0.434
|| 21 android.view.IWindow$Stub.onTransact (ILan... B.9% 0.420 1.1% 0.065 B.4% 0.668
» l 22 android.app.Activity.isTopOfTask ()12 6.7% 0410 0.2% D.012 BE.0% 0.619

S —

IOSHE A=K {FEAruntimeXZBEEE, uidumpMEEILHEANF, NslogHEHMEAN
F, IEEERBAXXBEFENRBEANTF,

fldlcrypt(decryot,encrypt),HTTP,Network, Bix] B BFEESHAH, TUER
HMENSStringRZR i E%,

XBEF—TARENgithubTiH ., FRAATMNSEXTgithullil, FEEFH, THZES
FRETERLNNOEMAEHAPP, IULBIEHRRBR LI X X B EZE R K

“*encryptor”,

githubIn B : https://github.com/lyxhh/IxhToolHTTPDecrypt

# &1 " 1DBEncryptManager
# 2 lyEncryption

# 2 1apRSAEncryptor

# [&  1apADIUEncrypt

= & . Encryptor

[l IAESEncrypt:
Ll :tAESKey

[l :SDecrypt:
I :SKey

[ :SLv
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HEEHEEHEEHEEEEHEEHEEHEHEEHHHH

:§ C|
+ &

>APublicKey
>APrivateKey
tRSAPublicKey:
-SEncrypt:
>AENncrypt:
>ADecrypt:
tRSAPrivateKey:
tAESKey:
tAESLv:
XxX_destruct
IAESEncrypt:
-SDecrypt:
:SEncrypt:
>AENncrypt:

roADecrypt:
-ncryptSessionService
-ncryptedSession

= & .._ZncryptedDH

HEHEHHHH

=R C IR

— Y -

LW

“ryptMessage:key:
“ryptMessage:key:
1eratePairKey

nputeKey:privkey:
ryptMessage:key:
ryptMessage:key:

— e L™~ _ __ . _RA _ .
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I+ KA T ncrypueonrirmiivessage
@ I cryptCancelMessage

= l'ﬂ PDrEnrvntRPanmiiactMaceceanao

hook W REMWFIBE R E, ERGEERKHE, VEIFABKRNVHNEFESHIAMSHEANE -
[XXEncryptor RSAEncrypt:15FZRW, HRE TMEBRFENEFERE, -[XXEncryptor
setRSAPublicKey: I1RIEE XM G ERFIM N ZZRSALAGER.

J>Encryptor sharel() Mane (TREncryplor:
- lEWEI’ satRSAPucKey | NSCFSiring) arg@:MIGIMABGE Sy GNADC B 1 OKBGOC Gef ixkgh/el LApORACATCLr SkIPu/SAEX2X0e 1kndfvAd | TvHIS MO 1/nOtVEXN TTACKS IHLPKIVLAGKgcBRTKRe [ NSCFSiring) M'GWWNEMLIMN
GAFAQTEPINZZP/ 1qraTolbvagyPRIentX 831 ] 2HMEL LETRRNhONL ] 6K THT VB0 0wy Toul DAGAS ADCROKBCC:
Sk 1k lAch
AHLPK2vLAGKgcH A0 TR INZIP,
ay 22
¥TewlDACAD
"Encryptor share]() Mane [TPEncryptor)
Encrypior AESKey)) Mone [ NSCFSwing|ghHEsOsBRIHgooaX
Encryptor gelAESHey)) Hane [ NSCFEtring|-ghHEs0sMdHgaoaX
.’Emva shars|() Mane (TPEncryplor)
IEWHMMD Mone [_NSCI DOEBAQUAALGN
ADCEIOKBgOC
Sk 4 Ach
AHLPK2VL A0TIPINZZF
Y L6
wTowlDACAR
. lEmrﬂ!mmnnynth_NSCFSqu} argl:{*aesKey” ;" gkHEsBsIKIHgooak® , *identityTicket": ", “deviceToken® "8 147 T8eal8bd c362b30behea”, " initVersion®i*2,2.6.1%, “remenbe | [_NSCFSingligOORNZBIGGMEY VPV lEhHHMBN
11, "doviceModel™:"iPhone 6", password™:"ll e “deviceMame™:"ios","language” :"zh_(N","usernang” " ye - —————— — ", “appkey":=3d106 umDMJm?FwKnm(:KthXOlW? wELImVIOV2EE
Thé-aeed-4135-ba22-b71fecid22s " “appversion”:"2.2.6.1"} Bol T 1 hEskHGs.Zb
ZOKsHOx
Kenhv2L Lobe2

OMaXTgm3AnJw. MOMS'IMUFFW
UPBxw JOXpZ T35 FnB G5 OZRAMMELE - unmnnn.
A2, YTHEO
ID,JLhdIWhﬂPLmMWO&DMBNMIYCUd
TJOTTraAP salmOn

YamC: CCONPWANV1BUX 10K JCn

H B EMNELETIREE, W-[XXEncrytor AESDecrypt:14 7%, ¥ RS ik E
MBFER, FHAESHNMBERBENBEX.,

«[ ™Encryptor AESDecrypt}_ NSCFString) argd: “spllzs LrghdnkS0S2cOL0PE+S5pt LA=gHEvuvOTFoTGABL T/ Lwz xc TRt 7 AEAM Ly 1 cHE CVRUTUZCHS 2 IWHEES) T 1F noN I wESMiel L 72/ oalic ZevaowslY NMMS L D2 508/ | NSCFConstantStringk:
L¥sj IMOtACobFxCIPS fi] Yaj X o1 Lali="

+ ‘Encryptor shars)} Nang {TPEncryptor:

1 Encryptor AESKayl) Mane {_NSCFString)-ghHE st IHgoaax

4 Ereryptor AESLVY) Mome: (. a

<[ Encryptor AESDecrypt}_ NSCFString} arg#:splLzsirg OPG+5pt LAsgHgE Zxr/ dwzwcCoRtt 71 EAwi Lwiny LcMSCVKLTUZ CHs 2 JWKEER ] T Q1724 MiMM215a9/L | [ NSCFStringl{ “code’ : 1, “msg” : "HPHEFEMHA
¥3j INOtRCQbFxCIPs K} Yaj Xis iolLal= Wi, “data’ : [ “defaulRetum® : “gHEssBKIHgooaX"

1]

ZBEIFEAIEHookiBER B R MM R A MBXNBIECEEE FHaeskey, RFLLEZHE

B%E:

A4 aeskeyfX AZElrequestB@ ->EFRHATE X HRSANHMBrequest—->K1ZF RS
in FF R Rrequestlg->ABIBEREAS, HEHAESkeyNZEResponseiR B 2 & F ik
>SEFIREFEHAeskeyBER B ImAIResponse .,

: "gkHEs@sIKIHgooaX" ,

5

ABEXA—THE, BXHIERARESH I UERBhookE|aeskey TR E,
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Encrypt and decrypt text with AES algorithm

spCLz5Irgh4nK5Q92cOLOPE+SptlA+gHQEVUVO TFo T GASZxr/iwzxcCqRFTIEAWK 1wWy1cMScVKUFU2cHs2 JWKEEB)FIFnoNimFw6SMkeQL72 /ox8cZeviwHYXdMMsiuXiXN2J5a9/LYs)
IMQERCgbFxCIPsFKjYajXWsio1LaU=

gkHEs0s9KIHgooaX

128 Bit Encrypt  Decrypt

. Donate

ar

Result of decryption in plain text
z *&'fanTic:#6)T "msg” : "R R EEHE HER",

"data”: {

“defaultReturn” : "

}
}

gkHEs0s9KIHgooaX"

EFEHEREEhook[XXEncrytor AESDecrypt:|BB A EERBIBEREMEREE|®, RO
BEAUE, ERRABVIIBEREZRSAERTMRN, TENIH. BRI EEFIHHKFIRSA

M TANERSABE LA,

v {"methodinfo":
{"methodinfo":
{"methodinfo":
{"methodinfo":
{"methodinfo":
{"methodinfo":
{"methodinfo":
{"methodinfo":
{"methodinfo":
{"methodinfo":
{"methodinfo":
{"methodinfo":
{"methodinfo":
{"methodinfo":
{"methodinfo":
{"methodinfo":

BREEXLZEZ, NXIEX

LRSI ARSADecrypt A&,

"+ share", "length": 0}

"~ IMAESEncrypt:", "length": 1}

"- getAESKey", "length": 0}
AESDecrypt:", "length": 1}
AESKey", "length": 0}

"~ AESLv", "length": 0}

"~ RSAPublicKey", "length": 0}
RSAPrivateKey", "length": 0}

"- setRSAPublicKey:", "length": 1}

"~ AESEncrypt:", "length™: 1}

"~ RSAEncrypt:", "length": 1}
RSADecrypt:", "length": 1}
setRSAPrivateKey:", "length": 1}

"- setAESKey:", "length": 1}

"~ setAESLv:", "length": 1}

"- .cxx_destruct”, "length": 0}

THEHRERERT, RESHREAN, WIRFREE. X

i BEAMMAMBERENESZ, BARARAMHNRHBBERZRESHTT, EBREZRBEREALR
7. BE2MBE Z8 &8 Hook Bl BB X B request, 7] LA B request # & A\ F -

[XXEncryptor RSAEncryptlAiERI, TEERarg,

- BEncryptor REAEReryptl NSCFS¥ing)

BIRRERIEA NS Zlyxhh,

lyxhh:

https://mp.weixin.qq.com/s/McipoCTgtY02_6dJvRed4g

=, 1 "B1477 Bead8be
'y "deviceName™ i "ios" " Language” s th_ON", "use
"2.2.8.1"}

argl: {“aeskey":® gmL s0s9KI) m;mm:
i1, "deviceMode™:" iPhone 6, F
Tod-aeed-4135-6022-671fec 102251

‘9ea”, “initver: lo 1"2.2.6.1","remembe |
Frome; E—

pnv s lon

WMBRANIEREEANBUrpEMAIUNZMENEIET .

https://github.com/lyxhh/IxhToolHTTPDecrypt
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ntercept is on

SON Beautifier

ORSAEncrypt:'](__NSCFString) HTTP/1.1

User-Agent: p

Accept-Encoding: gzip, deflate

Accept: */*

Connection: close

Content-Type: application/x-www-form-urlencoded
Content-Length: 1238

argument 1
ey

ifridaske "1

MFONIERTUTAIa0sHIIS, REENARARER TIOSH —HEKMNCryptoF, skl &

o

JS:https://la0s.github.io/2018/12/07/i0OS_Crypto/

/ Intercept the CCCrypt call.

Interceptor.attach(Module.findExportByName('libcommonCrypto.dylib',

onEnter: function (args) {

// Save the arguments

this.operation

this.CCAlgorithm

this.CCOptions
this.keyBytes
this.keylLength
this.ivBuffer
this.inBuffer
this.inLength
this.outBuffer
this.outLength

this.outCountPtr

args|[0]
args|[1]
args|[2]
args[3]
args|[4]
args[5]
args[6]
args|[7]
args|[8]
args[9]

args[10]

console.log('CCCrypt("' +

'operation:

"CCAlgorithm:

'"CCOptions:
'keyBytes:

https://mp.weixin.qq.com/s/McipoCTgtY02_6dJvRed4g

+ this
+ this
+ this

+ this

.operation
.CCAlgorithm
.CCOptions
. keyBytes

"CCl
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'keyLength: ' + this.keyLength +', '+
"ivBuffer: ' + this.ivBuffer +', "+
"inBuffer: ' + this.inBuffer +', "+
"inLength: ' + this.inLength +', '+
'outBuffer: ' + this.outBuffer +', '+
‘outLength: ' + this.outLength +', '+

'outCountPtr: ' + this.outCountPtr +')')

if (this.operation == 0) {

// Show the buffers here if this an encryption operation

console.log("In buffer:")

console. log(hexdump(ptr(this.inBuffer), {
length: this.inLength.toInt32(),
header: true,
ansi: true

)

console.log("Key: ")

console.log(hexdump(ptr(this.keyBytes), {
length: this.keyLength.toInt32(),
header: true,
ansi: true

)

console.log("IV: ")

console. log(hexdump(ptr(this.ivBuffer), {
length: this.keylLength.toInt32(),
header: true,

ansi: true

}))

},
onLeave: function (retval) {
if (this.operation == 1) {
// Show the buffers here if this a decryption operation
console.log("Out buffer:")
console. log(hexdump(ptr(this.outBuffer), {
length: Memory.readUInt(this.outCountPtr),
header: true,
ansi: true
)

console.log("Key: ")
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console. log(hexdump(ptr(this.keyBytes), {
length: this.keyLength.toInt32(),
header: true,
ansi: true

)

console.log("IV: ")

console. log(hexdump(ptr(this.ivBuffer), {
length: this.keylLength.toInt32(),
header: true,
ansi: true

}))

})

MR REEhookFEHPEXRE, BERERENAEXHNRBEER <BOMBRE, X
PMAPPHI X EAIXXEncryptorZ,

MEE THHE

PEIMARE, APXRESE, FFERAFR

KEZHPXE B AF7SSERA
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